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The National Institute of Standards and
Technology is enabling the development
of an integrated healthcare information in-
frastructure by developing test tools and
techniques that will facilitate seamless
exchange of information across the health-
care enterprise.

ccording to the Centers for Medicare and Med-

icaid Services, the US spent nearly $2.6 trillion

on healthcare in 2010, an amount estimated to

nearly double by the end of this decade (www.
cms.gov). This rate of spending was underscored by
Athenahealth CEO Jonathan Bush: “The US spends an
amount equal to 300 percent of India’s GNP on health-
care, and India’s population is three times ours” (Fortune,
16 Jan. 2012, p. 22). In an attempt to rein in healthcare
costs, the Obama administration, like the preceding Bush
administration, has initiated a major effort to move from
paper-based medical record keeping to electronic health
records (EHRs). These efforts established the Office of the
National Coordinator for Health Information Technology
(ONC) and formulated financial incentives for the nation’s
physicians to use EHRs, which will jointly lead to consider-
able automation in the healthcare industry.

To take advantage of such automation, information
generated in the healthcare enterprise must be digitally
encoded with the right semantics, archived for efficient
storage and retrieval, and transported reliably, securely,
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and efficiently, without any information loss. Accord-
ingly, the National Institute of Standards and Technology
has been working closely with ONC; Integrating the
Healthcare Enterprise (IHE; www.ihe.net), an initiative
by healthcare professionals and industry to improve the
way healthcare computer systems share information;
and other organizations, such as IEEE, to accelerate the
adoption of information technology by US healthcare
enterprises.

NIST, specifically its Information Technology Labora-
tory, is involved in several healthcare automation activities
focused on developing associated test methods, protocols,
and specifications, for interoperability. These projects,
which frequently involve coordination with related or-
ganizations such as IHE, have been devised according to
healthcare information flows.

INFORMATION FLOW IN
HEALTHCARE SERVICES

The healthcare services industry generates and pro-
cesses large amounts of complex information relating
to patient diagnosis, testing, monitoring, treatment, and
health management; billing for healthcare services; and
asset management of healthcare resources. Healthcare
delivery is a collaborative process, with many physicians,
specialists, nursing staff, and technicians from multiple
orgdanizations participating in patient treatment. In addi-
tion, many external organizations, including government
agencies, insurance companies, employers, medical re-
searchers, pharmacists, and even lawyers in malpractice
suits use the resulting healthcare information.
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The healthcare industry creates and uses different
classes of information, including the following five types:?

detailed medical records of each patient for every

episode of illness or type of healthcare delivered;

 workflow for patient referrals to specialists,® physician
orders for diagnostic tests or procedures, and hospital
admission and discharge;

« detailed administrative records for managing health-
care resources—for example, scheduling patient
appointments, tracking hospital bed utilization, and
inventory management of pharmaceutical supplies;

» billing for healthcare services, healthcare cost control
procedures, and coordination of benefits; and

« research reports, clinical observations, results of new

pharmaceutical clinical trials, and new guidelines.

One category of information flow occurs within the
healthcare services industry and is characterized as follows:

= An administrator obtains patient medical history,
employment and social data, and health insurance in-
formation and enters the data into the patient’s chart.

» A nurse records the patient’s vital signs, medications,
and chief complaints for a particular visit.

« A physician conducts an examination and writes or
dictates an “encounter note” for subsequent tran-
scription and signoff for inclusion in the chart. An
administrator submits billing information identifying
services rendered and the diagnosis codes for use in
insurance claims. -

» Largder healthcare institutions might have internal
advisory groups that recommend treatment guide-
lines (evidence-based medicine) to be followed by the
healthcare staff to improve healthcare quality.

A second category of information flow involves informa-
tion exchanged between healthcare facilities:

+ The physician might prescribe an order for a labora-
tory or diagnostic imaging test or procedure, refer the
patient to a specialist, or have the patient admitted to
a hospital. In some cases, the physician would include
the patient’s relevant clinical history.

» The results of a laboratory test or the report and
images of a diagnostic imaging would subsequently
be sent to the physician.

= Upon the patient’s discharge from the hospital, the
discharge summary would be sent to the patient’s
physician.

In the third category of information flow, information
is transmitted between a healthcare facility and external
agencies:
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The office administrator submits claims to an insur-
ance agency using the physician-supplied codes for
claims processing, and sometimes seeks benefits au-
thorization for specialized treatment for the patient.
Health insurance agencies might seek additional
justification for treatment provided to the patient or
for a recommended course of tests or treatment.
Health insurance agencies might provide a list of
preferred medications (formularies) and other cost
containment measures to healthcare facilities.
Managed care organizations and other payer agencies
might also provide treatment guidelines.

Life insurance companies might seek a patient’s medi-
cal record to evaluate the risk of a policy applicant
or to identify fraud due to a known, but undisclosed,
preexisting medical condition.

The foundation for healthcare
information sharing is the electronic
health record (or electronic medical
record), as it contains all the relevant
patient healthcare data in sharable form.
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» Clinic nursing staff occasionally might need to report
incidents of certain diseases to public health agencies
and record pediatric immunizations with the appro-
priate state’s vital statistics bureau.

Medical researchers might seek medical records of
patients with certain profiles for investigations; the
clinic might provide the information (with patient
consent) after removing patient-identifiable data.
Malpractice lawsuits might require a healthcare facil-
ity to submit medical records of patients (with profiles
similar to the litigant’s) to determine adherence to
standards of practice. ;

Finally, accrediting organizations in this information
flow category might review patient records to review
operational and quality standards.

ELECTRONIC HEALTH RECORDS

The EHR or electronic medical record (EMR) is the foun-
dation for healthcare information sharing, as both contain
all the relevant patient healthcare data in sharable form. In
healthcare delivery, the EHR serves integrating functions
similar to a manufacturing bill of materials. Although the
terms EMR and EHR are used interchangeably, ONC makes
a distinction between these two, as follows (see htttp://
www.healthit. gov). EMRs represent digital versions of the
paper charts in a doctor’s office. An EMR contains the
medical and treatment history of the patients in one prac-
tice, but the information in EMRs doesn't travel easily out
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of the practice. EHRs do all those things, and more. EHRs
focus on the patient’s total health, going beyond standard
clinical data collected in the provider's office and include
a broader view on a patient’s care. EHRs are designed to
reach out beyond the health organization that originally
collects and compiles the information.

Although large healthcare institutions have significant
investments in EHR-based computer systems, it is esti-
mated that only a small percentage of US small practices
use an EHR system in their daily practice (www.aafp.org).*
In most healthcare settings—especially small clinics—
paper-based records and fax-based communications are
still the norm. Recent incentive programs issued by the
Centers for Medicare and Medicaid Services, however, are
accelerating EHR adoption by both small and large prac-
tices (www.cms.gov/ehrincentiveprograms).

The adoption of standards for information interchange
will help to integrate disparate healthcare systems. How-
ever, rather than being geared simply to support human
readability of medical reports, healthcare data integration
implementations should incorporate the formalism and
details necessary for proper computer interpretability of
such information. The formalism and details contained
within NIST's Health Level Seven International’s (HL7's)
Clinical Document Architecture (CDA) standard (http:/
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hi7book.net/index.php?title= CDA) are
exemplary in this regard.

HL7, briefly, is the global author-
ity on interoperability standards
for health IT (www.hl7.0rg).*
Such measures would prevent the
loss of information during data inter-
change that could otherwise occur due
to differences in terms, codes, and re-
lated semantics in various healthcare
vocabularies. By using IT that adheres
to HL7, healthcare institutions could
deal transparently with information
obtained from external agencies as
well as with information generated
by in-house healthcare information
systems. Their applications could per-
form data mining of patient medical
records for healthcare quality metrics,
identify patients across populations
for timely medical interventions, and
check for compliance with preventive-
service protocols.

A variety of messaging and infor-
mation exchange standards permits
an enterprise to integrate the vari-
ous health information systems and
archive the data as an EHR or EMR
(www.nist.gov/healthcare/index.cfm).
In addition to HL7, such standards include Digital Im-
aging and Communications in Medicine (DICOM), IEEE
11073 Healthcare Devices and Personal Health Devices,
and others listed by the Healthcare Information and Man-
agement Systems Society's Integrating the Healthcare
Enterprise initiative and ANSI's Healthcare Information
Technology Standards Panel.

Figure 1 illustrates the classes of clinical information
and some of the standards that link these classes to a full
EHR. Specifically, HL7 messaging standards allow dis-
parate healthcare information systems to communicate
with each other. Version 2.x, although the most common
implementation, is likely to be superseded by version 3.0,
which uses an object-oriented approach. Independent
healthcare institutions can submit orders and referrals
via HL7 for healthcare services for their patients. DICOM
standards enable the interchange of information between
imaging systems and facilitate remote access for physi-
cians at their clinic.

With standards-based integration of information sys-
tems and authenticated remote access to reports and
images, physicians can review radiologists’ reports and
diagnostic images for use in patient counseling. One con-
cern with the current standards, however, is that they
deal only with syntactic issues. Thus, due to the disparate
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and government agencies to
build tools and prototypes to
advance the adoption of IT
within healthcare systems. NIST researchers are carrying
on several activities in particular:

= Collaborating with HL7 to help ensure that HL7

messaging and EHR systems’ conformance can be

defined and measured at an appropriate level.

Providing technical leadership on IHE projects,

specifically for cross-enterprise document sharing

and patient care devices.

» Providing technical leadership to build a common
Web-based tool set that integrates testing tools
and activities of various standards development
organizations, consortia, and other organizations;
also, providing technical leadership on the devel-
opment, selection, and implementation of security
specifications for securely communicating health
information.

= Collaborating with ONC to achieve a Nationwide

Health Information Network (NwHIN) and developing

several test procedures for “meaningful use.” Accord-
ing to ONC, "meaningful use is the set of standards
defined by the Centers for Medicare and Medicaid
Services (CMS) Incentive Programs that governs the
use of electronic health records and allows eligible
providers and hospitals to earn incentive payments
by meeting specific criteria.”
Collaborating with the Centers for Medicare and
Medicaid Services to provide guidance on the Health
Insurance Portability and Accountability Act Security
Rule.
« Participating in the ONC Federal Advisory Committee
on Health Information Technology Standards Com-
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mittee and associated working groups to pursue these
efforts. Working groups include HL7, IEEE 11073, the
National Council for Prescription Drug Programs, and
the American Telemedicine Association.

Following are several NIST projects, at various stages of
completion, that have resulted from these activities.

HL7 testing toolkit

As Figure 2 shows, NIST is building a toolkit for testing
HL7 message interfaces based on message profiles. The
toolkit's foundation is a set of Java APIs and a testing frame-
work that supports activities such as automated message
generation, message validation, and use case testing. De-
velopers can use the toolkit to build tools or Web services,
or they can incorporate it into third-party applications and
testing environments.

NIST has applied the toolkit to develop numerous tools
for creating messages, cross-referencing patient identity,
and formulating EHR queries. The toolkit’s main focus is
on HL7 version 2, although developers have recently added

capabilities to the toolkit to support version 3 validation. -

Tools are delivered as stand-alone applications, Web ser-
vices, and Web applications.

The HL7 (version 2) standard, around which we have
based the toolkit, is a specification for moving clinical
and administrative information between healthcare ap-
plications. In the US, 90 percent of hospitals use the HL7
standard. Its adoption in other care settings such as out-
patient and long-term care facilities or telemedicine is
necessary to ensure that organizations can reap the ben-
efits of widespread electronic communication. However,
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