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The National Institute of Standards and Technology Web site is 
available at http://www.nist.gov

NIST Computer Security Division Computer Security Resource 
Center is available at http://csrc.nist.gov/

The Framework for Improving Critical Infrastructure Cybersecurity
and related news and information are available at 
www.nist.gov/cyberframework

For additional Framework info and help cyberframework@nist.gov

Resources
Where to Learn More and Stay Current
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About NIST

ÅPart of the U.S. Department of 
Commerce

ÅNISTôs mission is to develop 
and promote measurement, 
standards, and technology to 
enhance productivity, facilitate 
trade, and improve the quality 
of life.

Å3,000 employees

Å2,700 guest researchers

Å1,300 field staff in partner 

organizations 

ÅTwo main locations: 

Gaithersburg, MD and 

Boulder, CO

NIST Priority Research Areas

National Institute of Standards and Technology (NIST)

Advanced Manufacturing

IT and Cybersecurity

Healthcare

Forensic Science

Disaster Resilience

Cyber-physical Systems

Advanced  
Communications
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ÅRole in cybersecurity began in 1972 with the development of the Data Encryption 

Standard ïbegan when commercial sector also has a legitimate need for 

cryptography, including in ATMs. 

ÅCharter for both public and private sectors

ÅNon-regulatory

Å Using widely-accepted standards helps create competitive markets around market 

need through combinations of price, quality, performance, and value to consumers. It 

then promotes faster diffusion of these technologies throughout industry.

ÅEnsure timely availability of standards, and associated testing, that address 

identified NIST IT Laboratory priorities, including national priorities established in 

statute or administration policy;

ÅAchieve cost-efficient, timely and effective solutions to legitimate regulatory, 

procurement and policy objectives;

ÅPromote standards and standardization systems that enable innovation and foster 

US competitiveness; and

ÅFacilitate international trade and avoid the creation of unnecessary obstacles to 

trade.
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Executive Order: 
Improving Critical Infrastructure Cybersecurity

ñIt is the policy of the United States to enhance the security and resilience of 
the Nationôs critical infrastructure and to maintain a cyber environment that 
encourages efficiency, innovation, and economic prosperity while promoting 

safety, security, business confidentiality, privacy, and civil libertiesò 

President Barack Obama 
Executive Order 13636, Feb. 12, 2013

Å The National Institute of Standards and Technology (NIST) was directed to 
work with stakeholders to develop a voluntary framework for reducing cyber 
risks to critical infrastructure

Å Version 1.0 of the framework was released on Feb. 12, 2014, along with a 
roadmap for future work
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Based on the Executive Order, the Cybersecurity 
Framework Must

Å Include a set of standards, methodologies, procedures, and 

processes that align policy, business, and technological approaches 

to address cyber risks

Å Provide a prioritized, flexible, repeatable, performance-based, and 

cost-effective approach, including information security measures 

and controls, to help owners and operators of critical infrastructure

identify, assess, and manage cyber risk 

Å Identify areas for improvement to be addressed through future 

collaboration with particular sectors and standards-developing 

organizations 

Å Be consistent with voluntary international standards
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Development of the Framework
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Engage the 
Framework 

Stakeholders

Collect, 
Categorize, 

and Post RFI 
Responses

Analyze RFI 
Responses

Identify 
Framework 
Elements

Prepare and 
Publish 

Framework

EO 13636 Issued ïFebruary 12, 2013 

NIST Issues RFI ïFebruary 26, 2013

1st Framework Workshop ïApril 03, 2013

Completed ïApril 08, 2013

Identify Common Practices/Themes ïMay 15, 2013

2nd Framework Workshop at CMU ïMay 2013

Draft Outline of Preliminary Framework ïJune 2013

3rd Workshop at UCSD ïJuly 2013

4th Workshop at UT Dallas ïSeptember 2013

5th Workshop at NC State ïNovember 2013

Published Framework ïFebruary 2014

Ongoing Engagement:

Open public comment 

and review encouraged 

and promoted throughout 

the process

cyberframework@nist.gov
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Framework Components
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Describes how cybersecurity 

risk is managed by an organization 

and degree the risk management 

practices exhibit key characteristics

Aligns industry standards and 

best practices to the Framework 

Core in a particular 

implementation scenario

Supports prioritization and 

measurement while 

factoring in business 

needs

Cybersecurity activities and 

informative references, 

organized around particular 

outcomes 

Enables 

communication of cyber 

risk across an 

organization 

Framework 
Core

Framework 
Implementation 

Tiers

Framework 
Profile



Framework Core
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What assets need protection?

What safeguards are 

available?

What techniques can identify 

incidents?

What techniques can contain 

impacts of incidents?

What techniques can restore 

capabilities?



Framework Core Excerpt
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