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Disclaimer: 
 

This OSAC Proposed Standard was developed by the Organization of Scientific Area Committees 
(OSAC) for Forensic Science. It is a completed work product of the OSAC and has been approved 
for listing on the OSAC Registry. This OSAC Proposed Standard will be submitted to a standard 
developing organization and is subject to change.   

This OSAC Proposed Standard has completed an open comment period and a rigorous technical 
and quality review by the originating OSAC unit (e.g., subcommittee), their parent body (e.g., 
scientific area committee), and the OSAC Standards Review Panel.  

OSAC encourages the forensic science community to implement this OSAC Proposed Standard 
into practice as it represents the best guidance available as approved by the OSAC. 

There may be references in this OSAC Proposed Standard to other publications under 
development by OSAC. This OSAC Proposed Standard may be used by the forensic-science 
community before the completion of such companion publications. 

Any identification of commercial equipment, instruments, or materials in the OSAC Proposed 
Standard is not a recommendation or endorsement by the U.S. Government and does not imply 
that the equipment, instruments, or materials are necessarily the best available for the purpose. 

Visit OSAC’s website for more information about the Registry approval process. 
  

https://www.nist.gov/adlp/spo/organization-scientific-area-committees-forensic-science/osac-registry/registry-approval
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Foreword 1 
This document has been developed with the objective of improving the quality and efficiency of 2 
conducting ABIS searches by Forensic Service Providers (FSPs). In this document, the following 3 
verbal forms are used: “shall” indicates a requirement, “should” indicates a recommendation; 4 
“may” indicates permission; and “can” indicates a possibility or capability. 5 
 6 
All hyperlinks and web addresses shown in this document are current as of the publication date 7 
of this standard. 8 

 9 
 10 
 11 
 12 
 13 
 14 
 15 
 16 
 17 
 18 
 19 
 20 
 21 
 22 
 23 
Keywords: abis, afis, database, search, tenprint, latent print, candidates, examination 24 
  25 
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Best Practice Recommendation for the Use of Automated Biometric Identification Systems 35 
(ABIS) 36 

 37 
1 Scope 38 

The Automated Biometric Identification System (ABIS) best practices document provides 39 
recommendations for Forensic Science Providers (FSP) that operate or use ABIS technology to 40 
capture, process, search, and adjudicate friction ridge impression comparisons. 41 

The document does not address biometric modalities other than friction ridges. This document 42 
is not intended to replace or supersede relevant federal, state, local, or industry standards. 43 

2 Normative Reference 44 

2.1 ASTM International. (2021). Standard Practice for Latent Print Evidence Imaging 45 
Resolution (ASTM E3235-21).  https://www.astm.org/e3235-21.html  46 

3 Terms and Definitions 47 

3.1  48 
ABIS 49 
The acronym for Automated Biometric Identification System. A generic term for a computer-50 
based system which is a primary repository of individuals’ biometrics (such as fingerprints, palm 51 
prints, facial and/or iris images) and secondary repository of associated demographic data, 52 
equipped with functionality to process biometric searches, store and retrieve records for 53 
identification purposes. 54 
Note: This term has generally replaced the AFIS term to account for additional biometric 55 
modalities incorporated into modern systems. 56 

 57 
3.2  58 
automated fingerprint identification system (AFIS) 59 
A generic term for a computer-based system which is a primary repository of individuals’ friction 60 
ridge detail (such as fingerprints and/or palm prints) and secondary repository of associated 61 
demographic data, equipped with functionality to process biometric searches, store and retrieve 62 
records for identification purposes. 63 
Note: This term has generally been replaced by the ABIS term or is colloquially interchangeable 64 
with ABIS. Refer to ‘ABIS’ for definition. 65 

 66 
3.3  67 
ABIS database 68 
Repository of criminal or civil exemplar prints that can be searched to establish a link with existing 69 
records or establish a new biometric identity. The repository typically also allows for the search 70 
of latent prints associated with a criminal case to be searched against criminal records, civil 71 
records or the unsolved latent file (or vice versa).  72 
Note: Refer to ‘ABIS’ for definition. 73 

https://www.astm.org/e3235-21.html


OSAC 2026-S-1051 
 

This Proposed Standard will be submitted to a standards developing organization and is subject to change. 5 

3.4  74 
ABIS search 75 
Biometric data collected and searched through an ABIS to establish identity, link biometric 76 
records, and/or link an individual to forensic evidence. Common searches of friction ridge detail 77 
include tenprint-to-tenprint, latent-to-tenprint, tenprint-to-latent, and latent-to-latent. 78 
Note: Refer to ‘ABIS’ for definition. 79 

 80 
3.5  81 
ABIS tenprint record 82 
Impressions of friction ridge detail deliberately collected under controlled conditions for search, 83 
storage, or comparison in an ABIS. ABIS Tenprint Record refers to the collection of exemplar 84 
prints from all ten fingers and will typically include palm prints (see 3.12: exemplar print). 85 
Note: While other definitions of a tenprint record may be limited to impressions from fingers, 86 
the definition for this document is a technical term related to ABIS operations where the ABIS 87 
tenprint record may include palm print impressions, demographic data, and other biometric data. 88 
 89 
3.6  90 
biometric data 91 
Digital or analog representation of characteristics of an individual that can be used to establish 92 
or verify the identity of a person or to distinguish an individual as belonging to a subgroup of the 93 
entire population.1 94 
 95 
3.7  96 
biometric record 97 
A biometric identity composed of one or more biometric modalities (e.g., friction ridge detail, 98 
face, iris, etc.) related to demographic data and/or criminal history data. 99 
Note: ABIS technology allows for efficient search of biometric data stored in large databases. 100 

 101 
3.8  102 
certified products list (CPL) 103 
List of products certified by the FBI as tested and in compliance with the FBI’s NGI Image Quality 104 
Specifications (IQS).2 105 

 106 
3.9  107 
closed search 108 
An ABIS search against a defined list of individuals (i.e., 1 to X, where X is a defined list of 109 
individuals). Closed searches of latent prints have been referred to as Case AFIS searches.  110 
Note: For closed searches of latent prints, the defined list is typically composed of individuals 111 
who have already been associated with the criminal case and are not necessarily part of the ABIS 112 

 
1 Paraphrased from Mangold, K. (2016). Data Format for the Interchange of Fingerprint, Facial & Other Biometric Information ANSI/NIST-ITL 
1-2011 NIST Special Publication 500-290 Edition 3., National Institute of Standards and Technology, Gaithersburg, MD, [online], 
https://doi.org/10.6028/NIST.SP.500-290e3, https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=921456 (Accessed November 26, 2023) 
2 FBI Programs, Research, and Standards Unit. (2023, November 22). Certified Products List (CPL) – BioSpecs. Federal Bureau of 
Investigations, U.S. Department of Justice. https://fbibiospecs.fbi.gov/certifications-1/cpl 

https://doi.org/10.6028/NIST.SP.500-290e3
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=921456
https://fbibiospecs.fbi.gov/certifications-1/cpl
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database (e.g., persons of interest, persons with legitimate access to the crime scene or 113 
evidence).  114 
Note: Refer to ‘open search’ and ‘ABIS search’ for definition. 115 

 116 
3.10  117 
composite-based ABIS 118 
A composite-based system specifies a master record for each identity in the database. Incoming 119 
exemplar records update the master record such that the highest quality impression is included 120 
for each finger or palm print. The master record begins as the first record for an individual but 121 
becomes a composite of multiple enrollments for the person. Only the impressions in the 122 
composite record are searchable by the ABIS (as opposed to an event-based ABIS - see 3.12). 123 

 124 
3.11  125 
electronic biometric transmission specification (EBTS) 126 
An FBI-published specification for electronically encoding and transmitting biometric images, 127 
identification, and data between federal, state, local users, and the FBI which specify file, record 128 
content, format and data codes.3  129 
Note: Extends the ANSI/NIST ITL standard. 130 

 131 
3.12  132 
event-based ABIS 133 
An event-based system searches one or more complete records in the database. Incoming 134 
exemplar records are added to the database, and the system determines how many and which 135 
records are searchable by the ABIS. This approach does not combine individual fingers or palms 136 
from different records (as opposed to a composite-based ABIS – see 3.10). Event-based systems 137 
may be configurable to establish specific records (e.g., newest, oldest, and/or highest quality 138 
records) or all records as searchable by the ABIS. 139 

 140 
3.13  141 
exemplar prints 142 
exemplar impression 143 
exemplar, known exemplar prints 144 
The deliberately recorded images or impressions from the friction ridge skin of an individual.  145 
Note: Examples may include inked tenprints, inked palm prints, Livescan prints, powder and lift 146 
prints, casted/molded prints, or photographs of friction ridge skin. 147 
Note: Refer to ‘ABIS tenprint record’ for definition. 148 
  149 

 
3 Criminal Justice Information Services Division. (2023, September 20). Electronic Biometric Transmission Specifications (EBTS) Version 11.2. 
Federal Bureau of Investigation, U.S. Department of Justice. https://fbibiospecs.fbi.gov/file-repository/ebts-v11-2_final.pdf/view  

https://fbibiospecs.fbi.gov/file-repository/ebts-v11-2_final.pdf/view
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3.14  150 
image quality specifications (IQS) 151 
Specifications from the FBI Criminal Justice Information Services (CJIS) Division that provide 152 
criteria for ensuring the image quality of fingerprint scanners and printers that input fingerprint 153 
images to, or generate fingerprint images from, the NGI system.4 154 
 155 
3.15  156 
latent 157 
latent impression 158 
An impression from an unknown source of friction ridge skin, usually deposited on a substrate 159 
unintentionally. Typically, latent impressions are not readily visible and can be developed or 160 
enhanced by optical, physical, and/or chemical processing techniques. 161 
Note: In the context of an ABIS, latent prints are typically collected at crime scenes or from 162 
physical evidence for search against large databases. 163 

 164 
3.16  165 
latent-to-tenprint search 166 
Latent impression searched against a database of existing ABIS tenprint records.  167 
Note: Latent-to-tenprint searches typically attempt to link a latent impression from an unknown 168 
source to a biometric record. 169 

 170 
3.17  171 
latent-to-latent search 172 
Latent impression searched against an Unsolved Latent File.   173 
Note: Latent-to-latent searches typically attempt to link a latent impression from an unknown 174 
source to other latent impression(s) from unknown source(s). 175 

 176 
3.18  177 
multiple searches 178 
ABIS searches of the same latent impression conducted more than once under different search 179 
parameters.  180 
Note: Typically, multiple searches change one or more of the following conditions to improve 181 
search accuracy: encoded features, method of feature encoding, search parameters, types of 182 
search, database searched, or search of a different ABIS.  183 
Note: Refer to ‘repeat searches’ for definition.  184 
  185 

 
4 FBI Programs, Research, and Standards Unit. (2023, November 22). Certified Products List (CPL) – BioSpecs. Federal Bureau of 
Investigations, U.S. Department of Justice. https://fbibiospecs.fbi.gov/certifications-1/cpl 

https://fbibiospecs.fbi.gov/certifications-1/cpl
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 186 
3.19  187 
next generation identification (NGI) 188 
An electronic repository of biometric and criminal history information for the criminal justice 189 
community operated by the FBI’s Criminal Justice Information Services (CJIS) Division. NGI 190 
replaces the FBI’s Integrated Automated Fingerprint Identification System (IAFIS).5 191 

 192 
3.20  193 
open search 194 
ABIS search against an entire database without biographic parameters (i.e., 1 to N).  195 
Note: Refer to ‘ABIS search’ for definition. 196 
Note: Refer to ‘closed search’ for definition. 197 

 198 
3.21  199 
repeat searches 200 
ABIS searches of a latent impression that are resubmitted.  201 
Note: Typically performed because system accuracy has improved after an upgrade or update to 202 
the ABIS or the ABIS search algorithms, or as deemed appropriate by an FSP.  203 
Note: Refer to ‘multiple searches’ for definition. 204 

 205 
3.22  206 
tenprint-to-tenprint search 207 
ABIS tenprint records searched against a database of existing ABIS tenprint records.  208 
Note: Tenprint-to-tenprint searches typically attempt to establish a link with existing records or 209 
establish a new biometric identity. 210 

 211 
3.23  212 
tenprint-to-latent search 213 
ABIS tenprint record searched against an Unsolved Latent File.  214 
Note: Incoming tenprint records can be automatically or manually/deliberately searched against 215 
an Unsolved Latent File, in an attempt to associate a tenprint record/known source to previously 216 
unidentified latent impression(s) from unknown source(s). 217 

 218 
3.24  219 
type of transaction (TOT) 220 
One of several types of electronic submissions or responses accepted by FBI/CJIS, and each with 221 
a defined purpose, rules, and workflow. 222 
Note: Examples of Types of Transactions defined by EBTS include the Criminal Tenprint 223 
Submissions and the Latent Friction Ridge Features Search. 224 
  225 

 
5 Federal Bureau of Investigation. (2023). Next Generation Identification (NGI) – LE. U.S. Department of Justice. https://le.fbi.gov/science-and-
lab/biometrics-and-fingerprints/biometrics/next-generation-identification-ngi 

https://le.fbi.gov/science-and-lab/biometrics-and-fingerprints/biometrics/next-generation-identification-ngi
https://le.fbi.gov/science-and-lab/biometrics-and-fingerprints/biometrics/next-generation-identification-ngi
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 226 
3.25  227 
unsolved latent file (ULF) 228 
The database of latent impression features and related data compiled from previously searched 229 
but unidentified latent impressions.  230 
Note: Supports Tenprint-to-Latent and Latent-to-Latent searches. 231 
 232 
4 Requirements / Recommendations 233 

4.1 General 234 

4.1.1 The FSP should ensure compliance with all relevant federal, state, local, and 235 
organizational standards, policies, and statutes, including those related to the following topics: 236 
those regarding security, privacy, data transfer, and data storage (e.g., juvenile or non-criminal 237 
biometric records). The FSP should also ensure that they are compliant with all relevant policies 238 
and protocols, including those related to training, certification, and access.  239 

4.1.2 The FSP should define whether they operate and control an ABIS database and/or which 240 
ABIS databases they access and use. Some recommendations in this document only pertain to an 241 
FSP that operates an ABIS, but do not pertain to an FSP that only accesses and uses an ABIS. Due 242 
to variations in the structure, organization, and responsibilities of organizations that operate 243 
and/or use ABIS databases, each FSP should determine and document which recommendations 244 
are pertinent to them. 245 

4.1.3 The FSP should appoint an ABIS or system administrator to oversee operations, develop 246 
policies, assign user roles, and serve as the main point of contact with the vendor. 247 

4.1.4 The FSP should define the role for each user of the ABIS and set system permissions and 248 
access controls for each role, including the types of transactions that each role may access and/or 249 
process. 250 

4.1.5 The FSP should ensure that users of the internal and/or external ABIS software or 251 
associated hardware receive training and have access to vendor-specific manuals or user guides. 252 
This training shall be sufficient for users to complete the tasks assigned to their role, including 253 
digital image training. 254 

4.1.6 The FSP should have written procedures specifying the availability of external biometric 255 
systems for each type of transaction. The procedures should define the sequence of searches 256 
through internal and external databases. 257 

4.2 Image Acquisition 258 

4.2.1 When digitally capturing (e.g., Livescan, Mobile ID, card scanner, etc.) exemplar prints, 259 
the FSP should use products on the FBI’s Certified Products List (CPL) that are in compliance with 260 
the Next Generation Identification (NGI) Image Quality Specifications (IQS). Whenever possible, 261 
devices should meet the FBI’s most stringent standards. 262 
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4.2.1.1 The FSP should ensure that exemplar prints are captured at 1000 pixels per inch (ppi). If 263 
they cannot be captured at 1000 ppi due to system, storage, hardware, or bandwidth limitations, 264 
then the FSP should ensure that tenprint records and exemplar prints are captured at 500 ppi. 265 

4.2.1.2 The make and model of the capture device should be included with each record such that 266 
the examiner can reference the information when the fingerprint images are viewed, printed, or 267 
exported. 268 

4.2.1.3 The FSP should evaluate friction ridge capture devices on a schedule following 269 
manufacturer’s recommendations or annually to verify that the devices meet quality 270 
expectations. 271 

4.2.1.4 Digital images of friction ridge detail that have been printed to paper should not be 272 
digitally recaptured with a camera, scanner, or any other capture device. If it is necessary to 273 
recapture printed images, capture devices shall comply with FBI Image Quality Specifications 274 
(IQS) to ensure that digital images are printed at a 1:1 scale, and card printers shall be listed on 275 
the FBI Certified Products List (CPL). 276 

4.2.2 When digitally capturing other friction ridge detail (e.g., latent prints) with devices or 277 
methods not included in the FBI’s Image Quality Specifications, the FSP should confirm that the 278 
capture device is fit for purpose. 279 

4.2.2.1 The FSP should ensure that images of friction ridge detail are captured at 1000 pixels per 280 
inch (ppi) or higher when sized at 1:1. If images of friction ridge detail cannot be captured at 1000 281 
ppi due to system, storage, hardware, or bandwidth limitations, then the FSP should ensure that 282 
they are captured at 500 ppi or higher. 283 

4.2.2.2 The FSP should evaluate the resolving power of each digital camera, scanner, and other 284 
capture devices annually and as needed according to the ASTM Standard Practice for Latent Print 285 
Evidence Imaging Resolution (E3235-21). 286 

4.2.2.3 The FSP should establish policies to ensure that digital images of friction ridge detail in 287 
ABIS software are not converted or altered in a destructive manner. Digital images of friction 288 
ridge detail that have been printed to paper should not be digitally recaptured with a camera, 289 
scanner, or any other capture device. 290 

4.2.3 Exemplar prints and latent print images stored in an ABIS should be in a file format and at 291 
a compression ratio that meets or exceeds specifications listed in the most current revision of 292 
the Data Format for the Interchange of Fingerprint, Facial & Other Biometric Information. 293 

4.2.3.1 The FSP should ensure that original versions of latent print images are maintained in the 294 
ABIS and/or in a separate digital image management system. 295 

4.2.4 A scale should be included in the image of friction ridge detail captured with a camera 296 
(e.g., latent prints). If a scale is not included in the image, the spatial resolution should be 297 
estimated using objects of known size in the image or by the frequency of friction ridges in the 298 
image. Any size estimation method should be tested on sample images prior to use on casework 299 
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images to confirm it is fit for purpose. Any size estimation method used shall be documented in 300 
the case record. 301 

4.2.4.1 ABIS software should support the automatic and/or manual measurement of the spatial 302 
resolution of images based on a scale in the image and based on the frequency of friction ridges 303 
in the image. 304 

4.3 Exemplar Enrollment and Search 305 

4.3.1 The FSP should establish agency policies and standards for enrollment and search of ABIS 306 
tenprint records. The FSP should consider the following information to determine workflow steps 307 
and decision logic within the ABIS: 308 

4.3.1.1 Record type (e.g., Criminal, Civil, Juvenile, etc.). 309 

4.3.1.2 FBI/CJIS Type of Transaction. 310 

4.3.1.3 Originating agency (e.g., law enforcement agency). 311 

4.3.1.4 Method of import into system (e.g., interface with Livescan, inked card scan, file import, 312 
etc.). 313 

4.3.1.5 Capture device type, make, model, and manufacturer (e.g., Livescan, inked card, etc.). 314 

4.3.1.6 Quality of images and biometric data or errors detected (e.g., sequence error). 315 

4.3.1.7 Minutiae count, finger pattern classification, number of amputated, bandaged, or 316 
unprintable fingers or palms, etc. 317 

4.3.1.8 Additional factors that affect workflow steps should be clearly defined. 318 

4.3.2 The FSP should document which steps of the exemplar enrollment process are completed 319 
manually and automatically. The FSP should also define the criteria that determine manual or 320 
automatic processing. Examples of criteria are listed above (Section 4.3.1). 321 

4.3.3 The FSP should document the types of transactions that are supported by the ABIS and 322 
any restrictions on the types of transactions. The FSP should also clearly specify the types of 323 
transactions that are accepted from each submitter. 324 

4.3.4 The FSP should document workflows of systems that interface with the ABIS to save, copy, 325 
forward, validate, or perform some other process on incoming enrollment records. Systems that 326 
interface with an ABIS include, but are not limited to the following: 327 

4.3.4.1 Criminal history systems. 328 

4.3.4.2 NIST readers. 329 

4.3.4.3 Systems to validate descriptor data. 330 
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4.3.4.4 Systems to track non-criminal (civil) submissions for criminal history record 331 
dissemination and/or billing purposes. 332 

4.3.4.5 Record archive systems. 333 

4.3.4.6 Case management systems. 334 

4.3.4.7 Quality assurance systems to detect submission errors or low-quality data. 335 

4.3.4.8 Reporting tools systems. 336 

4.3.4.9 Additional ABIS databases. 337 

4.3.5 The FSP should define how transactions processed or searched by an ABIS are prioritized 338 
based on record type, crime type, or other considerations. 339 

4.3.6 If a search of an ABIS tenprint record does not result in an identification, the FSP should 340 
use other biometric data (e.g., palm prints, face image, iris image, etc.) and/or demographic data 341 
(e.g., name, alias, date of birth, etc.) for additional searches to avoid creating multiple biometric 342 
identities of the same individual. If other biometric data results in an identification, the ABIS 343 
tenprint records should be compared manually (and linked), when appropriate. 344 

 345 
4.3.7 The FSP should define the criteria for which tenprint search transactions are retained in 346 
the ABIS database. 347 

 348 
4.3.8 The FSP should establish a policy for the process and frequency of repeat searches of ABIS 349 
tenprint records to improve database quality and accuracy6. The FSP policy should consider ABIS 350 
vendor recommendations and the following circumstances: 351 

 352 
4.3.8.1 During or after an ABIS upgrade. 353 

 354 
4.3.8.2 After an update to the ABIS matcher algorithms and/or feature extraction algorithms. 355 
 356 
4.3.8.3 According to record type, crime type, or other relevant circumstances. 357 
 358 
4.3.9 The FSP should establish policies for candidate list depth for each open search type in 359 
consultation with the ABIS vendor. This policy should seek to balance search success rate against 360 
agency resources. 361 

 362 
4.3.10 The FSP should establish policies for the documentation or retention of search data and 363 
results for each type of ABIS search. Documentation should include the following information: 364 

 365 
 

6 Over time, an ABIS database may develop duplicate identities (i.e. records of the same person saved as different people) and inaccurate 
associations (i.e., records of different people linked as a single identity). An internal search of a record against all other records improves database 
accuracy by detecting duplicate records and inaccurate associations. 
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4.3.10.1 System information (e.g., user ID, date, time, etc.). 366 
 367 

4.3.10.2 Database searched and type of search. 368 
 369 

4.3.10.3 For closed searches, the list of potential candidates. 370 
 371 

4.3.10.4 Repeat searches. 372 
 373 

4.3.10.5 Location and type of features used in the search (e.g., minutiae, cores, and deltas) and 374 
whether they were encoded manually or automatically. 375 

 376 
4.3.10.6 Search filters and parameters. 377 

 378 
4.3.10.7 For open searches, candidate list depth. 379 

 380 
4.4 Latent Print Searches 381 

 382 
4.4.1 The FSP should define criteria for determining the utility (suitability) of latent prints for 383 
ABIS searching and criteria for selecting which available ABIS databases to search. Criteria should 384 
include some or all of the following factors: 385 

 386 
4.4.1.1 Utility for latent print comparison. 387 

 388 
4.4.1.2 Latent print quality. 389 

 390 
4.4.1.3 Latent print complexity. 391 

 392 
4.4.1.4 Quantity of comparable features. 393 

 394 
4.4.1.5 Quantity of features that can be encoded for ABIS search. 395 

 396 
4.4.1.6 Anatomical area. 397 

 398 
4.4.1.7 ABIS database size7. 399 

 400 
4.4.1.8 Limitations of the ABIS8. 401 

 
7 A larger ABIS database has an increased likelihood that the features in non-matching impressions may appear to correspond. This is most likely 
when one of the impressions is a latent print with a limited number of comparable features and/or reduced quality. An FSP should consider this risk 
when defining criteria for ABIS search of latent prints. 
8 For example, an ABIS may have low accuracy for a certain type of search or certain searches may be very labor intensive. An FSP should consider 
these types of limitations when establishing criteria for ABIS search of latent prints. 
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 402 
4.4.1.9 Crime type. 403 

 404 
4.4.1.10 Results of previous ABIS searches or comparisons. 405 

 406 
4.4.1.11 Additional criteria defined by the FSP. 407 

 408 
4.4.2 The FSP should document which ABIS databases (e.g., local, state, federal) are available 409 
for each type of transaction. The FSP should also establish a policy that specifies whether 410 
databases must be searched in a specific sequence. 411 

 412 
4.4.3 The FSP should establish a policy for latent print closed searches against individuals 413 
associated with the case. Criteria for this policy should include the following conditions: 414 

 415 
4.4.3.1 Unclear anatomical location or orientation in the latent print. 416 

 417 
4.4.3.2 Large number of latent prints and/or exemplar prints. 418 

 419 
4.4.3.3 As a quality assurance measure. 420 

 421 
4.4.3.4 Verification or a part of the verification phase. 422 

 423 
4.4.3.5 To assist in reaching a source exclusion decision. 424 

 425 
4.4.4 The FSP should establish procedures that define when latent prints are retained or 426 
removed from the Unsolved Latent File based on crime type, relevant statutes of limitation, 427 
and/or other factors. 428 
 429 
4.4.5 The FSP should establish a policy for the process and frequency of repeat searches of 430 
latent prints. The FSP policy should consider ABIS vendor recommendations and the following 431 
circumstances: 432 

 433 
4.4.5.1 During or after an ABIS upgrade. 434 

 435 
4.4.5.2 After an update to the ABIS matcher algorithms and/or feature extraction algorithms. 436 

 437 
4.4.5.3 Before a latent print is removed from the Unsolved Latent File. 438 

 439 
4.4.5.4 According to record type, crime type, or other case circumstances. 440 

 441 
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4.4.6 The FSP should establish a policy for cold-case and post-conviction review of unidentified 442 
latent print impressions and search through one or more ABIS databases. The policy should 443 
address latent prints that were never searched due to limitations of older ABIS technology, 444 
previous suitability determinations, or other factors that may have been affected by the 445 
prevailing state-of-the-art at the time a case was originally worked. 446 

 447 
4.4.7 Other searches outside of standard workflows should be clearly documented (e.g., case 448 
notes) to include which images were searched, search parameters, and which database they 449 
were searched against. 450 

 451 
4.4.8 The FSP should consult with the ABIS vendor and establish policies for the automatic 452 
and/or manual encoding of features in exemplar or latent prints. 453 

 454 
4.4.9 The FSP should consult with the ABIS vendor and establish policies for multiple searches 455 
of latent prints. The policy should consider crime type, case circumstances, database size, print 456 
quality, system limitations, agency resources, and/or other factors. 457 

 458 
4.4.10 The FSP should consult with the ABIS vendor and establish policies for when to apply 459 
search filters or parameters. Policies on ABIS search filters or parameters should consider the 460 
following criteria: 461 

 462 
4.4.10.1 Search type (e.g., tenprint-to-tenprint, tenprint-to-latent, latent-to-tenprint, latent-to-463 
latent, etc.). 464 
 465 
4.4.10.2 Anatomical location (e.g., finger number or palm area). 466 

 467 
4.4.10.3 Pattern or classification. 468 

 469 
4.4.10.4 Print orientation (e.g., upright vs. 360°). 470 

 471 
4.4.10.5 Record type (e.g., criminal, civil, etc.). 472 

 473 
4.4.10.6 Person demographics (e.g., age, gender, race, etc.). 474 

 475 
4.4.10.7 Geographic information (e.g., location of exemplar enrollment). 476 

 477 
4.4.10.8 Use of multiple searches where filters or parameters are applied in one and not 478 
applied in another. 479 

 480 
4.4.11 The FSP should establish policies for candidate list depth for each open search type in 481 
conjunction with the above search strategies and in consultation with the ABIS vendor. This policy 482 
should seek to balance search success rate against agency resources. 483 
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 484 
4.4.12 The FSP should consider vendor recommendations when establishing policies regarding 485 
latent print search criteria and search parameters to evaluate their efficiency and effectiveness 486 
and incorporate appropriate vendor best practices. 487 

 488 
4.4.13 The FSP should establish policies for documentation of each type of ABIS search. 489 
Documentation should include the following information: 490 

 491 
4.4.13.1 System information (e.g., user ID, date, time, etc.). 492 

 493 
4.4.13.2 Database searched and type of search. 494 

 495 
4.4.13.3 For closed searches, the list of potential candidates. 496 

 497 
4.4.13.4 Whether latent prints are retained in or removed from the Unsolved Latent File. 498 

 499 
4.4.13.5 Repeat searches. 500 

 501 
4.4.13.6 Location and type of features used in the search (e.g., minutiae, cores, and deltas) and 502 
whether they were encoded manually or automatically. 503 

 504 
4.4.13.7 Search filters and orientation option. 505 

 506 
4.4.13.8 For open searches, candidate list depth. 507 

 508 
4.5 Search Adjudication 509 
 510 
4.5.1 The FSP procedures or protocols should clearly state that all examinations of friction ridge 511 
detail while using the ABIS software follow relevant standards and guidelines for friction ridge 512 
comparisons. For example, examinations of friction ridge impressions in ABIS should follow 513 
relevant standards and guidelines for Analysis, Comparison, Evaluation, and Verification. 514 

 515 
4.5.1.1 The FSP procedures or protocols should clearly state any differences in process or 516 
decisions between standard examinations and examinations conducted with ABIS software. For 517 
example, examiners may reach a decision of “No Hit” or “Non Ident” in ABIS instead of the Source 518 
Exclusion opinion in standard examinations. 519 

 520 
4.5.2 For ABIS tenprint records, the FSP should clearly document automation thresholds, 521 
candidate list depth, and other settings which affect the automatic and/or manual adjudication 522 
of internal and external searches. The FSP should evaluate these parameters annually and adjust, 523 
if necessary. When choosing or adjusting these parameters, the FSP should consider the following 524 
factors:  525 
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 526 
4.5.2.1 Analysis of the distribution of adjudications by score and candidate rank position for 527 
each search type to balance timeliness, thoroughness, and accuracy. 528 

 529 
4.5.2.2 Balance of efficiency and time commitment for automatic and manual adjudication by 530 
search type. 531 

 532 
4.5.2.3 Type of decision (i.e., “hit” vs. “no hit”). 533 

 534 
4.5.2.4 Size, quality, and type of ABIS database. 535 

 536 
4.5.2.5 Throughput volume of transactions. 537 

 538 
4.5.2.6 Urgency or priority of transaction. 539 

 540 
4.5.2.7 Human factors (e.g., task disinterest on transactions with low success rate). 541 

 542 
4.5.2.8 Vendor recommendations, independent tests, and/or feedback from other FSPs with 543 
similar systems. 544 
 545 
4.5.3 Implementation of automated adjudication using thresholds should undergo testing and 546 
validation with documented error rates and risks for false matches and missed matches. The 547 
quality and score thresholds or other decision criteria should undergo periodic review to confirm 548 
continued validity. 549 

 550 
4.5.4 The FSP should document the results of tenprint adjudications and maintain that 551 
documentation for auditing purposes. Ideally, the FSP should ensure that the ABIS automatically 552 
maintains this information and supports the output of this data with periodic or on-demand 553 
reports. Documentation should include the following data: 554 
 555 
4.5.4.1 System information (e.g., user ID, date, time, etc.) 556 

 557 
4.5.4.2 Identifiers for all search and candidate records. 558 

 559 
4.5.4.3 Score and rank of each candidate. 560 

 561 
4.5.4.4 Examiner and/or system decision for each candidate. 562 

 563 
4.5.4.5 List of candidates that were viewed by each examiner. 564 

 565 
4.5.4.6 Additional information necessary to understand the ABIS search, results, and resulting 566 
decisions. 567 
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 568 
4.5.5 The FSP should document whether ABIS tenprint records are organized with a composite-569 
based system, an event-based system, or a hybrid system. 570 

 571 
4.5.6 The FSP should establish policies on the appropriate use of ABIS to maximize system and 572 
examiner efficiency and accuracy. 573 

 574 
4.5.6.1 The FSP should establish a policy regarding the display of candidate rank and score 575 
information to the examiner. This policy should balance the improved accuracy from viewing this 576 
data against the potential for bias. The FSP should define quality assurance procedures (e.g., 577 
sequential unmasking or masking this data from a second examiner) to mitigate the risk of bias. 578 

 579 
4.5.6.2 The FSP should establish guidelines on the use and display of system-generated 580 
corresponding minutiae. The guidelines should include vendor-specific information to assess 581 
risks based on system limitations 582 

 583 
4.5.7 For latent prints searched in an ABIS, the FSP should clearly document automation 584 
thresholds, score differential, candidate list depth, and other settings which affect the automatic 585 
adjudication of internal and external searches, and when manual review and adjudication is 586 
required. The FSP should annually evaluate these parameters and adjust, if necessary. When 587 
choosing or adjusting these parameters, the FSP should consider the following factors: 588 

 589 
4.5.7.1 Analysis of the distribution of adjudications by score and candidate rank position for 590 
each search type to balance timeliness, thoroughness, and accuracy. 591 

 592 
4.5.7.2 Balance of efficiency and time commitment of automatic and manual adjudication by 593 
search type. 594 

 595 
4.5.7.3 Type of decision (e.g., “hit” vs. “no hit”). 596 

 597 
4.5.7.4 Size, quality, and type of ABIS database. 598 

 599 
4.5.7.5 Throughput volume of transactions. 600 

 601 
4.5.7.6 Urgency or priority of transaction. 602 

 603 
4.5.7.7 Crime type or case circumstances. 604 

 605 
4.5.7.8 Quantity and quality of latent print detail. 606 

 607 
4.5.7.9 Automated utility (suitability) determination. 608 

 609 
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4.5.7.10 Anatomical area of latent print detail or uncertainty in anatomical area or orientation. 610 
 611 

4.5.7.11 Human factors (e.g., task disinterest on transactions with low success rate). 612 
 613 

4.5.7.12 Vendor recommendations, independent tests, and/or feedback from other FSPs with 614 
similar systems. 615 

 616 
4.5.8 The FSP should establish policies for the documentation of latent print searches in ABIS 617 
and their retention as part of case notes and/or in the ABIS. Documentation should include the 618 
following information: 619 

 620 
4.5.8.1 System information (e.g., user ID, date, time, etc.). 621 

 622 
4.5.8.2 Identifier, score, and rank for each candidate. 623 

 624 
4.5.8.3 Examiner and/or system decision for each candidate. 625 

 626 
4.5.8.4 List of candidates that were viewed by each examiner. 627 

 628 
4.5.8.5 Status of each searched latent print in the Unsolved Latent File. 629 

 630 
4.5.9 The FSP should establish policies regarding the release of ABIS search documentation as 631 
a part of disclosure. Although the information listed above is appropriate to disclose as a part of 632 
case notes, disclosure should not include the name of unidentified candidates, their biometric 633 
data, or their demographic information. 634 

 635 
4.5.9.1 The FSP should follow all relevant privacy requirements and statutes established in their 636 
jurisdiction and by the relevant ABIS system. 637 

 638 
4.5.10 If other processes are automated with ABIS technology, the FSP should document the 639 
purpose, criteria, and validation of these processes. The following are examples of these other 640 
processes: 641 
 642 
4.5.10.1 Determination of suitability for ABIS search. 643 

 644 
4.5.10.2 Determination of additional or enhanced quality assurance procedures. 645 

 646 
4.5.10.3 Non-standard tenprint or latent print searches or comparisons (e.g., identity for DNA 647 
collection forms, pawn slips, etc.). 648 

 649 
4.5.11 If the FSP releases preliminary latent print search results (e.g., investigative lead, 650 
“unofficial hit”, association) from the ABIS prior to review by a qualified latent print examiner, 651 
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the FSP should establish clear policies to define the automated human process, result criteria, 652 
authorized recipients of results, training for recipients, and limitations of automated results. 653 
Personnel receiving preliminary results shall be made aware of the preliminary nature of the 654 
results, so as to understand the limitations and the potential for error. 655 

 656 
4.5.11.1 Implementation of automated results for latent print searching should undergo testing 657 
and validation with documented error rates and risks for false matches and missed matches. The 658 
candidate score threshold or other decision criteria should also undergo periodic review to 659 
confirm continued validity. 660 

 661 
4.5.11.2 Preliminary results should be clearly labeled as such and include warnings that the 662 
results are for investigative purposes only and are not sufficient for arrests, warrants, or charges. 663 
Preliminary or automated results shall not include “source identification” or any of the opinions 664 
as defined in the OSAC Standard for Friction Ridge Examination Conclusions. 665 

 666 
4.5.11.3 If official decisions or final reports are needed, the FSP should establish a procedure for 667 
these requests where latent print examiners use their standard protocols to complete the latent 668 
print examination and report the results to the requesting personnel. 669 

 670 
4.5.12 The FSP should establish procedures to maintain an accurate ABIS database, including the 671 
following database maintenance methods: 672 

 673 
4.5.12.1 Internal search of records in a database against all other records in the same database. 674 
Duplicate identities should be consolidated or reconciled after a manual or automatic review 675 
process established by the FSP. 676 

 677 
4.5.12.2 External search of records in a database against an interfacing system. 678 

 679 
4.5.12.3 If multiple biometric modalities are available in an ABIS, the FSP should use these other 680 
modalities to verify and improve the accuracy of the tenprint database. 681 

 682 
4.6 Quality Assurance 683 
 684 
4.6.1 The FSP should establish policies to conduct periodic quality assurance reviews for 685 
automated and manual ABIS activities in accordance with the needs of the system users and 686 
customers. Periodic reviews should include confirmation that data stored in separate systems is 687 
consistent and in sync. 688 

 689 
4.6.2 The FSP should ensure that all relevant ABIS data is logged, including any data necessary 690 
to meet recommendations described in this document. The data should be available and 691 
exportable in a manner that facilitates quality assurance reviews. 692 

 693 
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4.6.3 The FSP should conduct periodic technical reviews on a random sample of records and 694 
transactions to evaluate the accuracy of the ABIS database, the suitability of established 695 
automated processes, thresholds, and criteria, and the accuracy of examiners individually and 696 
collectively. 697 

 698 
4.6.3.1 In determining the number of random samples in each review, the FSP should define 699 
their sampling approach and consider the type of search, type of records, size of database, 700 
accuracy of system, level of acceptable risk, and other relevant factors. 701 

 702 
4.6.3.2 During review, the FSP should focus on transactions with scores that do not align with 703 
the original decision (i.e., “Hit” with a low score or “No Hit” with a high score). ABIS reports or 704 
vendor-specific tools should support this type of review. The FSP should work with the ABIS 705 
vendor to establish this review process and determine ranges of ‘high’ and ‘low’ scores for each 706 
type of search. 707 

 708 
4.6.4 The FSP that owns and controls an ABIS should establish an acceptance test plan to 709 
thoroughly test all equipment, hardware, software, workflows, processes, interfaces, and 710 
subsystems for expected functionality before the ABIS is used in production and after a system 711 
update or upgrade. Additionally, the FSP should establish a schedule to execute each section of 712 
the acceptance test plan at a specified date and/or frequency and define the criteria for 713 
acceptance. 714 

 715 
4.6.4.1 The acceptance test plan should include processes to test and verify that the ABIS 716 
complies with all relevant standards and security requirements. The plan should also include 717 
tests sufficient to confirm that the ABIS meets all agency-defined requirements. 718 

 719 
4.6.5 The FSP that owns and controls an ABIS should evaluate the system annually and after 720 
upgrades to the system, matcher algorithms, encoding algorithms, and other major subsystems. 721 
Evaluations should test that the following automated processes are stable, consistent with, or 722 
show improvement over previous tests of the ABIS: 723 

 724 
4.6.5.1 Quality scores (e.g., NFIQ, NFIQ2, vendor-specific quality scores, etc.). 725 

 726 
4.6.5.2 Friction ridge segmentation (e.g., rolled fingers, slap fingers, palms, etc.). 727 

 728 
4.6.5.3 Automatic feature placement (e.g., minutiae, cores, deltas, etc.). 729 

 730 
4.6.5.4 Matcher accuracy for each type of search. 731 

 732 
4.6.6 The FSP should use sample data that is appropriate for testing purposes and should 733 
consider the following criteria when creating a test dataset: 734 

 735 
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4.6.6.1 The dataset should include a variety of data that represents the type and quality of data 736 
that is normally processed by the ABIS. 737 

 738 
4.6.6.2 The dataset should be large enough to be statistically meaningful for the test 739 
performed. 740 

 741 
4.6.6.3 The dataset should include probe samples that match records in the database and probe 742 
samples that do not match. 743 

 744 
4.6.6.4 When possible, the FSP should use ground-truth matches and ground-truth non-745 
matches in test datasets. If ground-truth samples are not feasible, the FSP should use a different 746 
biometric modality to confirm whether search and target samples originated from the same 747 
individual. 748 

 749 
4.6.7 The FSP should establish criteria for applying enhanced quality assurance measures (e.g., 750 
blind verification, double verification, consensus decision, external agency verification, etc.) 751 
when a source identification decision follows an ABIS search and established conditions, such as 752 
the following: 753 

 754 
4.6.7.1 The case contains a single identification decision that resulted from an ABIS search. 755 

 756 
4.6.7.2 Latent print comparisons resulting from ABIS searches that were classified as complex 757 
per FSP policies. 758 

 759 
4.6.7.3 Identification decisions resulting from an ABIS search where a significant proportion of 760 
the correspondence occurs near a delta or in a pattern-forced area. 761 

 762 
4.6.7.4 Identification decisions from an ABIS search in high-profile cases. 763 

 764 
4.6.7.5 Other conditions where the FSP determines that there is an increased risk of error. 765 

 766 
4.7 Errors and Disaster Recovery 767 

 768 
4.7.1 The FSP should have documented procedures to address record submission errors. The 769 
procedures should define who is responsible for resolving the errors (e.g., ABIS users, 770 
administrators, IT staff, vendor personnel, submitting agencies, etc.). Although it is not possible 771 
to anticipate every submission error, the documented plan should be sufficient to address 772 
common errors and investigate and document errors related to ABIS tenprint records. 773 
 774 
4.7.1.1 Resolution of submission errors should include documentation to allow for system 775 
audits and updates to error resolution procedures. 776 

 777 
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4.7.2 The FSP should notify users and partner agencies if a submission error affects database 778 
accuracy with details describing resolution procedures and the potential risk of error, if any. 779 
Notification should occur for the following submission errors: 780 

 781 
4.7.2.1 Validation errors on interfacing systems. 782 

 783 
4.7.2.2 Records submitted in error. 784 

 785 
4.7.2.3 Duplicate submissions. 786 

 787 
4.7.2.4 Incorrect data associated with the record. 788 

 789 
4.7.3 The FSP should have a documented plan to address system errors with the ABIS database 790 
and/or software. The plan should define who is responsible for resolving errors (e.g., ABIS users, 791 
administrators, IT staff, vendor personnel, submitting agencies, etc.). The plan should be 792 
sufficient to anticipate, identify, address, and resolve most system errors. 793 

 794 
4.7.3.1 Resolution of system errors should include documentation sufficient to quickly resolve 795 
the same error if it reoccurs. This documentation should be efficient, consistent, and auditable. 796 

 797 
4.7.4 The FSP should notify users and partner agencies if a system error affects system 798 
availability, accuracy, or integrity of the data with details describing the timeframe of the error 799 
and the potential risk of error. Notification should occur for the following system errors: 800 

 801 
4.7.4.1 Network connection errors with submitting devices, the main ABIS database server, 802 
remote or partner agencies, and/or the state or federal ABIS. 803 

 804 
4.7.4.2 Stagnant transactions. 805 

 806 
4.7.4.3 Insufficient storage. 807 

 808 
4.7.4.4 System errors from a separate, interfacing ABIS. 809 

. 810 
4.7.4.5 Data corruption. 811 
 812 
4.7.5 The FSP that owns and controls the ABIS database should establish a robust plan to 813 
continue ABIS operations in the event of system disruptions. Plans should include relevant 814 
security requirements, business continuity management, and disaster recovery. The Continuity 815 
of Operations Plan should define the following information: 816 

 817 
4.7.5.1 Continuity of data that includes complete backup of data off-site. Off-site backup should 818 
consider the timing of database backup by segment (e.g., ABIS tenprint records, latent print 819 
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records, etc.) to balance risk of loss, potential disruption of system, and available resources to 820 
preserve data. 821 

 822 
4.7.5.2 Continuity of services to maintain system usability. 823 

 824 
4.7.5.3 Minimum staffing at each location to maintain operations. 825 

 826 
4.7.5.4 System hardware and equipment. 827 

 828 
4.7.5.5 Networking resources. 829 
  830 
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