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Welcome & Opening!
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To promote U.S. innovation and industrial competitiveness by advancing 
measurement science, standards, and technology in ways that 
enhance economic security and improve our quality of life

NIST Mission
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ÅNIST Information Technology Lab (ITL) mission is to cultivate 

trust in information technology. ITL priority areas: 1) 

cybersecurity, 2) the Internet of Things, 3) artificial intelligence, 

4) reliable computing, and 5) future computing technologies.

ÅIn accordance with the Federal Information Security 

Modernization Act (FISMA), NIST develops information security 

standards and guidelines for federal information systems.

ÅAgency within the U.S. Department of Commerce

About the Information Technology Laboratory



NIST IoT Cybersecurity: Core 
Principles and Future Directions

Kat Megas, NIST

Å3/31/26



ÅA national strategy for securing IoT was taken 
ÆÒÏÍ 0ÒÅÓÉÄÅÎÔ 4ÒÕÍÐȭÓ ςπρχ %/ ρσψππȟ 
Strengthening the Cybersecurity of Federal 
Networks and Critical Infrastructure.

ÅThe report and subsequent roadmap laid out a 
series of actions for both private sector and 
government for securing the IoT ecosystem. 

ÅSince then NIST has: 

µpublished 20+ documents
ÅWith 500K+ downloads including all pubs

µheld 12+ public workshops 

µengaged with 3500+ stakeholders

µprocessed 2200+ comments

It started with Executive Order 13800



Risk-Based 
Understanding

Ecosystem of 
Things

Outcome-Based Approach

Stakeholder 
Engagement

No One-Size-
Fits-All

Cybersecurity 
for IoT 

Program 
Principles

Focus on how IoT 
characteristics 

affect system and 
organizational 

cybersecurity risk

No device exists 
in a vacuum, so 

look at entire 
ecosystem not 

just IoT 
endpoints Specify desired outcomes, and allow 

providers and customers to choose 
best solutions for their devices and 
environments

Collaborate with 
diverse stakeholders 
regarding tools, 
guidance, standards, 
and resources

Allow for diversity of 
approaches and 
solutions across 
industries, verticals, 
and use cases

Core Principles Guiding Our Efforts



ÅIoT will continue to enhance productivity in 
manufacturing through data driven 
optimization such as: predictive maintenance 
reducing downtime; optimizing supply chains 
and improving quality control.  

Å In areas such as precision agriculture it has 
the ability to enhance efficiencies by enabling 
smart irrigation systems, soil health monitoring 
and nutrient sensors and crop disease 
prediction through early environmental change 
alerts 

ÅIoT has the promise of improving our lives 
when at home whether it be through wearables 
that track vitals such as heart rate and blood 
pressure to safety alerts

Looking ahead IoT will continue to play a critical role in the 
future in tandem with emerging technology



Å AI enabled cyber attacks may require us 
to rethink defenses

Å Deployment of AI in IoT may have 
implications for risk 

Å Quantum resistant cryptography and 
crypto agility may present unique 
challenges for IoT

But also new challenges from emerging tech



Setting the Stage



Why are we here?

Å As the Program has evolved, we’ve 
stayed active to keep our work 
responsive and up-to-date. 

Å In that mind, we are here today and 
tomorrow to:
Á Hear your thoughts and suggestions 

on what NIST should consider as we 
update SP 800-213. 

Á Learn about the current state of IoT 
cybersecurity and emerging topics.

Á Understand future directions for our 
Program that will help us support 
innovation in the United States. 

We have 2 days to dig into all these topics!

ÅDay 1 will focus on SP 800-213 and feedback from 
the community to support its update.

ÅDay 2 will widen the aperture to all IoT 
cybersecurity and future directions for the program



Today’s Agenda (Day 1) 
Time Topic Speaker(s)
9:00-9:30 Welcome & Opening [Green Auditorium] Mike Fagan (NIST)

9:30-9:45 NIST IoT Cyber & DoC Priorities [Green Auditorium] Kat Megas (NIST)

9:45-10:00 Setting the Stage [Green Auditorium] Mike Fagan (NIST)

10:00-10:45 Identity of Things [Green Auditorium] Nick Allott (NQuiring Minds)

10:45-11:00 Break
11:00-12:00 Fireside Chat: Cryptography [Green Auditorium] Mike Fagan (NIST), Moderator

Kerry McKay (NIST)

Colin Soutar (Deloitte Cyber)
12:00-1:30 Lunch
1:30–3:30

Breakout Sessions: SP 800-213 Feedback 

[Portrait, Heritage, Lecture Room A]



Tomorrow’s Agenda (Day 2) 
Time Topic Speaker(s)
9:00-9:30 Welcome & Focus on the Future [Green Auditorium] Mike Fagan (NIST)

9:30-9:35 Introduction for Strategy of Things [Green Auditorium] Kathleen McTigue (NIST)

9:30-10:30
Strategy of Things [Green Auditorium] Benson Chan (Strategy of Things)

10:30-11:45 Healthcare Considerations Panel [Green Auditorium] Jeff Marron (NIST), Moderator 

Nadia Elkaissi (Veteran’s Hospitals) 

Nastassia Tamari (FDA)

Connor Walsh (Siemens) 

11:45-1:00 Lunch
1:00-2:00 Fireside Chat: IoT Risk In Context [Green Auditorium] Mike Fagan (NIST), Moderator

Ian Fleming (Deloitte)

Rishabh Das (Ohio University)

2:00-3:30
Breakout Session: IoT Risk Considerations 

[Portrait, Heritage, Lecture Room A]

3:30-3:45 Wrap-up & Conclusion [Green Auditorium] Mike Fagan (NIST)



Today’s Focus: 
All Things SP 800-213!



Today is focused on engaging 
in important IoT security 
topics, sharing our thoughts 
for the updated SP 800-213 
document, and hearing from 
you on these developments. 

Guidelines for the Federal Government



Looking at the last 5 years, 
we remain confident that 
the framework established 
in 2021's SP 800-213 and its 
basis in the RMF remain 
useful for approaching the 
topic by Federal agencies 
and beyond!

But updates are needed.

A Solid Foundation for Revision



The Path Forward

ÅWe're considering switching to product-based language, 
allowing us to better speak to components, and how they fit 
into the larger ecosystem.

ÅWe are also thinking about technological changes and 
convergences and how SP 800-213 can best consider them.

ÅWe need your insights and thoughts as well!

ÅThis will be interactive: please challenge assumptions, 
share what you’re seeing in practice, and help us identify 
what to keep, what to clarify, and what to change.



Identity of Things 

Unification and Moving

Forward

nquring minds



Topics to cover

▪ Identity: some definitions

▪ IOT Identity and NIST Onboarding

▪ AI identity

▪ Pressuresé

▪ What's nexté.



Identity Definit ions



Identity Definitions

https://gemini.google.com/

https://csrc.nist.gov/glossary/term/identity

▪ In security,identity is definedasthesetof uniquephysical,behavioral,or digital attributesthat 

distinguishanentityðperson,machine,or applicationðwithin asystem.It actsas adigital "key" 

allowingsystemsto verify usersandauthorizeaccessto resources.Identitysecurityprotectsthese 

identitiesthroughauthenticationandlifecyclemanagement

https://gemini.google.com/

▪ Theset ofphysicalandbehavioralcharacteristicsby whichanindividual is uniquelyrecognizable.

▪ Thedistinguishingcharacteror personalityof an entity.

▪ Theset ofattributevalues(i.e.,characteristics)by whichan entityis recognizableandthat,within the 

scopeof anidentitymanagerôsresponsibility,is sufficientto distinguishthatentityfrom anyother 

entity.

https://csrc.nist.gov/glossary/term/identity

https://gemini.google.com/
https://csrc.nist.gov/glossary/term/identity


IOT Identity



Trusted IOT Lifecycle
Big Picture ðwhy is this important

▪ No shared passwords (security)

▪ Low touch provisioning (usability)

▪ Policy encapsulation (flexibility)

▪ Supply chain integration (business + security)

Something better than MAC address!!





Zero Trust

Policy

Encapsulated 

Decision making

Additional

data



Levels of identity in IOT

▪ Identity of device (iDevID)



But its not that easy

▪ Identify of device (iDevID)

▪ Identity of network

▪ Identity of device manufacturer

▪ Identity of device type

▪ Identity of device owner

▪ Identity of network owner

▪ Identity of the software

▪ Identity of the application services

Policy for authorization

Methods for

authentication



Incremental Challengeé..

Continuous assurance

▪ Lifecyle management!

▪ Reacts to changes in environment & information

▪ Reuses same policy framework

▪ Simple Radius server extension implementation

▪ Can be extended to other òPolicydecisions "



A unifying approach
DIDs and VCs



A unifying approach
DIDs and VCs

Á Identity: DIDs provide an extensible method to identity

Á Interoperable: interworking standard for all aspects of the stack. More
òexplicitóthan digital certs. Common expression for all crypto artefacts.

ÁData centric security reduces API/ integration complexity. Integrity,
provenance (identity) and revocation baked in.

ÁPolicy evidence: better foundation for policy decisions. Explicit trust base. 
Easy to extend and integrate

ÁComposable: VCs can be combined and reasoned over



Device Types



Device Identity Forum



AI  Identity 



Is AI different?



TAIBOM ðTrustable AI Bi l l of Materials







AI Agents are harder
ÁDelegation: working on behalf of who

Á Intent: what are you asking it to do

Á Least privilege: what are the bounding conditions

ÁDynamic: highly dynamic behaviours with external tooling

ÁCommunications: How do they interconnect in a trustworthy way

ÁDependencies: and all of this depends on everything above



Defence
ÁDigital targeting

web

ÁNext generation 

targeting

ÁCombined Joint All -

Domain Command

and Control



Summary

▪ Interoperable: we need a unifying technology ðthere's too many specs 

doing the same thing

▪Policy drive through the policy use case: Can IðCan youé?.

▪Defence: defence application are the hardest policy use case



Open source assets
https://trustnetz.org

https://github.com/nqminds/trustnetz

nick@nquiringminds.com

https://trustnetz.org

https://github.com/nqminds/trustnetz

https://taibom.org/

Questions

nick@nquiringminds.com

Nick Allott

https://trustnetz.org/
https://github.com/nqminds/trustnetz
mailto:nick@nquiringminds.com


Breakout: SP 800-213



Looking at the last 5 years, 
we remain confident that 
the framework established 
in 2021's SP 800-213 and its 
basis in the RMF remain 
useful for approaching the 
topic by Federal agencies 
and beyond!

But updates are needed.

A Solid Foundation for Revision



The Path Forward

ÅWe're considering switching to product-based language, 
allowing us to better speak to components, and how they fit 
into the larger ecosystem.

ÅWe are also thinking about technological changes and 
convergences and how SP 800-213 can best consider them.

ÅWe need your insights and thoughts as well!

ÅThis will be interactive: please challenge assumptions, 
share what you’re seeing in practice, and help us identify 
what to keep, what to clarify, and what to change.



What is an IoT ‘Product’?

Å IoT products are digital equipment 
or systems that sense or actuate 
on the physical world while being 
connected or connectable to the 
Internet.

Å IoT products may be comprised of 
a single IoT device and nothing else 
or they may be comprised of the 
IoT device and additional IoT 
product components (e.g., 
backends, companion applications, 
and specialty networking/gateway 
hardware). 

Å An IoT device has at least one 
transducer (sensor or actuator) for 
interacting directly with the 
physical world and at least one 
network interface for interfacing 
with the digital world.

Example from Draft NIST CSWP 33



Impact on SP 800-213

In the current version of SP 800-213, which 
discusses IoT devices, the perspective is of 
this equipment as an element of a system.

When updating to discuss IoT products, we 
have more potential views of how the IoT 
product and its components will relate to the 
system.

The guidelines in SP 800-213 are focused 
on helping identify requirements to 
connect IoT products to systems.



Potential System Views

IoT products could be considered 
entirely outside the system, as 
enabling or other systems.

All locally managed IoT product 
components could be seen as a 
‘standalone’ system.

Outside the System As a Standalone System



Potential System Views

IoT products could be considered as a 
subsystem that will operate beside 
other subsystems.

All locally managed IoT product 
components could be seen as 
elements of the system.

Beside other Systems Integrated in the System



1 2

3 4

Points to Consider for Feedback

Were these views of IoT products and 
how they can relate to the system 
meaningful?

What considerations could root from 
these perspectives?

IoT Products

What new developments in technology 
apply to IoT and should be considered in 
this update?

How has technology adoption in the 
Federal Government changed?

Technological Changes

What new guidelines and other 
publications should NIST consider when 
working on this update?

New Guidelines

We welcome discussion or any other 
pertinent topics that can help NIST 
update SP 800-213!

Your Thoughts!



Colloquium on Cybersecurity for IoT: 
Future Directions

Day 2

4/1/26



Within these core principles, the Program must grow and adapt 
to changes and developments. Today, we will explore how IoT 
has been adopted for modern applications and what 
cybersecurity topics can help support further innovation.

Next Steps

Where is IoT 
technology and 
adoption today?

What does the future 
hold in store for IoT?

How can NIST 
support continued 

IoT innovation?



Nadia ElKaissi
Networking & Cybersecurity | Office of HTM

Healthcare 
Technology 

Management 
(HTM)

Medical Device Protection 
Program 
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Agenda | Medical Device Protection 
Program

1 VA AND MEDICAL DEVICE SECURITY OVERVIEW          

2 VA MEDICAL DEVICE PROTECTION PROGRAM



MISSION

Honor Veterans by developing and guiding 
comprehensive management of healthcare technologies 
to assure safe, available, and innovative medical 
technology used to deliver exceptional health care for 
Veterans.

VISION

Be an efficient, innovative and customer-oriented 
/ŜƴǘŜǊ ƻŦ 9ȄŎŜƭƭŜƴŎŜ ǘƘŀǘ Ŏƻƴǘƛƴǳŀƭƭȅ ŜƴƘŀƴŎŜǎ ±I!Ωǎ 
ŀōƛƭƛǘȅ ǘƻ ŘŜƭƛǾŜǊ ǿƻǊƭŘ Ŏƭŀǎǎ ƘŜŀƭǘƘ ŎŀǊŜ ŦƻǊ ƻǳǊ ƴŀǘƛƻƴΩǎ 
Veterans through exceptional management of 
healthcare technology as well as position VHA as the 
national leader healthcare technology management in 
the healthcare industry.

57

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | Mission and Vision

TH
Healthcare Technology Management

U.S. Department of Veterans Affairs



1

18 

171 

900,000
medical devices and 
clinical systems

2,200
Biomedical Engineering 
professionals

MEDICAL CENTERS

VETERAN INTEGRATED 
SERVICE NETWORKS

CENTRAL OFFICE

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | VA HTM by the Numbers

$10 billion 
of healthcare technology 

155,000
network connected 
medical devices
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VHA MEDICAL DEVICE 

NETWORKING &
CYBERSECURITY

±!Ωǎ a5tt ƛǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎŜŎǳǊƛǘȅ ƛƴƛǘƛŀǘƛǾŜ ƛƴǘŜƴŘŜŘ ǘƻ ōŜǘǘŜǊ ǎŀŦŜƎǳŀǊŘ ƴŜǘǿƻǊƪ-
connected medical devices and mitigate risks to patient safety and cybersecurity.

!!

RISK 
MGMT

OIG 
AUDIT

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | Medical Device Protection Program
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RISK 
MGMT

OIG 
AUDIT

Centralized patch approval 
repository with 7,000 entries

Standardized inventory of networked 
devices and clinical systems

Full suite of medical device 
standards and policies 

Robust tracking and reporting 
of vulnerabilities

Annual cybersecurity audit 
readiness program 

VHA HTM relies on the field-based 
subject matter experts who 

volunteer as members of the MDPP  

2 Office of HTM FTEE

10 subgroups

90+ members

60+ unique members 

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | Medical Device Protection 
Program
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VUL MGMT 

TRAINING & EDU

EMERGING TECH

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | 
Risk Management

ÅIdentifies the inherited risk and impact to the VA

ÅDocuments and addresses system specific security controls 

ÅManages and addresses vulnerabilities

1 2 3 4 5

ENTERPRISE 
RISK 
ANALYSIS

VA 6550 
APPENDIX A

MANUFACTURER
DISCLOSURE

INVENTORY 
LIST

PORTS & 
PROTOCOLS

NETWORK 
TOPOLOGY

VA-specific pre-
procurement assessment 
form for cybersecurity 
features, such as FIPS 140-
2 or 140-3 certification, 
antivirus and OS patching, 
data encryption 
capabilities and electronic 
health record 
compatibility. 

Standard document --
Manufacturer Disclosure 
Statement for Medical 
Device Security (MDS2) -- 
for manufacturers to 
communicate 
cybersecurity information 
about their equipment.

Listing of device name, 
type, model, operating 
system, operating system 
version, and software 
application name and 
versions for all networked 
devices and peripherals 
within the system. 

Diagram showing 
Accreditation Boundary of 
the system, all directional 
communication services as 
identified by the PPS, and 
any communications to 
systems outside of the VA 
network.

Listing of Ports, Protocols, 
and Services (PPS) to 
record communication 
service (SMTP, DNS, 
DICOM, Custom Comms, 
etc.), port numbers, 
protocol (TCP, UDP, IP), 
communication direction, 
external IP 
communications, and 
reason for use. 

Requires VA HTM and manufacturer input for 
all VA networked medical devices and systems 

6
Additional 

Vendor 
Documentation

Letter of attestation, 
vulnerability scan, SBOM.
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VUL MGMT 

TRAINING & EDU

EMERGING TECH

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | 
Risk Management

ÅIdentifies the inherited risk and impact to the VA

ÅDocuments and addresses system specific security controls 

ÅManages and addresses vulnerabilities

ENTERPRISE 
RISK 
ANALYSIS

Requires VA HTM and manufacturer input for 
all VA networked medical devices and systems 

ÅEvaluate the device, network architecture, additional vendor documentation
ÅAssess vulnerabilities and exposure pathways 
ÅDetermine clinical criticality and usage
ÅAssign risk level based on impact and likelihood 
ÅDefine path forward: 
ÅMitigate
ÅAccept with justification 
ÅRecommend Alternatives 
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INVENTORY MGMT

VUL MGMT 

CONTAINERIZATION

TRAINING & EDU

REMOTE ACCESS

EMERGING TECH

RISK MGMT

OIG AUDIT

IT OPERATIONS

ISO ARCHITECTURE

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | 
FISMA Containerization

Requires each federal agency to 
develop, document, and implement 

an information security program

All networked devices must be included in the 

Continuous Authorization Monitoring (CAM)
for inventory tracking and reporting.

Assets are assigned to different boundaries within CAM and 
require documentation to demonstrate compliance with 

the security controls and achieve authorization to connect. 

Streamline Security Processes

Improve Governance

Allow For Enterprise-level Plans of Actions & Milestones POA&Ms

MEDICAL DEVICE BOUNDARIES 



Restricted © Siemens Healthineers, 2023

Connor Walsh

NIST

Cybersecurity for 
IoT Workshop: 
Future Directions

April 2026



Manufacturer Perspective on Secure Integration of 
Medical Devices in Clinical Environments

Author | Department

Å Medical device manufacturer view
Å Intersection of product security, healthcare operations, and regulatory reality
Å Focus on practical deployment in clinical environments

ÅGoal: secure, safe, and operationally workable device deployment



What Matters Most in Medical Device 
Cybersecurity

Author | Department

Å Patient Safety
Å Cybersecurity supports safe and reliable care

Å Customer Enablement
Å Providers need actionable guidance, not just features

Å Shared Responsibility
Å Manufacturers, HDOs, and government each have distinct roles

Å Operational Reality
Å Controls must work in live clinical environments

ÅThe objective is not security in isolation, but secure and safe clinical use.



How Manufacturers Can Help Enable Secure 
Adoption

Author | Department

Å Secure defaults and reduced attack surface
Å Clear deployment and hardening guidance
Å Documentation of network requirements and data flows
Å Support for segmentation and access control
Å Actionable vulnerability communications
Å Practical patching and compensating control pathways

Good security guidance reduces ambiguity and helps 
providers make risk-informed decisions.
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Restricted © Siemens Healthineers, 2023

Questions?

1. Connor Walsh 
1. Connor.walsh@siemens-Healthineers.com



NIST Cybersecurity

CONTACT US

NIST.gov/cybersecurity                               @NISTcyber

NIST Cybersecurity for 
IoT Program Home Page
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