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ëƓĿěǨʴƼ !şņƋĿě



ëƓĿěǨʴƼ fƓěƂƼ
Understand what is unique about 

Cybersecurity Awareness work and how 

to best translate that for workforce 

application

Discuss sample Cybersecurity 

Awareness scenarios to determine 

existing content and gaps in the NICE 

Framework. 

Understand NICE Framework 

Work Roles and Competencies to 

determine the best approach to 

incorporating Cybersecurity Awareness.

Identify Cybersecurity Awareness 

tasks for inclusion in the NICE 

Framework.



Housekeeping & 
Ground Rules

Ễ Slides will be shared following 

the event

Ễ Recording of main sessions for 

internal review only

Ễ Mute when not speaking

Ễ A workshop report will follow

Ễ Be present

Ễ Share and listen

Ễ Keep an open mind

Ễ Watch out for rabbit holes



Opening & Welcome
Rodney Petersen
Director, National Initiative for 
Cybersecurity Education (NICE) 



Director of National Institute of Standards and Technology (NIST), in consultation with [public 
and private sectors], shall continue to coordinate a National Cybersecurity Awareness and 
Education Program, that includes activities such as

Cybersecurity Enhancement Act 
of 2014 ʨSection 401

Åfacilitating Federal programs to advance cybersecurity education, training, and      
workforce development
Åsupporting formal cybersecurity education programs at all education levels
Åpromoting initiatives to evaluate and forecast future cybersecurity workforce needs
Åincreasing public awareness of cybersecurity, cyber safety, and cyber ethics



PRE-DRAFT Call for 
Comments: Building a 
Cybersecurity and 
Privacy Awareness and 
Training Program

Submit your comments by November 5, 2021. 

Learn more: https://go.usa.gov/xMU4y

https://go.usa.gov/xMU4y


The IT Security 

Learning 

Continuum



Awareness is not training.  
The purpose of awareness presentations is simply to focus 
attention on security.  
Awareness presentations are intended to allow 
individuals to recognize IT security concerns and 
respond accordingly.  
In awareness activities, the learner is the recipient of 
information, whereas the learner in a training environment 
has a more active role.  
Awareness relies on reaching broad audiences with attractive 
packaging techniques.  
Training is more formal, having a goal of building knowledge and 
skills to facilitate the job performance.

Source:  NIST Special Publication 800-16 ςA Role-Based Model 
for Federal Information Technology and Cybersecurity Training

Awareness Defined



The Learning Continuum:
An Interpretation

Time and Intensity:  Low to High
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Integrating 
Cybersecurity and 
Enterprise Risk 
Management

People = Workforce,
Training, and Education

https://csrc.nist.gov/publications/detail/nistir/8286/final

https://csrc.nist.gov/publications/detail/nistir/8286/final


Security Awareness: 
Managing Human Risk
Lance Spitzner
Director, SANS Security Awareness



Security Awareness -
Managing Human Risk

Lance Spitzner
lspitzner@sans.org



The Problem



85% of breaches involve 

the human element
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Cybersecurity Perceived as Technical

ÅCybersecurity is perceived by too many as purely 

a technical challenge

ÅIn todayôs world we also have to address the 

human side of cybersecurity

ÅNo human focused work role in NIST NICE
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Trustworthy Computing

Software Restriction Policies

Automatic Updating

Microsoft Secure Development Lifecycle

Firewall Enabled by Default

Baseline Security Analyzer
Data Execution Protection (DEP)

Malicious Software Removal Tool

Windows Defender

ASDL

User Account Control

Bitlocker

Windows Service Hardening

Mandatory Integrity Control

AppLocker

Encrypted File System

Microsoft Security Essentials

EMET

2014

HumanOS

WindowsOS

2016

Credential Guard

Biometrics

2018

Edge Browser

2020

Windows Sandbox



People are not the 

weakest link - they are the 

primary attack vector



THE SOLUTION



Security Awareness
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Influence

Engagement Training

Culture

EducationCommunication



Manage human risk by 

changing human behavior
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3 Steps to Managing Human Risk

Security 
Awareness 
Program

What Are My Top 
Human Risks & 
Behaviors That 
Mange Those 
Risks?

Am I 
Effectively 
Managing 
Those Risks?

Engage, Motivate 
& Train
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1. What Are My Top Human Risks?

ÅTo effectively manage human risk you need to 

first identify and prioritize your human risks

ÅThese decisions should be driven by data, not 

emotion
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Data Sources

ÅPast incidents / breaches

ÅPast assessments / audits

ÅIndustry risk reports

ÅHuman risk / behavior assessments

ÅCyber Threat Intelligence (CTI)
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2. Engage and Train

ÅEngage, train and motivate behavior change, 

often working with communications, marketing or 

Human Resources

ÅAlways start with WHY (Golden Circle)

ÅCurse of Knowledge
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3. Measure Change & Impact

ÅIdentify your top human risks

ÅIdentify the key behaviors that manage those 

risks

Measure those behaviors
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Interactive Metrics Matrix


