Developing a Workforce for Sec

Awareness and Behavior Ch
A NICE Framework Workshop

Wednesdayseptember 29, 2021
1-5 p.m. ET (10 a.m2 p.m. PT)


https://www.caecommunity.org/

o N T = T = IR o B = I o B = I =

Break

"y S - O/

-Buii S2$sibn: Identifying What is Unique in Security Awareness

"AUDHOé U]

Break
N\

= ¢

U
0

Cc O«

l

0

¢

H

e U]
Wl

O« =¢

0
U

U

NnH pDAWG]| Ut

| FedDnDU
uDAWG) Ut ! FeabnbDU
] one OI DiD OD Wo



NICE

NATIONAL INITIATIVE FOR
CYBERSECURITY EDUCATION
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Understandwhat is unique about Discuss sample Cybersecurity
Cybersecurity Awareness woiknd how Awareness scenarios to determine
to best translate that for workforce existing content and gaps the NICE
application Framework.

Understand NICE Framework |dentify Cybersecurity Awareness
Work Roles and Competenci¢s tasksfor inclusion in the NICE
determine the best approach to Framework.

iIncorporating Cybersecurity Awareness.
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Housekeeping &

Ground Rules

NICE

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION

Slides will be shared following
the event

Recording of main sessions for
internal review only

Mute when not speaking

A workshop report will follow
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Be present
Shareandlisten

Keep an open mind
Watch out for rabbit holes



Opening & Welcome

Rodney Petersen
Director,National Initiative for
Cybersecurity Education (NICE)

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION



Cybersecurity Enhancement Act
of 2014cSection 401

Director of National Institute of Standards and Technology (NIST), in cons
and private sectors], shall continue to coordinate a National Cybersecurity
Education Program, that includes activities such as

Afaci
Wor

A sup

itating Federal programs to advance cybersecurity education, tra
Kforce development

porting formal cybersecurity education programs at all education

A promoting initiatives to evaluate and forecast future cybersecurity wc
Aincreasing public awareness of cybersecurity, cyber safety, and cybe
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U.S. Department of Commerce Mark Wilson and Joan Hash

Comments: Building a | —rr—rem

Information Technology |aboratory
National Institute of Standards and Technology

Cybersecurity and
Privacy Awareness anc
Training Program

Submit your comments by November 5, 2021.

Learn more: https://go.usa.gov/xMU4y

NICE

NATIONAL INITIATIVE FOR



https://go.usa.gov/xMU4y

The IT Security

Learning
Continuum




Awareness Defined

Awareness is not training.

The purpose of awareness presentations is simply to focus
attention on security.

Awareness presentations are intended to allow
individuals to recognize IT security concerns and
respond accordingly.

In awareness activities, the learner is the recipient of
Information, whereas the learner in a training environment
has a more active role.

Awareness relies on reaching broad audiences with attractive
packaging technigues.

Training is more formal, having a goal of building knowledge and

skills to facilitate the job performance.

Source: NIST Special PublicationB88 A RoleBased Model
for Federal Information Technology and Cybersecurity Training



Learning: Basic to Expert

The Learning Continuum:
An Interpretation

Education

Training

Awareness

Time and Intensity: Low to High



Integrating
Cybersecurity and
Enterprise Risk
Management

People = Workforce,
Training, and Education

https://csrc.nist.gov/publications/detail/nistir/8286/final

NISTIR 8286

Integrating Cybersecurity and
Enterprise Risk Management (ERM)

nnnnnnn
Stephen Quinn
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Process

People Technology


https://csrc.nist.gov/publications/detail/nistir/8286/final

Security Awareness:
Managing Human Risk

LanceSpitzner
Director, SANS Security Awareness

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION



Security Awareness -
Managing Human Risk

Lance Spitzner
Ispitzner@sans.org







85% of breaches involve
the human element

0% 20% 40% 60% 80% 100%
Phishing (Social)

Use of stolen creds (Hacking)

verizon




| Cybersecurity Perceived as Technical

A Cybersecurity is perceived by too many as purely
a technical challenge

Aln todayédéds world we al s
human side of cybersecurity

A No human focused work role in NIST NICE
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Security Controls

Edge Browser
Biometrics
Credential G

WindowsOS EMET

Microsoft Security Essentials
Encrypted File System
AppLocker

Mandatory Integrity Control
Windows Service Hardening

Bitlocker

User Account Co
ASDL

Windows Defender
Malicious Software Remo ool

Data Execution Protection (DER
Baseline Security Analyzer

HumanOS

Software ReswfiCtion Policies

Trustwo

Computing

2002

2004 2006 2008 2010 2012 2014 2016 2018 2020



People are not the
weakest link - they are the
primary attack vector






Security Awareness

Influence Culture

Engagement  Training

Communication Education



Manage human risk by
changing human behavior



SECURITY AWARENESS
MATURITY MODEL™

|
\ ’

PROMOTING LONG TERM
AWARENESS & SUSTAINMENT &
EHAVIOR CHANGE CULTURE CHANGE

COMPLIANCE
FOCUSED

NON-EXISTENT

\_ j

METRICS
FRAMEWORK

SECURITY
AWARENESS



| 3 Steps to Managing Human Risk

Security

‘ ‘ Awareness ‘
Program

What Are My Top| Engage, Motivate Am |

Human Risks & | & Train

Effectively
Behaviors That Managing
Mange Those Those Risks?
\RiSkS? /




| 1. What Are My Top Human Risks?

A To effectively manage human risk you need to
first Identify and prioritize your human risks

A These decisions should be driven by data, not
emotion




| Data Sources

A Past incidents / breaches

A Past assessments / audits

A Industry risk reports

A Human risk / behavior assessments
A Cyber Threat Intelligence (CTI)




| 2. Engage and Train

A Engage, train and motivate behavior change,
often working with communications, marketing or
Human Resources

A Always start with WHY (Golden Circle)
A Curse of Knowledge




| 3. Measure Change & Impact

A ldentify your top human risks

A ldentify the key behaviors that manage those
risks

Measure those behaviors




| Interactive Metrics Matrix




