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Rapid growth drove CISO’s need to enhance workforce capabilities
Postal’s Cyber Workforce Business Imperative

• Define the future state workforce and upcoming talent needs 

• Identify, attract, develop, and retain the best talent to meet the demands of a competitive 
cybersecurity industry

Identify & 
Obtain

Cyber Talent

Develop
Internal 

Skills

Business Objectives

Retain the
Best Talent

Identify cybersecurity 
workforce needs, recruit the 
best cyber talent, and retain 
and develop a highly skilled 

workforce

Primary Capabilities

Workforce
Planning

Competency
Modeling

Employee
Experience

Onboarding
Recruiting
& Hiring

Succession &
Development

Challenge

The current Postal CISO organization experienced rapid growth, tripling in size between 2015 and 
today and increasing urgency to:
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The team synthesized competency model leading practices, Postal’s workforce 
requirements, and the NICE Framework to align positions and competency profiles

Incorporating the NICE Framework

Approach

Accelerators

Methodology

Accelerators
CISO baselined competencies using NICE 
Specialty Areas and aligned key tasks 
in the draft 800-181 National Institute 
for Cybersecurity Education (NICE) 
Framework to guide competency focus 
group discussions.

Approach

CISO used a five-step competency model
approach to: gather leader and expert 
input; align Postal positions with NICE 
framework knowledge, skills, and abilities; 
and, baseline, refine, validate and finalize 
the developed model. 

CISO followed Postal’s unique 
competency model methodology to 
develop a functional/technical 
(cybersecurity) competency model 
aligned to Postal proficiency levels and 
scales.

Methodology

+
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Demonstration
Postal CISO Competencies Compass

Adobe Acrobat 
Document

The CISO Competencies 
Compass is a comprehensive tool 
that:

• Details knowledge, skills, 
abilities, and behaviors for job 
success

• Supports employee 
development and career 
growth

• Enhances performance 
management discussions
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Impact and Way Forward

Organizational Maturity
Closing skill gaps enables CISO to enhance 
its organizational resiliency and address 
increasingly complex business landscape

Recruiting and Retention
Investing continually in its workforce and 
being transparent about expectations helps 
CISO build a reputation as an employer of 
choice to recruit and retain cyber talent

Secure IT and Cyber Services
Eliminating skill gaps supports the 
workforce’s ability to provide strong, 
reliable, and up-to-date secure IT services

Way Forward

• Collect real-time workforce data and analyze 
existing skill gaps

• Prioritize skill gaps and develop a cyber 
workforce development action plan

• Support supervisor and employee performance 
management activities 

Impact

Building sustained momentum

PS2
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PS2 Way Forward include Performance Management
Slonina, Peter, 10/24/2017
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Question and Answer
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