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The Cybersecurity Workforce Challenge
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Vision for the Nation’s Cybersecurity Workforce

Educators 

and Trainers

Students

Employers

Employees

Policy Makers

Robust, Well-

Trained, Ready 

Cybersecurity 

Workforce
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Foundation for the Cybersecurity Workforce

NICE Cybersecurity Workforce Framework

▸ Describes cybersecurity work

▸ 7 Categories, 30+ Specialty Areas, 50+ Work Roles

▸ Current version in NIST SP 800-181 is 3rd iteration

▸ Competencies are planned to be added in 2018

OVERSEE 
AND 

GOVERN

https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework
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Historical Codes Mapped to New Work Role Codes

Warning Analyst – 141

Exploitation Analyst – 121 

All-Source Analyst – 111

Mission Assessment Specialist – 112

Target Developer – 131

Target Network Analyst – 132 

Multi-Disciplined Language Analyst – 151

ANALYZE – 10

Cyber Crime Investigator – 221

Forensics Analyst – 211

Cyber Defense Forensics Analyst – 212

INVESTIGATE – 20

All Source-Collection Manager – 311

All Source-Collection Requirements 

Manager – 312

Cyber Intel Planner – 331

Cyber Ops Planner – 332

Partner Integration Planner – 333

Cyber Operator – 321

COLLECT & OPERATE – 30

Database Administrator – 421

Data Analyst – 422

Knowledge Manager – 431

Technical Support Specialist – 411

Network Operations Specialist – 441

System Administrator – 451

Systems Security Analyst – 461 

OPERATE & MAINTAIN – 40

Cyber Defense Analyst – 511

Cyber Defense Infrastructure Support 

Specialist - 521

Cyber Defense Incident Responder – 531

Vulnerability Assessment Analyst  – 541

PROTECT & DEFEND – 50

Authorizing Official/Designating Representative 

– 611

Security Control Assessor – 612

Software Developer – 621

Secure Software Assessor – 622

Enterprise Architect  – 651

Security Architect – 652

Research & Development Specialist – 661 

Systems Requirements Planner – 641 

System Testing and Evaluation Specialist – 671 

Information Systems Security Developer – 631 

Systems Developer – 632 

SECURELY PROVISION – 60

Cyber Legal Advisor – 731

Privacy Compliance Manager – 732

Cyber Instructional Curriculum Developer – 711 

Cyber Instructor – 712

Information Systems Security Manager – 722

COMSEC Manager – 723 

Cyber Workforce Developer and Manager – 751

Cyber Policy and Strategy Planner – 752 

OVERSEE & GOVERN – 70

Program Manager – 801

IT Project Manager – 802

Product Support Manager – 803 

IT Investment/Portfolio Manager – 804

IT Program Auditor – 805

CYBERSECURITY 
PROGRAM / PROJECT 

MANAGEMENT – 80

Executive Cyber Leadership – 901

EXECUTIVE CYBER 
LEADERSHIP – 90
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Work Role Capability Indicators

CAPABILITY INDICATORS PROFICIENCY LEVELS

Education

Training

Certifications

Experiential 

Learning

Continuous 

Learning

Entry

Intermediate

Advanced

NICE 

Framework

Categories

Specialty Areas

Work Roles
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Capability Indicator Development

Background

▪ Introduction of Work Roles in NIST Special Publication 800-181

▪ DoD project to define qualification requirements

▪ Continued cybersecurity risk and the state of workforce development

Methodology

▪ Outreach – Invitations sent to 1,000+ 

potential participants

▪ Data Collection Sources –

o Focus groups

o Phone interviews

o Table questionnaire distributed via 

email 

o Supplemental data from DHS, HHS, 

and Navy

Role Secure Software Assessor (Example)

Proficiency 

Level
Entry Intermediate Advanced

Capability 

Indicator

Education Education Education

Training Training Training

Credentials/ 

Certifications

Credentials/ 

Certifications

Credentials/ 

Certifications

Experiential 

Learning

Experiential 

Learning

Experiential 

Learning

Continuous 

Learning

Continuous 

Learning

Continuous 

Learning
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Overall Findings

1. Higher education can be beneficial but is not always necessary for 

entry level 

2. Certifications are often considered indicators of ability 

3. On-the-job experience is essential for management roles and at 

higher proficiency levels

4. Risk is the most frequently recommended training topic 

5. Continuous learning is recommended at all levels but expectations 

vary based on level
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Cybersecurity Workforce Capabilities (Example 1)

Entry                                           Intermediate                                        Advanced
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Cybersecurity Workforce Capabilities (Example 2)
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Cybersecurity Workforce Capabilities (Example 3)
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Cybersecurity Workforce Capabilities (Example 4)
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Cybersecurity Workforce Capabilities (Example 5)
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Cybersecurity Workforce Capabilities (Example 6)
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Cybersecurity Workforce Capabilities (Example 7)
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Applications for Capability Indicators

Qualification Requirements

Capability Indicators

Job Requirements

Job Postings

Career Pathways

Training & DevelopmentRecruiting Strategy

Recruiting Retention
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Submit Your Input

We welcome your feedback on the Work Role Capability Indicators! 

Directions

1. The Work Role Capability Indicators are being released for public 

comment on November 8 in the form of NIST Interagency Report 

(NISTIR) 8193. You can find the full report at: 

https://doi.org/10.6028/NIST.IR.8193

2. After carefully reviewing the report, please submit any feedback to 

cybersecurityworkforce@hq.dhs.gov

https://doi.org/10.6028/NIST.IR.8193
mailto:cybersecurityworkforce@hq.dhs.gov
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Workforce Development Toolkit and Tools

PREPARE

PLAN

BUILD

ADVANCE

▸ Assess goals

▸ Evaluate readiness

▸ Retain staff

▸ Provide continuous 

development

▸ Inventory workforce

▸ Ongoing workforce planning

▸ Close skill gaps

▸ Recruit for key skills

o Workforce Planning Capability 

Maturity Model (CMM)

o Cybersecurity Workforce 

Planning Diagnostic

o NICE Framework

o Team Traits / Interview 

Questions 

o Recruitment Checklist

o NICCS Training Catalog

o Retention Tips by Level

o Career Path Template

TOOLS

W
O

R
K

F
O

R
C

E
 D

E
V

E
L

O
P

M
E

N
T

 

T
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Mapping Tool Homepage
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Mapping Tool: Job Description Submission
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Mapping Tool: Job Description Submission
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Mapping Tool: Job Title Suggestion
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Mapping Tool Report
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Mapping Tool Report: Position Details
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Mapping Tool Report: Position Details
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Mapping Tool Website

https://niccs.us-cert.gov
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DHS PushButton PD™ Tool

• Generates Cyber and non-Cyber federal employee Position Description (PD) drafts

• Pre-loaded with Task and KSA language

• Automatically recommends NICE Framework data elements

• Produces optional HR forms such as Job Analysis worksheets

https://niccs.us-cert.gov/workforce-development/dhs-pushbuttonpd-tool

https://niccs.us-cert.gov/workforce-development/dhs-pushbuttonpd-tool
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• PushButtonPD is a no-cost, self-contained,

single Excel workbook file currently under 3 MB.

• Managers, supervisors, and HR Specialists can

rapidly draft Position Descriptions (PDs) without

the need for extensive training or prior

knowledge of position classification.

• It is designed to present language from multiple

authoritative sources and standards for duty,

task, and KSAs (knowledge, skills, and

abilities); rapidly capture the hiring official’s

requirements; and present them in a package

that can be easily integrated into the agency’s

current HR processes.

• The entire PD generation timeline becomes a

process that can be completed, not in

weeks/months, but in a matter of days/weeks.

DHS PushButton PD™ Tool

MAIN INTERFACE:

SUPERVISORY FACTOR 
LEVEL MENU:

POSITION DESCRIPTION 
OUTPUT:
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NICE Task Tab

• Integrated Capability.  Originally built from the ground-up to support cyberskill-

related Occupational Series and expanded later to accommodate other series.

• NICE Framework: Assigns NICE Framework code according to Major Duty (or a 

general code when minor duties comprise 25% or more of duties)

• Integrated Task and KSA Standards: DHS HSAC Mission-Critical Tasks and 

NICE 2.0 (Draft) Framework Tasks and Knowledge, Skills, and Abilities (KSAs); 

OPM MOSAIC KSAs

Customization:  Editable text (templates 

or output) and can customize towards 

organization-specific requirements without 

tech support.

Security: Processed through Agency’s 

normal security process for Excel-based 

VB macro worksheets. Digitally signed by 

the program author.

NICE TASK TAB
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Access to Training and other Cyber 

Resources

The NICCS website includes:

▪ Training catalog with thousands of cyber-related 

courses

▪ List of upcoming cybersecurity events

▪ Tools for cyber managers

▪ Custom searches for cybersecurity positions

▪ Hundreds of links to cybersecurity resources

DHS CE&A resources are easy to access through the National Initiative for 

Cybersecurity Careers and Studies (NICCS) website.

NICCS averages 30,000 users each month

i

niccs.us-cert.gov

http://www.niccs.us-cert.gov/
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Cybersecurity Training for Veterans

Sign up for an account at fedvte.usalearning.gov

Federal Virtual Training  

Environment (FedVTE) offers free, 

online, 24-hour on-demand training 

available to U.S. government employees 

and veterans

Build and strengthen key knowledge and skills

The Cybersecurity Training and 

Education Guide helps veterans:

• Assess if a career in cybersecurity is the right path

• Plan the career transition

• Use DHS training resources

The Toolkit provides sample language to 

connect with veterans

Visitniccs.us-cert.gov/training/veterans to download the guide and toolkit

https://fedvte.usalearning.gov/
https://niccs.us-cert.gov/training/veterans


32

Integrating Cybersecurity into the Classroom

Encourage early knowledge and interest

Free Cybersecurity Curriculum funded by DHS

▸ The Cybersecurity Education and Training Assistance Program (CETAP) 

grant equips teachers with learning tools 

▸ 9 free, year-long (180 hour) courses plus more modular, project-driven content

▸ 5,000+ teachers use the curricula impacting 1.3 million students

▸ Workshops for teachers and camps for exploring aptitude

Download curricula: nicerc.org

Real-World Application Opportunities

▸ Consider cyber competitions with real-world 

scenarios in a competitive environment

For a full list of competitions, visit: 

cybercompex.org

https://www.cybercompex.org/
https://www.cybercompex.org/
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Join Stop.Think.Connect.™ 

Stop.Think.Connect.™ provides tools and information so all digital citizens stay 

safer and more secure online.

▪ 400+ partners across all sectors and in 50 states

▪ 115+ colleges/universities have joined The Academic Alliance program

▪ 40,000+ Friends of the Campaign

▪ 165+ members in the Cyber Awareness Coalition 

DHS is partnering with governments, industry, and academic institutions to 

raise the level of cyber awareness across the nation.  
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Stop.Think.Connect. Resources

The Campaign provides FREE resources available to the public, with toolkit 

materials designed for a wide variety of audiences.

✓ Download materials (posters, presentations, 

and tip sheets) covering topics including:

• Online safety for kids 

• Mobile security 

• Social Media and Online Privacy 

• Phishing and Identify Theft 

• Malware 

✓ Share resources with your colleagues, family, 

and community

Download @

www.dhs.gov/stopthinkconnect 
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A Few Best Practices

• Promote NICE Framework adoption

• Align people, as well as positions, to 3 digit Work Role codes

• Leverage NICCS and FedVTE

• Develop career paths aligned to the NICE Framework; encourage 

employees to build IDPs using Tasks and KSAs

• Get involved!

• Look for NISTIR #8193 at https://doi.org/10.6028/NIST.IR.8193 and 

provide your input

https://doi.org/10.6028/NIST.IR.8193
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How to Reach Us

Noel Kyle
Program Manager

Cybersecurity Education & Awareness 

Phone: (202) 815-7837 

Email: niccs@hq.dhs.gov

Noel.Kyle@hq.dhs.gov

NICCS: niccs.us-cert.gov

mailto:niccs@hq.dhs.gov
mailto:Noel.Kyle@hq.dhs.gov
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	Workforce Planning Capability 
	Maturity Model (CMM)




	o
	o
	o
	o
	o
	Cybersecurity Workforce 
	Planning Diagnostic


	o
	o
	o
	NICE Framework




	o
	o
	o
	o
	o
	Team Traits / Interview 
	Questions 


	o
	o
	o
	Recruitment Checklist


	o
	o
	o
	NICCS Training Catalog




	o
	o
	o
	o
	o
	Retention Tips by Level


	o
	o
	o
	Career Path Template




	TOOLS
	TOOLS
	TOOLS


	WORKFORCE DEVELOPMENT 
	WORKFORCE DEVELOPMENT 
	WORKFORCE DEVELOPMENT 

	TOOLKIT PHASES
	TOOLKIT PHASES
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	Mapping Tool Homepage
	Mapping Tool Homepage
	Mapping Tool Homepage


	Figure

	20
	20
	20
	20


	Mapping Tool: Job Description Submission
	Mapping Tool: Job Description Submission
	Mapping Tool: Job Description Submission
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	Mapping Tool: Job Description Submission
	Mapping Tool: Job Description Submission
	Mapping Tool: Job Description Submission
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	Mapping Tool: Job Title Suggestion
	Mapping Tool: Job Title Suggestion
	Mapping Tool: Job Title Suggestion
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	Mapping Tool Report
	Mapping Tool Report
	Mapping Tool Report
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	Mapping Tool Report: Position Details
	Mapping Tool Report: Position Details
	Mapping Tool Report: Position Details
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	Mapping Tool Report: Position Details
	Mapping Tool Report: Position Details
	Mapping Tool Report: Position Details
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	Mapping Tool Website
	Mapping Tool Website
	Mapping Tool Website


	Figure
	https://niccs.us
	https://niccs.us
	https://niccs.us
	-
	cert.gov
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	DHS 
	DHS 
	DHS 
	PushButton
	PD™ Tool


	Figure
	•
	•
	•
	•
	•
	Generates Cyber and non
	-
	Cyber federal employee Position Description (PD) drafts


	•
	•
	•
	Pre
	-
	loaded with Task and KSA language


	•
	•
	•
	Automatically recommends NICE Framework data elements


	•
	•
	•
	Produces optional HR forms such as Job Analysis worksheets




	Textbox
	P
	Link
	Span
	https://niccs.us
	-
	cert.gov/workforce
	-
	development/dhs
	-
	pushbuttonpd
	-
	tool
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	•
	•
	•
	•
	•
	PushButtonPD
	is
	a
	no
	-
	cost,
	self
	-
	contained,
	single
	Excel
	workbook
	file
	currently
	under
	3
	MB
	.


	•
	•
	•
	Managers,
	supervisors,
	and
	HR
	Specialists
	can
	rapidly
	draft
	Position
	Descriptions
	(PDs)
	without
	the
	need
	for
	extensive
	training
	or
	prior
	knowledge
	of
	position
	classification
	.


	•
	•
	•
	It
	is
	designed
	to
	present
	language
	from
	multiple
	authoritative
	sources
	and
	standards
	for
	duty,
	task,
	and
	KSAs
	(knowledge,
	skills,
	and
	abilities)
	;
	rapidly
	capture
	the
	hiring
	official’s
	requirements
	;
	and
	present
	them
	in
	a
	package
	that
	can
	be
	easily
	integrated
	into
	the
	agency’s
	current
	HR
	processes
	.


	•
	•
	•
	The
	entire
	PD
	generation
	timeline
	becomes
	a
	process
	that
	can
	be
	completed,
	not
	in
	weeks/months,
	but
	in
	a
	matter
	of
	days/weeks
	.




	Figure
	Figure
	Figure
	DHS PushButton PD™ Tool
	DHS PushButton PD™ Tool
	DHS PushButton PD™ Tool


	MAIN INTERFACE:
	MAIN INTERFACE:
	MAIN INTERFACE:


	SUPERVISORY FACTOR 
	SUPERVISORY FACTOR 
	SUPERVISORY FACTOR 
	LEVEL MENU:


	POSITION DESCRIPTION 
	POSITION DESCRIPTION 
	POSITION DESCRIPTION 
	OUTPUT:
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	NICE Task Tab
	NICE Task Tab
	NICE Task Tab


	•
	•
	•
	•
	•
	Integrated Capability
	.  Originally built from the ground
	-
	up to support 
	cyberskill
	-
	related Occupational Series and expanded later to accommodate other series.


	•
	•
	•
	NICE Framework: 
	Assigns NICE Framework code according to Major Duty (or a 
	general code when minor duties comprise 25% or more of duties)


	•
	•
	•
	Integrated Task and KSA Standards
	: DHS HSAC Mission
	-
	Critical Tasks and 
	NICE 2.0 (Draft) Framework Tasks and Knowledge, Skills, and Abilities (KSAs); 
	OPM MOSAIC KSAs




	Figure
	Customization:  
	Customization:  
	Customization:  
	Editable text (templates 
	or output) and can customize towards 
	organization
	-
	specific requirements without 
	tech support.

	Security: 
	Security: 
	Processed through Agency’s 
	normal security process for Excel
	-
	based 
	VB macro worksheets. Digitally signed by 
	the program author.


	NICE
	NICE
	NICE
	TASK
	TAB
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	Access to Training and other Cyber 
	Access to Training and other Cyber 
	Access to Training and other Cyber 
	Resources


	The NICCS website includes:
	The NICCS website includes:
	The NICCS website includes:

	▪
	▪
	▪
	▪
	Training catalog with thousands of cyber
	-
	related 
	courses


	▪
	▪
	▪
	List of upcoming cybersecurity events


	▪
	▪
	▪
	Tools for cyber managers


	▪
	▪
	▪
	Custom searches for cybersecurity positions


	▪
	▪
	▪
	Hundreds of links to cybersecurity resources




	DHS CE&A resources are easy to access through the National Initiative for 
	DHS CE&A resources are easy to access through the National Initiative for 
	DHS CE&A resources are easy to access through the National Initiative for 
	Cybersecurity Careers and Studies (NICCS) website.


	NICCS averages
	NICCS averages
	NICCS averages
	30,000 users each month


	Figure
	Figure
	i
	i
	i


	Textbox
	P
	Link
	Span
	niccs.us
	-
	cert.gov



	Figure
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	Cybersecurity Training for Veterans
	Cybersecurity Training for Veterans
	Cybersecurity Training for Veterans


	Figure
	Sign up for an account at 
	Sign up for an account at 
	Sign up for an account at 
	fedvte.usalearning.gov
	fedvte.usalearning.gov
	Span



	Federal Virtual Training  
	Federal Virtual Training  
	Federal Virtual Training  
	Environment (
	FedVTE
	) 
	offers free, 
	online, 24
	-
	hour on
	-
	demand training 
	available to U.S. government employees 
	and veterans


	Build and strengthen key knowledge and skills
	Build and strengthen key knowledge and skills
	Build and strengthen key knowledge and skills


	The 
	The 
	The 
	Cybersecurity Training and 
	Education Guide 
	helps veterans:

	•
	•
	•
	•
	Assess if a career in cybersecurity is the right path


	•
	•
	•
	Plan the career transition


	•
	•
	•
	Use DHS training resources



	The 
	The 
	Toolkit
	provides sample language to 
	connect with veterans


	Visit
	Visit
	Visit
	Link
	Span
	niccs.us
	-
	cert.gov/training/veterans

	Span
	to download the guide and toolkit
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	Integrating Cybersecurity into the Classroom
	Integrating Cybersecurity into the Classroom
	Integrating Cybersecurity into the Classroom


	Encourage early knowledge and interest
	Encourage early knowledge and interest
	Encourage early knowledge and interest

	Free Cybersecurity Curriculum funded by DHS
	Free Cybersecurity Curriculum funded by DHS

	▸
	▸
	▸
	▸
	The 
	Cybersecurity Education and Training Assistance Program (CETAP) 
	grant 
	equips teachers with learning tools 


	▸
	▸
	▸
	9 free,
	year
	-
	long (180 hour) courses plus more modular, project
	-
	driven content


	▸
	▸
	▸
	5,000+ teachers 
	use the curricula impacting 1.3 million students


	▸
	▸
	▸
	Workshops for teachers and camps for exploring aptitude



	Download curricula
	Download curricula
	: 
	nicerc.org
	nicerc.org
	Span


	Real
	Real
	-
	World Application Opportunities

	▸
	▸
	▸
	▸
	Consider cyber competitions with real
	-
	world 
	scenarios in a competitive environment
	For a full list of competitions, visit: 
	cybercompex.org
	cybercompex.org
	Span
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	Join 
	Join 
	Join 
	Stop.Think.Connect
	.™ 


	Stop.Think.Connect
	Stop.Think.Connect
	Stop.Think.Connect
	.™ 
	provides tools and information so all digital citizens stay 
	safer and more secure online.

	▪
	▪
	▪
	▪
	▪
	400+ partners across all sectors and in 50 states


	▪
	▪
	▪
	115+ colleges/universities have joined The Academic Alliance program


	▪
	▪
	▪
	40,000+ 
	Friends
	of the Campaign


	▪
	▪
	▪
	165+ members in the Cyber Awareness Coalition 





	Figure
	DHS is partnering with governments, industry, and academic institutions to 
	DHS is partnering with governments, industry, and academic institutions to 
	DHS is partnering with governments, industry, and academic institutions to 
	raise the level of cyber awareness across the nation.  



	34
	34
	34
	34


	Stop.Think.Connect
	Stop.Think.Connect
	Stop.Think.Connect
	. Resources


	The Campaign provides 
	The Campaign provides 
	The Campaign provides 
	FREE
	resources available to the public, with toolkit 
	materials designed for a wide variety of audiences.


	Figure
	✓
	✓
	✓
	✓
	✓
	Download materials (
	posters, presentations, 
	and tip sheets) covering topics including:


	•
	•
	•
	•
	Online safety for kids 


	•
	•
	•
	Mobile security 


	•
	•
	•
	Social Media and Online Privacy 


	•
	•
	•
	Phishing and Identify Theft 


	•
	•
	•
	Malware 



	✓
	✓
	✓
	Share resources 
	with your colleagues, family, 
	and community




	Download @
	Download @
	Download @

	www.dhs.gov/stopthinkconnect 
	www.dhs.gov/stopthinkconnect 
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	A Few Best Practices
	A Few Best Practices
	A Few Best Practices


	•
	•
	•
	•
	•
	Promote NICE Framework adoption


	•
	•
	•
	Align people, as well as positions, to 3 digit Work Role codes


	•
	•
	•
	Leverage NICCS and FedVTE


	•
	•
	•
	Develop career paths aligned to the NICE Framework; encourage 
	employees to build IDPs using Tasks and KSAs


	•
	•
	•
	Get 
	involved!


	•
	•
	•
	Look for NISTIR #8193 at 
	https://doi.org/10.6028/NIST.IR.8193
	https://doi.org/10.6028/NIST.IR.8193
	Span

	and 
	provide your input
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	How to Reach Us
	How to Reach Us
	How to Reach Us


	Noel Kyle
	Noel Kyle
	Noel Kyle
	Program Manager
	Cybersecurity Education & Awareness 

	Phone: (202) 815
	Phone: (202) 815
	-
	7837 

	Email: 
	Email: 
	niccs@hq.dhs.gov
	niccs@hq.dhs.gov
	Span


	Noel.Kyle@hq.dhs.gov
	Noel.Kyle@hq.dhs.gov
	Noel.Kyle@hq.dhs.gov
	Span



	NICCS: 
	NICCS: 
	NICCS: 
	Span
	niccs.us
	-
	cert.gov


	Figure
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