What Is Your Security Profile?

Establishing an Enterprise Security Profile from Quantitative Measurements
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Figure 1: Framework Core Structure
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Executive Summary
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What is BRAAT?

e Bridging Risk Assessment and Analysis Totals (BRAAT)

A method to bring the operational security risk measurements of a
configuration item (Cl) to the perspective of management
Risk assessment and analysis with the fundamental elements

e Uses FIPS 199/200 with the NIST RMF to measure each Cl
e Assessment shows if it is on or off

* Analysis determines its risk in relation to the business operations

Beginning step at level 1 of a capability maturity model
e |t is the method in the Enterprise Security Profile Model

Receives input from other sources of risk management measurements
3D block diagram showing the interactive layers of technology
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Features, Advantages and Benefits

* Input e Output
e Security Architecture * Quantitative Metrics
* Supplier SIG * Risk ranking
e Compliance & Governance ESPM * At risk vendors (RFP)
* Internal Controls _TE | * At risk suppliers

* Control set definitions - Quick auditing request results
e External Auditors Security policy with controls

* Risk Management Operational control list
Framework e SME checklist of controls

* Operating companies Allocation of resources to risks
Environmental perspective









Kent Pankratz, MSISA, CISSP

Kent strives to improve the alignment, measurement
and metrics that are wused by managers and
administrators with an Enterprise Security Profile Model
to maintain an advantage against adversaries that
threaten an organization’s valuable information.

He has a diverse employment history which includes
implementing security solutions as a consultant,
support engineer and security analyst across many
industries for the last 20 years. His work includes
implementing complex security systems, such as
identity management and security information and
event management.

Kent completed his Masters of Science of Information
Security and Assurance (MSISA) at Norwich University in
2015 and is listed as an active Certified Information
Systems Security Professional (CISSP) since 2012.

Contact Information
¢ Kent.Pankratz@amfam.com

e kent@veritysecurity.com
e 608-515-8849

Resources
e http://www.veritysecurity.com/resources
e https://www.linkedin.com/in/kentpankratz
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