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NIST HANDBOOK 150-17 CHECKLIST (ISO/IEC 17025:2017)
(Cryptographic and Security Testing (CST) 

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17:2020, Cryptographic and Security Testing (CST). Included also are instructions and comments sheets used for observing actual demonstrations of the performance of selected test methods. These criteria do not supersede the Criteria for Accreditation based on ISO/IEC 17025:2017, which are addressed in the NVLAP General Criteria Checklist. 

Place an "X" beside each checklist item that represents a nonconformity. Place a "C" beside each item on which you are commenting for other reasons. Record the nonconformity explanation and/or comment in assessment report created in the assessor portal under the laboratory’s assessment record. Place "OK" beside all other items you observed or verified as compliant at the laboratory.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	4
	General requirements

	4.1
	Impartiality

	
	4.1.1
	The laboratory shall establish and maintain policies and procedures for maintaining laboratory
impartiality and integrity in the conduct of cryptographic and security testing.
	Choose an item.	[bookmark: Text6]     
	[bookmark: Text7]     

	
	4.1.2
	A third-party CST laboratory shall have no financial interest for the work performed under the
present scope of accreditation other than its conformance testing and/or validation fees. A first-party CST laboratory may be part of the same company that produced the IUT/SUT but must be organizationally independent.
	Choose an item.	     
	[bookmark: Text8]     

	
	4.1.3
	The laboratory shall not perform conformance testing on a module for which the laboratory has:
	Choose an item.	     
	     

	
	a)
	designed any part of the IUT or SUT;
	Choose an item.	     
	     

	
	b)
	developed original documentation for any part of the IUT or SUT;
	Choose an item.	     
	     

	
	c)
	built, coded or implemented any part of the IUT or SUT; or
	Choose an item.	     
	     

	
	d)
	had any ownership or vested interest in the IUT or SUT.
	Choose an item.	     
	     

	
	4.1.4
	A CST laboratory may take existing vendor documentation for an IUT or SUT (post-design and post-development) and consolidate or reformat the information (from multiple sources) into a set format. If
this occurs, the vendor and the validation programs shall be notified of this when the conformance test report is submitted.
	Choose an item.	     
	     

	4.2
	Confidentiality

	
	
	The management system shall include policies and procedures to ensure the protection of proprietary information. The policies and procedures shall specify how proprietary information will be protected from persons outside the laboratory, from visitors to the laboratory, from laboratory personnel without a need to
know, and from other unauthorized persons.
	Choose an item.	     
	     

	5
	Structural Requirements

	
	
	The laboratory shall have a policy and procedure(s) for maintaining a strict separation, both physical and electronic, between the laboratory testers and company’s consultant teams, product developers, system
integrators, and others who may have an interest in and/or may unduly influence the testing outcome.
	Choose an item.	     
	     

	6
	Resource requirements

	
	6.1
	General
	
	
	

	
	
	The laboratory’s management system shall contain all documentation that ensures the laboratory’s implementation of the technical requirements in ISO/IEC 17025, NIST Handbook 150, this handbook, and other stakeholder requirements as necessary (e.g. CMVP Implementation Guidance).
	Choose an item.	     
	     

	
	6.2
	Personnel
	
	
	

	
	6.2.1
	Within each laboratory’s elected scope of accreditation, the laboratory shall maintain responsible supervisory personnel and competent technical staff that are:
	Choose an item.	     
	     

	
	a)
	knowledgeable of all programmatic test methods, test metrics, and implementation guidance;
	Choose an item.	     
	     

	
	b)
	knowledgeable of all relevant FIPS, NIST SP, and references in this handbook and on the CST
LAP website;
	Choose an item.	     
	     

	
	c)
	familiar with cryptographic terminology and families of cryptographic algorithms and security functions with emphasis on the FIPS-approved and/or NIST-recommended security functions; and
	Choose an item.	     
	     

	
	d)
	familiar with the cryptographic and security testing tools.
	Choose an item.	     
	     

	
	6.2.2
	The laboratory shall identify, define and document the key personnel designated to satisfy NVLAP requirements and their assigned roles. Key Personnel shall include, but not be limited to:

a) laboratory Director; 

b) laboratory Manager(s); 

c) staff members(s) responsible for maintaining management system; 

d) authorized representative; 

e) approved signatories; and 

f) other key technical persons in the laboratory (e.g., testers). 
	Choose an item.	     
	     

	
	6.2.3
	When the laboratory employs staff members through contracting, the laboratory shall ensure any key personnel who are contractors are identified. NVLAP and the affected validation program shall be
informed when a change in the key personnel employed through contracting occurs or when the direct supervision of this category of personnel is not possible.
	Choose an item.	     
	     

	
	6.2.4
	
	
	
	

	
	a)
	An individual may be assigned or appointed to serve in more than one position provided it does not create a conflict of interest and maintains impartiality of the testing activities.
	Choose an item.	     
	     

	
	b)
	To the extent possible, the laboratory director and the person responsible for implementing and maintaining the management system should be independently staffed.
	Choose an item.	     
	     

	
	6.2.5
	The laboratory person(s) responsible for implementing and maintaining the management system shall receive management system training preferably in ISO/IEC 17025. If training is not available in ISO/IEC 17025, minimum training shall be acquired in the ISO 9000 series, especially ISO 9001, or equivalent with emphasis for internal auditing.
	Choose an item.	     
	     

	
	6.2.6
	The laboratory staff responsible for the testing activities shall have knowledge and skills commensurate with the scope of work such as a technical degree (e.g., a bachelor’s degree in computer science, computer engineering, electrical engineering, etc.), similar technical discipline or equivalent experience (e.g., professional certification, etc.). 

For more details regarding the staff members’ required expertise for each program, see the annex associated with the specific test methods.
	Choose an item.	     
	     

	
	6.2.7
	The laboratory personnel who manage, perform or verify work affecting the results of laboratory activities shall possess knowledge and have undergone training on/in the areas listed below:
	
	
	

	
	a)
	general requirements of the test methods, including generation of test reports;
	Choose an item.	     
	     

	
	b)
	system security concepts;
	Choose an item.	     
	     

	
	c)
	physical security;
	Choose an item.	     
	     

	
	d)
	identification and authentication technologies and techniques;
	Choose an item.	     
	     

	
	e)
	familiarity with cryptographic and security methods and terminology;
	Choose an item.	     
	     

	
	f)
	standards compliance;
	Choose an item.	     
	     

	
	g)
	familiarity with all FIPS publications referenced in this document and NIST Handbook 150;
	Choose an item.	     
	     

	
	h)
	operation and maintenance of NVLAP/Validation Program-mandated testing tools; and
	Choose an item.	     
	     

	
	i)
	familiarity with the internet and internet-related software and the ability to locate and securely download references and information from a given website.
	Choose an item.	     
	     

	
	6.2.8
	Only the laboratory personnel shall take all actions necessary to perform the testing activities and record the results, including the loading, compiling, configuring, and execution of mandatory test tools.
	Choose an item.	     
	     

	
	6.2.9
	
	
	
	

	
	a)
	The laboratory shall have a competency review program and procedures for the evaluation and maintenance of the competency of each staff member for each test method the staff member is authorized to conduct. 
	Choose an item.	     
	     

	
	b)
	An evaluation and an observation of performance shall be conducted annually for each staff member by the immediate supervisor or a designee appointed by the laboratory director. 
	Choose an item.	     
	     

	
	c)
	A record of the annual evaluation of each staff member shall be dated and signed by the supervisor and the employee.
	Choose an item.	     
	     

	
	6.3
	Facilities and environmental conditions
	
	

	
	6.3.1
	The laboratory shall have its internal networks protected from unauthorized access and malicious software.
	Choose an item.	     
	     

	
	6.3.2
	If the laboratory is conducting multiple simultaneous testing activities, a system of separation between IUTs and SUTs from different vendors and conformance testing activities shall be maintained, as necessary.
	Choose an item.	     
	     

	
	6.3.3
	The laboratory shall have access to the most current documentation and test tools from NIST/ITL, NVLAP or other appropriate sites and secure e-mail capabilities for communication with NVLAP, NIST/ITL, CCCS, and the laboratory’s customers.
	Choose an item.	     
	     

	
	6.3.4
	The testing laboratory shall ensure that, when applicable, the correct version of the program-specific testing tools is used and that the tools have not been altered in any way that might lead to incorrect results.
	Choose an item.	     
	     

	
	6.3.5
	For all conformance testing and validations, the laboratory shall ensure that any file containing past results or past test programs on the IUT or SUT is isolated from the current test programs and test or validation results.
	Choose an item.	     
	     

	
	6.3.6
	If a laboratory must conduct conformance testing at sites away from its permanent facilities, testing activities shall be carried out in such a way as to meet the requirements of this document.
	Choose an item.	     
	     

	
	6.3.7
	Testing at permanent remote locations
	
	

	
	6.3.7.1
	Where the laboratory performs IUT testing activities at permanent remote locations the laboratory shall meet the requirements listed in sections 6.3.7.2 to 6.3.7.7.
	Choose an item.	     
	     

	
	6.3.7.2
	The laboratory shall have a procedure for the protection of all IUT information. The procedure shall address, but not be limited to:
	Choose an item.	     
	     

	
	a)
	VPN connections which may be used to transmit IUT information between laboratory locations;
	Choose an item.	     
	     

	
	b)
	Workstations, laptops, and storage devices (e.g. memory sticks, hard drives, etc.);
	Choose an item.	     
	     

	
	c)
	Authenticated access to workstations, laptops, etc. by lab personnel only;
	Choose an item.	     
	     

	
	d)
	Protection access, use, storage, and disposal of data (i.e. source code, HDL, documentation, etc.) shall be defined and documented for both electronic and physical documents.
	Choose an item.	     
	     

	
	6.3.7.3
	
	
	
	

	
	a)
	All workstations or test equipment shall be supplied by and under the control of the laboratory. 
	Choose an item.	     
	     

	
	b)
	Programmatic tools shall only be installed on laboratory owned equipment.
	Choose an item.	     
	     

	
	6.7.3.4
	Hardware IUTs shall not be present at a remote location.
	Choose an item.	     
	     

	
	6.7.3.5
	
	
	
	

	
	a)
	Software or firmware IUT operating environment platforms shall not be present at remote locations. 
	Choose an item.	     
	     

	
	b)
	If software or firmware IUT operational testing is performed from a remote location the laboratory shall utilize a VPN connection to the operating environment platform(s) located at the permanent laboratory facility.
	Choose an item.	     
	     

	
	6.3.7.6
	The laboratory shall disclose to the IUT vendor that the vendor's IUT information may be maintained at remote locations.
	Choose an item.	     
	     

	
	6.3.7.7
	All records shall be retained at the laboratory’s permanent location.
	Choose an item.	     
	     

	
	6.3.7.8
	The laboratory shall document the work performed at any remote location. (e.g. CAVS, document review, source code review, CRYPTIK entry, etc.).
	Choose an item.	     
	     

	
	6.4
	Equipment
	
	
	

	
	6.4.1
	
	
	
	

	
	a)
	The laboratory shall ensure that any test tool used to conduct cryptographic and security testing is performing properly according to the validation authority specifications.
	Choose an item.	     
	     

	
	b)
	The laboratory shall also ensure that the tool does not interfere with the conduct of the test and does not modify or impact the IUT or SUT.
	Choose an item.	     
	     

	
	6.4.2
	Confirmation of the use of the most current version of testing tools shall be assured before conducting a test. Records of these confirmations shall be maintained.
	Choose an item.	     
	     

	
	6.4.3
	
	
	
	

	
	a)
	For conformance testing, the laboratory shall maintain, load and run a copy of the testing tool(s) provided by the validation program and produce test results using the tool(s) as appropriate.
	Choose an item.	     
	     

	
	b)
	The testing tools provided by the validation program shall not be altered or changed and shall not be distributed outside the laboratory except to the validation program.
	Choose an item.	     
	     

	
	6.4.4
	
	
	
	

	
	a)
	Whenever major or minor changes are made to any testing tool, a testing laboratory shall have procedures to assure the accurate execution and correct performance of the test tool.
	Choose an item.	     
	     

	
	b)
	The procedures shall include, at a minimum, the complete set of regression testing of the test tool. 

This is necessary to ensure that consistency is maintained, as appropriate, with other testing laboratories and that correctness is maintained with respect to the relevant standard(s) or specification(s).
	Choose an item.	     
	     

	
	6.4.5
	When no suitable validation service or no suitable reference implementation is available, the laboratory shall define the procedures used to verify the correct operation of the test tool. Verification record shall be maintained for whenever the test tool is modified.
	Choose an item.	     
	     

	
	6.4.6
	
	
	
	

	
	a)
	The laboratory shall document appropriate procedures whenever a test tool is found to contain errors that make the tool defective or unfit for use.
	Choose an item.	     
	     

	
	b)
	These procedures shall include identifying the error and reporting the error to the appropriate maintenance authority or validation authority.
	Choose an item.	     
	     

	
	c)
	If after correction of the test tool the results of the test require modification, the modified test results shall be transmitted to the vendor and validation authority.
	Choose an item.	     
	     

	
	6.4.7
	Laboratories shall maintain records of the configuration of test equipment (hardware and software) and the analyses to ensure the suitability of test equipment to perform the desired testing.
	Choose an item.	     
	     

	
	6.4.8
	Equipment records shall include hardware and software upgrades and periods of use.
	Choose an item.	     
	     

	
	6.5
	Metrological traceability
	
	
	

	
	6.5.1
	Test results produced by the testing laboratory shall be traceable to standard test suites when appropriate, or otherwise to the applicable authoritative test suite.
	Choose an item.	     
	     

	
	6.5.2
	Calibration of Test Equipment
	
	
	

	
	6.5.2.1
	If applicable, equipment used for conformance tests shall be maintained and calibrated in accordance with the manufacturer’s recommendation, as specified in the test method, or as specified in the annex associated with the specific test method(s).
	Choose an item.	     
	     

	
	6.5.2.2
	When calibrations are performed in-house, the requirements of NIST Handbook 150, Annex B shall be met.
	Choose an item.	     
	     

	
	6.5.3
	Testing
	
	
	

	
	6.5.3.1
	Laboratories shall use the test methods specified in the applicable Annex. When deviations to the test methods are necessary, in addition to the receiving vendor-approval, the validation program shall also be informed.
	Choose an item.	     
	     

	
	6.5.3.2
	Any deviation shall be sufficiently documented to ensure the correct and required precision and interpretation of the program-specific test method is maintained.
	Choose an item.	     
	     

	
	6.5.3.3
	Any deviation to the test method shall be identified in the test report.
	Choose an item.	     
	     

	
	6.5.3.4
	When a difference is identified between the program-specific test objectives and the testing tool’s abstract test cases, the laboratory shall record how each realization of a test case is derived faithfully from the governing document (e.g. FIPS, NIST, SP, etc.) with preservation of assignment of verdicts or measurements to the corresponding sets of observations.
	Choose an item.	     
	     

	
	6.6
	Externally provided products and services
	
	

	
	
	If an external laboratory provides testing activities (i.e. subcontract) during the conformance testing process, the external laboratory shall be itself a NVLAP-accredited laboratory whose scope includes the applicable test method(s).
	Choose an item.	     
	     

	7
	Process requirements

	
	7.1
	Review of requests, tenders and contracts
	
	

	
	7.1.1
	Policies for documents storage and maintenance of contracts under confidentiality, nondisclosure agreements, marked as secret, or copyright protected, shall be defined according to the document’s status.
	Choose an item.	     
	     

	
	7.1.2
	These documents shall be protected commensurate with their classification and/or sensitivity, and access to them shall be given only to authorized personnel.
	Choose an item.	     
	     

	
	7.1.3
	When cryptography is utilized as the mechanism for protection of information, the cryptographic module used shall be FIPS 140-2 validated and operating in FIPS mode.
	Choose an item.	     
	     

	
	7.1.4
	The testing laboratory and vendor shall agree, in writing, what constitutes the IUT or SUT and what constitutes the environment within the IUT. For this program, the environment includes, but it is not limited to: 
a) the specific test platform; 
b) the test configuration; and 
c) the external environment.
	Choose an item.	     
	     

	
	7.4
	Handling of test items
	
	
	

	
	7.4.1
	The laboratory shall protect all IUTs, SUTs, and test tools from modifications of any kind or unauthorized access.
	Choose an item.	     
	     

	
	7.4.2
	Cryptographic mechanisms utilized to protect information shall be FIPS 140-2 validated and operating in FIPS mode.
	Choose an item.	     
	     

	
	7.4.3
	
	
	
	

	
	a)
	When the IUT or SUT consists of software components, the laboratory shall ensure that a configuration management is in place to prevent inadvertent modifications.
	Choose an item.	     
	     

	
	b)
	This configuration management shall uniquely identify each IUT or SUT and control and document modifications to any of the software components.
	Choose an item.	     
	     

	
	7.5
	Technical records
	
	
	

	
	7.5.1
	The test results and the test reports generated using cryptographic or security testing tools for the IUT or SUT shall be kept by the laboratory following the completion of testing for the life of the IUT or SUT, or as specified by the validation authority and/or vendor in writing.
	Choose an item.	     
	     

	
	7.5.2
	
	
	
	

	
	a)
	Records may include hard or digital copies of the official test results and the test results error file(s).
	Choose an item.	     
	     

	
	b)
	Records shall be stored in a manner that assures survivability, confidentiality, integrity, and accessibility.
	Choose an item.	     
	     

	
	7.5.3
	When cryptography is utilized as the mechanism for protection of information, the cryptographic module used shall be FIPS 140-2 validated and operating in FIPS mode.
	Choose an item.	     
	     

	
	7.5.4
	A copy of the final test results and/or the test reports generated using cryptographic or security testing tools for the IUT shall be submitted to the validation program.
	Choose an item.	     
	     

	
	7.5.5
	All records shall be retained at the laboratory’s permanent location.
	Choose an item.	     
	     

	
	7.8
	Reporting of results
	
	
	

	
	7.8.1
	General
	
	
	

	
	7.8.1.1
	The laboratory shall issue test reports of its work that accurately, clearly, and unambiguously present the test conditions, the test setup when it varies from the standard protocol, the test results, and all other information necessary to reproduce the test.
	Choose an item.	     
	     

	
	7.8.1.2
	Any deviations or omissions from the relevant program-specific requirements shall be clearly indicated.
	Choose an item.	     
	     

	
	7.8.2
	Test Reports 
	
	
	

	
	7.8.2.1
	Test reports issued to customers shall meet contractual, as well as validation program requirements, in addition to meeting the requirements of NIST Handbooks 150 and 150-17
	Choose an item.	     
	     

	
	7.8.2.2
	If a validation program-supplied test report tool or other reporting methodologies are provided, the laboratory shall follow those requirements and use those supplied test tools.
	Choose an item.	     
	     

	
	7.8.2.3
	If the laboratory includes opinions, interpretations, or results in a test report that are not covered by their accreditation the laboratory shall state clearly which statements are outside the scope of its accreditation.
	Choose an item.	     
	     

	
	7.8.2.4
	For test cases that require an analysis of the observations by the testing staff to interpret the results before issuing a test report, the laboratory shall have procedures to be followed by the test operators performing the analysis. These procedures shall ensure the repeatability, reproducibility, and objectivity of the analysis.
	Choose an item.	     
	     

	
	7.8.2.5
	Test reports bearing the NVLAP symbol may be written for more than one purpose: 
	
	
	

	
	a)
	reports that are produced under contract and intended for use only by the vendor, which shall meet vendor/laboratory contract obligations and be complete but need not necessarily meet all validation program requirements;
	Choose an item.	     
	     

	
	b)
	reports to be submitted to validation authority for IUT or SUT validation under a specific validation program.
	Choose an item.	     
	     

	
	7.8.2.6
	Test reports intended for submission to any of the validation programs under the CST LAP shall meet the requirements of the associated DTRs and the implementation guidance (IG) when applicable, as well as the requirements of NIST Handbook 150 and NIST Handbook 150-17.
	Choose an item.	     
	     

	
	7.8.2.7
	
	
	
	

	
	a)
	The laboratory shall perform an independent technical quality review of the test report submission documents prior to submission to the validation program.
	Choose an item.	     
	     

	
	b)
	This review shall address accuracy, completeness, sufficient testing evidence, and consistency.
	Choose an item.	     
	     

	
	c)
	A record of this review shall be maintained.
	Choose an item.	     
	     

	
	7.8.2.8
	The test reports for each project shall identify the work performed at each laboratory location, if applicable. (e.g. CAVS, document review, source code review, CRYPTIK entry, etc.).
	Choose an item.	     
	     

	
	7.8.2.9
	Test reports shall provide all necessary information to permit reproduction of the test and to obtain consistent results.
	Choose an item.	     
	     

	
	7.8.3
	Electronic transmission of results to the validation program
	

	
	7.8.3.1
	A laboratory may submit a test report as instructed by the validation program. An electronic version shall have the same content as the printed reports and shall be generated using a software application that is acceptable to the validation program.
	Choose an item.	     
	     

	
	7.8.3.2
	The laboratory shall ensure that the test results are transmitted with an integrity and confidentiality mechanism appropriate to the sensitivity of the data and the requirements of the validation program and/or governments regulations.
	Choose an item.	     
	     

	
	7.8.3.3
	When cryptography is utilized as the mechanism for the protection of information, the cryptographic module shall be FIPS 140-2 validated and operating in FIPS mode.
	Choose an item.	     
	     

	
	7.8.4
	Amendments to test reports
	
	
	

	
	7.8.4.1
	When amendments are made to the test results for the purpose of the validation program, the laboratory shall issue corrections or additions to a test report using the method that meets the requirements of the respective validation program and to the requirements set forth in ISO/IEC 17025.
	Choose an item.	     
	     

	
	7.8.4.2
	
	
	
	

	
	a)
	For test reports created for purposes other than official IUT validation, the laboratory shall issue corrections or additions to a test report only by a supplementary document suitably marked; e.g., “Supplement to test report serial number […].”
	Choose an item.	     
	     

	
	b)
	If the change involves a test assertion, this document shall specify which test assertion is in question, the content of the result, the explanation of the result, and the reason for acceptance of the result.
	Choose an item.	     
	     

	8
	Management system requirements

	
	8.2
	Management system documentation 
	
	

	
	
	The reference documents listed in 1.4, the annex associated with the specific test methods, as well as any other standards and publications related to the CST LAP shall always be available to all appropriate personnel.
	Choose an item.	     
	     

	
	8.4
	Control of records 
	
	
	

	
	8.4.1
	
	
	
	

	
	a)
	The laboratory shall maintain a functional record-keeping system for each customer. Records shall be readily accessible.
	Choose an item.	     
	     

	
	b)
	Digital media shall be logged and effectively marked, and they shall be properly and securely backed-up and disposed of once the retention period has been exceeded. Entries in paper-based laboratory notebooks shall be dated, signed or initialed.
	Choose an item.	     
	     

	
	c)
	Entries in paper-based laboratory notebooks shall be dated, signed or initialed.
	Choose an item.	     
	     

	
	8.4.2
	Software and data protected by nondisclosure agreements or classified as confidential shall be stored according to the vendor and/or government requirements and commensurate with the data sensitivity, and access shall be granted only to the authorized personnel. An access log file shall be maintained.
	Choose an item.	     
	     

	
	8.4.3
	If a vendor’s system on which testing is conducted is potentially open to access by third parties, the testing laboratory shall ensure that the testing environment is controlled to prevent unauthorized access to the system during testing.
	Choose an item.	     
	     

	
	8.4.4
	
	
	
	

	
	a)
	All records including training, internal audits, and management reviews shall be retained for future reviews and the integrity of electronic documents shall be assured.
	Choose an item.	     
	     

	
	b)
	Documents in hard copy form shall be marked and stored in a secure location and, if necessary, a file logging any access, change, or addition shall be maintained to preserve a document’s integrity and prevent unauthorized changes.
	Choose an item.	     
	     

	
	8.4.5
	Laboratories shall maintain records of the configuration of test equipment and all analyses to ensure the suitability of test equipment to perform the desired testing.
	Choose an item.	     
	     

	
	8.8
	Internal audits 
	
	
	

	
	8.8.1
	The laboratory shall perform at least one full internal audit prior to the initial on-site assessment.
	Choose an item.	     
	     

	
	8.8.2
	In the case where only one member of a laboratory staff is competent in some technical aspects of the program or is the only expert in conducting a specific aspect of the conformance testing, that part of the audit shall be carried out by an external expert.
	Choose an item.	     
	     

	
	8.9
	Management reviews
	
	
	

	
	
	The laboratory shall perform at least one full management review prior to the first on-site assessment.
	Choose an item.	     
	     





Date:      	NVLAP Lab Code:  Click or tap here to enter text.

NIST HANDBOOK 150-17 Annex B CHECKLIST (ISO/IEC 17025:2017)
Cryptographic Algorithms and Cryptographic Modules Testing

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex B, Cryptographic and Security Testing for Cryptographic Algorithms Validation (17CAV), Cryptographic Hardware Modules (17CMH) and Cryptographic Software Modules (17CMS) test methods

Please leave all elements of this Annex blank if the laboratory is not being assessed for compliance to Annex B requirements.

Note: There are no requirements additional to those provided in sections 4, 5, and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex B, sections B.6 and B.7.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	B.6
	Additional Resource requirements for accreditation

	
	B.6.2
	Additional personnel requirements for the 17CAV, 17CMH and17CMS testing

	
	B.6.2.1
	For a laboratory to qualify for accreditation under the CST LAP, the laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that their personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially the ones listed in this handbook.
	Choose an item.	     
	     

	
	B.6.2.2
	
	
	
	

	
	a)
	The laboratory shall continuously maintain a minimum of two CVP certified testers during the accreditation cycle for the laboratory in its entirety to be deemed proficient for the 17CAV, 17CMH and/or 17CMS scopes. 
	Choose an item.	     
	     

	
	b)
	All approved signatories are required to pass the CVP certified tester exam to continue in their roles.
	Choose an item.	     
	     

	
	c)
	All testing must be performed by a CVP certified tester. In the case of testing is performed by a tester-in-training, a CVP certified tester shall be present and be responsible for the results.
	Choose an item.	     
	     

	
	B.6.3
	Additional facilities and environmental condition requirements
	

	
	B.6.3.1
	General
	
	
	

	
	
	The laboratory shall have appropriate areas, including ventilation and safety, for the use of test methods using chemical solvents and heating/cooling apparatus.
	Choose an item.	     
	     

	
	B.6.3.2
	Additional facilities and environmental requirements for the 17CAV, 17CMH, and 17CMS testing

	
	B.6.3.2.1
	Implementations-under-test, IUT specific documentation, IUT specific test jigs, harnesses, supporting test apparatus or test results, shall be protected (e.g. from physical, logical, or visual access) from persons outside the laboratory, from visitors to the laboratory, from laboratory personnel without a need to know, and from other unauthorized persons.
	Choose an item.	     
	     

	
	B.6.3.2.2
	The laboratory manager shall identify and document for each specific IUT the laboratory personnel who either have a need to know or have authorized access of the IUT, documentation and testing related apparatus including rationale for such access.
	Choose an item.	     
	     

	
	B.6.3.2.3
	An audit log shall be maintained documenting personnel who have had access to each IUT during the contracted timeframe and all supporting documentation and testing related apparatus. 
	Choose an item.	     
	     

	
	B.6.3.3
	Temporary off-site locations may be used for performing physical testing (e.g. vendor sites or specialized physical testing facility such as a university lab).
	Choose an item.	     
	     

	
	B.6.4
	Additional equipment requirements for the 17CAV, 17CMH, and 17CMS testing

	
	B.6.4.1
	General
	
	
	

	
	B.6.4.1.1
	The laboratory applying for accreditation for the 17CAV, 17CMH, or 17CMS testing shall own at least one designated workstation and compatible operating system that will run the CAVS, CRYPTIK, and METRIX tools.
	Choose an item.	     
	     

	
	B.6.4.1.2
	
	
	
	

	
	a)
	The workstation or other designated workstation shall have internet access and e-mail capability (for report submission).
	Choose an item.	     
	     

	
	b)
	Workstations shall have Interfaces for loading images from a digital camera and acquiring scanned document images and/or hard copy printouts.
	Choose an item.	     
	     

	
	c)
	Workstations shall have enough storage capability, performance and features as specified by the tool provider.
	Choose an item.	     
	     

	
	B.6.4.2
	The laboratory shall also meet the following minimum hardware and software requirements:
	
	
	

	
	a)
	Hardware: 
Security Levels 1 to 3:
	
	
	

	
	
	1) tools to conduct testing of tamper evidence on coatings;
	Choose an item.	     
	     

	
	
	2) tools to conduct enclosure removal/penetration test; 
	Choose an item.	     
	     

	
	
	3) tools to conduct physical and thermal coating/potting removal/penetration tests; 
	Choose an item.	     
	     

	
	
	4) tools to conduct opacity and probing tests; 
	Choose an item.	     
	     

	
	
	5) tools to conduct tests on locks;
	Choose an item.	     
	     

	
	
	6) tools to conduct mechanical/thermal/chemical tests on tamper evidence label removability; 
	Choose an item.	     
	     

	
	
	7) tools to test tamper detection mechanisms/switches on doors and removable covers;
	Choose an item.	     
	     

	
	
	8) digital camera with flash and macro (near focus) features (phones are not acceptable); 
	Choose an item.	     
	     

	
	
	9) tools to conduct tests on fasteners (e.g. drills). 
	Choose an item.	     
	     

	
	b)
	Hardware: Security Level 4 (in addition to tools required in B.6.4.2a): 
	
	
	

	
	
	1) tools to conduct enclosure testing (e.g. grilling, milling);
	Choose an item.	     
	     

	
	
	2) tools to test tamper detection envelope; 
	Choose an item.	     
	     

	
	
	3) solvents to conduct chemical coating removal tests; 
	Choose an item.	     
	     

	
	
	4) variable power supply; 
	Choose an item.	     
	     

	
	
	5) temperature chamber (procured, rented, or leased, as needed);
	Choose an item.	     
	     

	
	
	6) digital storage oscilloscope or logic analyzer (procured, rented, or leased, as needed);
	Choose an item.	     
	     

	
	
	7) reference material or training in Formal Modeling. 
	Choose an item.	     
	     

	
	c) 
	Software: Security Levels 1 to 3 
	
	
	

	
	
	tools to conduct software testing - appropriate compilers, debuggers, and binary editors
	Choose an item.	     
	     

	
	d)
	Software: Security Level 4 
	
	
	

	
	
	reference material or training in Formal Modeling 
	Choose an item.	     
	     

	
	e)
	Reporting tools:
	
	
	

	
	
	1) Validation Program-originated copy of CRYPTIK (latest version);
	Choose an item.	     
	     

	
	
	2) Validation Program-originated copy of CAVS (latest version); 
	Choose an item.	     
	     

	
	
	3) Validation Program-originated copy of METRIX (latest version); 
	Choose an item.	     
	     

	
	B.6.4.3
	The laboratory shall maintain a record of the tools used for each test report involving physical testing.
	Choose an item.	     
	     

	
	B.6.5
	Metrological traceability
	
	
	

	
	B.6.5.1
	Traceability to the requirements in the FIPS 140-2 (or successors) is achieved via the assertions, the associated DTRs documents and the CAVS and CRYPTIK test reporting tools. 

The DTRs are divided into two sets of requirements: one levied on the vendor and one levied on the tester of the cryptographic module.
	Choose an item.	     
	     

	
	B.6.5.2
	Test vectors and results for cryptographic algorithm testing shall be generated and checked using the provided CAVS tool.
	Choose an item.	     
	     

	B.7
	Additional process requirements for accreditation

	
	B.7.1
	Additional requirements for the selection, verification and validation of methods for 17CAV, 17CMH, and 17CMS

	
	B.7.1.1
	The laboratory shall use the test methods described in the document Derived Test Requirements for FIPS 140-2, Security Requirements for Cryptographic Modules (or successor), with clarifications provided in the document Implementation Guidance for FIPS 140-2 (or successor) and the Cryptographic Module Validation Program.
	Choose an item.	     
	     

	
	B.7.1.2
	When deviations to the test methods are necessary, the Validation Authority (CAVP and/or CMVP) shall be informed and details shall be described in the test report. The laboratory should submit a Request for Guidance (RFG) to document and receive official guidance from the validation programs.
	Choose an item.	     
	     

	
	B.7.1.3
	When the CRYPTIK tool cannot support submission of the test result information, the laboratory shall provide documentation to ensure that the correct interpretation of the test assertions is maintained.
	Choose an item.	     
	     

	
	B.7.1.4
	The CRYPTIK tool shall not be distributed, provided, or used by anyone other than laboratory personnel.
	Choose an item.	     
	     

	
	B.7.1.5
	The laboratory shall use the test methods and tests for the security functions listed at the websites: http://csrc.nist.gov/groups/STM/cavp/index.html, and http://csrc.nist.gov/groups/STM/cmvp/index.html.
	Choose an item.	     
	     

	
	B.7.1.6
	When testing is performed away from the main laboratory location or permanent remote locations, only the laboratory personnel shall have access to the CAVS, CRYPTIK, or METRIX tools supplied by the validation program.
	Choose an item.	     
	     

	
	B.7.2
	Additional requirements for reporting of results for 17CAV, 17CMH, and 17CMS testing

	
	B.7.2.1
	The CAVS tool shall be used for 17CAV test report submission.
	Choose an item.	     
	     

	
	B.7.2.2
	The CRYPTIK tool shall be used for the 17 CMH and 17CMS test report submission.
	Choose an item.	     
	     

	
	B.7.2.3
	The METRIX tool shall be used to submit quarterly, or as specified by the validation program, results of test statistics.
	Choose an item.	     
	     






NIST HANDBOOK 150-17 ANNEX C CHECKLIST (ISO/IEC 17025:2017)
Personal Identity Verification (PIV) Testing

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex C, Personal Identity Verification (PIV) Testing. 

Please leave all elements of this Annex blank if the laboratory is not being assessed for compliance to Annex C requirements.

Note: There are no requirements additional to those provided in sections 4, 5, and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex C, sections C.6 and C.7.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	C.6
	Additional resource requirements for accreditation

	
	C.6.2
	Additional personnel requirements
	
	
	

	
	C.6.2.1
	The laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that their personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially the ones listed in this handbook.
	Choose an item.	     
	     

	
	C.6.2.2
	The laboratory’s personnel shall have experience, training, or familiarity in the areas of:
	Choose an item.	     
	     

	
	a)
	cryptography - symmetric versus asymmetric algorithms and uses;
	Choose an item.	     
	     

	
	b)
	cryptography - encryption protocols and implementations;
	Choose an item.	     
	     

	
	c)
	key management techniques and concepts;
	Choose an item.	     
	     

	
	d)
	the families of cryptographic algorithms;
	Choose an item.	     
	     

	
	e)
	FIPS-approved and NIST-recommended security functions (FIPS 140-2 or successors);
	Choose an item.	     
	     

	
	f)
	cryptography - Public Key Infrastructure (PKI);
	Choose an item.	     
	     

	
	g)
	access control security models;
	Choose an item.	     
	     

	
	h)
	Smart cards;
	Choose an item.	     
	     

	
	i)
	smart card readers (contact and contactless);
	Choose an item.	     
	     

	
	j)
	Application Protocol Data Unit (APDU);
	Choose an item.	     
	     

	
	K)
	Basic Encoding Rules (BER);
	Choose an item.	     
	     

	
	l)
	biometric authentication techniques;
	Choose an item.	     
	     

	
	m)
	concepts of the operational PIV systems; and
	Choose an item.	     
	     

	
	n)
	contact and contactless interface standards.
	Choose an item.	     
	     

	
	C.6.4
	Additional equipment requirements
	
	

	
	C.6.4.1
	The laboratory shall own at least one designated compatible PC equipped with, at minimum, a compact disk rewritable (CD-RW) drive or other secure digital storage media and running Microsoft Windows XP1 (or later) or compatible.
	Choose an item.	     
	     

	
	C.6.4.2
	The laboratory shall also meet the following minimum hardware, software, and operating system requirements for the platform on which the PIV Card Application and PIV Middleware tools (also known as PIV Test Runner) will run:
	Choose an item.	     
	     

	
	a)
	Hardware:
	
	
	

	
	
	1) a test computer running Windows 7 or later and with at least 4 MB of available space on the hard disk; 
	Choose an item.	     
	     

	
	
	2) contact and contactless smart card reader or a dual interface reader;
	Choose an item.	     
	     

	
	
	3) a dual interface FIPS 201 conformant PIV card loaded with SP 800-73 conformant PIV card application; and
	Choose an item.	     
	     

	
	
	4) a printer for reporting and documenting the test results.
	Choose an item.	     
	     

	
	b)
	Software:
	
	
	

	
	
	1. SUN Microsystems Java Runtime Environment (JRE) version 1.8 or later, and 
	Choose an item.	     
	     

	
	
	2. PIV Card Application and PIV Middleware test toolkit application software provided.
	Choose an item.	     
	     

	C.7
	Additional process requirements for accreditation

	
	C.7.1
	Additional requirements for the selection, verification and validation of methods

	
	
	Laboratories shall use the test methods and tests listed in the NIST SP 800-85A-4: PIV Card Application and Middleware Interface Test Guidelines (or latest) for conformance testing of the PIV card application and PIV middleware. For additional clarifications, check the documentation listed on the NPIVP website: http://csrc.nist.gov/groups/SNS/piv/index.html.
	Choose an item.	     
	     

	
	C.7.2
	FIPS 201 Appendix B.3 specifies that a PIV system/component is “FIPS 201-compliant” after each of IUT’s constituent parts have met individual validation requirements. For a PIV card, the constituent parts requiring validation include: 

• PIV card application validation for conformance to NIST SP 800-73-4 (or latest) through NPIVP; and 

[bookmark: _Hlk39470886]• cryptographic module validation for FIPS 140-2, Security Requirements for Cryptographic Modules (or latest) conformance of the cryptographic module that hosts the PIV card application. 
	Choose an item.	     
	     






NIST HANDBOOK 150-17 ANNEX D CHECKLIST (ISO/IEC 17025:2017)
General Services Administration Precursor (GSAP) Testing

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex D, General Services Administration Precursor (GSAP) Testing. 

Please leave all elements of this section blank if the laboratory is not being assessed for compliance to Annex D requirements.

Note: There are no requirements additional to those provided in sections 4, 5, and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex D, sections D.6 and D.7.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	D.6
	Resource requirements

	
	D.6.2
	Additional personnel requirements
	
	

	
	D.6.2.1
	The laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that their personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially the ones listed in this handbook.
	Choose an item.	     
	     

	
	D.6.2.2
	Prior to accreditation, the laboratory’s personnel shall have experience, training, or familiarity in the areas of:
	Choose an item.	     
	     

	
	a)
	cryptography - symmetric versus asymmetric algorithms and uses;
	Choose an item.	     
	     

	
	b)
	cryptography - encryption protocols and implementations;
	Choose an item.	     
	     

	
	c)
	key management techniques and concepts;
	Choose an item.	     
	     

	
	d)
	cryptographic self-test techniques;
	Choose an item.	     
	     

	
	e)
	the families of cryptographic algorithms;
	Choose an item.	     
	     

	
	f)
	FIPS-approved and NIST-recommended security functions (FIPS 140-2 or successors);
	Choose an item.	     
	     

	
	g)
	cryptography - Public Key Infrastructure (PKI);
	Choose an item.	     
	     

	
	h)
	access control security models;
	Choose an item.	     
	     

	
	i)
	smart cards;
	Choose an item.	     
	     

	
	j)
	smart card readers (contact and contactless);
	Choose an item.	     
	     

	
	k)
	Application Protocol Data Unit (APDU);
	Choose an item.	     
	     

	
	l)
	Basic Encoding Rules (BER);
	Choose an item.	     
	     

	
	m)
	biometric authentication techniques;
	Choose an item.	     
	     

	
	n)
	concepts of the operational PIV systems;
	Choose an item.	     
	     

	
	o)
	contact and contactless interface standards; and
	Choose an item.	     
	     

	
	p)
	Server-based Certificate Validation Protocol (SCVP).
	Choose an item.	     
	     

	 
	D.6.3
	Facilities and environmental conditions
	
	

	
	
	The laboratory shall have appropriate areas, including ventilation and safety, for the use of test methods using chemical solvents and heating/cooling apparatus.
	Choose an item.	     
	     

	
	D.6.4
	Additional equipment requirement for the 17GSAP testing

	
	
	Supplemental to the additional equipment requirements listed for 17PIV testing (section C.5.5.2), the laboratory shall also meet the following minimum hardware, software and operating system requirements for any platform on which the PIV Data Model Tester (SP800-85B) and the Test Fixture Software tools required for GSAP testing will run:
	Choose an item.	     
	     

	
	a)
	Hardware:
	
	
	

	
	
	1) at least 1 USB and 1 serial port available on the Windows XP test computer; 
	Choose an item.	     
	     

	
	
	2) Golden Contact PIV Card Reader - Gemalto GemPC twin USB HW111459A2;
	Choose an item.	     
	     

	
	
	3) Breakout Box - For connecting physical access readers - for additional information see GSA Laboratory Specification, section 3.3.4.3 - latest version from http://fips201ep.cio.gov/. The USB and Serial Communication cables from the breakout box will be connected to the IBM-compatible PC system; 
	Choose an item.	     
	     

	
	
	4) 22 AWG Wire - category 5 or similar Ethernet; and 
	Choose an item.	     
	     

	
	
	5) tools needed for the breakout box: 
• drill, 
• screw driver, 
• glue.
	Choose an item.	     
	     

	
	b)
	Software:
	Choose an item.	     
	     

	
	
	1) BouncyCastle crypto provider, version 1.32 (bcprov-jdk15-132.jar) - available from http://www.bouncycastle.org/download/bcprov-jdk15-132.jar; 
	Choose an item.	     
	     

	
	
	2) BouncyCastle mail utilities, version 1.32 (bcmail-jdk15-132.jar) - available from http://www.bouncycastle.org/download/bcmail-jdk15-132.jar;
	Choose an item.	     
	     

	
	
	3) Crypto++ DLL version 5.2.3 - available from http://www.cryptopp.com;
	Choose an item.	     
	     

	
	
	4) PIV Test Data Software (which includes the JPIV Test Data Generator jar file and the PIV Data Loader executable) provided by NIST/ITL website, http://csrc.nist.gov/piv-program - latest release available;
	Choose an item.	     
	     

	
	
	5) unless otherwise specified by NVLAP on the CST LAP website, a Gemplus GemPIV applet v1.01 on Gemplus GemCombi Xpresso R4 E72K Smart Card (to be used when a “Golden Class A PIV Card” (PIVcard-ClassA) or “Golden T=0 PIV Card” or “PIVcard-T0” will be referred);
	Choose an item.	     
	     

	
	
	6) unless otherwise specified by NVLAP on the CST LAP website, a PIV EP v.108 Java Card Applet on Oberthur ID-One Cosmo v5 64K Smart Card - to be used when a “Golden T=1 PIV Card” or “PIVcard-T1” will be referred;
	Choose an item.	     
	     

	
	
	7) card reader driver provided by the manufacturer;
	Choose an item.	     
	     

	
	
	8) SP 800-85B Data Conformance Test Tool v6.2.0 - Used to test data model conformance for a populated PIV Card. Available from http://fips201ep.cio.gov/tools.php;
	Choose an item.	     
	     

	
	
	9) Cardholder Facial Image Test Tool v1.0.1 – Used to test the conformance of the PIV Facial Image to the specifications of SP 800-76-1 and INCITS 385. Available from http://fips201ep.cio.gov/tools.php;
	Choose an item.	     
	     

	
	
	10) SCVP Client Test Tool v2.0.0 – A client application that interacts (using the RFC 5055 as the protocol) with the GSA Central Certificate Validator (CCV) service in order to determine validity for any given PIV Certificate using PKI-based path discovery and validation. Available from http://fips201ep.cio.gov/tools.php; and
	Choose an item.	     
	     

	
	
	11) Data Populator Tool v2.3.0 - Used to randomly generate conformant data and load them on the PIV Card. Available from http://fips201ep.cio.gov/tools.php.
	Choose an item.	     
	     

	D.7
	Process requirements

	
	D.7.1
	Additional requirements for the selection, verification, and validation of methods for 17GSAP testing

	
	D.7.1
	Laboratories shall use the test methods listed at the website http://fips201ep.cio.gov/contact.php under the “Test Procedures.”
	Choose an item.	     
	     

	
	D.7.2
	Prior to testing the IUT, the laboratory shall inventory all the equipment received and tag all systems.
	Choose an item.	     
	     

	
	D.7.3
	The IUT shall be NPIVP-certified before being considered for the GSA EP conformance testing, as the NPIVP is a prerequisite to the GSAP program.
	Choose an item.	     
	     

	
	D.7.4
	During the conformance testing, the laboratory shall use and complete the following documentation:
 
a) Approval Procedure; 
b) Test Procedures; and 
c) Evaluation Report. 
	Choose an item.	     
	     





NIST HANDBOOK 150-17 ANNEX E CHECKLIST (ISO/IEC 17025:2017)
Security Content Automation Protocol (SCAP) Testing

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex E, Security Content Automation Protocol (SCAP) Testing. 

Please leave all elements of this Annex blank if the laboratory is not being assessed for compliance to Annex E requirements.

Note: There are no requirements additional to those provided in sections 4, 5, 7 and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex E, section E.6.
	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	E.6
	Resource requirements

	
	E.6.2
	Additional personnel requirements
	
	

	
	E.6.2.1
	The laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially the ones listed in this handbook.
	Choose an item.	     
	     

	
	E.6.2.2
	The laboratory personnel shall have experience, training, basic knowledge, or familiarity in:
	Choose an item.	     
	     

	
	a)
	vulnerability and configuration management (NIST SP 800-40 v2 or later and NIST SP 800-100);
	Choose an item.	     
	     

	
	b)
	XML and how to read XML documents (W3C Extensible Markup Language (XML) 1.1 (Second Edition) or later);
	Choose an item.	     
	     

	
	c)
	all SCAP specifications (XCCDF, OVAL, OCIL, CVE, CCE, CPE, SWID, CCSS, CVSS, Asset Identification, ARF, and TMSAD, including NIST SP 800-126) – latest versions (for more information, see https://scap.nist.gov); and
	Choose an item.	     
	     

	
	d)
	the installation and configuration of operating systems or platforms (e.g., Microsoft Windows, Red Hat Linux, Apple MacOS) listed on the https://scap.nist.gov/validation/ page.
	Choose an item.	     
	     

	
	E.6.4
	Additional equipment requirements
	
	

	
	
	The laboratory shall be equipped with the following minimum hardware, software, and operating system requirements:
	Choose an item.	     
	     

	
	a)
	Hardware:
Any IT system capable of properly executing the operating systems supported by the validation program, and a domain controller such as Windows Server. 
i. This can be a real system or supported through virtualization architecture. 
ii. Must be capable of executing the product under test as indicated by the documentation accompanying the product or as otherwise specified by the vendor of the product.
	Choose an item.	     
	     

	
	b)
	Software:
	
	
	

	
	
	1) Microsoft Windows running on the IT system.
 
i. The operating system must be configured according to the configuration requirements in the Implementation Guide. 
ii. The OS must have Internet Explorer installed according to the requirements in the Implementation Guide. 
iii. The OS must be able to be joined to a test domain.
	Choose an item.	     
	     

	
	
	2) Red Hat Enterprise Linux running on the IT system. 

The operating system must be configured according to the configuration requirements in the Implementation Guide. 
	Choose an item.	     
	     

	
	
	3) Apple Mac OS running on the IT system. 

The operating system must be configured according to the configuration requirements in the Implementation Guide. 
	Choose an item.	     
	     

	
	
	4) XML schema validation tool. The tester must be able to perform XML schema validation against XML results produced by the product under test. The tool must be able to reference NIST provided schemes.
	Choose an item.	     
	     

	
	
	5) Access to the National Vulnerability Database located at https://nvd.nist.gov.
	Choose an item.	     
	     

	
	
	6) Access to the SCAP Validation Program Publications and Resources located at https://scap.nist.gov/validation.
	Choose an item.	     
	     








NIST HANDBOOK 150-17 ANNEX F CHECKLIST (ISO/IEC 17025:2017)
DHS Identity and Privilege Credential Management Testing – TWIC®

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex F, DHS Identity and Privilege Credential Management TWIC ® Testing. 

Please leave all elements of this Annex blank if the laboratory is not being assessed for compliance to Annex F requirements.

Note: There are no requirements additional to those provided in sections 4, 5, 7 and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex F, section F.6.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	F.6
	Additional resource requirements for accreditation

	
	F.6.2
	Additional personnel requirements
	
	

	
	F.6.2.1
	For a laboratory to qualify for accreditation under the CST LAP, the laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that their personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially the ones listed in this handbook.
	Choose an item.	     
	     

	
	F.6.2.2
	Additional personnel requirements for the 17DHSIPCM testing

	
	
	The laboratory personnel shall have experience, training, or familiarity in the areas of:
	
	
	

	
	a)
	cryptography – symmetric versus asymmetric algorithms and uses;
	Choose an item.	     
	     

	
	b)
	cryptography – encryption protocols and implementations;
	Choose an item.	     
	     

	
	c)
	key generation and digital certificate encoding;
	Choose an item.	     
	     

	
	d)
	key management techniques and concepts;
	Choose an item.	     
	     

	
	e)
	cryptographic self-test techniques;
	Choose an item.	     
	     

	
	f)
	the families of cryptographic algorithms;
	Choose an item.	     
	     

	
	g)
	FIPS-approved and NIST-recommended security functions (FIPS 140-2 or successors);
	Choose an item.	     
	     

	
	h)
	cryptography - Public Key Infrastructure (PKI);
	Choose an item.	     
	     

	
	i)
	TWIC® and PIV Reader Authentication Modes;
	Choose an item.	     
	     

	
	j)
	access control models;
	Choose an item.	     
	     

	
	k)
	privilege management;
	Choose an item.	     
	     

	
	l)
	smart cards;
	Choose an item.	     
	     

	
	m)
	smart card readers (contact and contactless; portable and non-portable);
	Choose an item.	     
	     

	
	n)
	fingerprint readers;
	Choose an item.	     
	     

	
	o)
	Application Protocol Data Unit (APDU);
	Choose an item.	     
	     

	
	p)
	Basic Encoding Rules (BER);
	Choose an item.	     
	     

	
	q)
	biometric authentication techniques;
	Choose an item.	     
	     

	
	r)
	biometric enrollment, quality measure, and authentication techniques;
	Choose an item.	     
	     

	
	s)
	biometric testing;
	Choose an item.	     
	     

	
	t)
	concepts of the operational PIV systems;
	Choose an item.	     
	     

	
	u)
	contact and contactless interface standards;
	Choose an item.	     
	     

	
	v)
	Physical Access Control System (PACS) registration systems;
	Choose an item.	     
	     

	
	w)
	biometric device installation, integration and operation;
	Choose an item.	     
	     

	
	x)
	Personal Identifiable Information (PII) data protection and management;
	Choose an item.	     
	     

	
	y)
	data review, reduction and analysis;
	Choose an item.	     
	     

	
	z)
	statistical analysis methodologies; and
	Choose an item.	     
	     

	
	aa)
	the TWIC® reader testing tools and their operation.
	Choose an item.	     
	     

	
	F.6.3
	Additional facilities and environmental condition requirements

	
	
	The laboratory shall have appropriate areas, including ventilation and safety, for the use of test methods using chemical solvents and heating/cooling apparatus.
	Choose an item.	     
	     

	
	F.6.4
	Additional equipment requirements
	
	

	
	
	Supplemental to the additional equipment requirements listed for 17PIV testing (section C.5.5.2), the laboratory shall also meet the following minimum hardware, software and operating system requirements for any platform on which the testing tools required for DHSIPCM testing will run:
	Choose an item.	     
	     

	
	a)
	Hardware:
	
	
	

	
	
	1) at least 1 USB and 1 serial port available on the Windows XP test computer;
	Choose an item.	     
	     

	
	
	2) one or more sets of testing cards provided by the DHSIPCM Program Management Office (PMO); and
	Choose an item.	     
	     

	
	
	3) Contact/Contactless Smart Card Reader, Magstripe Reader.
	Choose an item.	     
	     

	
	b)
	Software:
	
	
	

	
	
	testing tool provided by the DHSIPCM PMO.
	Choose an item.	     
	     




Date:      	

NIST HANDBOOK 150-17 ANNEX G CHECKLIST (ISO/IEC 17025:2017)
Automated Cryptographic Validation Testing (ACVT) 

Instructions to the Assessor: This checklist addresses specific accreditation criteria prescribed in NIST Handbook 150-17, Annex G, Automated Cryptographic Validation test method (17ACVT). 

Please leave all elements of this Annex blank if the laboratory is not being assessed for compliance to Annex G requirements.

Note: There are no requirements additional to those provided in sections 4, 5, and 8 of NIST Handbook 150-17. The numbering of the checklist items correlates to the numbering scheme in NIST Handbook 150-17, Annex G, sections G.6 and G.7.

	Requirement
	Compliance
(OK, X, or C)
	Management System Reference
	Objective Evidence

	G.3
	Additional accreditation process requirements

	
	G.3.2
	Additional activities prior to an on-site assessment

	
	
	Archives of the output of the test harness from test runs submitted to the validation authority shall be kept for a minimum of five years.
	Choose an item.	     
	     

	
	G.3.4
	Additional proficiency testing requirements
	
	

	
	G.3.4.1
	Initial Accreditation: A proficiency test is a step in the initial accreditation process for the 17ACVT test method. The laboratory shall demonstrate the ability to use and maintain a test harness that correctly works with the Automated Cryptographic Validation Protocol (ACVP) testing architecture. The laboratory shall also communicate a plan for responsibly managing the NIST issued key used to access the ACVP server and for maintaining the test harness in a configuration management system.
	Choose an item.	     
	     

	G.6
	Additional resource requirements for accreditation

	
	G.6.2
	Additional personnel requirements
	
	

	
	G.6.2.1
	General
	
	
	

	
	a)
	The laboratory shall identify personnel who have basic knowledge of cryptographic and security practice for information systems. This is in addition to the technical expertise required by each test method. 
	Choose an item.	     
	     

	
	b)
	The laboratory shall be aware of the governing standards and publications, especially those listed in this handbook.
	Choose an item.	     
	     

	
	G.6.2.2
	Key Roles
	
	
	

	
	
	The laboratory shall identify two or more personnel who fill key roles. Laboratories are expected to approach this personnel requirement such that laboratory performance is optimized.
	Choose an item.	     
	     

	
	a)
	Approved Signatory 
	Choose an item.	     
	     

	
	b)
	Lab Manager 
	Choose an item.	     
	     

	
	c) 
	Cryptography Subject Matter Expert (SME) 
	Choose an item.	     
	     

	
	d)
	Independent Tester: A tester that is not a part of the development team.
	Choose an item.	     
	     

	
	G.6.2.3
	The Lab Manager (or delegate) shall be responsible for managing the NIST issued key and for ensuring correct usage of the ACVP server.
	Choose an item.	     
	     

	
	G.6.2.4
	The Cryptography SME and Tester shall have basic knowledge, experience, and training, in FIPS approved and NIST-recommended cryptographic algorithms and shall have a working knowledge of the test harness and ACVP service.
	Choose an item.	     
	     

	
	G.6.3
	Additional facilities and environmental conditions requirements

	
	G.6.3.1
	Implementations-under-test (IUT), IUT specific documentation, IUT specific test harnesses, supporting test apparatus or test results, shall be protected (e.g. from physical, logical, or visual access) from unauthorized access that could compromise the integrity of the test and corresponding records.
	Choose an item.	     
	     

	
	G.6.3.2
	The laboratory manager shall identify and document for each specific IUT the laboratory personnel who either have a need to know or have authorized access of the IUT, server credentials, documentation and testing related apparatus including rationale for such access.
	Choose an item.	     
	     

	
	G.6.3.3
	An audit log shall be maintained documenting personnel who have had access to each IUT during the contracted timeframe and all supporting documentation and testing related apparatus. 
	Choose an item.	     
	     

	
	G.6.4
	Additional equipment requirements
	
	

	
	
	The laboratory shall specify all hardware and software (e.g., compilers, debuggers, simulators, etc.) that fully defines the test configuration for each IUT. This information shall be maintained as part of the validation test records.
	Choose an item.	     
	     

	
	G.6.5
	Additional requirements for measurement traceability
	

	
	
	Test vectors and results for cryptographic algorithm testing shall be generated and checked using the ACVP service.
	Choose an item.	     
	     

	G.7
	Additional process requirements for accreditation

	
	G.7.1
	Additional requirements for handling of test items
	

	
	
	The laboratory shall be capable of reproducing test results using a current version of the IUT.
	Choose an item.	     
	     

	
	G.7.2
	Additional requirements for reporting of the results
	

	
	a)
	The ACVP service shall be used for algorithm validation submissions that use the 17ACVT test method.
	Choose an item.	     
	     

	
	b)
	When testing is performed at the vendor site or other mutually agreed upon site, only the laboratory personnel shall use or have access to NIST issued key.
	Choose an item.	     
	     

	
	G.7.3
	Additional requirements for technical records
	

	
	
	Validation test records shall be kept for a minimum of five years.
	Choose an item.	     
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