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NICE FRAMEWORK USE CASES

Use Cases describe specific situation in which the NICE Framework can be used.

A : :
. o Creation of Learning Outcomes
Development of Position Descriptions for Courses

_ o Validation of Knowledge, Skills, and
Performing Workforce Assessments - Abilities for Awarding Credentials

r

e Q
MM Taient Management Career Pathway for Learners and
Job Seekers
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NICE FRAMEWORK RESOURCE CENTER

101 Resources Employer Education/Training | earner
Resources Provider Resources Resources
A Search the NICE A DoD Cyber Workforce A Course/Curriculum é Pathways
Framework A Position Description Mappings A Career Profiles
A One Pager Tool A Certification Mappings Hands-on
Activities

A Video Tutorial A Capability Indicators A Training Catalog

NICE nist.gov/nice/framework -
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https://www.nist.gov/itl/applied-cybersecurity/nice/nice-cybersecurity-workforce-framework-resource-center




1Q4 Mission

iQ4 Corp is creating a Finding and Fueling Growt

supply demand skills Transforming the Learning Economy

marketplace -optimizing investment in finding, developing and

retaining talent.
-disrupting the status quo of buying a talent pipeline
€ by buil di ng oouetoohng, scal e, using
models and content
-fulfilling potential of our enterprise, academic and
student engagements.
-fixing the skills gap that exists internally within the
enterprise, public sector and schools is at the core
of our company and social markets &




Cumulatively, firms spend billions of dollars every year on technology devoted to digital That "buy, not build” talent strategy is getting more difficult—and expensive—to pull off,

transformation, but executives admit to confusion and uncertainty about the impact. A recent especially in a market where the supply of skills like cloud computing and cybersecurity can’t
Accenture survey of 1,200 executives found that, while nearly half say skill shortages are a major satisfy the immense demand for them, said Paul Daugherty, chief technology and innovation
concern for the future of their firm, only 3% said they will significantly increase their training officer at Accenture PLC.

budgets over the next three years. In a separate survey conducted in 2017 by consultancy

McKinsey & Co., 35% of US. executives said they believe they will realize their digital goals
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MANAGEMENT & CAREERS

Why Companies Are Failing at
Reskilling

Apnil 22, 2019

“It’s one thing to invest in machine learning; it's another to reinvent an organization or a business JPMorgan, which has 250,000 employees, is rolling out a platform called “skills passport.” The
maodel," he said. "Human capital is quantitatively a much bigger share of the capital in the project so far has been deployed in the bank’s IT department, and it will soon be tested with
economy than physical assets like plants, technology and equipment, and we understand it less employees in operations roles. Workers use it to take assessments to measure their current
well”

skills, and view career options and a curated list of activities and training they can take, said

Jennie Sparandara, head of workforce initiatives.

Ad NREftAYy3I 2dzi0 AvnQa aiAfet




Transforming the Learning Economy

Reskilling/upskilling via Skills optimization for

Role/KSA profiling via _ ; _
pathways, course Agile & Gig economies,

standards & 4-tier
taxonomies

recommendations and talent pipelining, internal
work- based applied learning and external, My T

Establish three beachheads

U Industry/Educationc Virtual Apprentice Challenge
U Enterprise¢ JPM Chase

Studentsc National Student Clearinghouse
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Figure 1 | Interoperable Learning Record Ecosystem
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Figure 3 | Four-layer approach to the interoperable learning record protocol|
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Transforming the
talent economy
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1Q4 Learner
Passport psesmer et
Multl ¢ Source

Hide assessed KSA's v

Assessment

2019 CTC Live: Hacker Challenge Event Module 1 PCAP

Simspace

Hide assessed KSA's v
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Skill in performing packet-level analysis using appropriate tools (e.g., Wireshark, tcpdump)
skill in using network analysis tools to identify vulnerabilities
Skill in using protocol analyzers

15
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Cybersecurity Associate: Red Team
I

Skill Category O@ Knowledge, Skills and Abilities ® s

Career Pathways

tails and recommended coL

1. log files, registry files, configuratior

information and where to find those system files

@ Ability to dec: ypt digital data

owledge of anti-forensic

systems, and

=
ml NTERPRIS
i fault identification techniques
m K : of ty, 1d collection of persistent data

Skills Dashboard Skills Passport™ Role Profiles

< My Career Paths g

Skills Dashboard Skills Passport™ Role Profiles

1. Select a functional area from the drop-down to see related Job CybeFSECurlty
Families:
Role Profiles at or above the recomr

Technolo v hierar
belo MY SKILLS 2 cdit MY CAREER PATHS 2
2. Select Job Family .‘. and add sk evant to your job family Review career apportunities, identify career patt
and leve ar T
Cybersecurity Associate
Cybersecurity Associate: Fraud - Payment Card Number of Skills by Proficiency Selected Roles: ?
. .

Click the bars to view recommended courses

Cybersecurity Associate: Fraud - Banking
Cybersecurity Associate: Fraud - Data &
Automatic

Cybersecurity Associate: Fraud - Brand Protection

Cybersecurity Associate er Education &

Awareness

ersecurity Associate: DFAS - Digital Forensics

ersecurity Associate: Exercise Planner

2 DFAS - Intrusion

JyDer .‘:F(“‘IHI‘:.' ASS0OCIE

Forensics

ove recommended proficiency.

recommended [Hlfﬁ'..lr!ﬂll‘;f ) Mehiale Izzor ’
opportunity.

O)O

@ Number of skills

mber of skills 2

Cybersecurity Associate: Red Team

Cybersecurity Associate

O Number of areas
@ Number of additi

Cybersecurity Associate:
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http://drive.google.com/file/d/1o_FdyTnEUFV7m6MRsKuuRtwtrWbFT61F/view

Skills
Analytics

SKILLS ASSESSMENTS

Forensics

Human Factors

Influencing

88 /164

Fixed Income Products

‘e Engineering

IAS (Inter-Affiliate Services )

Identity Management

Incident Management

Industry Strategy

Skills Dashboard Skills Passport™

NUMBER OF SKILLS BY PROFICIENCY

219 155

Role Profiles

LEGEND

@ Top Bar: Number of skills above recommended proficiency:.
® Middle Bar: Number of skills at re
© Bottom Bar: Number of areas of opportunity.

>mmended proficiency.

Hide map Q
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http://drive.google.com/file/d/1o_FdyTnEUFV7m6MRsKuuRtwtrWbFT61F/view

iQ4 all rights reserved

STUDENT
DASHBOARD

Academic Records,
Portfolio, Skills, Pathways

e Auto generation of competencies,
knowledge, skills, abilities,
credentials, educational verification,
work experience, personal interests.

® Analytics to understand skills gap,
course recommendation, Career
Pathways and jobs

e Life long learning 5Ps- measure and
capture skills proficiencies (multi
source) , progression, pathways,

EDUCATION
DASHBOARD

Supply / Demand Skills
Gaps Analytics

Ability to define course to
competency to skills mapping,
using NICE as the core standards
taxonomy framework and data
model

Supply / Demand career pathways
gap analytics for curriculum and
student development

Define job families, role profiles,
competencies, knowledge, skills,
ability, credentials, proficiencies

potential and pur pos ePagedongtangagls-hased 5 |
taxonomy

Per sonao

ENTERPRISE PIPELINE

DASHBOARD

-

2 8 B

Finding & Building
Talent

® An Analytics Pipeline Dashboard
to discover talent, assess skills,
identify skills gaps, recommended
learning and development

® A Talent Search Engine to source,
assess and build talent, suggest
courses for individuals and
academic institution development

® Define job families, role profiles,
competencies, knowledge, skills,
ability, credentials, proficiencies
based on standards-based
taxonomy

ENTERPRISE RE-SKILLING
DASHBOARD

Course
Recommendation,
Retention, Mobility

® | earner dashboard to suggest
courses leading to performance
improvement, career pathways to
retain ta$Srapge dnddad
visualization to speed
use of the tool and effectiveness in
user experience (Net Promoter
Score-8)

®  Analytics Dashboard to optimize
supply and demand of skills to
roles, leverage strengths for agile e
and gig economy, and support °
development to drive productivity.

18



Performance

Assessing Capabilities ‘

Pathways

Career Transparency ‘

Potential
Assessing & Optimizing
Potential ‘

Purpose

Integrating Business Objectives .

N/

Progression

Continuous Growth

1Q4 all rights reserved
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https://www.facebook.com/
https://twitter.com/
https://www.linkedin.com/

Key business metrics impacted will be
1) Attrition¢ This deals with the main
reasons for leaving: Lack of training, INTERNAL PROMOTION
progression, internal sponsorship _
Career RE-SKILLING Promote 1st, Hire™®. ROl = Average rem

2) Average costs of employment cost of newly promoted employee Vs

o ROl is the cost and time from training using Average cost of new hire (25%)
3) Cost of training Cost, noR _ . .
pzoductive i \S/lvasted training internal Apprenticeship & Taxonomy Vs cost INDIVIDUAL LEARNING PLAN & PATHWAYS
' of restructuring. Some value to reputation A } .
cost plus any additional recruitment to build ; ROl is the current cost of wasted training Vs cost

of wasted training using Taxonomy & KRA model

numbers. v w4 e ) e
< to pinpoint required training. (209%80%)

INTERNAL MOBILITY

ROl is cost of attrition Vs improvement

POTENTIAL ASSESSMENT

. What makes a High Potential employee
through more career opportunities (#1 or 2%..... IQ4 SKI LLS using Graph Analy?ics & skills progpregsion

reasons why people leave). 10 basis points. MANAGEMENT TS ¥ ROl is value placed on increasing the
PLATFORM number & predictability oHiPotemployees
VALUE
PROPOSITION TO

LEARNING REQUIREMENTS & BUDGET PRE INDUSTRY

Greater precision of training requirements & IR Y ...
costs. ROl is P&L impact through budget accuracy.

RECRUITMENT 1 COST OF ATTRITION

A Normal attrition level of new hires in first 2
years Vs Attrition using the Virtual
Apprenticeship & Mentoring model. ROl is cost
of improving 2 year attritiorg 10 basis points.

SKILLS REPOSITORY "
Knowledge of available skills and RECRUITMENT i TIME TO PRODUCTIVITY

capabilities. ROI will depend of value of v
Normal Average time to productivity Vs

the knowledge.
COST OF NEW HIRES T2P using Virtual Apprenticeship. ROl is the

) _ employment & training costs
ROI through broader talent pool using Virtual

.
o,
..
.‘
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STUDENT DASHBOARD

Academic Records, Portfolio,
Skills, Pathways

SIGN OUT

Degrees Earned Colleges Attended

) A e e Auto generation of competencies, knowledge,
7 skills, abilities, credentials, educational
£ : S verification, work experience, personal interests.

Errolimant History Credentinte - oo : e Analytics to understand skills gap, course
] recommendation, Career Pathways and jobs

Life long learning 5Ps- measure and capture skills

proficiencies (multi source) , progression,

pat hways, potential and purpos
Personabo

©2019 National Student Clearinghouse. All Rights Reserved. Help | Contaet Us | Ter
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EDUCATION DASHBOARD

Skills Dashboard Skills Passport™

NUMBER OF SKILLS BY PROFICIENCY

Supply / Demand Skills Gaps
Analytics

® Ability to define course to competency to skills
mapping, using NICE as the core standards
taxonomy framework and data model

® Supply / Demand career pathways gap analytics for
curriculum and student development

® Define job families, role profiles, competencies,
knowledge, skills, ability, credentials, proficiencies
based on standards-based taxonomy

22
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ENTERPRISE PIPELINE

DASHBOARD

Career Pathways

Finding & Building talent

An Analytics Pipeline Dashboard to discover
talent, assess skills, identify skills gaps,
recommended learning and development

A Talent Search Engine to source, assess and
build talent, suggest courses for individuals and
academic institution development

Define job families, role profiles, competencies,
knowledge, skills, ability, credentials,
proficiencies based on standards-based
taxonomy

28
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ENTERPRISE RE-SKILLING
DASHBOARD

(2) SIS
Skills Dashboard Skills Passport™ Role Profiles

NUMBER OF SKILLS BY PROFICIENCY

Internal Re-Skilling

Learner dashboard to suggest courses leading to
performance improvement, career pathways to
retain ta3hape ddn dd &itTa v
speed

use of the tool and effectiveness in user experience
(Net Promoter Score-8)

Analytics Dashboard to optimize supply and
demand of skills to roles, leverage strengths for
agile and gig economy, and support development to
drive productivity.

sual
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NICE

NATIONAL INITIATIVE FOR
CYBERSECURITY EDUCATION




CyberVista

Workforce
Transformation

Leveraging the NICE Framework to Build Effective
Cybersecurity Training



ABOUT US

CyberVista Is a cybersecurity
workforce development company.

C2dzy RSR AY HnmcX [/ @0SNEAAGL
and strengthen organizations by providing

cybersecurity professionals with the knowledge,

skills, and abilities needed to drive growth and

defense.

CyberVista is a wholly owned venture of the Graham Holdings Company (NYSE: GHC).

201



CyberVista
OUR PERSPECTIVE

NICE Framework

Benefits Limitations
Robust Unmanageable
Over 1,600 KSATs ) Over 1,600 KSATs
50+ Roles ) 50+ Roles
Good at helping define job descriptions or 52Say Qi LINPYARS ONAR3AS
inventory roles effective or measurable training

{2YS Y{!¢Qa INB y20 ¢St

K0015: Knowledge of computer algorithms

cybervista.net 28



BREAKING IT DOWN

Taxonomy

Dats Transmissign—o-

Neswgtling Modsls—o-

Data Packets

Thaory

Software & Hardware
Security Enginzering @
Governznce @

Risk o

Tools and Techrques:

°

Routing

Tachnolo

Implememiations

o PTSNPOTS
Veics Communications: Qe o Vol
Nesworking Communications o
© Tachnolo
__—— Wirslss Protocols
Wirdtess—o- © Wirsless Standards
© Slemoh
o Mob n
Mobie o °
© MDM
o Psec
Network Secufty—o- o Virtualzaton
 Enayption
o logs
Callaction Managameit—o- -
 Configuration Fiks
o
o o Typss

Architscturs Congepts—o-

© Designs

@ Comm Madias

Hetwork Topologies-—o-

Network: Architecture o

o Implementasions

Understand inceret Protacal °

Idaniy dFferent classes of PV -addresses
Understand RFC 1918 and Frivate 17 sddresses

Describe how 9vS works and Ideniiy its componznts

Describs the

imilariies and diffarances betwesn [PvA and Iv6

Steps

CyberVista

Define the common core of cyber domains

Organize the content based on

Subject
Prerequisite / Dependency

Levels
Create Learning Objectives

al (0K

FAFAY A

0dKS

e Exvenes—o © Zoring
Sibnets o o implsmentations
| I NIST NIST NIST
Topic L o NIST Knowledge Tasks Skins
ClA Triad. Roles and Responsibiities. Due Care / Due |Knowledge of
Basic Concepts Diligence. GRC classification and control |e of both _|e of how |e of 10001 |10003 |T0072 |T0264 |v0ass [tosso |voiez |sooza |sois2 Aco0s |acose |ao111  |ac11s
Organizational Knowledge of client Knowledg
3 . O and frs. organizations, including |e of To206 _|v0276 |voos2 |v0277 |vosoz socos _|so3ss Accos |acose |ao111  |acoes
Assessment Knowledge of Knowiedg
Process Prepare. Conduct. C organization’s risk e of T0525  |70177 |10205 |T0S52 |v0892 [v0928 |vo158 |soiz A0023  |A00c0s |accas |acoos
COSO. L. COBIT. ISO 27002, NIST SP 800301, Knowledge of the Risk  |[Knowledg |Knowleds
Bk Frameworks CRAMM. FRAP. OCTAVE. SOMAP. VAR ework |e of e of Risk Tos2s |voase so171 Aciis |accos |accos
Py Qualitative. Quantitative. Impact. Risk D! = and
|Risk Tyees Fechnigues i gt To072 |ToS0S so171 Accos |ao1is |accos
| Training and Knowledge of
4 Awareness Controls. Training. Awareness. Policies instructional design and_|e of eof eof Too73 |voisz sooes |so171 |so1s2 |accos |acoos [aco3z |acoss
Project Scope / Plan. Team Selection. BIA Knowledge of how t
3 o. o. priorities for 10196  |T0002 |T004a |To0s1 |voo70 [100s2 |to109 |sos26 |soos2 acoss  |aco1s |acoss |acosza
continuity and disaster
BCP/DRP/COO [BIA Concepts Asset Impact Analysis. MTD. RPO. etc _|recovery continuity of Toozo |voiss [voos: |vcozo |vosas s0171  |s0027 |soos2 |aciis |acos: |acoso
- Natural Di Sites. Fault Te 7 dge of disaster
o DRP C. Resiliency. etc recovery continuity of Toos1  |voo7o |rosas so032 |soiza Acos1 |acoss |acoss |acoso
Read Through. Walkthrough. Simulation. Parallel. Full. |testing and evaluation
1 Testing Interruption. Maintenance methods Toos1 |voos1  |too7o |voazz soozo |sozs2 Acoso  |acoss
o Sferisis
2 Steps Remediation. Lessons Leamed management pr. e ofcrisis_|eofcrisis |eof To627 |103a3 |vo6sa |tosio |vosos soise |soosa Aco2s  |acos7 |acoso
Incident Handling and Response. Triage Phase. Investigation, Knowledge o Knowledg
3 incident  |Management Roles/T c Analysis / Tracking. Recovery. et technology integration To163 |v0229 |To308 soosa |soias |soias |acoss |acosz |acoss |aocoso
Response Knowledge of auditing
a . sem. T, . Log Audits. Log Monitoring. etc __|and logging procedures eof e of Toa33  |vo161 [T0027 scosa |soizo Ac025  |ac102 |acoso
[—“—s_xnowueage of Knowledg
5 | Comeliance Laws 7 Chain of custody. classification and control |e of Toos7 [vos23  |vos2s sooa7 |sooss |so13z |acosz |acosa [ao11z |acoso
&

bL/ 9 Y{!
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CyberVista
PUTTING IT INTO PRACTICE

Training Development

Our work allowed us to define seve critical knowledge areas required across all cybersecurity roles. This formed the basis
to develop an assessment and training program designed to ensure that cybersecurity teams are proficient in foundational

concepts and skills across those skill categories.

NETWORK THREATS & NETWORK SECURITY RISK MANAGEMENT SECURITY OFFENSIVE &
FUNDAMENTALS ATTACKS SECURITY ENGINEERING & GOVERNANCE OPERATIONS DEFENSIVE SCHEMA

D ® ® &
NICE

These knovx_/Iedge and skill areas were selected and aligned directly kd @te NATIONAL INITIATIVE FOR
Cybersecurity Workforce Framework (NCWF) CYBERSECURITY EDUCATION
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HOW IT WORKS

Training Development

CyberVista
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to work with organizations to understand their objectives and build
training initiatives around their unique situations.

v Sl
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Workforce Audit ' Skills Gap Analysis Training Deployment

| I |

CyberVista builds a blueprint | CyberVista deploys diagnostic | We provide tailored, knowledge- |

that serves as the foundation of I and assessment tools to I based and practical training |
a comprehensive cyber talent identify skill gaps in a current focused on the specified areas

upskilling and reskilling strategy. ! or potential cyber workforce. ! of weakness. !

| I |
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Action Report

Receive a written report packed
with actionable takeaways that
can drive immediate change
within your workforce.

cybervista.net
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Entry Level

Workforce Audit

A Workforce Audit is an excellent entry
point for organizations looking to
determine what roles and skills your
organization needs to achieve your
goals.

A

INCIDENT
ANALYST/
RESPONDER

R\ &5

IT AUDITOR CS ANALYST

CS SPECIALIST/
TECHNICIAN

Advanced

SKILLS NEEDED:

Voice Communications Vulnerability Analysis

Mobile Password Auditing @ @ I:g:ﬂ
Cloud Computing Exploitation Tools AR -

Security Sniffing & Spoofing CS ANALYST CS CONSULTANT CS ANALYST CS CONSULTANT PENETRATION/ CS ARCHITECT
Languages / Coding Programming / IANACENNT) SAANACEMENT) s il P T

Network Components Development ]

Architectures Vulnerability Management




CyberVista

Skills Gap Analysis

NETWORK
FUNDAMENTALS

14 GKS aleéeay3 azééz e2dz OF INB @S
GgKI 0 &2dz R2Y Q Y S| adeNS O OFFENSIVE &

VULNERABILITIES DEFENSIVE SCHEMA

Within the Skills Gap Analysis,
participants complete a an efficient
assessments to identify specific strengths
and weaknesses.

SECURITY
OPERATIONS

NETWORK  §
SECURITY

- e . SOC Target Competency
= — ,
ﬂ —— E»:T::'"j” ‘ Practitioner Competency
S SECURITY RISK MANAGEMENT & .
[ 000 e ENGINEERING GOVERNANCE ‘ Skills Gaps
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Training Deployment

Upskill, crossskill, and reskill top
talent.

Live Online availability
Mitigate immediate weaknesses across On-demand training
fundamental cybersecurity knowledge and skill Practical Labs

areas Practice Assessments

Efficiently improve knowledge, skills, and abilities
within specific roles

CyberVista

Injection  AHacChS|

Bolster career pathways for lorigrm retention ey ppaectin
and employee satisfaction S

Consquences include:
-Data modification
-Data theft
-Bypassing

Our detailed taxonomy is aligned to the Siagecation

National Cybersecurity Workforce
Frameworkfrom the National Initiative for e FRALA llum\

NATIONAL INITIATIVE For  Cybersecurity EducatioNICE) led by NIST..
CYBERSECURITY EDUCATION




CyberVista

Action Report

W2 KSNBE R2 ¢S 3

The action report phase includes a written repo
actionable takeaways that can drive immediate
your cybersecurity and cybenabled workforce.

Initiative prioritization based on ensltate kn¢
skills, and abilities

Training recommendations for filling remai
Organizational structure, role, and career |
recommendations

Talent hiring plan for future growth




