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Agenda

APSCR Security Overview
AFederated Identity for Public Safety Introduction

APSCR Research
AFederated Identity Credential & Access Management (ICAM)
AMobile SSO
AEnhanced Authentication
ANext Steps
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Cybersecurity
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Access Controls
Mobile Application Security
Intrusion Deteetion

loT/Wearables _
LTE/SG Network Security B | OC kC h all

Encrypthn Supply Chain

|ldentity Management

Privacy vulnerability: Mitigation
Operating System

_ Over the air
Updates/patching

Forensics




PSCR Roadmap Process
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ROADMAP ROADMAP ROADMAP
WORKING SUMMIT




PSCR Security Research

APSCR Security Services
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APSCR Security Projects

APublic Safety Federated ICAM/Mobile Single Sign On (SSO)
APublic Safety Handsets and Wearables Security

AExpanding the use of the SIM for Public Safety,
AMobile Application Security Vetting P S R
A3GPP SA3 Workgroup Support C

? sEcurITY



Introduction to Federated
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Time of Transition for Public Safety NIST
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Increase In Software as a service (SaaS)
application architectures NST

- 5 g A Growth in smart phones and
<& 4 tablets

S A Typical model is client (often a

mobile application) on the device

accessing data in third party cloud

I A Common for SaasS offering to give
users a new credential

# of mobile applications and dataon  (username/password)
mobile backends in the cloud



Increase In number of credentials managed NIST

A Number of credentials used by public
safety first responders will grow as
multiple SaaS applications are used In

the line of duty

A Challenges with remembering
passwords, often leads to password
reuse

A Organizations will need to make sure
user accounts in each SaasS resources
are updated as the user leaves or

changes roles

# of credential managed by
Public Safety Personnel



Need for Interoperabillity
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Public Safety Position on Federated ICAMIsT

Middle Class Tax Relief and Job Creation Act of 2012

authentication
capabilities,

FirstNet RFP Operational Architecture

A 7142 Federated Identity Management
-'.*.:.-r,.’c-; gentnty Managemen! DIrovige the 30ty fOr user 4



Public Safety Position on Federated ICAMIsT

Identity, Credential, and
Access Management

Wireless Mobility in Law Enforcement,
Justice, and Public Safety

National Strategy Summit

National Public Safety Telecommunications Council

(NPSTC) Encourages Public Safety to Adopt the Trustmark
Framework




Federation




Federation Services

FIRE
®
Microsoft Active Directory
IDP
Microsoft Active Directory Existing Federation Servic
IDP IDP
On g

Public Safet
Application

Login enter your credentials

Public Safety
Data Service

Public Safety

" Mobile Apps |
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[ Use Integrated Security




Continuing need for information sharing Nisr

Need for identity infrastructure that supports cross
jurisdictional information sharing



Challenges? Complex Technology

ACombination of new and legacy apps

AMultiple standards OpenlD, SAML &
OAUTH

A Considerations for both security &
privacy

AFew best practice implementations
available

A Stakeholders lack of knowledge

APolicy and Politics (of course!)




Mobile Application Single Sign
On (SSO)
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Mobile Single Sigon (SSO)

2 Factor
Authentication

DLAET

MIST SPECIAL PUBLICATION 1800-13A

Mobile Application Single
Sign-On
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Mobile SSO for Public Safety

Demonstrate strong and reliable mufactor

authentication and SSO using standards
based, commercially available technology to a0 e/ ppiication Singe
enable rapid and secure data access in the SRR ——
Public Safety operational environment e

This project resulted in a publicly available
NIST Cybersecurity Practice Guide that will
enable Public Safety organizations to
Implement this in their own environments




Mobile SSO: Core Capabillities

Multifactor Authentication (MFA) to Mobile
Resources P@3%SwWOrd +

A Biometrics, external hardware authenticators and other
authentication options

Single Sigron (SSO) to Mobile Resources

A Authenticate once with mobile native app or web apps o ?--:-_?'
A Leverage initial MFA when accessing multiple applicatio»e_ O"'/_l ?-}‘E'
|dentity Federation a9

A Leverage directory services already in place



NCCoE Benefitsindustry Collaboration ~Nisr

NCCoE brings in Industry experts to design and build the reference
design:

Siisuneg

Mobile SSO Technology Vendor Build Team:
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Securing the Core




NCCoE BenefitsStandards Based

NCCoE solutions implement standards and best practices:
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FIDO Solutions NIST

FIDO UAF Authentication o
A Leverages fingerprint registered to device V77
A No Password Input }?{ + (r\r,%

Private Key
FIDO U2F Authentication

A Using FIDO key as second factor

A Public key pair on the device p]_n + \

FIDO Security Benefits

A Multifactor authentication in line with NIST 8@3-3 Requirements

A No secrets (private keys or biometric templates) are stored server
side

A Phishing resistance



NCCoE BenefitsPractical Guidance

NIST Cybersecurity Practice Guide (SP-1B0@ available now and includes:

NIST SPECIAL PUBLICATION 1800-134
Mobile Application Single
Sign-On

Improving Authentication for Public Safety First Responders
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An Innovative Solution




Prize Challenge

USE YOUR SECURITY OR
DEVELOPMENT EXPERTISE
TO HELP PUBLIC SAFETY
OFFICIALS!

$100k in prizes!

WWW.PUBLICSAFETYSIMCARD.COM



Teamwork
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Federated ldentities: Next Steps
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ICAM Workshop NIST
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ICAM Workshop Attendees

Texas Department of Public Safety
Department of Homeland Security
Kansas Bureau of Investigation
Houston Fire Department Safety

Washington State Patrol
MD DPSCS-CJIS AT&T NYPD GTR[

TN Bureau of Investigation pjyerse Computing, NC. - CJIS
CommSys Inc

FBI CJIS 1S OEG

Oasys International Corporation

Colorado Div. of Homeland Security and Emergency Management

LA-RICS

Texas Department of Public

N.C. State Bureau of Investigation NIS



PSCRICCoE Planning Information

PSCR is planning a partner research project with the National Cybersecurity Center of
Excellence (NCCoE) to build a Public Safety Federated ICAM Research Network with

following high level objectives:

A Provideproof of conceptpublic safety federated ICAM architecture

A Providessducationopportunities to all public safety stakeholders

A ldentify technological and functional gags existing capabilities and facilitate
Innovative solutions

A Provide detaileduild documentation

A Supportthe creation/adoption of policies and standardization

A Provide aest bedwhere industry, PSCR, and other research organizations can
evaluate and incorporate other public safety communication research objectives



PSCR Success Framework




