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Flexibility at the grid edge

Research capabilities around campus 
for power systems research
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Validation using NIST campus’ distribution circuit
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Building 101 Low roof 
PV Site

Supporting a variety active projects:
• Modeling low voltage circuits 
• Uncertainty propagation
• Inverter control
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101 Low Roof
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30 KVA PV Generator, 480VAC 3PH-3W HVAC circuit
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PV Array
79A Nom. 442VDC Nom. 

2X 15KVA PV inverter

Motor Control Center

7X Air Handling Unit

Building EMS

Building Switchgear

Campus D/R 
Setpoints

Building HVAC 
Controller

Grid Edge 
Controller

MicroPMU

Multi‐Function
Relay

Merging Unit

IV Curve Tracer

Grid edge controller

Power quality 
meter

Pyranometer Sky imager
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Estimating flexibility margins for heterogenous DERs

Batteries Switching loads PV Wind

DERs have different (possibly non-convex) 
flexibility domains

Aggregate flexibility is the Minkowski sum of 
individual domains

Homothetic transformation 
(scaling and translation) to 
approximate (homogenize) 
DER flexibility

Kundu, Soumya, Karanjit Kalsi, and Scott Backhaus. "Approximating Flexibility in Distributed Energy 
Resources: A Geometric Approach." arXiv preprint arXiv:1803.06921 (2018).

Zhao, Lin, et al. "A geometric approach to aggregate flexibility modeling of thermostatically controlled 
loads." IEEE Transactions on Power Systems 32.6 (2017): 4721-4731.

Set point tracking probability within flexibility domains. 
Need to explore belief maintenance in Bayesian networks 
to homogenize stochastic DERs.  
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The cutting edge at the grid edge

• Estimating flexibility of grid edge resources (beyond dispatchability)
– Do we have data quality, secure communication capacity and robust algorithms?

6



6/6/2019

4

N I S T   s m a r t   g r i d   p r o g r a m

The cutting edge at the grid edge

• Estimating flexibility of grid edge resources (beyond dispatchability)
– Do we have data quality, secure communication capacity and robust algorithms?

• Composing this flexibility 
– Evaluate control implications

– Hardware-in-the-loop Simulation

– Validated Emulations

– Calibration of interfaces 
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The cutting edge at the grid edge

• Estimating flexibility of grid edge resources (beyond dispatchability)
– Do we have data quality, secure communication capacity and robust algorithms?

• Composing this flexibility 
– Evaluate control implications

– Hardware-in-the-loop Simulation

– Validated Emulations

– Calibration of interfaces 

• Characterizing these compositions as metrology problems 
– How good do micro-scale measurements need to be to provide good macro-

scale state estimates for control?

– Can we decompose macro scale measurements to observe micro scale 
dynamics?
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Validation using NIST campus’ distribution circuit

10

Supporting a variety active projects:
• Modeling low voltage circuits 
• Uncertainty propagation
• Composition of models, data and inference
• Communication considerations
• Lightweight crypto
• Low power wide area comms
• Quasi‐linear control/ Model‐free optimization

Designed for a lot more:
General purpose grid edge compute
Integrated with NIST data repositories/ infrastructure

Building 101 Low roof 
PV Site

Constellation Energy 
PV Site

Data pipeline and 
repository
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A Short‐Term Voltage Instability Scenario
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A Short‐Term Voltage Instability Scenario Nightmare

• The triggering event is a multi‐phase fault near a load center
• Causes voltage dips at distribution buses
• Compressor motors decelerate, drawing high current

0∠ܧ V∠ െ ߜ

݌ ൅ •ݍ݆ Your distribution system is operating in a stressed condition during hot weather 
with a high level of air conditioning load

• Following fault clearing motors draw 
very high reacceleration current
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A Short‐Term Voltage Instability Scenario

• The triggering event is a multi‐phase fault near a load center
• Causes voltage dips at distribution buses
• Compressor motors decelerate, drawing high current

0∠ܧ V∠ െ ߜ

݌ ൅ •ݍ݆ Your distribution system is operating in a stressed condition during hot weather 
with a high level of air conditioning load

• Following fault clearing motors draw 
very high reacceleration current

• Under‐voltage load rejection not 
be fast enough to be effective

• Voltage collapse reached ‐loss of 
the area load.
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Flexibility for control

NERC report on July 2,3 WSCC Disturbance :
Boise 230kV Voltage Collapse

Control of network voltage and generator reactive output
– Improvement on AVRs, e.g. adding load (or line drop) compensation
– Coordinated voltage control (e.g. hierarchical, automatic 2‐3 layers voltage control)
Coordination of protections/controls
– Ensure adequate coordination based on dynamic simulation studies
– Tripping of equipment to protect from overloaded conditions should be the last resort. 

J. W. Simpson‐Porco, F. Dorfler, and F. Bullo. Voltage 
stabilization in microgrids via quadratic droop control. 
IEEE Transactions on Automatic Control, May 2015. 
J. W. Simpson‐Porco, F. Dorfler, and F. Bullo. Voltage Collapse
in Complex Power Grids. February 2015
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Optimization and Control in Uncertain Environments

• Perturb the plant with a periodic signal ܽ	sinሺ߱ݐሻ
• High‐pass filter the performance variable: ሺݕ െ ሻߟ
• Multiply with ܽ	sinሺ߱ݐሻ

• Low‐pass filter to estimate the gradient	ߦ ൎ
ఋ௬

ఋఏ
• መߠ ൎ ∗ߠ when ߦ ൌ 0 until then ߠመ is the best estimate

• The Jacobian linearization of ݐܽݏఈሺݑሻ is independent of ߙ
• When ߙ is large Jacobian linearization may be sufficiently accurate
• Stochastic linearization accounts for the non‐linearity ݐܽݏఈሺݑሻ

ఈݐܽݏ ݑ ൌ ቐ
,ߙ ݑ												 ൐ ߙ
,ݑ		 	 െߙ ൑ ݑ ൑ ߙ
െߙ, ݑ							 ൏ െߙ

Online gradient estimation

Linear plant/ Non‐linear instrumentation
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The cutting edge at the grid edge

• Estimating flexibility of grid edge resources (beyond dispatchability)
– Do we have data quality, secure communication capacity and robust algorithms?

• Composing this flexibility 
– Evaluate control implications

– Hardware-in-the-loop Simulation

– Validated Emulations

– Calibration of interfaces 

• Characterizing these compositions as metrology problems 
– How good do micro-scale measurements need to be to provide good macro-

scale state estimates for control?

– Can we decompose macro scale measurements to observe micro scale 
dynamics?
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5 MW Solar Field
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Modbus RTU from weather 
station and module sensor

Protocol converter

Modbus TCP

Grid Edge Image 

Inverter Interface

Comms. Module

Connection Manager

Data Alignment/ Time sync.

Encryption/Authentication 

Local Database

Programmable Logic

Configuration network

Monitoring network

Apache/Kafka

General purpose grid edge controller

• IP67 & IP69K Compliant
• M12 Input/output Connectors
• Intel Bay Trail N2930 1.83GHz 

SoC CPU
• 6.3W Consumption
• Ethernet X2, Wireless X3
• Serial X3, USB
• NIST Ubuntu Image
• PSK L3 Security
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5MW PV site  ~140 data points every 10ms
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by order
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Progress since October 2018
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Progress since October 2018
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Progress since October 2018
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Progress since October 2018
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5 MW Solar Field
WLAN SCADA LPWAN

100m 500m 10E3m

450 Mb/s 120 Kb/s 4 Kb/s

20 dBm 16 dBm 20 dBm

256‐bit 
WPA2‐
PSK (AES)

128‐bit 
AES

128‐bit 
AES

2.4 GHz 900 
MHz 
(NB)

900 MHz
(WB)

Synchronized composition of 
data at varying time scales 
requires planning at every 
step of the data pipeline.

Low Power WAN is 
particularly challenging but 
has a large payoff.
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Smart Grid test pilot in Argentina
The Smart Grid Sub Group of the Argentina‐U.S. 
Binational Energy Working Group (BewG) is deploying 
a Smart Grid Test Pilot in Armstrong, Argentina. 

A small town with 12000 inhabitants.

~1000 smart meters have been deployed by INTI 
(Argentina’s NMI)

Their interests include:
AMI for AVR

Lightweight security for LPWANs

Data pipelines for high data rate links vs aggregated 
information over low data rate link

Comparison between Wi‐SUN and LoRaWAN
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The cutting edge at the grid edge

• Estimating flexibility of grid edge resources (beyond dispatchability)
– Do we have data quality, secure communication capacity and robust algorithms?

• Composing this flexibility 
– Evaluate control implications

– Hardware-in-the-loop Simulation

– Validated Emulations

– Calibration of interfaces 

• Characterizing these compositions as metrology problems 
– How good do micro-scale measurements need to be to provide good macro-

scale state estimates for control?

– Can we decompose macro scale measurements to observe micro scale 
dynamics?
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Data pipeline

28

• uPMU/modbus
• High speed, high volume data sources
• 100 ~ 1000 datapoints per second
• 10s ~ 100s of sensor measurements

• Kafka Streaming Platform
• Publish/subscribe streams of records
• Store streams of records
• Process streams of records
• Move data between systems/applications
• <https://kafka.apache.org/>

• TimescaleDB time‐series database
• Easy to use
• Scaleable
• Reliable (based on PostgreSQL)
• <https://www.timescale.com/>

• Grafana Dashboard
• Fast and flexible visualizations
• Alert notifications
• Dynamic dashboards
• Data sources
• <https://grafana.com/>
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Inverter Data Acquisition System demo

• Phasor data at 120 measurements/s

• Inverter data at 100 measurements/s

• Flexibility monitoring

• LPWAN optimized communications

29

N I S T   s m a r t   g r i d   p r o g r a m

Data pipeline

30

• Data servers

• Ceph Storage cluster (Three sites managed by ELDST)
• Frontend fileserver: CentOS 7 VM (NFS/Samba)
• KVM (libvirt/QEMU) Hypervisor
• chaplin.el.nist.gov (224) (Grafana)
• voltaic.el.nist.gov (226) (5 years of PV Data)
• mission.el.nist.gov (220) (~7TB sky images)

• Field servers

• Five installed sites
• hardy.campus.nist.gov (5MW)
• laurel.campus.nist.gov (A19)
• curly.campus.nist.gov (101 roof)
• moe.campus.nist.gov (101 mezz)
• larry.campus.nist.gov (224)
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5 MW Solar Field: Pipeline performance

1
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0 100 200 300 400 500 600

21.2 ms

5.77 ms

Upgrade planned for WLAN system to switch to P2P Layer 2 encryption instead of Layer 3 IPSec currently used 
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