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FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

DISCLAIMER

Specific hardware and software products identified in this report were used in order to perform the evalua-
tions described in this document. In no case does identification of any commercial product, trade name, or
vendor, imply recommendation or endorsement by the National Institute of Standards and Technology, nor
does it imply that the products and equipment identified are necessarily the best available for the purpose.

ABOUT THIS REPORT

This report documents the verification-track of the ongoing Face Recognition Vendor Test. The report will be
updated continuously as new algorithms are evaluated, as new datasets are added, and as new analyses are
included. Comments and suggestions should be directed to frvt@nist.gov.
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1 Algorithm summaries

Developer Short Seq. number | Validation date | Size config data (KB) | Template size (B) | Template time (ms) | GPU
Dermalog dermalog | 001 2017-02-22 0 1041 £+ 47 182 +£11 No
Dermalog dermalog | 002 2017-02-22 0 1041 4 47 139 £+ 13 No
N-Tech Lab | ntech 000 2017-03-13 191530 2906 + 1 550 + 28 No

Table 1: The entries show the algorithms included in this report
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2 Datasets

2.1 Visaimages

> The number of images is O(10°)

> The number of subjects is O(10°)

> The number of subjects with two images O(10%)

> The images have geometry in reasonable conformance with the ISO/IEC 19794-5 Full Frontal image type.

> The images are of size 252x300 pixels. The mean IOD is 69 pixels.

> The images are of subjects from greater than 100 countries, with significant imbalance due to visa issuance patterns.

> The images are of subjects of all ages, including children, again with imbalance due to visa issuance demand.

3 Results

3.1 Overall accuracy

Goals:

> To state overall accuracy.

> To compare algorithms.
Method:

> The images are from the visa dataset.

> The comparisons are of visa photos against visa photos.
> The number of genuine comparisons is O(10%).

> The number of impostor comparisons is O(1019).

> The comparisons are fully zero-effort, meaning impostors are paired without attention to sex, age or other covari-
ates.

> The number of persons is O(10°).
> The number of images used to make a template is 1.

> The number of templates used to make each comparison score is two corresponding to simple one-to-one verifica-
tion.

Summary: Core algorithm accuracy is stated via the error tradeoff characteristics of Figure 1.

Figure 2 shows dependence of false match rate on algorithm score threshold. This allows a deployer to set a threshold to
target a particular false match rate appropriate to the security objectives of the application. Note that false match rates
vary with the ethnicity, age, and sex, of the enrollee and impostor - see section 3.3.
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3.2 Genuine distribution stability
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3.2.1 Effect of birth place on the genuine distribution

Background: Faces change appearance throughout life. Face recognition algorithms have previously beeen reported to
give better accuracy on older individuals (See NIST IR 8009).

Goal: To quantify false non-match rates (FNMR) as a function of age. We do not aim to quantify ageing effects here as the
separation between two samples is limited to just a few years.

Methods: Thresholds are determined that give FMR = 0.001 and 0.0001 over the entire impostor set. Then FNMR is
measured over 1000 bootstrap replications of the genuine scores. Only those countries with at least 140 individuals are
included in the analysis.

Results: Figure 3 shows FNMR by country of birth for the two thresholds.
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3.2.2 Effect of age on genuine subjects

Figure 4 shows how false non-match rates for genuine users, as a function of age group. The figure uses three thresholds
corresponding to FMR(T") = {0.01,0.001, 0.0001}.

The notable aspects are:

> Younger subjects give considerably higher FNMR. This is likely due rapid growth and change in facial appearance.

> FNMR trends down throughout life. The last bin, AGE > 72, is likely anomalous due to small sample size.
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3.3 Impostor distribution stability
3.3.1 Effect of birth place on the impostor distribution

Background: Facial appearance varies geographically, both in terms of skin tone, cranio-facial structure and size. This
section addresses whether false match rates vary intra- and inter-regionally.

Goals:
> To show the effect of relative ages of the impostor and enrollee on false match rates.

> To determine whether some algorithms have better impostor distribution stability.

Methods:

> NIST defined 10 regions: Sub-Saharan Africa, South Asia, Polynesia, North Africa, Middle East, Europe, East Asia,
Central and South America, Central Asia, and the Caribbean.

> NIST mapped each country of birth to a region. There is some arbitrariness to this. For example, Egypt could
reasonably be assigned to the Middle East instead of North Africa. An alternative methodology could, for example,
assign the Philippines to both Polynesia and East Asia.

> FMR is computed for cases where all face images of impostors born in region r, are compared with enrolled face
images of persons born in region r;.

N [ (s — T
FMR(T‘l,TQ,T) = Zl:l (81 ) (1)
NT11T2

where the same threshold, T, is used in all cells, and H is the unit step function. The threshold is set to give FMR(T)
= 0.001 over the entire set of visa image impostor comparisons.

> This analysis is then repeated by country-pair, but only for those country pairs where both have at least 1000 images
available. The countries! appear in the axes of graphs that follow.

> The mean number of impostor scores in any cross-region bin is 33 million. The smallest number of impostor scores
in any bin is 135000, for Central Asia - North Africa. While these counts are large enough to support reasonable
significance, the number of individual faces is much smaller, O(N°®).

> The numbers of impostor scores in any cross-country bin is shown in Figure 12.

Results: Subsequent figures show heatmaps that use color to represent the base-10 logarithm of the false match rate.
Red colors indicate high (bad) false match rates. Dark colors indicate benign false match rates. There are two series of
graphs corresponding to aggregated geographical regions, and to countries. The notable observations are:

Caveats:

> The effects of variable impostor rates on one-to-many identification systems may well differ from what’s implied
by these one-to-one verification results. Two reasons for this are a) the enrollment galleries are usually imbalanced
across countries of birth, age and sex; b) one-to-many identification algorithms often implement techniques aimed
at stabilizing the impostor distribution. Further research is necessary.

> In principle, the effects seen in this subsection could be due to differences in the image capture process. We consider
this unlikely since the effects are maintained across geography - e.g. Caribbean vs. Africa, or Japan vs. China.

IThese are Argentina, Australia, Brazil, Chile, China, Costa Rica, Cuba, Czech Republic, Dominican Republic, Ecuador, Egypt, El Salvador, Germany,
Ghana, Great Britain, Greece, Guatamala, Haiti, Hong Kong, Honduras, Indonesia, India, Israel, Jamaica, Japan, Kenya, Korea, Lebanon, Mexico,
Malaysia, Nepal, Nigeria, Peru, Philippines, Pakistan, Poland, Romania, Russia, South Africa, Saudi Arabia, Thailand, Trinidad, Turkey, Taiwan,
Ukraine, Venezuela, and Vietnam.

FNMR(T) “False non-match rate”

2017/03/23 07:02:59
FMR(T) “False match rate”



13

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

9108

11odssed e ‘odurexs 1oy ‘03 AjijIqeaumna A3rmoas e jussaid siofod par 3y8ry 10j0d ay3 Aq papoo jei se Ajnuenb aures ayj 2418 31 xoq yoea ur sreadde 3xa3 JT “suostredurod
To3sodwr (,,0T)O 1€ 1940 [00°0 = YA 2ALS 03 A[[eqo[3 paxy p[oysaIy} UopIuS0da1 e jsureSe pajunod aIe saydjew as[e ared UOISaI USALS ayj UI UIOq 9IoM OYM
S[ENPIAIPUI JUSISJIP WO saoej Jo suostiedwod dojsoduwr 1940 paaIasqo yojew asfey smoys deunyeay ayj ‘soSewr esia uo Sunerado [pp-Sofewriap unygrioSe 104 :G 9InSLy

99]|04Ud JO YuiIq Jo uoibay

*AlreqolB 100°0 = (L)HIN- Buinib ‘To0™ Borewdap wyiioble 1oy TZ0'8. = L PIoysalys ye HN- uoifial ssoiD

S
& >
N R

a1dvo
VISV
JI¥3ANVSD
Q
VISVY3 S
=3
odn3 o
5
1SVAN o
VOIY¥4VYN m
@]
2]
A10d S
VISVS
VvOlIY4VSS

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



14

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

9108
11odssed e ‘odurexs 1oy ‘03 AjijIqeaumna A3rmoas e jussaid siofod par 3y8ry 10j0d ay3 Aq papoo jei se Ajnuenb aures ayj 2418 31 xoq yoea ur sreadde 3xa3 JT “suostredurod
To3sodwr (,,0T)O 1€ 1940 [00°0 = YA 2ALS 03 A[[eqo[3 paxy p[oysaIy} UopIuS0da1 e jsureSe pajunod aIe saydjew as[e ared UOISaI USALS ayj UI UIOq 9IoM OYM
S[ENPIAIPUI JUSISJIP WO saoej Jo suostiedwod dojsoduwr 1940 paaIasqo yojew asfey smoys deunyeay ayj ‘soSewr esia uo Sunerado zpp-Sofeuriap wnygrioSe 10 :9 9InSLy

99]|04Ud JO YuiIq Jo uoibay

a1dvo
VISV
JI¥3ANVSD
Q
VISVY3 S
=3
odn3 o
5
1SVAN o
VOIY¥4VYN m
@]
2]
A10d S
VISVS
VvOlIY4VSS

*AlreqolB 100°0 = (L)HIN- Buinb ‘'200™ Borewdap wynioble 1oy T2T°8. = L Ploysalys ye HYN- uoifial ssoiD

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



15

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

9108
11odssed e ‘odurexs 1oy ‘03 AjijIqeaumna A3rmoas e jussaid siofod par 3y8ry 10j0d ay3 Aq papoo jei se Ajnuenb aures ayj 2418 31 xoq yoea ur sreadde 3xa3 JT “suostredurod
To3sodwr (,,0T)O [[e 1940 [00°0 = YA PALS 03 A[[eqo[3 paxy p[oysaIy} UopIuSoda1 e jsureSe pajunod aIe saydjew as[e ared UOISaI USALS ayj UI UIOq 9IoM OYM
S[eNPIAIPUI JUSISJJIP WOIJ Sa0ef JO SUOSLIedWoo 103S0dWI JoA0 PaAIISqo yojew asfey smoys deurjeay ayy ‘saSewr esia uo Sugerado gpo-qeyoaru wiyrioSe 104 :/ amSi]

99]|04Ud JO YuiIq Jo uoibay

: : N didvo
: . . -VISVD
- JI43NVSDO 0
S
-VISv3 S
S
-0dNn3 o
=
-1Svaw o
- VOld4dvN .M
o)
@
- A10d e
- VISVS
- VOIld4vSS
Joisodwi xas awes Buured Joisodwi Auy
T- z- € - G- 9-

"AllreqolB 1000 = (L)dINH Buiaib ‘000 drelyosiu wyloble Jo) T60°0 = L PIoysaiyl 1e HINH uolbal ssoid

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



16

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

‘ae8 110dssed e ‘sjdurexs 1o ‘03 Ajjiqesauna Ajrmoas e jussaid siofod pai 3y8ry 10jod ayy Aq papoo ey se Ajpuenb awes ay 9418 31 x0q yovrs ur sieadde 1xa3 JT
‘suostredwod 103sodwr ((,01)O [[e 7240 [00°0 = YN AIS 03 A[[eqo[3 paxy pJoysaiy} uoxIuS0dal e jsureSe pajunod a1e saydjew asye, red uorSar usALS ayj U uI0q 21M
OUM S[eNPIATPUT JUSISJIP WOIj Sa0¥f jo suosiredurod 1ojsoduir 1940 paA1asqo yoyeur asyey smoys deunjeay a3 ‘saSewr esia uo Sunetado )g0-IAIpE WILIOS e 10, :g 2INST]

99]|0JU? O Yuiq Jo uoibay

) &2
£ SN <
S L o S NS L N L P
S E TS EFE S
g1uvo
VISVD
OIMANYSD T
S
visva O
o
odn3 o
=
1svan g
VOIIAYN 3
o
2]
A10d )
VISVS
VOIRIFVSS

"Areqol6 100°0 = (L)YIN4 Buinib ‘000 INIPE wiyiiobe Joj 698°2 = L PIOYS3IY} ¥e HINS uolbal ssoiD

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



17

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

9108
11odssed e ‘odurexs 1oy ‘03 AjijIqeaumna A3rmoas e jussaid siofod par 3y8ry 10j0d ay3 Aq papoo je se Ajnuenb aures ayy 2418 31 xoq yoea ur sreadde 3xa3 JT *suostredurod
1o3sodwr ((,0T)O [[€ 1240 [00°0 = YN 18 03 A[[eqo[3 paxy ploysaiy; uonrusodar e jsurede pajunod are saydjew asje ared Anunod UsALS ayj ur uioq arem oym
S[ENPIAIPUI JUSISJIP WO saoej Jo suostiedwod dojsoduwr 1940 paaIasqo yojew asfey smoys deunyeay ayj ‘soSewr esia uo Sunerado [pp-Sofeuriap unygrioSe 104 6 9INSL]

dA93

vNno3

dwoa
0320

vand

d1so

NIHO

EE]
R

Win
NVML
AMHL
NIdL
IVHL
a4dvs
ddvs
snd
wod
10d
1SHd
IHd
nyd3ad
ViN
d3aN
SYIN
X3aw
Ng37
HOM
AN
NdC
WvC
S|
N
vsai
WNLA
ZN3IA
Win
NVML
NIdL
IVHL
a4dvs
ddvs
sny
Wod
10d
1SHMd
IHd
nyd3ad
ViN
daN
SYIN
X3W
Ng37
HOM
AN
NdC
WvC
TS|
an
vsai
1s13
sy
odvY

- z- €- - s- 9-

*AllreqolB 100°0 = (L)YIN- Buinib ‘'Too™ Borewdsp wuyioble 10} TZ0'8. = L Ploysalys 1e Y4 A1unod ssoin

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



18

FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

9108
11odssed e ‘odurexs 1oy ‘03 AjijIqeaumna A3rmoas e jussaid siofod par 3y8ry 10j0d ay3 Aq papoo je se Ajnuenb aures ayy 2418 31 xoq yoea ur sreadde 3xa3 JT *suostredurod
1o3sodwr ((,0T)O [[€ 1240 [00°0 = YN 18 03 A[[eqo[3 paxy ploysaiy} uonrusodar e jsurede pajunod are saydjew asje ared Anunod UsALS ayj ur uioq a1em oym
S[ENPIAIPUI JUSISJIP WOIJ Sadef Jo suosLiedurod 10jsoduwl 1oA0 paAIasqo ypjew asyey smoys deurpeay ayy ‘saSewr esia uo Sunerado gog-Sojeuriop wy3LioSe 10, (0] 9InSL]

dA93

vNno3

dwoa
0320

vand

d1so

NIHO

EE]
R

Win
NVML
AMHL
NIYL
IVHL
a4dvs
ddvs
snd
wod
10d
1SHd
IHd
nyd3ad
ViN
d3aN
SYIN
X3aw
Ng37
HOM
AN
NdC
WvC
S|
N
vsai
WNLA
ZN3IA
Win
NVML
NIdL
IVHL
a4dvs
ddvs
sny
Wod
10d
1SHMd
IHd
nyd3ad
ViN
daN
SYIN
X3W
Ng37
HOM
AN
NdC
WvC
TS|
an
vsai
1s13
sy
odvY

- z- €- - s- 9-

*AllreqolB 1000 = (L)HINL Buinib ‘'200™ Borewlsp wiyiioble 1oy T/T°8/ = 1 Ploysalys 1e Y4 A1unod ssoin

FNMR(T) “False non-match rate”
FMR(T) “False match rate”

2017/03/23 07:02:59



FRVT - FACE RECOGNITION VENDOR TEST - VERIFICATION

19

0.091 for algorithm ntechlab_000, giving FMR(T) = 0.001 globally.
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Figure 11: For algorithm ntechlab-000 operating on visa images, the heatmap shows false match observed over impostor comparisons of faces from different individuals

who were born in the given country pair. False matches are counted against a recognition threshold fixed globally to give FMR
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Figure 12: For visa images, the heatmap shows The count of impostor comparisons of faces from different individuals who were born in the given country pair.
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3.3.2 Effect of age on impostors

Background: This section shows the effect of age on the impostor distribution. The ideal behaviour is that the age of the
enrollee and the impostor would not affect impostor scores. This would support FMR stability over sub-populations.

Goals:
> To show the effect of relative ages of the impostor and enrollee on false match rates.

> To determine whether some algorithms have better impostor distribution stability.
Methods:

> Define 14 age group bins, spanning 0 to over 100 years old.

> Compute FMR over all impostor comparisons for which the subjects in the enrollee and impostor images have ages
in two bins.

> Compute FMR over all impostor comparisons for which the subjects are additionally of the same sex, and born in
the same geographic region.

Results:
The notable aspects are:
> Diagonal dominance: Impostors are more likely to be matched against their same age group.

> Same sex impostors are more successful. On the diagonal, an impostor is more likely to succeed by posing as
someone of the same sex. If Alog;, FMR = 0.2, then same-sex FMR exceeds any-sex FMR by factor of 10°2? = 1.6.
This is small relative to the age effect.

> Young children impostors give elevated FMR against young children. Older adult impostor give elevated FMR
against older adults. These effects are quite large, for example if Alog,, FMR = 1.0 larger than a 32 year old, then
these groups have higher FMR by a factor of 10* = 10. This would imply an FMR above 0.01 for a nominal (global)
FMR = 0.001.

> Algorithms vary.

> We computed the same quantities for a global FMR = 0.0001. The effects are similar.

Note the calculations in this section include impostors paired across all countries of birth.
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