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The following are in response to the NIST RFI 81 FR 52827 named Information on Current and Future
States of Cybersecurity in the Digital Economy. Specifically, this response covers the topics mentioned
in the RFI.

1. Ciritical Infrastructure Cybersecurity

One of the biggest stumbling blocks confronting the transition to digital economy is providing an
infrastructure that works with existing hardware and software technologies and yet can offer assurance
for the security of the transactions and the ledger used to store the results. The infrastructure must be
standards based versus product based. For example, the infrastructure must work on Microsoft, Apple,
Android, Linux, and UNIX operating systems and work on the major browsers. Apple Pay is an
example or a product which offers reasonable cybersecurity but it requires an entire Apple ecosystems
and does not run on Android or Windows based Operating Systems. This does not mean that Google
Wallet, Samsung Pay, Android Pay or Current C do any better with regards to this [13a] All of these
“Pay” methods only provide a fronted to existing financial instruments denominated in as currency
such as credit cards and bank accounts.

There are standards such as Object Management Group's (OMGs) [16] Data Distribution Service [8]
family of standards that cover critical infrastructures cybersecurity, however, these standards only cover
critical infrastructure cybersecurity in Local Area Networks (LANs) versus being available on Wide
Area Networks (WANS). Several companies that have implemented products that are compliant with
the DDS standards that work over WANS, but the solutions are not standards based. There is also no
standard way to hook “Pay Technologies” up to the secure infrastructure.

2. Cybersecurity Insurance

Cybersecurity Insurance, as with all insurance, is based on actuarial tables which assign risk to a failure
in some component or portion of the digital economy. As a general rule, the more components in a
system, the higher the risk of failure. If there is a high degree of interdependence of the components,
then the risk becomes multiplicative versus additive [2]. Examples of dependent components in the
cybersecurity in the digital economy would be “the build” of the components required to comprise a
working component. If any of the components has risk, then the risk is cascaded multiplicatively
throughout the digital economy since all the components are dependent on each other. Risk can be
reduced if each component is independent of the other. For example, the marshaling/de-marshaling are
independent of the encryption/decryption which is independent of the transport protocol.



For example, one of the biggest risks to insuring/ensuring bitcoin would be the spoofing of a
transaction [20], or a double spend [17a]. Block-chains are the implementation methodology for
bitcoins, and have spent a considerable amount of effort on solving these two issues, although there is
more work that needs to be done.

Other issues might be the delay of a transaction, the knowledge that a transaction is underway or the
speed at which a transaction can be made [27]. Protecting the metadata surrounding a transaction is as
important as protecting the transaction data itself. This generally requires multiple layers of encryption.
For example, the data required to route the transaction through the network needs to be free and clear
on the internet. However, the information about the participants of a transaction needs to be encrypted
independently from the information held within the transaction. For example, the bank or brokerage
house might need to have information about the participants, but the details of the transaction are to
remain “out of sight” to the network and administrative staff [18].

3. Cybersecurity Research and Development

As fast as the cybersecurity community can evolve to protect cyber data and assets, the nefarious
element is moving to find new ways to break it [3]. The use of the word nefarious is not unintended.
Not all nefarious activity is necessarily criminal [19] and can have a broad range of purposes.

Lately, because of the poor choice of passwords made by many users (i.e., “password” and “123456”),
the use of passwords is being frowned upon.[24] in favor of biometrics such as fingerprints, retinal
scans and even facial and voice recognition. The need for middleware involvement in the IA is
essential. [4].

DDS Security [10], as an example, cleanly separates the marshaling/un-marshaling and the encryption/
decryption from the Identification and Authentication (IA) through the use of a standardized interfaces.
This allows the IA aspects of security to evolve independently from the rest of the middleware. The
only requirement is that all participants in the secure DDS infrastructure are in sync with respect to IA
and encryption/decryption. That is why secure DDS has security “baked in” rather than applied like
frosting.

4. Cybersecurity Workforce

According to the Bureau of Labor Statistics, the rate of growth for jobs in information security is
projected at 37% from 2012-2022—that’s much faster than the average for all other occupations [22].
With this kind of demand, it will be almost impossible to meet the need. One way to mitigate this
demand is to have clear and well defined boundaries between the infrastructure required to support
digital economy and the cybersecurity requirements. This separation allows the companies and
consequently people that provide middleware and infrastructure to do what they do best and allow the
cybersecurity companies to focus on what they do best without having to duplicate efforts or compete.

To accomplish this clean separation, there needs to be well defined unbreakable interfaces as the bond
between the two groups. DDS Security [10] provides that separation by defining an interface that
facilitates loose coupling [25] between the security and the middleware components. The interface
design also foster cohesiveness within the components [7].



5. Federal Governance

At the Federal level, the digital economy governance needs to prescriptive not descriptive [6].
Descriptive governance describes an actual hardware and software architecture which is great for the
companies that own the products or the components captured within the descriptive architecture, but
will fall short of the rigor required to not only implement the architecture but to provide a dynamic,
responsive digital economy that is not subject to vendor lock-in and provides a plethora of responses to
the ever evolving threats to the digital economy. The federal governance needs to be prescriptive in
nature and provide actionable requirements and guidance. The resulting implementations need to be
measurable for compliance to the governance. This is accomplishable using very rigorous methods for
capturing the requirements and guidance using governance models similar to those described by Net-
centric Enterprise Solutions for Interoperability (NESI) . [15].

6. Identity and Access Management

Built into the DDS Secure standard is Identity and Authentication (IA) which meets some of the
toughest Federal standards. However, the DDS Security Standard [10] allows for different mechanism
to be used to implement IA. This allows the IA methodology to evolve. For example, the current trend
1s towards the use of biometrics, the DDS implementations only needs to be modified to accept these
new IA policies. If an IA policy such as PINs become invalid in the future, a DDS Secure
implementation that relies on PIN methodology can no longer gain access to the DDS implementation
that strictly requires biometrics.

7. International Markets

DDS is already widely available within the international community and is standardized through the
Object Management Group (OMG) [16]. OMG has an effort underway to have the OMG standards
made available as International Standards Organization (ISO) standards also[12]. DDS is an open
standard it has an advantage over products which are only Open Source Software (OSS) since the
standardization process is openly developed using stringent transparent rules and is not subject to
obstacles which protect OSS products or individuals that support the product. Often, the OSS software
community derive their incomes from consulting services which is not conducive in building the best
products. See Where Can I Get DDS [26].

8. Internet of Things

The Internet of Things (IOT) is divided into the Industrial Industry of Things (IloT) and the Consumer
Internet of Things (CIoT) [14]. Although it is easy to consider only the CloT when thinking about a
digital economy, the concepts of a digital economy can easily be applied to IIoT especially when it is
applied to optimization and budgeting. For example, should an [ToT device wait to work after 7:00 pm
to get the cheapest price for energy, or can it tap into the excess solar energy during the day. If the IloT
device is “billed” for its energy use, the decisions it makes may be different. Additionally, is the CloT
only for devices that a human consumer uses or can it be for robotic or automated devices?

There are numerous standard protocols that are used to connect the CloT devices together such as such
as WiFi, Bluetooth, ZigBee and 2G/3G/4G cellular [1]. However, the cybersecurity of many of these
protocols is questionable, especially the implementation of these protocols (i.e., Is https used? Is data
sent encrypted? Is proximity of the CloT devices used as security?).


http://radar.oreilly.com/2014/02/the-industrial-iot-isnt-the-same-as-the-consumer-iot.html

The I1oT seems to have aggregated around the use of the OMG DDS protocol, especially “at the edge”,
and its family of standards. It is also extensively used in Supervisory Control And Data Acquisition
(SCADA) environment [9] which substantiates its use in large scale, mission critical systems. DDS has
security “baked in” when the DDS Security [10] protocol is used. This would be analogous to HTTPS,
but extremely lightweight and offering speeds that can exceed 1,000 times the speed of HTTPS and
Web Sockets.

9. Public Awareness and Education

After years of trying to inform the public of the need to use secure and strong passwords, the two most
common computer passwords in 2015 were “123456” and “password,” according to SplashData, a
supplier of security applications. [24]. Consequently, the best way forward seems to be the adoption of
easy to use and more secure techniques for data that are required to secure digital economy data and
transactions. At the heart of these techniques is the use of biometrics [4]. The rapid and relatively
painless adoption of the use of Apple's fingerprint scanner called Touch Id for securing iPhones is well
known [5] indicates a willingness to adopt stronger cybersecurity. The IA methodology can not be
arcane or cumbersome requiring the user to remember dozens of passwords.

Android has already made progress towards facial recognition for IA[21]. Apple is also working on iris
scanners for release in 2018 [17].

The biggest stumbling block is the assurance that biometric information is protected and is not shared
internally or externally from the application. For example, sending biometric data to centralized servers
does not sit well with many people. There is still skepticism about the use of private and personal data

by corporation referred to as Pervasive Monitoring Is an Attack. [11]

10. State and Local Government Cybersecurity

A major advantaged of using standards based technologies with quite a few vendor implementations
[26], is the ability for different parts of the government to select and use the products that best meet
their functional and non-functional requirements at the time the systems are built. Because the DDS
family of standards also include a wire protocol which has been successfully demonstrated by 13
companies vendor interoperability is ensured. The wire protocol allows a hybrid mix of DDS vendors
to work together. In other words, each government entity (Federal branches, agencies, etc, State and
Local government bodies) can choose the DDS product meets their needs and that works best for them.
When the time for interaction or integration occurs, there is no need to break existing systems to adopt
the “new solution”.

Since the used of DDS Security [10] requires Identification and Authentication (IA) which meets NSA
standards, State and Local governments can leverage the “out of the box” cybersecurity with minimum
preparation. If a governing body for some reason does not choose to implement DDS Security, they can
not interact with the secure DDS implementation directly. This in essence can crate a firewall of sorts
between secure installation and non-secure installations.

DDS Security relies on the highest levels of encryption for data over the wire. This means that certain
types of network attacks, like Man In The Middle (MITM) [13], are near impossible since network and
systems administrators can not read the information with “snoopy” software such as Wireshark [23].
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