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Engineering Laboratory
Strategic Goals

e Smart Manufacturing, Construction,
andCyber-Physical Systems o o
Grid

e Sustainable and Energy-Efficient

Manufacturing, Materials, and

Infrastructure <= Building Integration
Into the grid

e Disaster-Resilient Buildings,
Infrastructure, and Communities
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Cyber Physical Systems

CPS Framework

— CPS Framework v. 1.0 published; open source
tools for framework use.

CPS Testbed

— Architecture for reconfigurable, all-domain, mixed
hardware/virtual components use; Conceptual
design complete, initial construction 2016.

Global City Teams Challenge 2016

— To demonstrate replicable, standards-based
CPS/Internet of Things solutions; 60+ teams 3
continents; June 2016 “Expo” in Austin, TX.

loT-Enabled Smart (IES) City Framework

— NIST leading working group w/ 6 international P
partners; identifying harmonizing architecture \
principles, held U.S. and European launch events. "
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Smart Grid

« Smart Grid Test Bed
Initial operations phase — first
experiments include grid sensors,
microgrid controls and cyber/timing

* New Smart Grid Interoperability ™
Panel (SGIP) Cooperative 5
Agreement

 NIST Transactive Energy
Challenge

7 teams participating, goal is to s |
Improve understanding of TE and to

advance modeling and simulation
capabilities (w/Embedded
Intelligence in Buildings program)
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Embedded Intelligence in Buildings

 New standard approved by ASHRAE and
NEMA for Building to Grid Integration

using the Facility Smart Grid Information FSG I M

Model Facility Smart Grid Information Model

« HVAC Fault Detection Tool Deployed
for Field Testing - The Modular FDD-
Expert Assistant. Sparks Dynamics
CRADA partner.

 ASHRAE Guideline 0.2-2015,
Commissioning Process for Existing
Building Systems and Assemblies
published

"
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Net-Zero Energy, High Performance
Buildings e
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e Photovoltaic Testbeds T
_ HJ.uﬁTmimﬂﬂ;ﬁ_ T
o Completed 1-year period of data A

SRR HI LT

-----

collection on NIST PV installations

« Made available a collated data set
for PV modeling community

* Net-Zero Energy Residential Test
Facility
« Completed 2" year test period with modified
operational controls
e Generated 18 % more energy than consumed

e Demonstrated low indoor contaminant levels
due to low-emitting materials

e Launched new test phase with short-term tests
on various equipment configurations
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Community Resilience Program

» Key Publications S

« Community Resilience Planning Guide for Buildings
and Infrastructure Systems (Oct 2015) — over 2000
downloads to date.

 Community Resilience Economic Decision Guide for
Buildings and Infrastructure Systems (Dec 2015).

« Critical Assessment of Existing Methodologies for
Measuring or Representing Community Resilience of
Social and Physical Systems (Dec 2015)

* A Conceptual Framework for Assessing Resilience at
the Community Scale (Jan 2016)

 Launched Community Resilience Panel Nov
2015 — over 350 registered Panel members to date.

» Developing probabilistic damage and service
models of buildings, water, power, & transportation
systems in collaboration with CoE.

&
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Smart Grid Community Loses One of
Its Leaders, Erich Gunther (1958-2016)

The smart grid community was deeply sadden by the
untimely death of one of its pioneers, Erich Gunther. Erich
was an exceptional talent, collaborator, and dear friend to
many NIST staff. Many of us, both on the NIST Smart Grid
team and in the Community Resilience Program, had the
great privilege of working closely with Erich in recent
years. Erich brought a rare combination of intelligence and
passion—of head and heart—to his work, his hobbies,
and, most of all, to the many communities he touched. We
offer our deepest condolences to his family, his friends,
and his co-workers at EnerNex.
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Risk Management

POTENTIAL SEVERITY OF THE CONSEQUENCES
OF AHAZAEDOUSEVENT OREXPOSURETO A HAZARD

A
Insid»

Catastrophic _:'-‘;f'"f_'re Moderate Minor
H d Death or Seriousinjury; Medical treatment First-aid only
aZ ar permanent temporary disability beyond first aid; lost- [Negligible or slight
. disability Subsystem loss or work-day(s) facility/property
R eVIeW | syemo significant More than slight damage
. facility loss facility/property facility/property Noexternal
Matrix | e | e | LI | S
environmental or TEﬂ-‘PUmI} External eporting requirements;
public-health eu'f'u'nnmeut.al or requirements; more | Toutineclean-up
inipact public-health impact | yo rotine clean-up
Frequent SERIOUS Medium
—
Likely to occur “il= RHI -
- OV Level FLHE! Division level
repeatedly FLHR
w Probable SERIOUS Medimm
| Likelyto occur RHI=2 RHI=2
2 mmultiple but OU Level FLHAR? Division level
infrequent times FLHR
Occasional SERIOUS Medinm Low
. RHI=3 =1 RHI=
Likely to occur - L
[ N . OT Level FLHE: Division level FLHE Group level FLHE
@ | atsome time — = =
=
2 Remote SERIOUS Medium Medium Low
= =1 =3 =
= | Possible. but not RE=S , ,,RHI - . RHI=2 REEL
d kel OT Level FLHE Diivision level FLHE Divizion level FLHE or Group level FLHE
v ¥y to occur or Division level if | or Group level if FCIS® | Group level if FCIS? No EL 5P review
= FCIS*
=
Improbable Medium Low Low Minimal
Veryunlikely; RHI=2 RHI=1 EHI=1 RHI=)
cmmaagﬂﬁbh— Diivision level FLHE Group level FLHR Group level FLHE. Group Level FLHR
assume it will No EL 5P review No EL 5F review
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Hazard Review and Approval System

Welcome to the Hazard Review and Approval System!

It is MML Policy to conduct hazard assessments for laboratory

and shop work activities, to implement controls that mitigate

hazards to an acceptable level of risk, and for line management to

review and approve the hazard assessment and controls prior to commencement of the work.

The system currently contains 221 activities, of which 44 have been approved. 44 principal
investigators have activities in the system

Step 1:
Define Activity

Step 2:
Assess Hazards

Step 3:
Submit for Review -

Assess the hazards, propese
controls, and determine the risk
hazard index

Route the hazard review
package for approval by safety
represenatives and line
management

Create a hazard review package

to describe a work acfivity (job,
task, experiment, or lab or shop)

N HNulional Institute of Standards and Technology ¢ U.S. Department of Commerce

Instructions

Online System Training
Guide - Create Review
Guide - Reviewers
Guide - Authorize Users
Training Slides

Instruction Manual

References
FAQs
Hazard Definitions
Guidance for Reviewers
Risk Hazard Index Matrix
RHI Matrix Terms

MML SOP Template

Log In

I:I‘azard Rewew and Appro\lal System

Material Measurement Laboratory
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Risk Management — Reliability

NERC Reliability Risk Management
o L rec s HLECTRIC Concepts

NERC

m 1 .“ NORTH AMERICAN ELECTRIC
tufait RELIABILITY CORPORATION

Drifting to Failure Concept*

Severity e i
i ; PR s O L Expectations: Desired approach to work (as imagined) —>
1, _N%ﬁ N Normal Practices: Work as actually performed - - »
-"-'-‘:". Y ——— adent Eror - Hi i
SRTALG § Managements Stated Expectations
- o - ) e D ) t
Learn and Reduce Il R

Inverse > Normal

Cost-Benefit Bl @ 2 - SooATT Practice
e
R+
o
oc

Reporting Threshold . s
"y - Yo
) m— ,__—__,},_—__\
\Qaﬁ / H!'SK Eﬁ;TERS - Programmatic deficiencies, \ q Latent Errors
- — . . . _)-_ T ' W | P i e ek e \p_ unnoticed at the time made; ofte ply
( Trend lower tiered events — identify emerging reliability risk trends. A deficiencies in barriers and defenses, Laten /& Drembedded within system
organizational weaknesses and conditions

- Errors in human performance and con .*.-.‘x!‘u%q!ors // -\\_, )\k /“—
S

Equipment design and/or maintenance issues

Lo 3 — -
Tlme * Adapted from Muschara Error Management Consulting, LLC
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Risk Management — Resilience

Administrative and construction

"1'} FORM A COLLABORATIVE PLANNING TEAM
IRT— A. Improvements solutions for community resilience

NIST Special Publication 1190

Community Resilience Planning Guide
for Buildings and Infrastructure
Systems

Functionality
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Trustworthiness Collaboration

* Original Working Group had expertise In
cybersecurity and privacy

* Need to broaden expertise in resilience,
reliablility, safety, and physical security

* Kickoff leadership group face to face
meeting
o August 30t and 31st at NIST

o Industry / Government / Academic
iInvolvement

o) =} | 1 5 o
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CP5 risk profile based
on multi-disciplined
risk analysis
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Smart City Measurement Science in GCTC

Approaches & Next Steps * Examples of Prior works of Smart City

: KPIls
* Through community-based approach,
identify quantifiable and measurable KPIs g :?S ?7Flé08'250(314;(:95C;’;?Of’;;iifpnzscators
Y o : - -SSC: Key indi
ﬂgzgr![glg% tsglgglgdlrggr?siger-:-r?ge tlﬁePIS will definitions for smart sustainable cities
relevance and sensitivity to the impacts of 0 (S:'th(‘?f ngELtJ Collaboration. Task 4. (EU
the projects. Availability and measurability 0 furr?géd)ly uster Collaboration, Task 4, (

of data should be also considered.

. ® |ssues about Prior Works
* Analyze correlations between KPIs

0 Correlations and tradeoffs between KPIs are

considering the system “Of systems ) not well considered. Many suggested KPIs
perspective and create “hybrid KPIs” that measure only a single aspect and do not

can represent true overall impact of represent the system of systems aspect of
projects to the city government and/or to smart cities (e.g. air pollution reduction vs.

increase of traffic congestion)

the residents. o Many KPIs are still based on Likert scale which

* Produce generalized frameworks or Is qualitative and anecdotal.
technical pub|ica’[ion5 to define and o0 Relevance and sensitivity of KPIs to represent
measure the hybrid KPIs for the projects the impact of projects are not well defined.
and make them available to the
community.

€ ngl neeri ng laborato ry N HNulional Institute of Standards and Technology ¢ U.S. Department of Commerce
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Community-based Smart City
Measurement Science

Hybrid KPIs and measurement methods will be identified and applied to the participating
action clusters. The results and methodologies will be made available to the community for

further adoption.

Federal government partners: NIST NIST RSCT grant program

- NSF: GCTC EAGER program . .
DOT: $40M Smart City Challenge l US-Ignite GCTC Leadership Fund
EPA: Smart Air program SCOPE-GCTC Conference
DOE: CITIES-LEAP grant program GCTC Community Publication
ITA, NTIA, etc (Local governments, companies,

universities, non-profits)

Corporate, non-profit, foreign /
government partni/ l \

Identify hybrid KPIs & — Deployments and — Identify and report the
measurement methods* mea;urements by best results
Action clusters

Products

- Hybrid KPI research and analysis

- IES-City framework output based on GCTC super clusters
- Reports and analysis from the RSCT projects

*Prior works such as ISO/TS 37151:2015 and CITYKeys by EU can be reviewed and used as basic building blocks.

engi neering la boratory NHNGHOHGI Institute of Standards and Technology ¢ U.S. Department of Commerce



RSCT Grant Program

* Purpose: To enable cities and communities to take a lead role in
the team-based GCTC efforts to advance the measurement
science of replicable, standards-based smart city technologies
that provide measurable performance metrics, meet the needs
of cities and communities of all types and sizes, and provide
platforms for entrepreneurship and innovation.

* 3 local governments, each up to $100,000

o Clear and quantifiable performance goals for planned smart city
systems and/or applications

o Effective use of existing standards to provide for interoperability across
Infrastructure systems

o The mechanisms for documenting and reporting the progress and the
results for public consumption

| £l - -
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Community Resilience
Program

NIST Smart Grid

AC Meeting
July 13, 2016
Therese McAllister, PhD, PE
Program Manager
Community Resilience Group Leader
NIST

National Institute of
Standards and Technology
U.S. Department of Commerce




How Is Resilience Defined?

 Resilience Is defined as:

— “the ability to prepare for and adapt
to changing conditions and to =
withstand and recover rapidly from _.,...--:,, S
disruptions. |

— Resilience includes the ability to
withstand and recover from g _ : t
deliberate attacks, accidents, or oY Orieans Flooding in 2005 (FEMA)
naturally occurring threats or
incidents.” (PPD-21)

* In the context of community resilience, the emphasis is not solely on
mitigating risk, but implementing measures to ensure that the
community recovers to normal, or near normal function, in a reasonable

timeframe.

2 _
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Why Community Resilience Planning?

* All communities face potential disruption
from natural, technological, and human-
caused hazards.

» Disasters take a high toll in lives,
livelihoods, and quality of life — the impact
can be reduced by better managing risks.

* Planning and implementing prioritized
measures can improve a community’s
ability to restore vital services in a timely
way — and build back better.

* The built environment exists to serve social
functions (e.g., a hospital provides
healthcare). Therefore, social functions
should drive the performance goals of
buildings and physical infrastructure.
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PRESIDENTIAL DISASTER DECLARATIONS

January 10, 2000 to January 28, 2011
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Community Resilience Program Elements

— Outreach and Engagement
o Community Resilience Guides

« Community Resilience Panel

— Science Based Tools and Metrics
e NIST Research

e Center of Excellence

4%
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Outreach and Engagement Goals

The long-term goal of the NIST Community Resilience Program is to
Improve recovery and minimize disruption to community functions following
hazard events.

The Guide offers a first step toward achieving that goal, by providing a
uniform process for developing a prioritized resilience plan that is integrated
with existing comprehensive plans, economic development plans, and
hazard mitigation plans.

To achieve the long-term goal, NIST will work toward achieving the following
near term goals:

— 1. Adoption and implementation by early adopter communities

— 2. Promotion or use of the Guide by existing federal and state government
programs and agencies.

— 3. Use of the Guide as a basis or reference in other federal or state guidance
and tools.

"US
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NIST Planning Guide Basics

« A practical, flexible methodology to set priorities, allocate
resources, and manage risks...improving resilience.

» Offers a way to turn resilience concepts action:
some actions can be taken in the near-term,
others may take years or even decades to put in place.

» Developed with private and public sector experts, the Guide can
help communities to:

— Set goals and develop resilience plans for both public and
private systems

— ldentify collaborative plans and actions to improve system
and community resilience.

NS
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Guide Development Process

» Extensive public and private

sector input from organizations Guide
and individuals Released
October

2015

Feb 2015

Apr 2015
Works_hop Workshop
Oct 2014 San Diego, CA 5 ston, TX

Workshop

Jul 2014 Norman, OK

Workshop
Hoboken,
\N

Apr 2014

Workshop

NIST

4B
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Community Resilience Planning Guide for
Buildings and Infrastructure Systems

Volume 1 - Methodology

* Introduction

e 6 Step Methodology
 Planning Example — Riverbend
* Glossary and Acronyms

NIST Special Publication 1190
NIST Special Publication 1190

mmunity Resilience Planning Guide
for Buildings and Infrastructure
Systems

Community Resilience Planning Guide
for Buildings and Infrastructure
Systems

Yolume Il

Volume 2 - Reference

Social Community

Dependencies and Cascading
Effects

Buildings

Transportation Systems
Energy Systems
Communications Systems
Water & Wastewater Systems
Community Resilience Metrics

http://www.nist.qgov/el/resilience/

- il
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http://www.nist.gov/el/resilience/

6-Step Guide for Community Resilience

SIX-STEP GUIDE TO PLANNING FOR COMMUNITY RESILIENCE

}1.>  FORM A COLLABORATIVE PLANNING TEAM

» |dentify leader
' * |dentify team members
» |dentify key stakeholders

= ]
UNDERSTAND THE SITUATION (2.

Social Dimensions

* Characterize social functions & dependencies
* |dentify support by built environment
 |dentify key contacts

Built Environment

¢ |dentify and characterize built environment

* |dentify key contacts

# |dentify existing community plans

Link Social Functions & Built Environment

* Define clusters

'3_} DETERMINE GOALS & OBJECTIVES
* Establish long-term community goals
Establish performance goals
Define community hazards
Determine anticipated performance
Summarize results

PLAN DEVELOPMENT “(4.{
¢ Evaluate gaps
* [dentify solutions
s [evelop implementation strategy

. -4

’5*” PLAN PREPARATION, REVIEW, AND APPROVAL
» [ocument plan and strategy
» (btain feedback and approval

' * Finalize and approve plan B

0
- !

PLAN IMPLEMENTATION ~<6.{
AND MAINTENANCE

* Execute approved solutions

* Evaluate and update
* Modify strategy as needed

@ dmeE A e @ e e Fg



Key Concept: Functional Requirements

 Infrastructure systems and buildings play a key role in protecting
citizens, and supporting the immediate response and recovery of a
community following a disruptive event.

Economy : Education

Communication

Religious &

Water and Wastewate
Cultural Beliefs el =

11 E
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Key Concepts for Infrastructure
Resilience

 Context

— What is the role of the
Infrastructure in the community,
including its recovery?

* Functionality

— Time to recovery of infrastructure
function should be tied to
community social needs

 Dependencies

— No system is an island

12 (U
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Key Concept: Recovery of Function

Administrative and construction

. ) A. Improvements solutions for community resilience
Functionality

Lost
Functionality

Hazard
Event :

" Performance Goal:
Time to Recovery of Function

Resilience can be expressed simply in terms of the time to recover
functionality following a disruptive hazard event.

13 E
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Recovery of Built Environment Function

Organize around restoring functionality over time

/11

Days/Weeks

When is each system needed for recovery?

14
engineering laboratory i




Example Summary Resilience Table

Recovery Time

1 13 14 48 sn 4

Infrastructure .

Critical Facilities

pee | 1 L 1 r  p =1
 le ] = 1 ! 1 1 ! |
e | x 7 [ [ [ [ [ @]
--m—---—-

‘m-----

Desired Antlc:lpated
=1 Performance Performance

Superstorm Sandy

&
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Guide Use by Communities

“The power of the NIST
approach to community
resilience,” stated the county
report, “is that these time-to-
recovery goals for facilities are
not considered in isolation. The
Infrastructure that supports the
facilities must also meet the
goal.”

The Planning Guide is being
used by municipalities,
counties, states, and other
communities across the US.

A damaged roadway after the September
2013 flooding in Colorado. The disaster
spurred Boulder County communities to
develop a resilience design performance
standard largely based on NIST’s
Community Resilience Planning Guide.

11 B
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Economic Decision Guide (EDG)

* Provides a standard methodology for
evaluating investment decisions for
communities resilience

INIST Special Publication 1197

Community Resilience Economic Decision
Guide for Buildings and Infrastructure

* Designed for use with NIST’s Planning Sty
Guide

— Provides a mechanism to evaluate and
prioritize resilience actions

* Frames the economic decision process

— lIdentifies and compares resilience-related
benefits & costs

» Across competing alternatives

» Versus the status quo (do-nothing)

17 g
% - Sl T = @i el LG e @ el el (F Y fﬁj



Community Resilience Panel

e Mission
Reduce barriers to achieving community resilience A
by promoting collaboration among stakeholders to Homeland
Improve the resilience of buildings, infrastructure, SSBTILy;

and social systems upon which communities rely.

e (Goals

— Engage and connect community and cross-
sector stakeholders

— lIdentify policy and standards gaps and barriers

— Raise awareness of dependencies & cascading
effects

— Contribute to community resilience documents
— Develop/maintain a Resilience Knowledge Base

 Next Meeting
— September 21-22, 2016
— Denver area

e Nsg InmMeese rien g iltaibroirat ory &1&



Disaster Resilience Fellows

Community Resilience Planning

e Chris Poland, Chris D. Poland
Consulting Engineer

« Donna Boyce, Solix Inc
Emergency Planning and Response

« Jay Wilson, Hazard Mitigation
Program Coordinator for
Clackamas County

Business Continuity Planning

* George B. Huff Jr., The Continuity
Project

Societal Dimensions of Disasters

« Liesel Ritchie, University of
Colorado Natural Hazards Center

Electrical Power Infrastructure

« Stuart McCafferty, Hitachi
Consulting

« Erich Gunther, EnerNex
Transportation Infrastructure
« Joseph Englot, HNTB

e Theodore Zoli, HNTB
Water Infrastructure

* Donald Ballantyne, Ballantyne
Consulting LLC

« Kevin Morley, AWWA
Communication Infrastructure

» Steve Poupos, AT&T’s Director of
Global Network Operations
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Research Goals

« The long-term goal of the NIST Community Resilience
Program is to improve recovery and minimize disruption
to community functions following hazard events.

 NIST and the CoE will work toward achieving the
following goals:

— 1. Develop and validate a community-scale modeling
environment for integrated physical, social, and economic
systems that can simulate dependencies and recovery of
functions to support decision making.

— 2. Develop and validate assessment methods for community
resilience, including science-based indicators, metrics, and tools.
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NIST R&D for Science Based Tools

Systems methods and models

» Simulate the effects of physical system (buildings and infrastructure)
disruptions on the social and economic functions.

 Develop methodologies, metrics, and tools to model community level
performance and recovery of physical and social systems, including
dependencies and uncertainties

Assessment of community resilience

» Identify performance goals and metrics for the built environment based on the
social systems and needs in the community

» Develop tools and metrics to assess resilience at the community scale that
account for physical, social, and economic systems, and their dependencies.

Economic methodology to support decision making

 Develop methodologies, metrics, and tools for resilience benefits and co-
benefits for investments
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Community Resilience Research

Community Assessment Methods |
Research

Education and Personal Development

— Provide a technical foundation for
assessing resilience at the
community scale

— Developed conceptual framework

— Expanding to address recovery of
community services and functions

Resources

Water flow analysis

Poliical Culturel
values

* Modeling of Community Systems

Analysis of damage

Single components of — Collaborating with the Center for Risk-

the network . - .
Based Community Resilience Planning

O water distibution nodes — Developing probabilistic damage and
umping aatons. service models of buildings, water,

@ water tanks

Pipelines power, & transportation systems

A Electric power plants

— Electric power lines
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NIST-Funded Center of Excellence

NIST Center of Excellence for Risk-Based Community Resilience Planning
 Awarded to 10 institution team led by Colorado State University.

T#“\-T

« $4Mlyear program funded through a cooperative agreement. —~ 17
y L J P J Resilience
Objectives
— Develop an integrated, multi-scale, computational environment with systems-
level models

— Develop data architectures and management tools to enable use of multi-
disciplinary data

— Conduct studies to validate models and data tools for a variety of hazard
events including:

» Tornado, hurricane, earthquake, flood, wildland-urban interface (WUI) fire
» Effects of climate change and aging infrastructure

Envisioned products and end-users at 5 years
* Modeling environment for researchers

» Available incremental tools and metrics for community planners,
designers, analysts, etc.
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CoE Tasks

INPUT/MODELING NIST-CORE

1.1.1 Ind. Hazards
1.1.2 Mult. Hazards DATA/STANDARDIZATION
1.1.3 Climate Cha.

2.1 User Requirements
2.2 Stan. Data Ontology
2.3 Data Man. Tools

1.3.1 Interdependency
1.3.2 Aging Infrastruct.
1.3.5 Uncertainty Prop.

1.2.1 Buildings
1.2.2 Transpo.
1.2.3 Water/Wastt
1.2.4 Energy Net. A W
1.2.5 Telecom Net.
1.3.3 Econ. Net.
1.3.4 Social Syst. 1.5.1 Isolated Infra. Eval.
1.5.2 Coupled Infra. Eval.
T‘ DECISION 1.5.3 Full Event Hindcast
1.5.4 Quantif. Mod. Perf.
1.7.1 Effect of Mod. Res.
1.7.2 Effect of Scaling

SENSITIVITY/VALIDATION

1.6.1 Ident./Define Baseline

1.6.2 Define Res. For Recovery
1.6.3 Define Perf. Models 1.7.3 Sensitivity Studies
1.6.4 Identify Infra/Other 3.1 Intermittent Beta Tst

fllg; F'ESﬂi_E‘a' Ugﬁmifti“" 3.3 Arch Validation Stud.
.8.2 Intelligent Searc 4.5 Field Studies

1.8.3 Opt. of Investments
3.2.1Field Study Dec. Algor.
3.2.2 Comm. Res. Testbed
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THANK YOU
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