
            28th Annual Conference 
“Changes, Challenges, and Collaborations: Effective  

Cybersecurity Training” 

              National Institute of Standards and Technology  

                Gaithersburg, Maryland  

Tuesday, March 24, 2015                                     AGENDA  as of  March 17, 2015 

8:00 – 8:55 am Registration, Breakfast Snack, and Networking  -  hallway outside Green Auditorium 

9:00 – 9:15 am 
Green Auditorium  

Conference Welcome – Patricia Toth, NIST, Conference Chair  

NIST Welcome – Charles H. Romine, Ph.D., Director, Information Technology Laboratory 

9:20 – 9:50 am 
Green Auditorium 

Keynote: Information Security System Educators Must be Leaders 

Neil E. Grunberg, Ph.D., Professor of Military & Emergency Medicine, Uniformed Services University of the 
Health Sciences (USU) 

9:55 – 10:35 am 
Green Auditorium 

Security Awareness Smartcuts  

K Rudolph, CISSP, FITSI-M, Native Intelligence, Inc. 

10:40 – 10:55 am Morning Networking Break -  hallway outside Green Auditorium  

 Track 1: Green Auditorium   MC: Gretchen Morris Track 2: Lecture Room A  MC: Louis Numkin                

11:00 – 11:30 am 

Why Gamification is Winning Strategy for 
Information Systems Security Training 

John Findlay, Launchfire 

Changing Behavior through Risk Management  

Sandra Marie Toner, CTT+, ICF International  

11:35 am – 12:05 pm 

Up Your Game: Utilizing the Understanding by 
Design Framework to Maximize the Effectiveness 
of Cybersecurity Training Programs  

Kristi A. Aho, CISSP, PMP, Wyle Science  

Spear Phishing: Exercise to Reduce Your Risk 

Deborah Coleman, PMP, Department of Education  
 

12:05 – 1:00 pm Lunch – NIST Cafeteria Rear     

Prize Drawing 
1:05 – 1:40 pm 

Green Auditorium 

Presentation of FISSEA Security Contest Winners by Gretchen Morris, Contest Coordinator 

2014 FISSEA Educator of the Year Presentation -  Presented by Sam Maroon, 2013 Educator of the Year 

1:45 – 2:10 pm 

Using IoE to Give Awareness Training a Fresh 
Start 

Dan Waddell, CISSP, CAP, PMP, (ISC)2 

Six Approaches to Creating an Enterprise Cyber 
Intelligence Program 

Joshua Ray, CISSP, CEH, Verisign 

2:15 – 2:45 pm 

21st Century Classroom Techniques 

Sgt. Maj. Kevin E. McCrary (retired), Army Office of 
the Chief Information Officer/G-6; Christopher Bloor, 
Logical Operations 

Educating the End User on Mobile Device 
Security 

Karen Paullet, D.Sc., American Public University 

2:45 – 3:00 pm Afternoon Networking Break/Snack - hallway near Green Auditorium 

3:05 – 3:30 pm 

Why Your Security Education Program Isn’t 
Working 

Ralph Massaro, Wombat Security Technologies 

Proactive User Risk Management 

Trevor Hawthorn, ThreatSim 

3:35 – 4:00 pm 

Using NIST Cyber Security Framework to 
Encourage Board Discussions and Oversight 
Function Paul Ferrillo, Esq., Weil, Gotshal & Manges  

The National Cybersecurity Workforce 
Framework: The Foundation for Building the 
Nation’s Cybersecurity Workforce 

Benjamin Scribner,  DHS 

4:05 – 4:35 pm 

Education and Awareness:  Manage the Insider 
Threat 

Carl Willis-Ford, SRA International, Inc. 

Bridging Technical and Business Domains for 
Effective Security Programs 

Stephen C. Fortier, D.Sc., Northcross Group 

4:40 Prize Drawing 
Green 

Dinner Get Together – Location TBD (Sign up at conference.  Dinner is not included in reg fee.) 



            28th Annual Conference 
“Changes, Challenges, and Collaborations: Effective  

Cybersecurity Training” 

              National Institute of Standards and Technology  

                Gaithersburg, Maryland 

Wednesday, March 25, 2015                                  AGENDA as of  March 17, 2015 

8:00 – 8:50 am Registration, Breakfast Snack, and Networking -  hallway outside Green Auditorium 

8:50 – 9:00 am 
Green Auditorium 

Prize Drawing 

Welcome Day 2 Morning Announcements: Pat Toth, NIST             

Vendor and Federal Agency Exhibition Preview Slide Show 

9:05 – 9:40 am 
Green Auditorium 

CISO Panel –  Training & Education for the Security Leaders of Tomorrow 

Carl Willis-Ford, SRA International, Inc., Moderator 
Stephen Battista, ISSA-NOVA President; Dr. Jean-Pierre Auffret, GMU; Derek A. Smith, Excelsior 

9:45 – 10:05 am 
Pecha Kucha (Lightning Round) and Speak-Out 

Moderator:  Art Chantker, Potomac Forum; Sandy Toner, ICF International;  Frank Cicio, Jr., iQ4 

Visit the Vendor and Federal Agency Exhibition – Poster Hallway – Open 10:00 – 2:40 pm   

10:10 – 10:40 am 
Morning Break – Visit Vendor and Federal Agency Exhibition in Poster Hallway 

View the FISSEA Security Contest entries across from the Red Auditorium 

 Track 1: Green Auditorium MC:  Sue Farrand                              Track 2: Lecture Room A     MC: Michael Nieles          

10:45 – 11:10 am 

Level-Setting Security Training Material for 
Security Professionals Dynamically 

Kevin M Stoffell, Battelle Memorial Institute 

SIFMA Members To Join the CUNY Workforce 
Alliance…Tackling Cybersecurity Skills Shortages 

Frank Cicio, Jr., iQ4 

11:15 – 11:45 am 
Growing a Cybersecurity Team 

Michael Petock, Department of State 

Training Organizations to Prevent Cyber Attacks   

Dr. Matthew McFadden, Computer Sciences Corp. 

11:50 – 1:15 pm 
Lunch  – NIST Cafeteria Rear  

Visit the Vendor and Federal Agency Exhibits 

Start DIACAP-12:45pm 

 
DIACAP to RMF Conversion   

Marc E. St. Pierre, CISSP, emagine it 

1:20 - 1:45 pm 
Practical Awareness Program 

Eugene Taylashev, Nellie MacNeil, IFDS Canada 

1:50 – 2:20 pm 

Keys to Employee Cybersecurity 

Al Lewis, CISSP, CISM, MITRE Corporation 

Preparing Future Cybersecurity Leaders   

Derek A. Smith, National Cybersecurity Institute at 
Excelsior College 

             Track 1: Green   MC: Sue Farrand    Track 2: Lecture Room A   MC: Michael Nieles 

2:25 – 2:45 pm Afternoon Networking Break/Snacks – Last chance to visit  Vendors in Poster Hallway  

2:45 – 3:30 pm 

Perspectives on Augmenting Federal FISMA 
Practices with Cybersecurity Framework  

Matthew Barrett, NIST; Kelley Dempsey, CISSP, 
CAP, NIST; Vinny Troia, Night Lion Security 

Defending Our Nation in Cyberspace 

Craig Holcomb, National Security Agency 

3:35 – 4:00 pm 

Army Reserve Cyber Private Public Partnership 

LTC Scott Nelson, Office of the Chief of the Army 
Reserve 

Information Assurance as a College Major 

Sherry Lakes, D.Sc., Capitol Technology University  
 

4:05 – 4:50 pm  
 
 

Evaluating the Security Implications of Innovation, Risk, and Risk Reduction in the Internet of 
Everything - Panel 

Valorie J. King, PhD, Samuel Chun, and Richard White, PhD, University of Maryland University College  

4:55 pm Prize Drawing Conference Close - Green Auditorium  

 


