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HPC: Long History of NSF Investments
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Security (and IDAM): Long History of NSF 
Investments in Basic and Applied Research

 14 Years and $800M+ of funding NSF security 
researchers
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HPC + Security: Areas of Opportunity for New 
Research

 Instrumentation/Tools for security. Traditional 
“enterprise security” approach inadequate.

 Data Integrity throughout the scientific lifecycle for 
large scale data sets 

 Formal methods for integrated hardware/software 
security

 Introducing security into ENG work – ie new chipsets, 
optical, quantum



HPC + Security: Areas of Opportunity for 
Operational Cyberinfrastructure

 Further increase security awareness among NSF-funded 
Large Facilities

 Foster a community around best practices and incident 
handling

 Security is mandated by Agreements but execution varies 
wildly. Standardize security plans.

 Data Management practices
 Identity and access management - secure, multi factor IAM 

and solid security group policies
 Scientific Software – security will become more fundamental



HPC: Traditional Models are Changing

 Cloud – where will it fit in? How to ensure integrity and 
interoperability of on prem and commercial cloud

 Data will play a more central role considering the vast 
quantities that will be generated

 Our current end to end architecture
(aka Science DMZ) not adequate

 Workforce development more
important



Thanks!
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