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Computer Forensic Tool Testing (CFTT) 
Background 

• Established in year 2000 

• Law enforcement + NIST = CFTT to support digital evidence 

• Develops: 
• Specifications, Test Methods and Materials, Produce Test Reports 

• Validate tools used in computer‐based crime investigations 

• Support admissibility in court – share  reports 

• Driven by a Steering Committee – federal, state & local law 
enforcement 



   

       

     

           

               

Benefits of Testing 

• Tool creators improve their tools 

• Users make informed choices 

• Reduces challenges to admissibility of digital evidence 

• Supports validation of tools for accreditation and quality 
management 



 

                       
 

           

           

       
   

   

Challenges 

• Hard to test all the tools that are being used in digital 
labs 

• For each tool there are multiple versions 

• Tool testing is expensive – time  and resources 

• Duplication of effort at labs 
• Different test methodologies 

• Different report formats 



   
       

   
     
       

     

Approach 

• NIST’s FederatedTesting! 
• Shared test material from NIST 

• Common test methodology 
• Common test report format 
• Common test data sets 

• Reports can be shared 



   

   
         

           
        

                     
     

             

NIST’s Federated Testing 

• What is it? 
• Expansion of CFTT ‐ provides forensic community with: 

• test suites for validating digital forensics tools 
• support shared test reports ‐ optional 

• Goals 
• Make it easy for forensic labs to validate the digital tools
that they are using 

• Support sharing of test reports within the community 



         

   

     

 

           

     

   

     

NIST’s Federated Testing – How  it works 

• Download Federated Testing ‐
https://www.cftt.nist.gov/federated‐testing.html 
• live Linux CD .iso file 

• Virtual Machine 

• Bootable flash drive can also be created 

• Boot to Federated Testing 

• Follow testing instructions 

• Share test reports 

https://www.cftt.nist.gov/federated-testing.html


       

 

   

 

NIST’s Federated Testing – Test  Suites 

• Disk Imaging 

• Hardware Write Block 

• Mobile Devices 



       NIST’s Federated Testing Home Page 



       Mobile Device Module Home Page 



   Quick Start Guide 



   
       
             

     
       
     
     
     
     
     
       
         
     
             

                     
     
               

                       
   

Quick Start Guide 
Section 1: Document Device Data 
Section 2: Personal Information Management (PIM) Data: 

Contacts, Calendar & Memos 
Section 3: Stand‐alone Data Files 
Section 4: Call Logs 
Section 5: Text Messages 
Section 6: MMS Messages 
Section 7: Location Data 
Section 8: Browser/Email Data 
Section 9: Social Media Data 
Section 10: Other Applications of Interest 
Section 11: SIM/UICC Card 
Appendix A: Mobile Device Data Documentation ‐ provides users 
with a blank template to be used to document target mobile 
devices and/or SIM/UICC data. 
Appendix B: Mobile Device Data Example ‐ offers examples of 
various data types that may be used to populate a target mobile 
device and/or SIM/UICC. 



   Record Test Devices 



   Describe Device Setup 



 Run Tests 



 

   
           

       

                   

             

           

Tests Cases 

Test Case Conformance Indicator 
Acquire All – required Successful acquisition and data reporting 

Connectivity – optional Notification of connection disruption 

Case File/Data Protection – optional Notification that the case file has been 
modified 

Hashing – optional Consistent hash values – back  to back 
acquisitions 

UICC PIN/PUK ‐ optional Input PIN/correct number of remaining 
attempts 



 Record Results 



   Sample Test Report 



       

 
           

       
   
       

   

 
 

 

Share Test Reports Workflow 

• Lab/individual 
uses Federated 
Testing 

Testing 

• Reports  and logs files 
are sent to NIST 
(CFTT) for review 

• CFTT  sends report to 
vendor 

Report 
• DHS  & 
cftt.nist.gov 

• Between labs 
* Kept  private 

Sharing 
Report 



   

     

 

   

Advantages 

• More tools validated 

• Shared test reports 

• Cost savings 

• Faster testing 



 

       
     

     

       

       
   

Results 

• Test Reports shared with NIST: 
Missouri State Public Defender • 1 mobile device tool & Korea University 

• 5 disk imaging tool 

• Around 800 downloads last year 



 

       
 

       

Next Steps 

• Add the following modules/test suites: 
• String Searching 

• Forensic Media Preparation (Disk Wiping) 



   

 
 

     

Use Federated Testing! 

• Visit https://www.cftt.nist.gov/federated‐testing.html to: 
• Learn more 

• Download 

• Subscribe to email updates 
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