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Computer Forensics Tool 
Testing Program Overview 

!   The	  Computer	  Forensics	  Tool	  Testing	  Program	  provides	  a	  measure	  of	  
assurance	  that	  the	  tools	  used	  in	  the	  investigations	  of	  computer-‐related	  crimes	  
produce	  valid	  results.	  	  

!   CFTT	  develops	  test	  methodologies	  and	  tests	  selected	  tools.	  

!   Directed	  by	  a	  steering	  committee	  composed	  of	  representatives	  of	  the	  law	  
enforcement	  community.	  	  

!   CFTT	  is	  a	  joint	  project	  of:	  DHS,	  NIST/SPO,	  FBI,	  DoD,	  Secret	  Service,	  NIJ	  and	  
other	  agencies.	  



What is Federated Testing? 

!   Federated Testing is an expansion of  CFTT to provide the 
digital forensics community with: 
!   test materials for validating digital forensics tools and 

!   to support shared test reports. 



Tool Validation – Why? 

!   Why do Labs Perform Tool Validation? 
!   Demonstrates reliability of  results 

!   Identifies tool limitations 

!   May support admissibility of  results 

!   May be required for lab accreditation 



State of  Tool Testing 

!   Test Reports 
!   CFTT, published through DHS S&T 

!   Department of  Defense Cyber Crime Center, U.S. Law 
Enforcement 

!   Other agencies and labs, in-house 

!   Tool testing is expensive 

!   Duplicated work 



Barriers to sharing test results 
 

!   Idea: share test results 

!   Barriers: 
!   Labs test differently 

!   Dissimilar report formats 



Federated Testing Proposes 

!   Shared test materials from CFTT: 
!   Use a common test methodology 

!   Common test data sets with known ground truth 

!   Use a common test report format 

!   Sharing Test Reports 
!   Via public websites, e.g., DHS S&T 

!   Informally between labs 

!   Kept private 



Target Areas 

!   CFTT has methodologies for: 
!   Disk Imaging 

!   Hardware Write Block 

!   Mobile Devices 

!   Forensic Media Preparation 

!   Deleted File Recovery 

!   File Carving 

!   Implementing:  
!   Disk Imaging 



What do the test materials look 
like? 

!   Download live Linux® CD .iso file 

!   Components: 
!   User Interface 

!   Select tool features to test 

!   Instructions for creating test data and for running test cases 

!   Generate test report 

!   Command line test support tool 
!   Setup test cases and analyze the results 



User Interface - Home 



Disk Imaging Home 



Selecting Tool Features 



Tests To Run 



Test Case Instructions 



Command Line Tool 



Sample Test Report 



Framework for Sharing Test 
Reports 

!   Lab/individual tests tool using Federated Testing materials 

!   Tester submits test report and logs to CFTT 

!   CFTT reviews test report and logs 

!   Vendor comment period 

!   Post test report to website (alternately post contact 
information) 



Anticipated Benefits 

!   More tools validated 

!   Shared test reports 

!   Cost savings 

!   Allows vendors to improve their tools 

!   Helps users to make informed choices on what tools/tool 
versions they use 

!   Allows labs to mitigate known errors 

!   Faster testing 



Federated Testing for Disk 
Imaging Release Plan 

!   Release plan: 
!   Receiving feedback from beta testers  

!   Improve materials based on beta testing 

!   Record companion video tutorials 

!   Prerelease version available at www.cftt.nist.gov/federated-
testing.html 

!   Release version 1.0 



Project Sponsors 

!   Department of  Homeland Security, Science and 
Technology Directorate (Major funding) 

!   NIST Special Programs Office / Forensics 
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Questions? 


