
        

      

      

  
  

      

     

     

   

     

     

              

           

Experience In 
“Lights Out” Latent Processing 

� Introduction 

• What do we mean by “Lights Out”? 

• What are the different technical issues? 

� What can the technology offer? 

• What can be automated? 

• What is the impact on accuracy? 

- What is the degradation of accuracy? 

- Is it possible to use quality metrics to predict when automated processing will be accurate? 

� How can this (non perfect) technology be used to solve more cases? 
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Introduction 

�“Lights Out” exists today for Ten Print Person Identification 
• Fast and fully automated search 

• Very selective threshold to eliminate no-hits 

�In latent processing, human expertise is needed 
• Operationally the expert is often the bottleneck of the system 

• In most systems, all the latents are not processed 

• The result of a search can arrive several days after the evidence collection 

� There is a need for more automation (“Latent Lights Out”) 
• Some customers request it (for example RCMP) 

• Fast and fully automated search 

• Very selective threshold to eliminate no-hits 

• Fingerprint experts still need to confirm the hits 
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Latent Processing Workflow 

Scene 
of crime 

Meta Data 

•Orientation 

•Finger typer 

•Pattern class 

•ROI (limit) 

AFIS Latent 
Input 

Camera 

- photo 
- lifts 
- electronic data 

Latent 
Image 

Matching 
Against 

TP Database 

Not in AFIS 

Selection 

Expert 
Encoding 

Expertise 
Needed 

Expertise 
Needed 

Expertise 
Needed 

Fully 
Automated 

3 steps are not fully automated: 
1. Meta Data 
2. Minutiae Extraction 
3. Verification 

Verification 
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Step 1: Meta Data 

Orientation of the latent Non oriented matching can be used. 

Some automation is possible (not presented here) 

Finger number Optional for matching 

Pattern classification Optional for matching 

Some automation is possible (not presented here) 

Latent area Automatic feature extraction can be done on the full image 

=> For each of these operations 
• Search can be done without the information (“Brute Force”) 
• Some automation is possible 

=> Several trade offs (speed / accuracy / automation ) are possible 
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Step 2 : Minutiae Extraction 
Impact of Automated Encoding on Accuracy 

• Latent minutiae encoding is a very time consuming expert task 

• Fully automated minutiae extraction can be performed on latents 

Test  results o  n 135  0 latents 

Backgroun  d databas  e  1 million  fingers 

Accurac  y typicall  y decreases  
b  y 10  % t  o 20  % 

wit  h automate  d encoding 
(dependin  g o  n latent  quality) 

Accuracy with automated encoding 
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automated minutiae extraction 
manual minutiae extraction 

=> Accuracy decreases but –depending on database quality-

many hits are still found 
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Step 3 : Thresholding 
Impact on Accuracy 

• Most candidates are “expected no-hits”, and they still have 
to be verified 

• Most of the expert time is spent to confirm no-hits, not to 
confirm hits 

• Selective thresholding techniques can be used to eliminate 
most of the no-hits 

Proportion of Expected Hits 

Expected 

no-hit 

80% 

Expected 

hit 

20% 

�
 

rank 

score 

1 2 3 4 5 6 

Objective of threshold algorithm 

• “Expected hits” latents should be over the threshold 

to maximize the accuracy 

• “Expected no-hits” latents should be below the threshold 

to minimize the number of verifications 

• Human verification is still needed to confirm the hits 
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Step 3 : Thresholding 
Impact on Accuracy 

1 10 100 

% searches with candidates to verify 

a
c
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y
(%

 ) 

Proportion of Expected hits 

Expected 

no-hit 

80% 

Expected 

hits 

20% 

For 100 L te t searches 

For 19 verifications 

Accuracy typically decreases 
by 5 % to 15% 

when threshold is set for 1% verification 
(depending on latent quality) 

Test results on 1350 latents 

Background database 1 million fingers 

No Threshold Threshold No Threshold 

= 100 verifications = 19 verifications for 19 verifications 

20 hits 18 hits 4 hits 

80 no-hits 1 no hit 15 no-hits 

When number of verifications is an issue, automated threshold can be used 

=> Experts will mainly have to verify hits. 

=> Accuracy decreases but many hits are still found 
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Impact of Automation on Performances 
Synthesis 

� Clearly the expert is more accurate than the machine 

But fully automated process can produce additional hits with minimum of effort 

� Is  there  way  t  o us  e this  automatio  n i  n th  e operationa  l process  ? 

� Can be used to improve number of cases solved ... 
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A Few Comments: 

Impact of Latent Quality 

Evolution of Accuracy with Latent Quality (Sagem Quality Score) 

10 20 30 40 50 60 70 80 90 100 

Quality 

R
a
n

k
 1

 A
c
c
u

ra
c
y
 (

%
) 

Manual Minutiae Automatic Minutiae 

100 % 

• Accuracy increases when bad quality Latents are rejected 

• Sagem Quality Score (originally designed for Ten Print) correlates well (but not perfectly) to 

Latent matching accuracy decreases when bad latents are rejected 

• Prediction is not good enough yet to guarantee no accuracy loss 

• Difference between manual and automatic Minutiae 
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Automation of Criminal Investigation Processing 

SSuuggggeeststiioon n  1 1  : :  PPrroocecess ss mmoorre e  llaatteennttss wwiitth h  sasamme e  eexpxpeerrt t  eeffffoorrtt 
All latents are not always processed today, although some of them are good enough for AFIS 

Scene 
of Crime 

Latent 
Image 

- photo 
- lifts 
- electronic data 

Matching 
Against 

TP Database 

Selection 

Not in AFIS 

AFIS Latent 
Input 

Camera 

Expert 
Encoding 

Verification 

Meta Data 

•Orientation 

•Finger typer 

•Pattern class 

•ROI (limit) 

More data 
can be used 

��FFuulllly y  aauuttoommaatteedd   sseeaarrcchh   ccoouulldd   bbee   llaauunncchheedd   oonn   tthheessee   llaatteennttss 

•• VVeerryy   lliittttllee   eextxtrraa   eeffffoorrtt   ffoorr   tthhee   eexpxpeerrttss 

•• MMoorree   hhiitts s ffoouunndd 
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Automation of Criminal Investigation Processing 

SSuuggggeeststiioon n  2 2  : :  IImmmmeeddiiaatte e  ffeeeeddbbaack ck tto o  iinnveveststiiggaattoorr 

Scene 
of Crime 

Latent 
Image 

- photo 
- lifts 
- electronic data 

Fast automated identification 

Matching 
Against 

TP Database 

Selection 

Not in AFIS 

AFIS Latent 
Input 

Camera 

Expert 
Encoding 

Verification 

Meta Data 

•Orientation 

•Finger typer 

•Pattern class 

•ROI (limit) 

�� WWhheen n  ffaasstt   ffeeeeddbbaacckk   iiss   nneeeeddeedd,,   aauuttoommaattiicc   sseeaarrcchh   ccaann   bbee   llaauunncchheedd   ffiirrsstt   
•• MMaannuuaall   pprroocecesss s mmaayy   bbee   llaauunncchheedd   ttoooo   ((==>>   nnoo   llooss ss ooff   aaccuccurraaccyy)) 

•• AAlllloowws s iimmpprroovveedd   eeffffiicicieennccyy   iinn   iinnvveeststiiggaattiioonn 

April 5-6, 2006 Jean-Christophe.Fondeur@morpho.com 
NIST Latent Testing 

Copyright © 2006 Sagem Morpho, Inc. All rights reserved. 

For informational and non-commercial purposes only. Workshop 
Terms of Usage are restricted. See http://www.morpho.com/company/legal.html. 

http://www.morpho.com/company/legal.html
mailto:Jean-Christophe.Fondeur@morpho.com


  

  

 

        

      

      

    

       

  
       

        

    

  
 

      

Automation of Criminal Investigation Processing 

SSuuggggeeststiioon n  33 :: AAuuttoommaattiiccaalllly y  pprroocceessss   ggoooodd   qquuaalliittyy   llaatteennttss 

• Clear fingerprint marks with lots of visible minutiae 

• Large area latents 
• Needs further study to improve Latent Quality Measurement 
=> The expert could concentrate on more difficult latents 

SSuuggggeessttiioonn   44   ::   PPrroocceessssiinngg   llaatteennttss ffrroomm   ppaappeerr   aarrcchhiivvee 
• “Bulk” scan by non expert operators 

• Automatic minutiae encoding 
• Selective threshold 
• Very few verifications to perform, mostly hits. 
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Experience in Latent 
“Lights Out” Processing 

•• FFuulllly y  aauuttoommaatteed d  pprroocceesss s  iis s  ppoossssiibblle e    

•• AAuuttoommaatteed d  ffeeaattuurre e  eexxttrraaccttiioonn 

•• VVeerry  y sseelleeccttiivve e  tthhrreesshhoolldd 

•• AAccccuurraaccy  y iis s  lloowweer r  bbuut  t mmaanny  y hhiitts  s aarre  e ssttiilll  l ffoouunndd 

•• AAuuttoommaatteed d  pprroocceesss s  iis s  nnoot t  aas s  aaccccuurraatte e  aas s  tthhe e  eexxppeerrt t  aannd d  ccaannnnoot t  rreeppllaacce e  

hhuummaan n  eexxppeerrttiissee 

•• IIn n  ssoomme e  sscceennaarriiooss,  , aauuttoommaattiioon  n ccaan  n bbe  e uusseed  d tto  o ssoollvve  e mmoorre  e ccaasseess 
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