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' Construct the Framework |

("2 Training Catalog~ Identity training per level |
(73 Workforce Baseline Study ~ Assess qualty )

l Training Analysis R——— ]
Roadmaps uild pipeline of talent

NATIONAL INITIATIVE FOR CYBERSECU -

RITY EDUCATION



PROTECT AND DEFEND

Functional roles responsible for the identification, analysis, and mitigation of threats to internal
IT systems or networks.

Computer Network Defense
Uses defensive measures and information collected from a
vanety of sources to ideniify, analyze, and report events that
occur of might ocour within the network in order to protect
information, information systems, and networks from threats.

FRAMEWORK

Security Program Management

Manages relevant security (e.g., information security)
implications within the organization, specific program,
or oéher area of responsibility, 1o include strategic,
personne!, infrastruciure, policy enforcement,
emergency planning, security awareness, and other
resources (e.g., CIS0O).

WORKFORCE

CYBERSECURITY

Incident Response
Responds to crisis or urgent situations within the pertinent
demain to mitigate immesdiate and potential threats.

\Uses miligation, preparedness, and response and
recovery approaches, as nesded, to maximize survival

of life, preservation of property, and information security.
Investigates and analyzes all relevant response activities.

Vulnerability Assessment and
Management
Conduct:

enterprise, of local policy; assesses the leve! of risk and
develops andlor recommends appropriate mitigation
in ional and i

Computer Network Defense
Infrastructure Support

Tests, implements, deploys, maintains, and administers the
infrastructure hardware and software that are required fo
effectively manage the computer network defense senice
provider network and resources. Monitors network to actively

situations.
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Browse the Framework
Using the Framework Spotlight on Providers About the NICE Initiative
More than a taxanomy for courses, the Frame- m
work can helg YOU manage your career path
make training decisions, and plan your training University of Maryland >
budget. Learn how! ———— University College WATCH VIDEO
Universigy of Ma yland Universil Y College was
one of the first providers to adopt the Framewaork.
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internal pilot, October 2011
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National Institute for Cybersecurity Studies

NICS

National Institute for Cybersecurity Studies Search thi sit.. e
Cybersecurity News Quick Links
NICS Press Releases CYBERSECURITY NEWS Cybersecurity News

Cybertheft and the U.S. Economy
Council on Foreign Relations | August 11, 2011

HSNW

oA e s

Former CIA Counter-Terror Chief: Al Qaeda will go-
i s cyber

THE HUFFINGTON POST i e T
Anonymous allegedly threatens to ‘kill’ Facebook
ComputerWorld | August 10, 2011 09:50 AM

China says it was targeted in 500,000 cyberattacks
The Huffington Post | August 9, 2011 07:49 AM

Anonymous hacker collective hits rural law

enforcement
Homeland Security News Wire | August 9, 2011 07:49 AM

More News RSS Feed

Upcoming Training Newest Job Postings
EEEE  SANS Baltimore 2011 Today ) ) )
9 Baltimore, MD Special Senior Advisor for Cyber Security (SL.
SANS com;,,e,cia/ Department Of Homeland Security — Washington DC
Sl Metro Area, DC
MEEW  Certified Information Systems Security Today
Learn basic terminology and find out how you 17  Professional (CISSP) Preparation Sr. Cyber Securi earcher - New
can become more cybersecurity aware. Live Online Idaho National Laboratory - Idaho Falls, ID
UMBC Training Centers Commercial Yesterday
ECEm  Grid SecCon 2011 Cyber Security Engineer

Cybersecurity Degree Programs B ) Now Orleans; 14 SRA International - Arlington, VA
[-. 5 @ Oo——a | SANS Commercial Yesterday

Proof of concept in the Exhibit Hall
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Component 4 Sessions (Part 1)

* NICE Cybersecurity Workforce Framework on Track 3
Public Release at the NICE Workshop!

— Tutorial: Yesterday

— Framework Introduction: Today, 10:45-11:40

— Leveraging National Standards: Today, 11:45-12:40
— Standards, Industry Perspective: Today, 1:45-2:40

« Digital Literacy on Track 1 with streaming video
— Digital Literacy Initiatives: Today, 2:45-3:40
— Changing Behavior in the Workplace: Today, 4:00-4:55
— Federal Awareness Training: Tomorrow, 11:00-11:55
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Component 4 Sessions (Part 2)

« Training Catalogue
— Framework Application: Yesterday, at tutorial

e Baselines and Assessments on Track 3

— Determining Current Cybersecurity Capabilities:
Today, 2:45-3:40

 National Initiative for
Cybersecurity Studies (NICS) on Track 3 of NICE
— Introduction: Tomorrow, 9:35-10:30

— In-Depth Discussion: Tomorrow, 11:00-12:00
— Mock-up of Portal with Usability Testing: Exhibit Booth
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