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Outline for Today

« The need for understanding the Cybersecurity Workforce
 Introduction to the Cybersecurity Workforce Framework
 The Framework’s intended purpose and use

« Case Study: DHS Pilot Implementation

* Next steps
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Understanding the Cybersecurity
Workforce
We need the answers to questions such as:
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Who is a cybersecurity professional?

Do we know in our Federal Government employee population, who works in
cybersecurity and what their capabilities are?

How many cybersecurity professionals receive annual performance awards
In comparison to professionals in other occupations?

What is the average starting salary of an System Architect within various
Federal Government organizations? How does this compare to private
industry?

What are the average promotion rates of different cybersecurity specialties
compared to one another and to other occupations?

What are the attrition rates?
Etc....
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Need for Standardization

« Today, there is very little consistency throughout
the Federal Government and the Nation in terms
of how cybersecurity work is defined, described,
and how the workforce is trained.

« Establishing and implementing standards for
cybersecurity workforce and training is a
foundational component for every workforce
plan.
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Component 4 Work Plan — Task Overview

B Task 1 — Population Review — Defining the Workforce — The Framework

Task 2 — Training Catalog — Identifying the Training Per Level

Task 3 — Workforce Baseline Study — Assess the Quality

Task 4 — Workforce & Training Analysis (Identification of gaps in capabilities and
available training) — Identification of Gaps

Task 5 — Professional Development Roadmaps — The Pipeline
Task 6 - Communication

NICE
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Federal Department and Agency Support

Over 20 Federal Departments and Agencies participated to develop the

framework, including:

Department of State

Department of Education
Department of Labor

Office of Management and Budget
Office of Personnel Management
Department of Defense

Department of Justice

Information Sciences & Technologies
Department of Homeland Security
(including NPPD, TSA, USSS, Coast
Guard, ICE, CBP, CIS, DHS OI&A).
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Central Intelligence Agency

Defense Intelligence Agency

Director of National Intelligence
Federal Bureau of Investigation
National Security Agency

National Science Foundation
Department of Defense /DC3x
National Counterintelligence Executive
Federal CIO Council
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Non-Profit & Government Organizations

In addition, NICE has worked very closely with non-profit and
governmental organizations to socialize the framework. Including, but

not limited to:

*FedCIO Council IT Work Force Committee
(ITWFC)

« Committee of National Systems Security
(CNSS)

* FedCIO Council Information Security and
Identity Management Committee (ISIMC)

» National Cybersecurity Alliance (NCSA)

» Federal Information Systems Security
Educators Association (FISSEA)

* Colloquium for Information Systems
Security Educators (CISSE)

* Colloguium for Advanced Cybersecurity
Education (CACE)

» Washington Cyber Roundtable

» CyberWatch

NICE
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*US Cyber Challenge

» National Association of State Chief
Information Officers (NASCIO)

» Multi-State Information Sharing and
Analysis Center (MS-ISAC)

*Information Systems Security Association
(ISSA)

» National Board of Information security
Examiners (NBISE)

» Cybersecurity Certification Collaborative
(C3)

« Institute for Information Infrastructure
Protection (I3P)

 Association for Computing machinery
(ACM)

» Institute of Electrical and Electronics

Engineers (IEEE) -I




Cybersecurity Workforce
Framework
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Framework Development Process

Conducting Internet searches and collecting
documents (reports, websites, briefings, etc.) from
across the government related to workforce constructs
such as:

Computer network defense (CND) service provider
organizations, Computer network operations (CNO),
Cyber investigation, Cybersecurity , Counterintelligence,
Counterintelligence in Cyberspace, IT infrastructure,
operations, development and information assurance.

Sample reviewed documents included: Some of the
reviewed documents were:

Office of Personnel Management’s occupational
standards (OPM, 2010), Job descriptions from the
Department of Labor’s O*NET database (2010), DoD
8570.01-M Information Assurance Workforce
Improvement Program (DoD, 2010), DoD Cybersecurity
Workforce Framework, DoD Counterintelligence in
Cyberspace Training and Professional Development
Plan, Federal Cybersecurity Workforce Transformation
Working Group Report on Cybersecurity Competencies

NICE
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3

Refine existing definitions of cybersecurity specialty
areas based on collected information

4
Conduct focus groups with subject matter experts

to identify and define specialty areas not noted in

previous documents

New specialty areas included Investigation,
Technology Demonstration, Information Systems
Security Management, etc.

Review existing task and KSA statements that define
the work within specialty areas.

Identify, collect, write new task and KSA statements
where appropriate.

Gather SME input on task and KSA statements.

9
Refine framework as necessary through workshops,

meetings, and stakeholder input. :
ongoing



Framework Categories

The Framework
organizes cybersecurity
Into seven high-level
categories, each
comprised of several
specialty areas.
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[/ Categories — Each Comprising Several Specialty Areas

Securely Specialty areas concerned with conceptualizing, designing, and
Provision building secure IT systems.

Specialty areas responsible for providing the support,
administration, and maintenance necessary to ensure effective and
efficient IT system performance and security.

Protect and Specialty area responsible for the identification, analysis and
Defend mitigation of threats to IT systems and networks.

: Specialty areas responsible for the investigation of cyber events or
Investigate , : oy
crimes which occur within IT Systems and networks.

Specialty area responsible for highly specialized and largely
Analyze classified review and evaluation of incoming cybersecurity
information.

NICE
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OPRPERATE AND MAINTAIN

Specialty areas responsible for providing the suppor, administration, and mainienance necessary to
ensure effective and efficient IT system pesformance and security.

Data Administration

Develops and administers databases andior data
management sysiems that alkvw $r the Sirage, querny,

and uilization of dats.

(Enample job fifle=: Corfient Sinqing Specinitsl Dedn drchiec Date
ianager Deds Waehouse Specisich Detntese Adminismdor, Dedatese
Developer; informedion Ok

Information System

Security Management

Oversees the information assurance program of an
informiatian sysiem inar sutside the netwon envirsnment;
may incude peocuremant duties (2., 1I550).

(Enzrmple jobs o= l.-fl..h"u;e-. H*E:r:-ﬂ-.:;..’rxi-t'u.'—._. Offcer,
e Systems Jecurty Officer (1350), informeafion Securdy
Progrm Manager]

Knowledge Management

Manages and administers processes and iooks that enable
e ceganization 1o dentify, document, and access intellieciual
capital and infarmation coment.

= Busine=s Anabet Busine sz nfeligence Mansger, Conlend
- Decumend Siowars Freeem of infbemedion ot O
e e '.2 reeger; information Jwner information Rescurces Manager]

Customer Service and
Technical Support

Addresses peoblems, installs, conhgures, troubleshoots,
and provides mamisnance and raming in response o
CusimEr requiements of inguiries (2.9, tered-level
GUSIDmEr support).

._u"':a.rr:-t-:q-: Compuler Suppost Specids; Cirdomer Suppord Help
Desi Repmsenintwe: Serace Dok Cpensdor Syslers Adminisistor;
Tecnica' Support Soecais]
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Metwork Services

Instalks, configures 1ests, operales, maintains, and
manages networks and Meir frewals, including
hardware (hubs, brdges, seitches, mutiplexsrs,
routers, calbies, Proky SETVErS, and protective
gistrinuior systems) and software Mat penmit the
sharing and Fansmission of all spectrum ransmissions
o infarmation 10 suppon the sacurity of Inarmation and
informatian 5ysiems.

[ Enample job ides- Cabiing Techinizian; Coverged Metwordk
._'u."lcc-' e twork -.n:"T' -"r-"'..n:r-'\-c ?.ﬁ'u =D signe«

System Administration

Imstals, comfigures, troublesheats, and maintains

server configurations (hasware and software) o “

ensure thelr confidentialty, imegrity, and availability. SO e What else
AisD Manages accounts, frewalls, and palches. 2
Responsible for acoess control passwords! @ocount dO l Qet7

u:re:lti:n and administratin:un

N
7

Systems Security Analysis
C:onducts the inlegrationtesting, cpertons, and
maintenance of systems securty.

fEmmhp:.‘ﬁE; mwmwm.-mm—

SHMTEW Faatrm wﬂ-’ﬂa

Mrlu.ﬁ'uh'&mn?.ﬂra}*s: Sevuriy Confrol Assessor




Category: Operate and Maintain

Specialty Area: Systems Security Analysis

Responsible for the integration/testing, operations and maintenance of systems security

Typical OPM Classification: 2210, Information Technology Management (Actual information provided by OPM)

Example Job Titles: Information Assurance Security  Information Systems Security

Information System Security

IA Operational Engineer

Job Tasks

1. Implement system security measures that provide confidentiality, integrity, availability, authentication, and non-repudiation.
2. Implement approaches to resolve vulnerabilities, mitigate risks and recommend security changes to system or system components as

needed.

3.  Perform security reviews and identify security gaps in security architecture resulting in recommendations for the inclusion into the risk

mitigation strategy.
4. Etc.....

Competency

KSA

Information Assurance: Knowledge of methods and
procedures to protect information systems and data
by ensuring their availability, authentication,
confidentiality and integrity.

Skill in determining how a security system should work.

Knowledge of security management

Knowledge of Information Assurance principles and tenets.

Risk Management: Knowledge of the principles,
methods, and tools used for risk assessment and
mitigation, including assessment of failures and their
consequences.

Knowledge of risk management processes, including steps and methods for
assessing risk.

Knowledge of network access and authorization (e.g. PKI)

Skill in, assessing the robustness of security systems and designs.

System Life Cycle: Knowledge of systems life cycle
management concepts used to plan, develop,
implement, operate and maintain information
systems.

Knowledge of system lifecycle management principals.

Knowledge of how system components are installed, integrated and optimized.

Skill in designing the integration of hardware and software solutions.

NICE
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Framework Relative Specificity

Very Very
Broad Specific

>

Cybersecurity  Specialty Task  Competency ~ KSA
Category Area
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Framework Taxonomy

Relationship

Cybersecurity A generalized grouping of specialty
Category areas
Specialty Area Defines specific areas of specialty
(SA) within the cybersecurity domain
Defines high-level activities that
Task : :
codify a specialty area
A measurable pattern of
knowledge, skills, abilities, or other
Competency characteristics that individuals
need to succeed and that can be
shown to differentiate performance.
KSA Defines a specific knowledge, skill,

ability.

NICE
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Can have one or more unique specialty areas
associated with a category

*Belongs to one and only one cybersecurity
category

*Can have any number of unique tasks and
KSAs associated with it

*Belongs to one and only one cybersecurity
specialty area

*Tasks are not linked individually to
competencies/KSAs

*One or more KSAs are assigned to each
competency

*The same competency is likely to be needed
across multiple specialty areas

*Assigned to one or more specialty areas
*Each KSA has exactly one competency

associated with it




Intended Use of the
Framework...what you have
and what iIs still needed
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Framework Provided Basis for all Human Capital Actions

« Workforce Baseline Studies — Understand Capabilities
(strengths and gaps)

* Position Descriptions

« Hiring Actions (vacancy notices, interviews,
assessments, etc.)

« Qrganizing Training Inventories/Catalogs
 ldentify Training Gaps and Needs

e Curriculum and Certification Program Development
* Professional Development Roadmaps

* Professional Standards

« Succession Management
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How Do | Use the Framework to Describe My
Job

 While the Framework is organized in a very structured way to
ensure it would be comprehensive, it is intended to be used in
a very flexible way.

— Consider the content of the Framework as the universal library of
things that describe the work and work requirements of cybersecurity

— Combine the content in any way needed to describe specific jobs or
groups of jobs within your organization

— Recommend beginning by picking the KSAs or tasks that describe what
you are after and then get the associated competencies

— Use the library to do the work across the human capital lifecycle
(position descriptions, capture capabilities, catalog training, etc.)

— Do NOT create new competencies or other library items in isolation!
If you feel some concept or a specific KSA is missing...let us know

through the NICE portal
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Human Capital Data Beyond
Competencies and KSAs

To have a comprehensive understanding of the
cybersecurity workforce, additional human capital
data, beyond the competencies and KSAs data, Is
needed.

Establishing a complete set of human capital data
standards, including personnel transaction type
data, is essential to comprehensively
understanding the cybersecurity workforce.
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Case Study:
DHS Pilot Implementation
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DHS Cyber Workforce Initiative

The Secretary of the Department of
Homeland Security has identified the
acquiring, growing, and sustaining of a
cyber workforce as one of the
Department’s priorities

» The cyber security mission of DHS will require a
federal workforce that possesses the necessary skills
to lead cybersecurity missions and solutions, while
ensuring the future security of the national critical
infrastructure

» In response, the Office of the Chief Human Capital
Officer (OCHCO) and the National Protection and
Programs Directorate (NPPD) has established a cross-
component team responsible for the development of
this initiative

NICE
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Secretar)

US. Department of Homeland Security
Washington, DC 20528

% Homeland
"% Security

December 21, 2010

MEMORANDUM FOR: Component Heads
FROM: Secretary Napolitano q\/

SUBJECT: The U.S. Department of Homeland Security Workforce Strategy
for FY 2011-2016

I am pleased to share the U.S. Department of Homeland Security (DHS) Workforce Strategy for
FY 2011-2016, developed collaboratively to enrich and strengthen the entire DHS community.

Much progress is being made across the Department with regard to the recruitment, hiring, and
development of a top-notch workforce, yet there is much work still to be done.

The DHS Workforce Strategy appropriately takes a broad and long-term view. Nonetheless, |
expect to see immediate impacts in a variety of arcas within the first 90 days. six months, and
year of implementation, including:

Developing 1 DHS-wide leader development framework. An integrated, Department-wide
framework for leader development will provide a cadre of leaders able to maximize the
Department’s performance and strengthen a culture of joint operations and planning. A seamless
continuum of leader development that cuts across levels will enhance employee engagement,
development, and retention, and hence the Department’s mission effectiveness. | have asked
Deputy Secretary Lute to work closely with Chief Human Capital Officer Jeffrey Neal to ensure
this framework is developed and implemented expeditiously. With cross-Department planning
underway, I will look for a strategic framework to he in place by January 31, 2010, with specific
training to be completed by September 30, 2011,

Implementing a Balanced Workforce Strategy. Ensuring a balanced workforce where
governmental functions are performed by federal employees while appropriate functions are
undertaken by contractors will ensure full governmental control of mission. enhance institutional
knowledge. and potentially generate cost efficiencies. The use of a consistent Balanced
Workforce Strategy across DHS will result in an appropriate balance of federal employees and

contractors and aid in the identification of crucial workforce skills needs. [ expect the Balanced
Workforce Executive Steering Group to have completed initial balanced workforce plans based
on results of the Balanced Workforce Strategy by January 31, 2010, and then to add balanced
workforce plans each quarter of FY' 2011, after examining work that has been prioritized for
review.

ng a cybersecurity workforce recruitment and development strategy. The
asingly sophisticated and pervasive nature of cyber threats to our national security dej

www.dhs.gov
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“Eating a Pack of Elephants”

With all the organizational considerations in building and
sustaining a Cyber Workforce for DHS, where should we start?

e Strategic Plan — 4 Major Goals

Identify parameters for building an effective, mission-focused
cybersecurity workforce;

Recruit highly qualified cybersecurity workforce professionals and
leaders;

Grow individual and organizational capabilities to promote a highly-
qualified workforce; and

Sustain an engaged cybersecurity workforce and leadership cadre by
sharing institutional knowledge and promoting a unified DHS culture

* Implementation

NATIONAL INITIATIVE FOR CYBER:
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Implementation: First Steps

To start, Cyber Workforce Development is focused on defining Capability
needs, which is accomplished by building competency models

*  Why Cyber Competency Models?

» Objective: Competencies define the skills/capabilities critical for successful job performance
across Cyber roles, and the behaviors that exemplify the progressive levels of proficiency
associated with these competencies

» Impact: Provides a solid foundation upon which targeted recruitment, selection, and
employee development (learning and training) initiatives can be built to increase Cyber
Workforce capabilities

|
Customer Service and Technical Support: Addresses probl installs, figures, troubleshoots,and provides maintenance and
training in response to customer requirements or inquiries (e.g., tiered-level customersupport).

What makes a Competency Model?

Behavioral Indicator (BI)

> CO m p ete n C i es I Basic (BI) Intermediate (BI) Advanced (BI)

> Prguigles guidance on configuring change » Conducts brown bag sessions (term used for
ref y creating trainingand written internal training), training users on how to use
o eg¥s (e.g., manuals) in a clear format for various tools and products (how to run queries,
ow to complete change requests generate reports)

» Provides approval/disapp on role-based
access/content/active channel requests by
reviewing whether requests comply with
organizational standards and procedures

> Delegates change actions to the systems

> Configures change requests with guidance by
reviewing request, determining whether request is
valid/reasonable, communicating with user —if.
necessary, and by making the appropriat 3|
in the system

Competency ’ Definition

Penetration Testing Designs, simulates, and executes attacks on networks and systems. Leverages existing and emerging methods to
attack systems and exploit vulnerabilities. Documents penetration testing methodology, findings, and resulting

business impact.
NATIONAL INITIATIVE FOR €YBERSECURITY EDUCATION

> Behavioral Indicators
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Implementation: Challenges

* How do we minimize the time impact on the managers,
supervisors and SMEs?

* How do we ensure consistency in terminology across all
agencies and components?

 Who are the DHS Cybersecurity professionals?
* What competency work has been accomplished?

* With so many Occupational Series involved with
Cybersecurity, how should the models be built?
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A NICE Solution

Although we still have some outstanding challenges, the NICE
Framework presented an exceptional solution for time and
consistency. Using the framework as a foundation, DHS can

* Compile initial technical competency models in a compressed
timeframe

* Maintain consistency in terminology across all agencies and
components, as well as alignment with NICE and OPM

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION




Rollout Experience: The story we had to tell

People need/want to know where the Framework came from and why it was developed

The Comprehensive National Cybersecurity Initiative — Initiative #8 — requires building a national
Cyber Workforce and serves as the foundation for the National Initiative Cybersecurity Education

(N I C E) National Initiative for Cybersecurity Education (NICE)
Relationship to President’s Education Agenda

18 April 2000
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Rollout Experience: The story we had to tell

Helpful to highlight the comprehensive nature of NICE Framework

Made up of multiple components, NICE Component 4 focuses on the standards and development
of the Federal Cyber Workforce

i o e Component 4: Cybersecurity Workforce

e S s Gy B 01 s s Training and Professional Development

sralution of O Watieeal Cy ity Imdtiative (CCT) B, as it scope bas
wcamily besz expandsd from 2 Fedaral facus w2 lerger Mesional foeus. The Hasionsl
Tnstitury of Stendards and Tackmelagy (WIST) hes assumed the svarall casrdiatiom rals
for the effort a=d & comedy weolifying meources 1o be appbisd o this I=Sative,
mviganzg all ralated previcwss acthibes, and dewlopi=g 2 stwiegic SRmeweck 2nd o
ractical plan of eperaiies to support that framework. This expe=ion and e zew cvarall
coardinzsion role by KIET ars m response to e President’s priontes 25 axpresssd =
Chapaar 11, Suilding Capacity for a Digital Natiow, of the President’s Cyberspace Polley
Review, 2=d result fom decizions mads by the Madonal Sepumity Saffs (MES)
Cybamecurity Dirsctorase and @ Office of the Director of MNational Imtelligence’s
{ODNKT) Joine Intaragee=cy Cyviar Task Farce (JIACTE).

Functional Area 1: General IT Use

Functional Area 2: IT Infrastructure,
Operations, Maintenance, and Information
Assurance

NIST will smrurs the coordinesion, cosparesion, Scus, public snEagemsst, tecknclogy
Fansfr, exd m:mnMwoi‘T[’E iz ordar oo ackisms uio'bjncn vag. MICE will sseablisa
an v i g oy w sducagion program
for mmltipls sngmn:'.l ot'r'u nzsion om comaect application of somnd cyber practic
Success for this affort will ses the snhamzemset of the overall secmmty postims o
Unized Stazes

Functional Area 3: Domestic Law
Sy Enforcement and Counterintelligence

Tomuan.[CEob]a-cn vas, eforts haie besn stuctured i=to the follewizg
Traclk 1: Natiemal Cybersecuriey Awsrensss (Lesd:
cr:npug:-: bopcumm n"hauncnnn' 2nd serpamsible use o

camwss pursmit & nro]d.r:r_dcms
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What are Competency Models? — Nuts and Bolts

CYBER ROLE

provides technical analysis and automated scans to assess their completeness and identify sy: ‘em vul~ _rabilities and weaknesses.

Cybersecurity Tester: The Cybersecurity Tester provides compliance-based security testing leveraging automated tools. The Cybersecurity Tester
assists in the preparation, development, modification, and management of security products in supper- ~f the C&A process. The Cybersecurity Tester

CYBER SKILLS BEHAVIORAL INDICATORS ‘\_ PERFORMANCE STANDARDS

analyses for total systems

» Analyzes all levels of total system
products to include: acquisition,
concept, design, test, installation,
operation, maintenance, and disposal

» Translate operational requirements
into technical requirements

» Organizes and analyzes stated
requirements into categories
throughout the system lifecycle such

T2 O 0

» Penetration Testing

=

» Certification &
Accreditation

o < -n

» Secure Network
Design

operational, security, etc.

» Proficient at using a requirements
management tool (e.g.. DOORS)
» Identifies and documents security

requirements

as functionality, usability, performance,

Ririty requirements into secure design technical

ntation to determine security impact and

ndations for gap mitigation.
Broficiencyatevel2
» Leads the definition and flow-down
functional, performance, and design

» Systems

Requirements

Analysis :L

. d
» Testing |
¥ - depth/breadth of secu
> Vulnerability § Performs gap analyses 8
3 Rroficiencyilteve
Assessment \F , | * Performs technical planning, vster
'Y & integration, verification and va  .aon,

» Threat Assessment and supportability and effectiveness requirements

» Performs functional analysis, timeline
analysis, requirements allocation, and
interface definition studies to translate
customer requirements into hardware
and software specifications

» Distinguishes testable requirements

» Conducts gap analyses between
requirements and proposed
architecture to identify security
performance and other weaknesses in
the system

» Verifies security requirements through
collaboration with DAA/IA/Engineering
& Systems Administration

» Conducts vulnerability & risk
assessment analyses

Proficiency/Level 2]

» Advises on new techniques and
estimated costs associated with new
or revised programs and utilities,
taking into consideration personnel,
time, and hardware requirements

» Interprets mission objective and
applies knowledge to requirements
and implementations

» Advices customer of gaps in security
policy and guidance; provides
recommendations

» Monitors industry developments and
evolving instruction/policy/guidance on
IT security concerns

» Oversees large-scale requirements
development and management efforts
to include the definition of new
requirements and the implementation
of changes to existing requirements.

CYBER SKILL & PERFORMANCE
PROFICIENCY LEVEL
STANDARDS FEL
Systems
Requirements 2 3 3
Analysis
Testing 2 3 3
Vulnerability 1 2 3
Assessment
Threat Assessment 2 2 2
Penetration Testing 1 2 2
Certification &
Accreditation L 2 2
Secure Network 1 1 2

Design
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Applying the NICE Framework

DHS SPECIFIC CYBER ROLE

Cybersecurity Tester: The Cybersecurity Tester provides compliance-based security testing leveraging automated tools. The Cybersecurity Tester
assists in the preparation, development, modification, and management of security products in support of the C&A process. The Cybersecurity Tester
provides technical analysis and automated scans to assess their completeness and identify system vulnerabilities and weaknesses.

SPECIALTY AREAS BEHAVIORAL INDICATORS PERFORMANCE STANDARDS

» Systems
Requirements
Planning

» Test and Evaluation

» Investigation

» Computer Network
Selected by

Component SMEs
from NICE
Framework

Specialty Areas

Ll

== 0O

TV O O o0

=

o < -n
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» Performs technical planning, system
integration, verification and validation,
and supportability and effectiveness
analyses for total systems

» Analyzes all levels of total system
products to include: acquisition,
concept, design, test, installation,
operation, maintenance, and disposal

» Translate operational requirements
into technical requirements

» Organizes and analyzes stated

requirements into categories

throughout the system lifecycle such

as functionality, usability, performance,

operational, security, etc.

» Proficient at using a requirements
management tool (e.g.. DOORS)
» Identifies and documents security

requirements

Built by SMEs with alignment to respective
NICE Framework KSAs

» Leads the deflnmon and flow-down
functional, performance, and design
requirements

» Performs functional analysis, timeline
analysis, requirements allocation, and
interface definition studies to translate
customer requirements into hardware
and software specifications

» Distinguishes testable requirements

» Conducts gap analyses between
requirements and proposed
architecture to identify security
performance and other weaknesses in
the system

» Verifies security requirements through
collaboration with DAA/IA/Engineering
& Systems Administration

» Conducts vulnerability & risk

assessment analyses

» Advises on new techniques and
estimated costs associated with new
or revised programs and utilities,
taking into consideration personnel,
time, and hardware requirements

» Interprets mission objective and
applies knowledge to requirements
and implementations

» Advices customer of gaps in security
policy and guidance; provides
recommendations

» Monitors industry developments and
evolving instruction/policy/guidance on
IT security concerns

» Oversees large-scale requirements

development and management efforts

to include the definition of new
requirements and the implementation
of changes to existing requirements.

CYBER SKILL & PERFORMANCE
PROFICIENCY LEVEL
STANDARDS FEL
Systems
Requirements 2 3 3
Planning
Test and Evaluation 2 3 3
Investigation 1 2 3
Computer Network 2 2 2

Defense
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Impact of DHS use of NICE Framework

Accelerated role specific model development cycle time

Establishing consistency in terminology across all DHS
agencies and components

* Alignment with NICE efforts and future NICE related
programs

 Real time feedback from field on framework back to NICE
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Call to Action

» Adopt the Cybersecurity Workforce Framework!

— If you have existing competency data for cybersecurity within your
organization, first map to the framework and then adopt the new
labels and definitions

» Help advance the Framework!

— Provide your input for what we missed, either current or future-
oriented

« Spread the Word

— Promote awareness and adoption across the federal government
and the Nation
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