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1.1 Document Structure

Volume 1: VVSG Introduction

Chapter 1: Overview

1.1

1.2

This version of the VVSG is a complete rewrite of VVSG 2005, with new material
and considerable updates. The requirements are more precise, directly testable,
and clearer to voting system vendors and test laboratories. The language
throughout is written to be more readable and usable to all audiences.

This next version of this volume overview will be considerably fleshed out to include
summaries of how the VVSG is to be read, the requirements structure, and new
material.

Document Structure

Following Volume I, the Voluntary Voting System Guidelines includes:

¢ Aterminology standard (Volume Il) defining terms used in the
foregoing;

¢ A product standard (Volume l1ll) defining requirements that apply to
voting systems that vendors produce;

+ Standards on data to be provided (Volume IV) defining requirements
that apply to documentation, reports, and other information that
vendors and test labs deliver; and

¢ Atesting standard (Volume V) defining test methods and protocols
that test labs implement.

Scope and Applicability

Volume I, Guidelines Overview introduces this document from both a historical and
a legislative framework. All members of the election community should obtain
useful background information here for the requirements that follow in the
succeeding four volumes. Volume 1 also outlines the structural changes from
VVSG 2005 with the rationale that these recommended standards will be applicable
to the next generation of voting systems.

Volume Il, the Terminology Standard, covers Terminology for standardization
purposes that must be sufficiently precise and formal to avoid ambiguity in the
interpretation and testing of the standard. Terms are defined to mean exactly what
is intended in the requirements of the standard, no more and no less. Volume Il
has a narrower scope than that of VVSG 2005 in that terms not specifically relevant
to the VVSG requirements have been removed, and most of those that remain have
been redefined to better serve the purpose of clarifying the VVSG.
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1.3 Audience

1.3

Volume lll, Product Standard, provides guidelines for vendors to produce voting
systems that are secure, accurate, reliable, usable, accessible, and fit for their
intended use. Volume lll sets a precedent where requirements in VVSG 2005 that
were ambiguous have been clarified. In those cases where no precise replacement
could be determined and no testing value could be ascribed, requirements have
been deleted.

Volume IV, Standards on data to be provided, is a new section containing
documentation requirements separate from functional and performance
requirements applying to the voting equipment itself. It contains requirements
applying to the Technical Data Package, the Voting Equipment User
Documentation, the Test Plan, the Test Report, the Public Information Package,
and the data for voting software repositories.

Volume V, Testing Standard, contains requirements that apply to the national
certification testing to be conducted by non governmental certified testing
laboratories. It has been reorganized to focus on test methods and avoid repetition
of requirements from the product standard. The hardware testing vs. software
testing distinction is no longer a guiding principle in the organization of the
Guidelines. Although different testing specialties are likely to be subcontracted to
different laboratories, the prime contractor must report to the certifying authority on
the conformity of the system as a whole.

Audience

The VVSG is intended primarily as a critical reference document for:

¢ Designers and manufacturers of voting systems;

¢ Test labs performing the analysis and testing of voting systems in
support of the national certification process;

+ Software repositories designated by the national certication authority
or by a state; and

+ Testlabs and consultants performing the state certification of voting
systems.

In addition, the goal of VVSG Volume I is to provide all members of the election
community including the public, elected officials, and representatives of advocacy
groups with a useful and usable introductory guide to the VVSG.
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2.1 Governing Legislation

Chapter 2: VVSG Background

2.1

2.2

Governing Legislation

The Help America Vote Act of 2002 (HAVA) established the Technical Guidelines
Development Committee (TGDC) to assist the Election Assistance Commission
(EAC) with the development of voluntary voting system guidelines. HAVA directed
the National Institute of Standards and Technology (NIST) to chair the TGDC and to
provide technical support to the TGDC in the development of these guidelines. The
TGDC's initial set of recommendations for these guidelines were presented to the
Election Assistance Commission in May 2005, in accordance with HAVA's nine-
month deadline. After a public review process, the EAC formally adopted voluntary
voting system guidelines in December 2005.

History of Federal Voting System Standards
and Guidelines

In 1975, the National Bureau of Standards (now the National Institute of Standards
and Technology) and the Office of the Federal Elections (the Office of Election
Administration’s predecessor at the General Accounting Office) produced a joint
report, Effective Use of Computing Technology in Vote Tallying. This report
concluded that a basic cause of computer-related election problems was the lack of
appropriate technical skills at the state and local level to develop or implement
sophisticated Standards against which voting system hardware and software could
be tested. A subsequent Congressionally-authorized study produced by the FEC
and the National Bureau of Standards detailed the need for a federal agency to
develop national performance Standards that could be used as a tool by state and
local election officials in the testing, certification, and procurement of computer-
based voting systems.

In 1984, Congress appropriated funds for the FEC to develop voluntary national
Standards for computer-based voting systems. The FEC formally approved the
Performance and Test Standards for Punchcard, Marksense and Direct Recording
Electronic Voting Systems in January 1990.

The national testing effort was developed and overseen by the National Association
of State Election Director’s Voting Systems Board, which is composed of election
officials and independent technical advisors. NASED's testing program was
initiated in 1994 and more than 30 voting systems or components of voting systems
have gone through the NASED testing and qualification process. In addition, many
systems have subsequently been certified at the state level using the Standards in
conjunction with functional and technical requirements developed by state and local
policymakers to address the specific needs of their jurisdictions.
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2.2 History of Federal Voting System Standards and Guidelines

As the qualification process matured and qualified systems were used in the field,
the Voting Systems Board, in consultation with the testing labs, identified certain
testing issues that needed to be resolved. Moreover, rapid advancements in
information and personal computer technologies introduced new voting system
development and implementation scenarios not contemplated by the 1990
Standards.

In 1997, NASED briefed the FEC on the necessity for continued Commission
involvement, citing the importance of keeping the Standards current in its reflection
of modern and emerging technologies employed by voting system vendors.
Following a Requirements Analysis released in 1999, the Commission authorized
the Office of Election Administration to revise the Standards to reflect contemporary
needs of the elections community. This resulted in the 2002 Voting System
Standards.

In 2002, Congress passed the Help America Vote Act, which created a new
process for improving voluntary voting system guidelines. A new federal entity was
created, the Election Assistance Commission, to oversee the process. The EAC
established the Technical Guidelines Development Committee in accordance with
the requirements of section 221 of HAVA pursuant to the Federal Advisory
Committee Act, 5 U.S.C. App. 2. The objectives and duties were to act in the public
interest to assist the EAC in the development of the voluntary voting system
guidelines. The membership, as defined by HAVA, includes:

¢ The Director of the National Institute of Standards and Technology
(NIST) who shall serve as its chair,

¢ Members of the Standards Board,
¢ Members of the Board of Advisors,

¢ Members of the Architectural and Transportation Barrier, and
Compliance Board (Access Board),

¢ Arepresentative of the American National Standards Institute,
¢ Arepresentative of the IEEE,

¢ Two representatives of the NASED selected by such Association who
are not members of the Standards Board or Board of Advisors, and
who are not of the same political party, and

+ Other individuals with technical and scientific expertise relating to
voting systems and voting equipment.

The TGDC first met in July 2004 and delivered its initial set of recommendations to
the EAC in April 2005. Operating as a Federal Advisory Committee, the TGDC
formed three working subcommittees: Security and Transparency (STS), Human
Factors and Privacy (HFP), and Core Requirements and Testing (CRT). The three
subcommittees in collaboration with NIST recommended requirements for adoption
by the full Committee at public plenary sessions. The TGDC's initial set of
recommendations augments the VSS 2002 by including security measures for
auditability, wireless communications and software distribution and set up, and
improvements for the accessibility guidelines and usability design guidelines for
voting systems. The TGDC also recommended that the VSS 2002 should be
replaced with a far-reaching guideline that would address in-depth security,
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2.3 Relationship of HAVA and the VVSG

2.3

performance-based guidelines for usability testing and an overhaul of the standards
and test methods to meet today’s more rigorous needs for electronic voting
systems. This document, applied to the next generation of voting equipment,
addresses those needs and is meant to as technical guidance to the EAC for
adoption of the next iteration of the VVSG.

Relationship of HAVA and the VVSG

Although both HAVA and the VVSG contain "requirements", the scope and
application are quite different in the two cases.

The Help America Vote Act (HAVA) is a Federal law that, among other things,
provides to the states financial aid for the purchase of new voting equipment. In
section 301 it also sets forth broad functional standards for voting systems as used
in Federal elections. That is, it governs the systems as actually deployed in polling
places throughout the country. Violation of these standards may result in adverse
action by the Department of Justice against a State or other voting jurisdiction. The
standards encompass procedures as well as equipment, e.g. the requirement that
each state adopt a uniform definition of a "vote".

The Voluntary Voting System Guidelines (VVSG) is a set of highly detailed technical
requirements in support of the broad goals of HAVA. These requirements apply
only to voting equipment, not to procedures in the polling place. If a type of voting
system (i.e. a particular make and model) meets all of the VVSG requirements (as
determined by conformance testing conducted by an accredited laboratory), then
that type is eligible to be certified as being compliant with the VVSG. Thus the
VVSG is addressed to vendors of voting equipment, not to states. Finally, although
many states will purchase only equipment that has been certified, the guidelines are
voluntary in that states are free to purchase and use non-certified systems, as long
as they comply with the HAVA standards.

CHARACTERISTIC HAVA VVSG
Status Federal Law Federal Guidelines
Scope \P/:)(:i:eg dii/iems and Voting Equipment
Primary Audience States Equipment Vendors
Enforcement Dept of Justice EAC
Phase of Life-cycle Procurement/Deployment | Conformance Testing
Level of Specification Broad/Functional Detailed/Technical
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2.4 Approval and Adoption Procedures

2.4

Approval and Adoption Procedures

In compliance with the Federal Advisory Committee Act, the three working
subcommittees of the TGDC oversaw the development of the recommended
voluntary requirements in this document through public teleconference meetings
with NIST staff held between September 2005 and July 2007. In addition, during
the same time period the full TGDC reviewed and approved this document at public
plenary sessions convened at NIST.

These recommendations for the next iteration of the VVSG will be delivered to the
EAC in July 2007 for a formal public commenting process to be noticed in the
Federal Register. In addition, the EAC’s Standards Board and Board of Advisors will
review the document and report back to the EAC. Once the EAC has considered
the input from the Standards Board, Board of Advisors and the public, the
Commission will vote to adopt the next iteration of the VVSG. The EAC will also
determine and publish the effective date for implementation of these guidelines.
Before the implementation date for the next VVSG, local and state election officials;
voting system manufacturers; and certified testing laboratories should refer to the
2005 VVSG for official guidance on current voting systems.
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3.1 Volume 2 Changes

Chapter 3: New Material & Significant

3.1

Changes from VVSG 2005

The VVSG have been reorganized to bring them in line with applicable standards
practices of ISO, W3C and other standards-creating organizations. This includes
expanding the conformance clause that was added in VVSG 2005 [6], identifying
testable requirements, and defining classes, which allow requirements to vary as
needed to accommodate variations in voting equipment.

Preferably, requirements should specify what (the desired performance), not how (a
design to accomplish that). For example, a requirement that reads "single-bit errors
shall be detected" is preferable to one that reads "products shall use memories with
parity bits." Classes are created to resolve the conflict that occurs when the what
depends on the how. For example, the unstated assumption that the voting
equipment would have an electronic memory at all requires placing the preceding
example in a subclass for electronic voting equipment.

Design-constraining requirements are controversial because vendors would like the
freedom to provide the desired qualities / performance in different ways. However,
in cases where vendors are unable to determine for themselves whether or not a
given design is conforming, they may welcome design constraints as a way to avoid
repeated failures and costly retesting of their products. Moreover, in cases where
the desired quality is difficult to define abstractly, an enumeration of conforming
cases may be the only practical alternative, particularly if there is only one design
approach that is ever actually usable in practice. Some pragmatism is required.

A vendor who is submitting a system for testing must make an implementation
statement that identifies exactly which classes the system is asserted to support.
Conformity assessment activities are catalogued according to which requirements
they exercise. The set of conformity assessment activities appropriate to that
system may then be determined automatically. Upon passing those tests and
reviews, the system may be certified for only the claimed classes. There is no
provision for certification of voting systems that do not conform to the requirements.

Identified requirements and a classification mechanism in the VVSG facilitate
traceability from state standards to the VSS. States may define their own profiles
over the VVSG, adding requirements they deem necessary without excessive
repetition and revision of VVSG text.

Volume 2 Changes

The scope of concern for this terminology standard has been narrowed from that of
the Glossary of [6]. Terms that were not needed to disambiguate VVSG
requirements have been removed, and most of those that remain have been
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3.2 Volume 3 Changes

3.2

3.2.1

3.2.2

3.2.3

redefined to better serve the purpose of clarifying the VVSG. Please see the
discussion in Volume Il Section 1.2 about the intended use of these definitions.

Volume 3 Changes

Supplemental Guidance

Throughout the Product Standard are informative subsections titled "Procedures
required for correct system functioning." The requirements in these subsections
provide context for what the functional requirements specify or, more often, for what
they omit. These requirements do not pertain to the voting system and are not
tested by an accredited test lab.

Conformance clause

The conformance clause has been expanded to define classes of voting systems
and devices. Classes are an evolution of the notion of voting system "categories”
that appeared in previous Guidelines. Those categories were paper-based, DRE,
precinct count and central count.

The categories were too coarse-grained for the purpose of scoping requirements.

In many cases it was unclear whether a given requirement applied holistically to the
entire voting system, individually to every device in the voting system, or individually
to every instance of a particular type of device. Consequently, it was unclear how to
apply requirements to today's voting systems, which may blend DRE equipment
with optical scan equipment and otherwise fail to meet the assumptions that were
inherent in the old Guidelines.

Classes make it possible to scope requirements more precisely so that systems
blending different technologies can be tested and certified.

Core requirements

The core requirements for voting systems to define elections and to collect, count,
and report votes have been expanded to specify what functionality must be
provided in order to claim support for the many jurisdiction-specific voting variations
such as cumulative voting, straight party voting, etc. In previous versions of the
Guidelines, vendors were required to identify which variations were supported and
to document how those variations were supported, but the Guidelines lacked any
functional requirements on the variations. The new requirements define a baseline
of functionality for each of the voting variations.

The requirements have been broadened to cover Electronically-assisted Ballot
Markers (EBMs) and Electronic Ballot Printers (EBPs). These devices' combination
of a DRE-like interface with a paper-based method of recording votes was
something that previous Guidelines did not handle.
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3.2 Volume 3 Changes

The metric for reliability has been changed from Mean Time Between Failure to a
failure rate based on volume that varies by device class and severity of failure. The
metric for accuracy has been changed from ballot position error rate to report total
error rate, and separate requirements referring to specific, low-level operations
have been replaced with a single, general, end-to-end accuracy requirement. The
metrics for multiple feed and rejection of ballots that meet all vendor specifications
have been merged into a single "misfeed" metric. In each case, revised
benchmarks have been derived from input from the Technical Guidelines
Development Committee and election officials.

Significant changes have been made to the accuracy requirements for optical
scanners. Previous Guidelines required optical scanners to conform to a low error
rate requirement when reading marks that were made to vendor specifications.
This requirement has been retained, but is now supplemented by a requirement to
read a standard mark made with a #2 pencil with the same level of accuracy. A
related requirement to ignore "extraneous perforations, smudges and folds," which
under some interpretations is unattainable with existing technology, has been
adjusted to recognize that there is no mechanical way of determining whether a
given mark that appears within a voting target is extraneous or not. This ties into
the well-known problem of voter intent. Marks appearing outside of voting targets,
on the other hand, are always extraneous—at least as far as standard behavior is
concerned. Systems that support detection of circled voting targets and other
marks that jurisdictions may consider to be valid votes must also support a
baseline, standard mode of operation in which such marks are ignored.

Requirements and discussion on the handling of marginal marks have been added.
See Volume Il Section 1.4.4.

Requirements on the content of vote data reports, which appeared in several places
and in different ways in previous Guidelines, have been unified, harmonized, and
clarified. Required contexts for reporting have been specified, and the concepts
cast ballot, read ballot and counted ballot have been clearly distinguished. The
quantities to be included in vote data reports have been formally defined using a
logic model.

Other changes include

¢ Made compatible with early voting.

¢ Clarified that the redundant records stored by DREs are for
recoverability purposes, and not to be confused with independently
auditable records as specified in Dangling ref:
PleaseAddReference_STS Auditability.

+ Clarified and generalized the prohibition on counter overflow.

+ Specified that voting systems should flag any discrepancies in vote
data reports that are detectable by the system.

¢ Added "should" requirements for reporting the count of blank ballots
and for combined precinct reporting.

¢ Separated election administration concerns from product
requirements.
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3.2 Volume 3 Changes

3.2.4

+ Replaced the term ballot format, which was inherited from [1], with
the term used in modern practice, ballot style.

Marginal marks

A marginal mark is a mark within a voting target that does not conform to vendor
specifications for a reliably detectable vote. The word "marginal” refers to the limit
of what is detectable by an optical scanner, not the margin of the page. Marks that
are outside of voting targets are called extraneous marks.

A marginal mark is neither clearly countable as a vote nor clearly countable as a
non-vote. Itis an ambiguous vote, analogous to dimpled chad on a punchcard.

The voter should always be instructed to make an ideal mark, which in a typical
optical scan system means completely filling the oval with a #2 pencil. To allow for
variations in the marks that diligent voters actually make when trying to follow this
instruction, the accidental use of non-approved marking utensils, et cetera, optical
scanners are configured to accept a relatively wide range of marks as votes
(Requirement 111.6.8.5-D). Marginal marks are below this range. They happen
when voters do not follow instructions or the instructions are inadequate.

Although the criteria are not necessarily simple, vendors are required to specify
what constitutes a reliably detectable mark versus a marginal mark (Requirement
IV.3.1.2-A.2). If this cannot be accomplished, then the voting system is counting
votes using a mystery algorithm. Such a system is not certifiable.

A ballot that was marked with an EBM should never contain marginal marks. If it
does, an equipment malfunction has occurred, and it should be handled as such
(Requirement 111.6.8.3-C).

In the case of precinct counting of manually-marked paper ballots, the precinct
count scanner should be configured to reject ballots containing marginal marks
(Dangling ref: PleaseAddReference_HFP Precinct paper tabulator, capability to
reject marginal marks). For example, a hypothetical optical scanner that detected
marks based only on overall darkness could be configured so that a mark that was
more than (30 £ 2) % dark would count as a vote, a mark that was less than (10 £
2) % dark would count as a non-vote, and anything in between would be rejected as
marginal. (These numbers are just examples to clarify the general intent, and are
not necessarily fit for use in an any given election.)

The uncertainty at both ends of the marginal zone is of no consequence. A mark
that was exactly 30 % dark would either be accepted as a vote or rejected as
marginal and returned to the voter for clarification. Either way, it would not be
mistaken for a non-vote. Similarly, a mark that was exactly 10 % dark would either
be accepted as a non-vote or rejected as marginal and returned to the voter for
clarification. Either way, it would not be mistaken for a vote. (Detectable marks in
the lower range are typically hesitation marks, accidental smudges, or damage to
the paper.)

In the central count case, rejection of marginal marks is only helpful if someone is
going to examine each affected ballot and judge the intent of the voter. If this is not

VOL1-CH3 | Page 10

€HD | T10A

5002 DSAA Woly sabueyd JuedyIubIS g [e1IS1R | MON



3.2 Volume 3 Changes

3.2.5

3.2.5.1

going to occur, then it is preferable to disable the detection of marginal marks so
that every mark is counted either as a vote or as a non-vote. Unfortunately, it is not
technically possible to do this without creating the potential for irreproducible
tabulation results. For example, if a hypothetical optical scanner that detected
marks based only on overall darkness were calibrated to distinguish votes from
non-votes using a threshold of (25 + 2) % darkness, the detection of marks that
were between 23 % and 27 % dark would not reproduce on a different scanner of
the same kind. Moreover, the detection of marks that happened to fall very close to
the actual detection threshold of the scanner as calibrated would not repeat on the
same scanner. As the darkness of a mark (or whatever the scanner is measuring)
approaches the detection threshold, the signal-to-noise ratio approaches zero. At
some point, the noise determines the result that is tabulated.

Short of banning the use of manually-marked paper ballots, which would create a
crisis for absentee voting, the best that can be done for this central count case is to
prohibit bias in the detection of marginal marks (Requirement 111.6.8.5-H) and
advise that the detection of marginal marks be made as repeatable as possible
(Requirement 111.6.8.5-1).

Coding conventions

General

Volume 1, Section 5.2 and Volume 2, Section 5.4 of [6] define coding conventions
and a source code review to be conducted by test labs. That material has been
substantially revised in these Guidelines.

The requirement to follow coding conventions serves two purposes. First, by
requiring specific risk factors to be mitigated, coding conventions support integrity
and maintainability of voting system logic. Second, by making the logic more
transparent to a reviewer, coding conventions facilitate test lab evaluation of the
logic's correctness to a level of assurance beyond that provided by operational
testing.

[6] Volume 1, Section 5.2.6 specifies that vendors are permitted to use current best
practices in lieu of the coding conventions defined in the VVSG. However, the
coding conventions in [6] are not aligned with the modern state of the practice, and
if followed, could do more harm than good. The misalignments are (1) that the
conventions, some of which were carried over from [1], are out of date, and (2) that
the conventions, being limited by the requirement to remain language-neutral, are
variously incomplete and/or inappropriate in the context of different programming
languages with their different idioms and practices. The vast majority of coding
conventions used in practice are tailored to specific programming languages.

In these Guidelines, the few coding conventions that have significant impact on
integrity and transparency and that generalize relatively well to different
programming languages have been retained, expanded, and made mandatory,
while the many coding conventions that are language-sensitive and stylistic in
nature, and are made redundant by more recent, publicly available coding
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3.2 Volume 3 Changes

conventions, have been removed in favor of the published conventions. Meanwhile,
the evaluation of logical correctness that was underspecified in [6] has been greatly
enhanced (see Volume V Section 4.7).

3.2.5.2  Structured programming
Note: Specific programming languages are identified to support the discussion. In
no case does such identification imply recommendation or endorsement, nor does it
imply that the programming languages identified are necessarily the best or only
languages acceptable for voting system use.
VSS [1][2] ADA C[27][31] C++ C# JAVA [52] VISUAL
CONCEPT [26][29] [30][34] [35][38] Basic 8
/VVSG [6]
[53]
Sequence Yes Yes Yes Yes Yes Yes Yes
Loop with exit Yes Yes Yes Yes Yes Yes Yes
condition
If/Then/Else Yes Yes Yes Yes Yes Yes Yes
conditional
Case conditional Yes Yes Yes Yes Yes Yes Yes
Named block exit No Yes No No No Yes No'
Block-structured No Yes No Yes Yes Yes Yes
exception handling

Table 3-1 Presence of high-level concepts of control flow in the coding
conventions of earlier Guidelines and in various programming
languages

Prominent among the requirements addressing logical transparency is the
requirement to use high-level control constructs and to refrain from using the low-
level arbitrary branch (a.k.a. goto). As is reflected in Table 1, most high-level
concepts for control flow were established by the time the first edition of the
Guidelines was published and are supported by all of the programming languages
that were examined as probable candidates for voting system use as of this
iteration. However, two additional concepts have been slower to gain universal
support.

The first additional concept, called here the "named block exit," is the ability to exit a
specific block from within an arbitrary number of nested blocks, as opposed to only
being able to exit the innermost block, without resorting to goto. The absence of
named block exit from some languages is not cause for concern here because
deeply nested blocks are themselves detrimental to the transparency of logic and
most coding conventions encourage restructuring them into separate callable units.

The second additional concept, called here "block-structured exception handling," is
the ability to associate exception handlers with blocks of logic, and implicitly, the
presence of the exception concept in the programming language. (This simply
means try/throw/catch or equivalent statements, and should not be confused with
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3.2 Volume 3 Changes

3.2.6

the specific implementation known as Structured Exception Handling (SEH) [48].%)
Unlike deeply nested blocks, exceptions cannot be eliminated by restructuring logic.
"When exceptions are not used, the errors cannot be handled but their existence is
not avoided." [32]

Previous Guidelines required voting systems to handle such errors by some means,
preferably using programming language exceptions ([6] 1.5.2.3.€), but there was no
unambiguous requirement for the programming language to support exception
handling. These Guidelines require programming language exceptions because
without them, the programmer must check for every possible error condition in
every possible location, which both obfuscates the application logic and creates a
high likelihood that some or many possible errors will not be checked for.
Additionally, these Guidelines require block-structured exception handling because,
like all unstructured programming, unstructured exception handling obfuscates logic
and makes its verification by the test lab more difficult. "One of the major difficulties
of conventional defensive programming is that the fault tolerance actions are
inseparably bound in with the normal processing which the design is to provide.
This can significantly increase design complexity and, consequently, can
compromise the reliability and maintainability of the software." [19]

Existing voting system logic implemented in programming languages that do not
support block-structured exception handling can be brought into compliance either
through migration to a newer programming language (most likely, a descendant of
the same language that would require minimal changes) or through the use of a
COTS package that retrofits block-structured exception handling onto the previous
language with minimal changes. While the latter path may at first appear to be less
work, it should be noted that many library functions may need to be adapted to
throw exceptions when exceptional conditions arise, whereas in a programming
environment that had exceptions to begin with the analogous library functions would
already do this (see Requirement 111.5.4.1.5-A.1).

Applicability to COTS and borderline COTS products

To clarify the treatment of components that are neither vendor-developed nor
unmodified COTS and to allow different levels of scrutiny to be applied depending
on the sensitivity of the components being reviewed, new terminology has been
introduced: application logic, border logic, configuration data, core logic, COTS
(revised definition), hardwired logic, and third-party logic. Using this terminology,
requirements have been scoped more precisely than they were in previous
iterations of the Guidelines.

The new terminology obviates the software vs. firmware distinction that in practice
has sometimes caused confusion. The requirements applying to application logic
are not relaxed in any way if that logic is realized in firmware or hardwired logic
instead of software. Consequently, the use of hardwired logic in an application logic
capacity is all but prohibited, as it is unlikely to meet requirements such as
Requirement 111.5.4.1.2-A. It is expected that hardwired logic will be limited to
COTS and border logic.
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3.2 Volume 3 Changes

3.2.7

3.2.8

By requiring "many different applications," the definition of COTS deliberately
prevents any application logic from receiving a COTS designation.

Details regarding the testing implications of these revisions are provided in Volume
V Section 1.4.2.

Reference models

Volume Il Section 7.1 provides an informative model of the entire voting process.

Volume Ill Section 7.2 provides an informative state model for vote-capture devices
to clarify the definitions of voting session and active period, particularly for the case
of early voting.

Volume Il Section 7.3 provides normative terms and constraints for use in
evaluating the correctness of voting system logic. Volume V Section 4.7 describes
the verification procedure.

Deletions

Requirements regarding the system's handling of unofficial data and reports have
been deleted or converted to procedural requirements (Requirement 111.6.9.4-B)
because the distinction between unofficial and official data is often outside the
scope of the voting system. It is now assumed that any vote data present on a
voting system and any reports that it generates are potentially official.
Requirements on the reconciliation of provisional ballots and other activities
involved in the creation of official data are unaffected by this change.

As discussed in Volume Il Section 1.4.5.1, prescriptive coding conventions not
directly related to integrity and transparency have been deleted in favor of
published, credible conventions.

Requirements on system and device availability have been deleted because they
did not reflect the logistical overhead of repairing equipment on election day and
because it is generally impossible to place precinct equipment back into service
after it has been repaired on election day without raising concerns about possible
tampering. Instead, Requirement 111.5.3.1-B has been tightened to discourage
equipment from failing in the first place.

A requirement to designate one set of redundant cast vote records in a DRE as the
"primary" set has been deleted because it prejudices the result of an audit.

Requirements that were redundant with the definitions of device classes (e.g., [2]
1.2.4.3.2.1.b, all paper-based systems shall allow the voter to punch or mark the
ballot to register a vote) have been deleted.

Requirements predicated on state law, local practices, software developed by the
voting jurisdiction, and other variables that are indeterminate and untestable in the
federal certification process have been deleted.
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3.2 Volume 3 Changes

3.2.9

3.2.9.1

3.2.9.2

Requirements that were stated in terms of vague generalities, such as "appropriate"
or "intended" options or behavior, for which no precise replacement could be
determined and to which no testing value could be ascribed, have been deleted.

Vacuous requirements, such as "Be of any size and shape consistent with its
intended use," have been deleted.

Redundant requirements, such as "Comply with the requirements of Section Y"
when Section Y is already known to be applicable, have been deleted.

Informative text that was overtaken by changes in the requirements or the structure
of the guidelines has been deleted.

Definitions and requirements pertaining to punchcard technology have been
deleted.

Options Not Standardized in Volume 3

Merged ballot approach to open primaries

In paper-based systems, open primaries have sometimes been handled by printing
a single ballot style that merges the contests from all parties and instructing the
voter to vote only in the contests applicable to a single party. This approach
requires additional logic in the tabulator to support the rejection or discarding of
votes that violate these special instructions, while the approach of assigning
different ballot configurations to different parties does not.

Support for the merged ballot approach is not required for a tabulator to satisfy the
requirements in these Guidelines for support of open primaries. Although the
merged ballot approach does allow the selection of party to be made in private, the
issues with usability and tabulation logic that it incurs raise doubt of whether the
benefits of standardizing the approach would exceed the cost in added complexity.
Voting systems may provide this option as an extension to the Guidelines without
breaking conformance.

In systems affected by this issue, assigning different ballot configurations for
different parties sacrifices the privacy of the party selection to avoid the issues with
usability and tabulation logic. However, the conflict addressed in this trade-off
exists only in paper-based systems where poll workers are responsible for giving
voters the correct ballot style. DREs and EBPs can provide privacy for the selection
of party and then activate a ballot that contains only the contests appropriate to that
selection.

Recall candidacy linked to recall question

In some jurisdictions, a vote for a candidate to replace a recalled official is counted
only if the recall question on the same ballot was voted, and sometimes only if it
was voted in the affirmative. Like the merged ballot approach to open primaries,
the issues with usability and tabulation logic that this approach incurs raise doubt of
whether the benefits of standardizing the approach would exceed the cost in added
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3.2 Volume 3 Changes

3.2.9.3

3.2.9.4

3.2.9.5

complexity. Voting systems may provide this option as an extension to the
Guidelines without breaking conformance.

Logic for counting scratch votes

Although initially it seems obvious that a scratch vote in a 1-of-M race should take
precedence over a straight party vote, it is less obvious after considering the
generalized case of an N-of-M race in which the number of candidates endorsed by
the selected party might be less than N. Approaches supported by commercially
available technology include (1) all straight party selections are cancelled when an
explicit selection exists; (2) both straight party and explicit selections are counted,;
(3) both straight party and explicit selections are counted unless this exceeds N, in
which case only the explicit selections are counted; (4) both straight party and
explicit selections are counted unless this exceeds N, in which case straight party
selections from the bottom of the list are dropped until the number of selections is
reduced to N.

These Guidelines do not specify any particular approach to resolving scratch votes,
but the approach(es) supported are required to be described in the Voting
Equipment User Documentation. See Requirement 1V.3.4.4-B.

Logic for reconciling write-in double votes

Reconciliation of double votes means handling the case where, in an N-of-M
contest, a voter has attempted to cast multiple votes for the same candidate using
the write-in mechanism. If the voter has selected a ballot position for a given
candidate but also written in that candidate's name, or if the voter has written in the
same candidate twice using the same spelling or different legal spellings, some
corrective action is required—possibly counting only one of the votes, possibly
considering the contest to be overvoted. Which action should be specified by
jurisdiction election law.

Given a sufficiently robust mechanism for reconciliation of aliases, the reconciliation
of double votes can be automated. Once it is known that the name written in
identifies the same candidate as the previous ballot position, the tabulator can take
whatever action is specified by election law.

These Guidelines do not specify any particular approach to reconciling double
votes, but the approach(es) supported are required to be described in the Voting
Equipment User Documentation. See Requirement 1V.3.4.4-C.

Logic for ranked order voting

The 1-of-M case of ranked order voting, known by various names including instant
runoff voting, requires the definition of criteria for breaking ties. Whereas in plurality
voting the voting system need only report the vote totals, a voting system supporting
ranked order voting must implement tie-breaking logic in order to be certain of
reaching a reportable result.
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3.3

3.3.1

3.3.2

It is also necessary to decide whether voters may assign equal rankings to two
candidates, whether voters are required to rank every candidate and how to
compute a result in the case where they do not.

The N-of-M generalization, called single transferable vote, has two additional
adjustable parameters: the vote quota (the number of votes required to declare a
candidate elected) and the weighting or distribution of votes transferred from
candidates that exceed the quota.

Finally, to the extent that a particular ranked order variant defines certain voter
responses to be partly or wholly invalid, the manner in which the votes from the
affected ballots are to be accounted for and reported (analogous to the reporting of
overvotes in plurality contents) must be decided.

Ranked order voting has had insufficient use in the United States to establish clear
precedent on how these questions are to be answered; consequently, it would be
premature to standardize any particular algorithm or set of algorithms, or attempt to
accommodate every possible interpretation.

Volume 4 Changes

Separation of Standards on Data To Be Provided
from Product Standard

As part of the overall cleanup of the Guidelines, requirements to document certain
things or to provide certain information have been moved into a separate volume
from functional and performance requirements applying to the voting equipment
itself.

Separation of requirements on Voting Equipment
User Documentation from requirements on
Technical Data Package

In previous Guidelines, there were many requirements saying such things as
"Provide documentation," "The vendor shall document,” "The vendor shall provide
detailed descriptions of," or "Documentation shall include" with no indication of
whether said documentation should be available to all users (in the Voting
Equipment User Documentation) or merely to the test lab (in the Technical Data
Package). These Guidelines have clarified which is which.

A copy of the Voting Equipment User Documentation is included in the Technical
Data Package.
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3.3.3

3.3.4

3.3.5

Changes in TDP content

Technical Data Package requirements have been modified to enable verification of
voting application logic implemented in software, firmware, and hardware (see
Volume V Section 1.4.3.3 and Volume V Section 4.7) and to clarify source code
requirements in boundary cases. Operating systems that are customized or that
implement application-level voting logic are subject to a source code review.

Numerous changes in wording have been made to clarify the requirements that
were carried over from previous Guidelines.

Revisions to test lab reports

The Certification Test Plan and Test Report described in [6] required revision to
deal with the evolution of certification testing to include standard test methods and
an expanded scope of testing.

The chapters on the Certification Test Plan and Test Report have been changed
from complete, but informative, outlines of the reports to minimal, but normative,
sets of requirements on what the test reports must contain. Test labs are now
encouraged to apply relevant external standards, such as [39] and [40], to
determine the organization and content of test plans, provided that the information
described in Volume IV Chapter 4 does appear in the result.

Public Information Package (PIP)

Public assurance that the voting system is fit for use can occur vicariously, through
trust in the test lab and election officials; indirectly, through verification that the
certification process was responsibly executed; directly, through election
verification; or through a combination of these.

Consistent with TGDC Resolution #28-05, standards on data to be provided, called
a "Public Information Package," that must be publicly available and published as
evidence that the certification process was responsibly executed, now appear in
Volume IV Chapter 6.

The same minimal requirements apply to the PIP as apply to the test report, and the
same minimal requirements apply to the test plan contained in the PIP as apply to
the test plan contained in the test report. The difference is that the test report for
the certification authority may contain additional, vendor-proprietary information that
would not be suitable for publication.

VOL1-CH3 | Page 18

€HD | T10A

5002 DSAA Woly sabueyd JuedyIubIS g [e1IS1R | MON



3.4 Volume 5 Changes

3.4

3.4.1

3.4.2

Volume 5 Changes

Reorganization of testing standard

The testing standard has been reorganized to focus on test methods and avoid
repetition of requirements from the product standard.

The hardware testing vs. software testing distinction is no longer a guiding principle
in the organization of the Guidelines. Although different testing specialties are likely
to be subcontracted to different laboratories, the prime contractor must report to the
certification authority on the conformity of the system as a whole.

Applicability to COTS and borderline COTS products

To clarify the treatment of components that are neither vendor-developed nor
unmodified COTS and to allow different levels of scrutiny to be applied depending
on the sensitivity of the components being reviewed, new terminology has been
introduced: application logic, border logic, configuration data, core logic, COTS
(revised definition), hardwired logic, and third-party logic. Table 5 describes the
resulting categories.

CATEGORIES LEVEL OF TESTED? SOURCE CODING SHOWN TO
SCRUTINY CODE/DATA | STANDARDS BE
REQUIRED? ENFORCED | CORRECT?
?

COTS Black box Yes No No No

third-party Clear box | Yes Yes No No

logic, border

logic,

configuration

data

application Coding Yes Yes Yes No

logic standards

core logic Logic Yes Yes Yes Yes
verification

Table 3-2 Levels of scrutiny

COTS may be tested as a black box (i.e., exempted from source code inspections).
Whether it is exempted from specific tests depends on whether the certifications
and scrutiny that it has previously received suffice for voting system certification
purposes. This determination is made by the test lab and justified in the test plan
as described in Requirement 1V.4.1-D.

Notably, the distinction between software, firmware, and hardwired logic does not
impact the level of scrutiny that a component receives; nor are the requirements
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3.4.3

3.4.3.1

3.4.3.2

3.4.3.3

applying to application logic relaxed in any way if that logic is realized in firmware or
hardwired logic instead of software.

By requiring "many different applications," the definition of COTS deliberately
prevents any application logic from receiving a COTS designation.

Finally, the conformity assessment process has been modified to increase
assurance that what is represented as unmodified COTS is in fact COTS (Volume
V Section 2.5.2.3).

New and revised inspections

Source code review for workmanship

In harmony with revisions to the requirements in Volume Il Section 5.4, the source
code review for workmanship now focuses on coding practices with a direct impact
on integrity and transparency and on adherence to published, credible coding
conventions, in lieu of coding conventions embedded within the standard itself.

Source code review for security
This section is to be provided by STS.

Logic verification

This revision of the Voluntary Voting System Guidelines adds logic verification to
the testing campaign to achieve a higher level of assurance that the system will
count votes correctly.

Traditionally, testing methods have been divided into black-box and white-box test
design. Neither method has universal applicability; they are useful in the testing of
different items.

Black-box testing is usually described as focusing on testing functional
requirements, these requirements being defined in an explicit specification. It treats
the item being tested as a "black box," with no examination being made of the
internal structure or workings of the item. Rather, the nature of black-box testing is
to develop and utilize detailed scenarios, or test cases. These test cases include
specific sets of input to be applied to the item being tested. The output produced by
the given input is then compared to a previously defined set of expected results.

White-box testing (sometimes called clear-box or glass-box testing to suggest a
more accurate metaphor) allows one to peek inside the "box," and focuses
specifically on using knowledge of the internals of the item being tested to guide the
testing procedure and the selection of test data. White-box testing can discover
extra non-specified functions that black-box testing wouldn't know to look for and
can exercise data paths that would not have been exercised by a fixed test suite.
Such extras can only be discovered by inspecting the internals.
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3.4.4

3.4.4.1

3.4.4.2

Complementary to any kind of operational testing is logic verification, in which it is
shown that the logic of the system satisfies certain constraints. When it is
impractical to test every case in which a failure might occur, logic verification can be
used to show the correctness of the logic generally. However, verification is not a
substitute for testing because there can be faults in a proof just as surely as there
can be faults in a system. Used together, testing and verification can provide a high
level of assurance that a system's logic is correct.

A commonly raised objection to logic verification is the observation that, in the
general case, it is exceedingly difficult and often impractical to verify any nontrivial
property of software. This is not the general case. While these guidelines try to
avoid constraining the design, all voting system designs must preserve the ability to
demonstrate that votes will be counted correctly. If a voting system is designed in
such a way that it cannot be shown to count votes correctly, then that voting system
does not satisfy Requirement 111.5.1-B.

New and revised test methods

End-to-end testing

The testing specified in [2] and [6] is not required to be end-to-end but may bypass
portions of the system that would be exercised during an actual election ([6]
11.1.8.2.3).

The use of text fixtures that bypass portions of the system may lower costs and/or
increase convenience, but the validity of the resulting testing is difficult to defend. If
a discrepancy arose between the results reported by test labs and those found in
state acceptance tests, it would likely be attributable to this practice.

Language permitting the use of simulation devices to accelerate the testing process
has been tightened to prohibit bypassing portions of the voting system that would
be exercised in an actual election, with few exceptions (Volume V Section 2.6.3),
and a volume test analogous to the California Volume Reliability Testing Protocol
[5] has been specified (Requirement V.5.2.3-D).

Reliability, accuracy, and probability of misfeed

Previous versions of these Guidelines specified a Probability Ratio Sequential Test
[13][14][42] for assessment of reliability and accuracy. No test was specified for
assessment of probability of misfeed, though it would have been analogous.

The Probability Ratio Sequential Tests for reliability and accuracy ran concurrent
with the temperature and power variation test. There was no specified way to
assess errors and failures observed during other portions of the test campaign.

Reliability, accuracy, and probability of misfeed are now assessed using data
collected through the course of the entire test campaign. This increases the
amount of data available for assessment of conformity to these performance
requirements without necessarily increasing the duration of testing.
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3.4 Volume 5 Changes

3.4.4.3 Performance-based usability testing
This section is to be provided by HFP.

3.4.4.4 Open-ended vulnerability testing
This section is to be provided by STS.
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1.1 Scope and Applicability

Volume 2: Terminology Standard

Chapter 1: Introduction

1.1

1.2

Scope and Applicability

This part of the Voluntary Voting System Guidelines, the Terminology Standard,
defines terms that are used in the Product Standard, Standards on Data to be
Provided, and Testing Standard.

Terminology for standardization purposes must be sufficiently precise and formal to
avoid ambiguity in the interpretation and testing of the standard. Terms must be
defined to mean exactly what is intended in the requirements of the standard, no
more and no less. Consequently, this terminology may differ from plain English and
be unsuitable for applications that are beyond the scope of the Guidelines.

Readers are especially cautioned to avoid comparisons between this terminology
and the terminology used in election law.

Any term that is defined neither in this terminology standard nor in any of the
referenced documents has its regular (dictionary) meaning.

Audience

The Voluntary Voting System Guidelines are intended primarily for use by:

¢ Designers and manufacturers of voting systems;

¢ Test labs performing the analysis and testing of voting systems in
support of the national certification process;

+ Software repositories designated by the national certification authority
or by a state; and

¢ Testlabs and consultants performing the state certification of voting
systems.

This part of the Voluntary Voting System Guidelines, the Terminology Standard, is
intended primarily for use by vendors and testing labs.

The Terminology Standard may also be of use to election officials in understanding
the intent of requirements in the Product Standard.
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1.2 Audience

Chapter 2: Definitions

Each term is followed by a normative definition. Some terms are further explained
with informative text following the indicator "Note:."

1-of-M voting: N-of-M voting where N = 1.
absentee ballot: Ballot resulting from absentee voting.

absentee voting: Voting that can occur unsupervised at a location chosen by the
voter.

Acc-VS: (Accessible Voting Station) Voting station equipped for individuals with
disabilities referred to in 42 USC 15481 (a)(3)(B).

activation device: Voting device that creates credentials necessary to initiate a
voting session using a specific ballot style. Note: This covers a range of devices
such as electronic pollbooks and card activators that encode a token with the
appropriate ballot style for the voter. The token is used to activate the correct ballot
on a DRE or EBP.

active period: Span of time during which a vote-capture device either is ready to
begin a voting session or is in use in a voting session. See Volume Il Section 7.2.

administrator: Role defined in Volume Il Section 7.4.

affiliation: Association with a political party. Note: Affiliation with a political party
does not imply endorsement by that political party. See also, endorsement.

application logic: Software, firmware, or hardwired logic from any source that is
specific to the voting system, with the exception of border logic.

archival: (Media) Able to preserve content for a period of time without significant
loss. Note: In the context of voting, the relevant period of time is usually 22
months. See Volume Ill Section 5.5.3.

archivalness: Ability of a medium to preserve its content for a period of time
without significant loss. Note: In the context of voting, the relevant period of time is
usually 22 months. See Volume IIl Section 5.5.3.

audit device: Voting device that supports processes of verification and/or
independent assessment of the performance of the voting system.

ballot choice: That with which a vote in a given ballot position is associated, other
than a candidate for office; e.g., in response to a ballot question, the value Yes or
the value No.
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1.2 Audience

ballot configuration: Set of contests in which voters of a particular group (e.g.,
political party and/or election district) are entitled to vote.

ballot image: Electronically produced record of all votes cast by a single voter.

ballot rotation: Process of varying the order of the candidate names within a given
contest.

ballot style: Concrete presentation of a particular ballot configuration. Note: A
given ballot configuration may be realised by multiple ballot styles, which may differ
in the language used, the ordering of contests and candidates, etc.

benchmark: Quantitative point of reference to which the measured performance of
a system or device may be compared.

border logic: Software, firmware, or hardwired logic that is developed to connect
application logic to COTS or third-party logic. Note: Although it is typically
developed by the voting system vendor, border logic is constrained by the
requirements of the third-party or COTS interface with which it must interact. It is
not always possible for border logic to achieve its function while conforming to
standard coding conventions. For this reason, border logic should be minimized
relative to application logic and where possible, wrapped in a conforming interface.
An example of border logic that could not be so wrapped is a customized boot
manager that connects a bootable voting application to a COTS BIOS.

callable unit: (Of a software program or analogous logical design) Function,
method, operation, subroutine, procedure, or analogous structural unit that appears
within a module.

cast ballot: Ballot in which the voter has taken final action in the selection of
candidates and choices and irrevocably confirmed his or her intent to vote as
selected. See also read ballot and counted ballot.

cast vote record: Archival record of all votes produced by a single voter. Note:
Cast vote records may be in electronic, paper, or other form. Electronic cast vote
records are also called ballot images.

CCOS: (Central Count Optical Scanner) Optical scanner used as a central
tabulator. Note: Most machines in this class are special purpose machines that
use reflected light to identify marks at specific locations on the ballot. They are
designed to read stacks of ballots at a time.

central election official: Role defined in Volume Ill Section 7.4.

central tabulator: Tabulator that counts votes from multiple precincts at a central
location. Note: Voted ballots are typically placed into secure storage at the polling
place and then transported or transmitted to a central tabulator. A tabulator that
may be configured for use either in the precinct or in the central location may satisfy
the requirements for both Precinct tabulator and Central tabulator.

challenged ballot: Ballot cast by a voter whose eligibility to vote is disputed by
someone who is not an election official. See also provisional ballot.
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1.2 Audience

choice: Ballot choice.

class: (1) Identified set of requirements. (2) Voting systems or devices to which
those requirements apply. See Volume Il Section 2.6.

closed primary: Primary election in which the voter receives a ballot containing
only those partisan contests pertaining to the political party with which the voter is
affiliated, along with nonpartisan contests and ballot issues presented at the same
election. Note: Usually, unaffiliated voters are permitted to vote only on
nonpartisan contests and ballot issues.

combined precinct: Two or more precincts assigned the same polling place.

configuration data: Non-executable input to software, firmware, or hardwired
logic.

conformity assessment: Demonstration that specified requirements relating to a
product, process, system, person or body are fulfilled. ([37])

contest: (1) A single decision being put before the voters, e.g., the selection of
candidates to fill a particular public office or the approval or disapproval of a
constitutional amendment. Note: This term subsumes other terms such as "race"
and "question" that are sometimes used to refer to specific kinds of contests. (2)
Subdivision of a ballot pertaining to a single decision being put before the voters.

core logic: Subset of application logic that is responsible for vote recording and
tabulation.

COTS: Software, firmware, device or component that is used in the United States
by many different people or organizations for many different applications and that is
incorporated into the voting system with no vendor- or application-specific
modification. Note: (1) The expansion of COTS as Commercial Off-The-Shelf is
no longer helpful, since much of what satisfies the requirements is non-commercial
software that is not available in stores. The acronym COTS is used here only
because it is familiar to the audience. (2) By requiring "many different applications,
this definition deliberately prevents any application logic from receiving a COTS
designation. (3) See Volume V Section 2.5.2.3 for details.

counted ballot: Read ballot whose votes are included in the candidate and choice
vote totals. See also cast ballot and read ballot.

crossover vote: Scratch vote. Note: The term scratch vote is preferred because
crossover vote is more likely to be misinterpreted.

cross-party endorsement: Endorsement of a given candidate or choice by two or
more political parties.

cumulative voting: Voting variation in which the voter is entitled to allocate a fixed
number of votes (N) over a list of M candidates or write-ins. Note: Unlike N-of-M
voting, cumulative voting allows the voter to allocate more than one vote to a given
candidate.

CVR: Cast vote record.
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1.2 Audience

device: Functional unit that performs its assigned tasks as an integrated whole.

DRE: (Direct Record Electronic) Combination VEBD and tabulator that gathers
votes via an electronic voter interface, records voting data and ballot images in
memory components, and produces a tabulation of the voting data. Note: A typical
DRE presents ballot choices to the voter on an electronic monitor, and after the
voter finishes the ballot the voter's choices are stored locally on the computer.

EBM: (Electronically-assisted Ballot Marker) VEBD that produces an executed,
human-readable paper ballot as a result, and that does not make any other lasting
record of the voter's votes. Note: One kind of EBM presents ballot choices to the
voter on an electronic monitor; after the voter finishes the ballot, the voter's choices
are printed on a paper ballot that is the only record of the voter's choices. However,
vote-by-telephone systems that are in use at the time of this writing are also EBMs.
The voter uses an audio interface (remotely) and a paper ballot is produced
(centrally). An EBM may mark ballot positions on a pre-printed ballot or it may print
an entire ballot (the latter kind are called EBPs); however, in any event, the ballot
produced is assumed to be human-readable and comparable to an MMPB.

EBP: (Electronic Ballot Printer) EBM that prints an entire ballot, including ballot
style-dependent content.

ECOS: (EMPB-Capable Optical Scanner) Optical scanner used to count EMPBs.

election district: Administrative division in which voters are entitled to vote in
contests that are specific to that division, such as those for state senators and
delegates. Note: An election district may overlap multiple precincts, and a precinct
may overlap multiple election districts (see split precinct).

election judge: Role defined in Volume Il Section 7.4.
election official: Central election official, election judge, or poll worker.

election verification: Confirmation that all recorded votes were counted correctly.
See also voter verification.

electronic device: Device that uses electricity.

electronic voter interface: Component of an electronic vote-capture device that
communicates ballot information to the voter and accepts input from the voter.

EMPB: (EBM-Marked Paper Ballot) Ballot marked by an EBM.

EMS: (Election Management System) Tabulator used to prepare ballots and
programs for use in casting and counting votes and to consolidate, report, and
display election results. Note: This device receives results data from the vote-
capture devices, accumulates the results, and reports the accumulated results.
Typically, the Election Management System will interact with several different
classes of voting devices. The EMS receives election results from electronic media
devices in one or more of four connections: modem, local bus, direct serial, and/or
local area ethernet.
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1.2 Audience

end-to-end: (1) (Security) Supporting both voter verification and election
verification. (2) (Generically) Covering the entire elections process, from election
definition through the reporting of final results.

endorsement: Approval by a political party, e.g., as the candidate that the party
elects to field in a particular contest and/or as the candidate that should receive
straight party votes. A candidate or choice may be endorsed by more than one
party. See also, affiliation.

error rate: Ratio of the number of errors that occur to the volume of data
processed. ([2]1.3.2.1) Note: The specific error rate used in the benchmark for
voting system accuracy is report total error rate.

failure: (Voting system reliability) Event that results in (a) loss of one or more
functions, (b) degradation of performance such that the device is unable to perform
its intended function for longer than 10 seconds, (c) automatic reset, restart or
reboot of the voting device, operating system or application software, (d) a
requirement for an unanticipated intervention by a person in the role of poll worker
or technician before the test can continue, or (e) error messages and/or audit log
entries indicating that a failure has occurred. (Source: Expanded from [2]1.3.4.3.)
Note: In plain language, failures are equipment breakdowns, including software
crashes, such that continued use without service or replacement is worrisome to
impossible. Normal, routine occurrences like running out of paper are not
considered failures. Misfeeds of ballots into optical scanners are handled by a
separate benchmark (Requirement 111.6.8.4-C), so these are not included as
failures for the general reliability benchmark.

failure rate: Ratio of the number of failures that occur to the volume of data
processed. Note: Failures may be divided e.g. into user-serviceable and non-user-
serviceable categories, and the measure of volume varies by device class.

find: Determine and deliver a finding. (Based on [47] definition #11.)

finding: Result of a formal evaluation by a test lab or accredited expert; verdict.
(Based on [47] definition #6.)

firmware: Executable logic stored in nonvolatile memory.
general election: Election in which there are no partisan contests.

hardwired logic: Logic implemented through the design of an integrated circuit;
the programming of a Programmable Logic Device (PLD), Field-Programmable
Gate Array (FPGA), Peripheral Interface Controller (PIC), or similar; the integration
of smaller hardware components; or mechanical design (e.g., as in lever
machines).

hesitation mark: Small dot made by resting the point of a writing utensil on a
ballot.

implementation statement: Statement by a vendor indicating the capabilities,
features, and optional functions and extensions that have been implemented in a
voting system.

VOL2-CH?2 | Page 6

suoIuYaQ

ZHD | Z10A



1.2 Audience

in-person voting: Voting that occurs at a polling place under the supervision of
poll workers.

inspection: Examination of a product design, product, process or installation and
determination of its conformity with specific requirements or, on the basis of
professional judgement, with general requirements. ([37])

instant runoff voting: Ranked order voting.
logic defect: Fault in software, firmware, or hardwired logic.

marginal mark: Mark within a voting target that does not conform to vendor
specifications for a reliably detectable vote. Note: See Volume Ill Section 1.4.4.
The word "marginal” refers to the limit of what is detectable by an optical scanner,
not the margin of the page. Marks that are outside of voting targets are called
extraneous marks.

MCOS: (MMPB-Capable Optical Scanner) Optical scanner used to count MMPBs.

misfeed rate: Ratio of the misfeed total to the total ballot volume (see
Requirement V.5.3.4-B).

MMPB: (Manually-Marked Paper Ballot) (1) Vote-capture device consisting of a
paper ballot and a writing utensil. (2) Paper ballot that was marked by a person
using a writing utensil.

module: Structural unit of software or analogous logical design, typically containing
several callable units that are tightly coupled. Note: Modular design requires that
inter-module coupling be loose and occur over defined interfaces. A module should
contain all elements needed to compile or interpret successfully and have limited
access to data in other modules. A module should be substitutable with another
module whose interfaces match the original module. In software, a module typically
corresponds to a single source code file or a source code / header file pair. In
object-oriented languages, this typically corresponds to a single class of object.

N-of-M voting: Voting variation in which the voter is entitled to allocate a fixed
number of votes (N) over a list of M candidates or write-ins, with the constraint that
at most 1 vote may be allocated to a given candidate. See also cumulative voting.

non-executable: Declarative or informative in nature; not subject to interpretation
as a sequence of imperative instructions as in a functional programming language.

nonpartisan contest: Contest such that eligibility to vote in that contest is
independent of political party affiliation or lack thereof.

nonvolatile memory: Memory in which information can be stored indefinitely with
no power supplied. Note: Read-only memory (ROM), programmable read-only
memory (PROM), erasable programmable read-only memory (EPROM), electrically
erasable programmable read-only memory (EEPROM), and flash memory are
examples of nonvolatile memory.

open primary: Primary election in which the voter may choose a political party at
the time of voting and vote in partisan contests associated with that party, along
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1.2 Audience

with nonpartisan contests and ballot issues presented at the same election. Note:
Also known as pick-your-party primary. Some states require voters to publicly
declare their choice of party at the polling place, after which the poll worker provides
or activates the appropriate ballot. Other states allow the voters to make their
choice of party within the privacy of the voting booth. Voters also are permitted to
vote on nonpartisan contests and ballot issues that are presented at the same
election.

operational test: Test conducted on voting equipment in an active (operational)
state by a procedure in the form of a scientific experiment.

operational testing: Testing using operational tests.

optical scanner: Tabulator that counts votes that were recorded by means of
marks made on the surface of a paper ballot.

paper-based device: Device that records votes, counts votes, and/or produces a
report of the vote count from votes cast on paper cards or sheets.

partisan contest: Contest such that eligibility to vote in that contest is restricted
based on political party affiliation or lack thereof. Note: The affiliation might be the
registered affiliation of the voter or it might be an affiliation declared at the time of
voting. See closed primary, open primary.

PCOS: (Precinct Count Optical Scanner) Optical scanner used as a precinct
tabulator. Note: A PCOS is a special purpose scanner designed to enable the
voter to feed his or her own paper ballot—one ballot at a time.

poll worker: Role defined in Volume IIl Section 7.4.

precinct: Administrative division in which voters cast ballots at the same polling
place. Note: Itis possible for two or more precincts to cast ballots at a given
polling place. See combined precinct.

precinct tabulator: Tabulator that counts votes at the polling place. Note: These
devices typically tabulate ballots as they are cast and print the results after the close
of polls. For DREs and some paper-based systems, these devices provide
electronic storage of the vote count and may transmit results to a central location
over public telecommunication networks. A tabulator that may be configured for
use either in the precinct or in the central location may satisfy the requirements for
both Precinct tabulator and Central tabulator.

primary election: Election in which there are partisan contests. Note: Primary
elections are held to determine which candidate will represent a political party in a
subsequent general election.

profile: Subset of a standard for a particular constituency or purpose that defines
the requirements, options, constraints, and extensions that are specific to that
constituency or purpose.

programmed device: Electronic device that includes application logic.
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1.2 Audience

provisional ballot: Ballot cast by a voter whose eligibility to vote is disputed by an
election official. See also challenged ballot.

ranked order voting: Voting variation in which voters express their intent by
ordering candidates from strongest to weakest preference. Note: Implementations
of ranked order voting differ in whether voters are required to rank every candidate
and in the algorithm used to determine a winner or winners.

read ballot: Cast ballot that has been processed. Note: A read ballot may or may
not be counted. For example, an optical scan cast ballot that has been scanned
successfully is a read ballot. See also cast ballot and counted ballot.

record: Preserved evidence of activities performed or results achieved (e.g.,
forms, reports, test results).

relevant contest: Contest appearing in a ballot style or ballot associated with a
given reporting context. Note: If a contest is included in a ballot style associated
with a given reporting context, that contest is relevant even if no ballots of that style
were counted.

report: Self-contained, timestamped, archival record, such as a printout or
analogous electronic file, that is produced at a specific time and subsequently
protected from modification.

reporting context: Scope within which reported totals or counts are calculated,;
e.g., precinct or election district. Note: Reporting contexts may overlap in complex
ways; e.g., in the case of split precincts, there is not a simple containment
relationship between election districts and precincts.

report total error rate: Ratio of the report total error to the report total volume (see
Requirement V.5.3.3-B).

review-required ballot: Ballot that is flagged or separated for some form of
manual processing.

scratch vote: Explicit vote that conflicts with the vote(s) implied by a straight party
vote. ([44]) Note: Also called crossover vote.

split precinct: Precinct serving voters from two or more administrative divisions,
such as election districts, that require different ballot configurations.

straight party voting: Voting variation in which the selection of a political party in
a special contest implies votes for the candidates endorsed by that party in all
straight-party-votable contests on the ballot.

tabulator: Device that counts votes.

testing: Determination of one or more characteristics of an object of conformity
assessment, according to a procedure. Note: "Testing" typically applies to
materials, products or processes. ([37])

third-party logic: Software, firmware, or hardwired logic that is neither application
logic nor COTS; e.g., general-purpose software developed by a third party that is
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1.2 Audience

either customized (e.g., ported to a new platform, as is Windows CE) or not widely
used, or code generated by a COTS package.

thought mark: Hesitation mark.

VEBD: (Voter-Editable Ballot Device) Vote-capture device that gathers votes via
an electronic voter interface and allows the voter to alter previously made selections
without spoiling the ballot.

VEBD-A: (Audio VEBD) VEBD that communicates ballot information to the voter
using sound.

VEBD-V: (Video VEBD) VEBD that communicates ballot information to the voter
using light (e.g., via a typical electronic display).

vote-capture device: Device that is used directly by a voter to vote a ballot.
voter: Role defined in Volume Ill Section 7.4.

voter verification: Confirmation that all votes were recorded as the voter
intended. See also election verification. Note: It is debatable whether an
ambiguous record, such as an MMPB containing marginal marks or a punchcard
containing dimpled or hanging chads, satisfies the intent of voter verification. On
the one hand, the paper record was produced directly by the voter and deliberately
cast, so arguably it represents the intent of the voter. On the other hand, a
conscientious voter would never intentionally cast an ambiguous ballot.

voting device: Device that is part of the voting system. Note: Components and

materials that are vital to the function of the voting device within the voting system,
such as smart cards and ballot printers, are considered parts of the device for the

purpose of certification testing.

voting process: Entire array of procedures, people, resources, equipment and
locations associated with the conduct of elections. See also, voting system.

voting session: (1) Span of time beginning when a ballot is enabled or activated
and ending when that ballot is printed, cast or spoiled (depending on the technology
used). See Volume lll Section 7.2. (2) Interaction between the voter and vote-
capture device that occurs during that span of time.

voting station: Vote-capture device with its privacy enclosure.

voting system: Equipment (including hardware, firmware, and software),
materials, and documentation used to define elections and ballot styles, configure
voting equipment, identify and validate voting equipment configurations, perform
logic and accuracy tests, activate ballots, capture votes, count votes, reconcile
ballots needing special treatment, generate reports, transmit election data, archive
election data, and audit elections. See also, voting process.

VVPAT: (Voter-Verified Paper Audit Trail) DRE that supports voter verification
using a VVPR.
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1.2 Audience

VVPR: (Voter-Verified Paper Record) Paper CVR produced by a vote-capture
device that supports voter verification (e.g., VVPAT and EBM).

write-in: Vote for a candidate who is explicitly named by the voter in lieu of
choosing a candidate who is already listed on the ballot. Note: This does not
preclude writing in the name of a candidate who is already listed on the ballot..
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1.1 Scope and Applicability

Volume 3: Product Standard

Chapter 1: Introduction

1.1

1.2

Scope and Applicability

This part of the Voluntary Voting System Guidelines, the Product Standard,
contains requirements applying to the voting system and the voting devices that it
contains.

The overall goal of the Guidelines is to produce systems with the following
attributes:

Secure
Accurate
Reliable
Usable
Accessible

* & 6 oo o

¢ Fit for their intended use

The certifying authority may consider not only whether a voting system is in
conformance with the requirements, but also whether it meets these higher level

goals.

Audience
The Voluntary Voting System Guidelines are intended primarily for use by:

+ Designers and manufacturers of voting systems;

¢ Test labs performing the analysis and testing of voting systems in
support of the national certification process;

¢ Software repositories designated by the national certication authority
or by a state; and

¢ Testlabs and consultants performing the state certification of voting
systems.

This part of the Voluntary Voting System Guidelines, the Product Standard, is
intended primarily for use by vendors and testing labs.

The Product Standard may also be of use to election officials in setting
requirements for voting systems in requests for proposals.

VOL3-CH1 | Pagel
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2.1 Scope and Applicability

Chapter 2: Conformance Clause

2.1

2.2

Scope and Applicability

The Voluntary Voting System Guidelines are intended primarily for use by:

asne|D 9ouew.lojuod

¢ Designers and manufacturers of voting systems;

+ Test labs performing the analysis and testing of voting systems in
support of the national certification process;

+ Software repositories designated by the national certification authority
or by a state; and

¢ Testlabs and consultants performing the state certification of voting
systems.

The Guidelines may also be of use to election officials in setting requirements for
voting systems in requests for proposals.

The Guidelines include:

¢ A product standard (Volume lIll) defining requirements that apply to
voting systems that vendors produce;

+ Standards on data to be provided (Volume IV) defining requirements
that apply to documentation, reports, and other information that
vendors and test labs deliver;

¢ Atesting standard (Volume V) defining test methods that test labs
implement; and

¢ Aterminology standard (Volume Il) defining terms used in the
foregoing.

Structure of Requirements

Each volume of the Guidelines is organized into hierarchically organized sections
and subsections that address topics of interest. Sections typically begin with prose
explaining the general purpose, etc.—this is informative background to help
understand the requirements. Sections also contain requirements, which are the
hard and fast rules to be followed for conformance. The Guidelines carefully
distinguish normative requirements from informative context using conventions that
are explained below.

Each voting system requirement is identified according to a hierarchical scheme in
which higher-level, "parent” requirements (such as "provide accessibility for visually
impaired voters") are supported by lower-level subrequirements (e.g., "provide an
audio-tactile interface"). "Parent" requirements have identifiers consisting of a

VOL3-CH?2 | Page 2

ZHD | €10A



2.3 Normative Language

2.3

section number suffixed by a letter (e.g., 1.2.3-A) and are indicated by straight
arrows in the left margin. Subrequirements have identifiers consisting of their
parent requirements' identifiers suffixed by a digit (e.g., 1.2.3-A.1) and are indicated
by bent arrows in the left margin.

Each requirement is composed of a descriptive title, normative text, optional
informative discussion, and two fields labelled Applies to: and Test reference:.

The applicability of a requirement is specified with the Applies to: field, which
indicates the class(es) of voting systems or devices to which the requirement
applies. Classes are defined in Volume Il Section 2.6.

asne|D 9ouew.lojuod

A requirement having N different classes separated by commas in its Applies to:
field is equivalent to N separate requirements that repeat the same text, each
repetition applying to one of the listed classes.

The scope of a parent requirement is inherited by its subrequirements unless they
explicitly specify a narrower scope. The scope may be narrowed through a generic
relation (e.g., DRE is a subclass of Vote-capture device) or a partitive relation (e.qg.,
a DRE is part of a Voting system). If no narrowing is needed then the Applies to:
field may be omitted.

The Test reference: field indicates the general testing approach or approaches that
would be used to assess conformity with the requirement.

Normative Language

The following keywords are used to convey conformance requirements:

¢ Shall indicates a mandatory requirement to do something.
Synonymous with "is required to."

¢ Is prohibited indicates a mandatory requirement not to do
something. Synonymous with "SHALL not."

¢ Should, Is encouraged indicate an optional recommended action,
one that is particularly suitable, without mentioning or excluding
others. Synonymous with "is permitted and recommended."

¢ May indicates an optional, permissible action. Synonymous with "is
permitted."

Requirements are further indicated by the presence of green text and arrows in the
left margin. Requirements are directly applicable to achieving conformance to the
Guidelines.

Informative parts of this document include discussion, examples, extended
explanations, and other matter that is necessary for proper understanding of the
Guidelines and conformance to them. Informative text may serve to clarify
requirements, but it is not otherwise applicable to achieving conformance to the
Guidelines.

VOL3-CH?2 | Page 3
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2.4 Conformance Designations

2.4

2.5

Conformance Designations

A voting system conforms to the product standard if all stated requirements that
apply to the voting system and its constituent devices are fulfilled. The
implementation statement (see Volume Il Section 2.5) declares the capabilities,
features and optional functions that have been implemented and are subject to
conformance and certification testing.

There is no concept of partial conformance—neither that a voting system is x %
conforming, nor that a device that is not a complete voting system by itself is
conforming. Individual devices of voting systems are not tested or certified except
as parts of complete systems.®

asne|D 9ouew.lojuod

Implementation Statement

An implementation statement documents the requirements that have been
implemented by the voting system, the optional features and capabilities supported
by the voting system, and any extensions (i.e., additional functionality beyond what
is defined in the Guidelines) that it implements.

An implementation statement may take the form of a checklist to be completed for
each voting system submitted for certification. It is used by test labs to identify the
conformity assessment activities that are applicable.

2.5-A Implementation statement

An implementation statement SHALL include:

1. Full product identification of the voting system, including version
number or timestamp;

2. Separate identification of each device (see below) that is part of the
voting system;

3. Version of VVSG to which certification is desired;

4. Classes implemented (see Volume Il Section 2.6.3);

5. Device capacities and limits (especially those appearing in Volume IlI
Section 7.3.1);

6. List of languages supported; and

7. Signed attestation that the foregoing accurately characterizes the
system submitted for testing.

Applies to: Click here to add the Applies to text

Test Reference:  Volume V Section 4.1

DISCUSSION

This requirement addresses many issues about the scope of certification and
uncertainty whether particular features have been implemented in voting systems.

A keyboard, mouse or printer connected to a programmed voting device, as well as
any optical drive, hard drive or similar component installed within it, are considered

VOL3-CH?2 | Page 4
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2.6 Classes

components of the voting device, not separate devices. The voting device is
"responsible” for these components—e.g., a DRE must prevent unauthorized
flashing of the firmware in its optical drive or other components that could be
subverted to manipulate vote outcomes.

Specified capacities and limits should include the limit (if any) on the length of a
candidate name that the system can process and display without truncation and
similar limits for any other text fields whose usable or practically usable sizes are
bounded. If the system provides a way to access the entirety of a long nhame even
when it does not fit the width of the display and does not use any data structures
that would force truncation, such a limit might not apply.

Vendors may wish to contact their intended testing labs in advance to determine if
those labs can supply them with an implementation statement pro forma to facilitate
meeting this requirement.

Source: New requirement.

Impact: Signature added per SB advice 2006-07-20.
2.6 Classes

2.6.1 Voting device terminology

ZHD | €10A
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TERM DEFINITION

Voting device Device that is part of the voting system. Voting device
subsumes Activation device, Vote-capture device, Paper-
based device, Electronic device, Tabulator, Audit device, and
all device voting variations (In-person voting device, etc.).

Activation device | Voting device that creates credentials necessary to initiate a
voting session using a specific ballot style. Note: This covers
a range of devices such as electronic pollbooks and card
activators that encode a token with the appropriate ballot style
for the voter. The token is used to activate the correct ballot
on a DRE or EBP.

Vote-capture Device that is used directly by a voter to vote a ballot. Vote-
device capture device subsumes Acc-VS, VEBD, and MMPB.
Paper-based Device that records votes, counts votes, and/or produces a
device report of the vote count from votes cast on paper cards or

sheets. Paper-based device subsumes MMPB, EBM, and
Optical scanner.

Electronic Device that uses electricity. Electronic device subsumes
device Programmed device.
Programmed Electronic device that includes application logic. Programmed

VOL3-CH?2 | Page 5



2.6 Classes

TERM DEFINITION
device device subsumes VEBD, Optical scanner, and EMS.
Tabulator Device that counts votes. Tabulator subsumes DRE, Optical
scanner, EMS, Precinct tabulator and Central tabulator.
Precinct Tabulator that counts votes at the polling place. Note: These
tabulator devices typically tabulate ballots as they are cast and print the

results after the close of polls. For DREs and some paper-
based systems, these devices provide electronic storage of the
vote count and may transmit results to a central location over
public telecommunication networks. A tabulator that may be
configured for use either in the precinct or in the central
location may satisfy the requirements for both Precinct
tabulator and Central tabulator. Precinct tabulator subsumes
PCOS.

Central tabulator

Tabulator that counts votes from multiple precincts at a central
location. Note: Voted ballots are typically placed into secure
storage at the polling place and then transported or transmitted
to a central tabulator. A tabulator that may be configured for
use either in the precinct or in the central location may satisfy
the requirements for both Precinct tabulator and Central
tabulator. Central tabulator subsumes CCOS.

Audit device

Voting device that supports processes of verification and/or
independent assessment of the performance of the voting
system.

VEBD

(Voter-Editable Ballot Device) Vote-capture device that
gathers votes via an electronic voter interface and allows the
voter to alter previously made selections without spoiling the
ballot. VEBD subsumes VEBD-A, VEBD-V, DRE and EBM.

Acc-VS

(Accessible Voting Station) Voting station equipped for
individuals with disabilities referred to in 42 USC 15481

@)(B).

MMPB

(Manually-Marked Paper Ballot) Vote-capture device
consisting of a paper ballot and a writing utensil.

EBM

(Electronically-assisted Ballot Marker) VEBD that produces an
executed, human-readable paper ballot as a result, and that
does not make any other lasting record of the voter's votes.
Note: One kind of EBM presents ballot choices to the voter on
an electronic monitor; after the voter finishes the ballot, the
voter's choices are printed on a paper ballot that is the only
record of the voter's choices. However, vote-by-telephone
systems that are in use at the time of this writing are also
EBMs. The voter uses an audio interface (remotely) and a
paper ballot is produced (centrally). An EBM may mark ballot
positions on a pre-printed ballot or it may print an entire ballot
(the latter kind are called EBPS); however, in any event, the
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2.6 Classes

TERM

DEFINITION

ballot produced is assumed to be human-readable and
comparable to an MMPB. EBM subsumes EBP.

EBP

(Electronic Ballot Printer) EBM that prints an entire ballot,
including ballot style-dependent content.

VEBD-A

(Audio VEBD) VEBD that communicates ballot information to
the voter using sound.

VEBD-V

(Video VEBD) VEBD that communicates ballot information to
the voter using light (e.g., via a typical electronic display).

DRE

(Direct Record Electronic) Combination VEBD and tabulator
that gathers votes via an electronic voter interface, records
voting data and ballot images in memory components, and
produces a tabulation of the voting data. Note: A typical DRE
presents ballot choices to the voter on an electronic monitor,
and after the voter finishes the ballot the voter's choices are
stored locally on the computer. DRE subsumes VVPAT.

VVPAT

(Voter-Verified Paper Audit Trail) DRE that supports voter
verification using a VVPR.

Optical scanner

Tabulator that counts votes that were recorded by means of
marks made on the surface of a paper ballot. Optical scanner
subsumes ECOS, MCOS, PCOS and CCOS.

ECOS

(EMPB-Capable Optical Scanner) Optical scanner used to
count EMPBs.

MCQOS

(MMPB-Capable Optical Scanner) Optical scanner used to
count MMPBs.

PCOS

(Precinct Count Optical Scanner) Optical scanner used as a
precinct tabulator. Note: A PCOS is a special purpose
scanner designed to enable the voter to feed his or her own
paper ballot—one ballot at a time.

CCOS

(Central Count Optical Scanner) Optical scanner used as a
central tabulator. Note: Most machines in this class are
special purpose machines that use reflected light to identify
marks at specific locations on the ballot. They are designed to
read stacks of ballots at a time.

EMS

(Election Management System) Tabulator used to prepare
ballots and programs for use in casting and counting votes and
to consolidate, report, and display election results. Note: This
device receives results data from the vote-capture devices,
accumulates the results, and reports the accumulated results.
Typically, the Election Management System will interact with
several different classes of voting devices. The EMS receives
election results from electronic media devices in one or more
of four connections: modem, local bus, direct serial, and/or

VOL3-CH?2 | Page 7
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2.6 Classes

2.6.2

TERM DEFINITION

local area ethernet.

Table 2-1 Voting device terminology

Classes overview

A class simultaneously identifies a set of requirements and a set of voting systems
or devices to which those requirements apply. The purpose of classes is to
categorize requirements into related groups of functionality that apply to different
types of voting systems and devices.

asne|D 9ouew.lojuod

Classes may subsume other classes. For example, Paper-based device subsumes
MMPB, EBM, and Optical scanner. The subsuming class is called the superclass
while the subsumed classes are called subclasses. A group of related classes
forms a classification hierarchy or lattice.

Subclasses "inherit" the requirements of their superclasses. Additionally, a
subclass may further constrain a class by adding new requirements. However, a
subclass is not allowed to relax or remove requirements inherited from a
superclass.

There is no assumption of disjointness for classes. Unless otherwise specified, a
voting system or device may belong to several classes simultaneously, such as
Acc-VS and DRE to signify an accessible DRE device.

A voting system conforms to a class if all stated requirements identified by that
class are fulfilled. Since subclasses are not allowed to relax or remove
requirements inherited from a superclass, it is true in all cases that a voting system
or device conforming to a subclass also conforms to all of its superclasses. For
example, a voting system conforming to any subclass of Voting system fulfills the
general requirements that apply to all voting systems.

The classification mechanism is useful in many different contexts when there is a
need to identify specific portions of the VVSG. Table 3 provides several examples.

CONTEXT USE

VVSG Requirements applicable to a given class

Implementation statement | This system conforms to a specified class

Conformity assessment Tests and reviews applicable to the specified class

Certification Scope of certification is the specified class

Declaration of conformity | This product is certified to that class

Request for proposals Seeking to procure a system conforming to a
specified class

Table 2-2 Use of classes in different contexts

VOL3-CH?2 | Page 8
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2.6 Classes

Figure 1 and Figure 2 repeat in pictorial form the classification hierarchies that are
defined in the next section to illustrate their high-level structure. A class is
represented by an oval containing the name of the class. When two classes are
connected by a line, this indicates that the higher class subsumes the lower one.
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2.6 Classes

Voting system
Election verification

In-person voting Ranked order
voting

Absentee voting @
Review-required ballots Cumulative voting
Provisional / challenged ballots

Split precincts Straight party voting Ballot rotation Primary elections
Cross-party endorsement Closed primaries

Figure 2-1 Voting system classes

Voting device

lectronic
device
Programmed
device

Voting variations
elided

Activation ote-capture
device device

Paper-based
device

Tabulator Audit device

Figure 2-2 Voting device classes
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2.6 Classes

2.6.3

Classes identified in implementation statement

2.6.3-A Implementation statement, system classes

An implementation statement for a voting system sHALL identify all applicable
classes from Volume IIl Section 2.6.3.1.

Applies to: Click here to add the Applies to text

Test Reference:  Volume V Section 4.1, Requirement V.4.2-C

asne|D 9ouew.lojuod

DISCUSSION

Click here and type the discussion about this requirement

Source: New requirement.

Impact: Click here to add the Impact

2.6.3-B Implementation statement, device classes

For each distinct device included in the system, an implementation statement
for a voting system sSHALL identify:

1. All applicable classes from Volume IIl Section 2.6.3.2; and
2. All applicable classes from Volume Il Section 2.6.3.3.

Applies to: Click here to add the Applies to text

Test Reference:  Volume V Section 4.1, Requirement V.4.2-C

DISCUSSION

Click here and type the discussion about this requirement

Source: New requirement.

Impact: Click here to add the Impact

2.6.3-C Implementation statement, voting variations documentation references

For each of the voting variations identified per Requirement 111.2.6.3-A and
Requirement 111.2.6.3-B, the implementation statement SHALL cite the specific
section or sections of the Voting Equipment User Documentation where the
use of that voting variation is documented.

Applies to: Click here to add the Applies to text

Test Reference:  Volume V Section 4.1

VOL3-CH?2 | Page 11
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2.6 Classes

2.6.3.1

DISCUSSION

Voting variations are enumerated in Volume 1l Section 2.6.3.1 and Volume Il
Section 2.6.3.2.

Source: [7], modified per 2006-07-20 input.

Impact: Click here to add the Impact

Supported voting variations (system-level)

The classes enumerated in this section identify voting variations supported by the
voting system. Although the intent of most is apparent from the applicable
requirements, the following may require additional explanation.

9sne|D) 9ouew.lojuod)

Conformance to the Write-ins class indicates that the voting system is capable of
end-to-end processing of write-in votes, including reconciliation of write-ins and
generation of a final, consolidated report that includes individual tallies for all write-
in candidates. If the voting system requires that write-in votes be counted manually,
then it does not satisfy Requirement 111.5.2-D and therefore does not conform to the
Write-ins class. However, it may conform to the Review-required ballots class (see
below).

The same principle applies to the Absentee voting class and the Provisional /
challenged ballots class. If the counting of these ballots is external to the voting
system, then the system does not satisfy Requirement 111.5.2-B or Requirement
111.5.2-1 and therefore does not conform to the Absentee voting or Provisional /
challenged ballots class, respectively.

Conformance to the Review-required ballots class indicates that the voting system
is capable of flagging or separating ballots for later processing and including the
results of that processing in the reported totals. If the consolidation of counts from
review-required ballots with counts from other ballots is external to the voting
system, then the system does not satisfy Requirement 111.6.9.3.3-1 and therefore
does not conform to the Review-required ballots class.

In some systems, write-in votes are counted as anonymous ballot positions, and
these votes are assigned to candidates through manual post-processing only if the
election is close enough to warrant the effort. Although this approach does not
conform to the Write-ins class, the system's handling of write-in positions is
identical to its handling of other ballot positions, so the behavior is testable.

Choose all that apply.

In-person voting
Absentee voting
Provisional / challenged ballots

Review-required ballots

* & & oo o

Primary elections

¢ Closed primaries
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2.6 Classes

2.6.3.2

¢ Open primaries
¢ Write-ins

¢ Ballot rotation

*

Straight party voting

ZHD | €10A

¢ Cross-party endorsement
Split precincts
N of M voting

Cumulative voting

asne|D 9ouew.lojuod

Ranked order voting
IDV (Independent Dual Verification)

* & & o oo o

Election verification

Supported voting variations (device-level)

It is necessary to specify voting variations at the device level as well as the system
level because a system may support a given voting variation without having that
support in every device. For example, a system may support absentee voting by
having absentee ballot support in one special tabulator and in the central EMS.
However, for the most part, these should agree with the variations claimed at the
system level.

IDV (Independent Dual Verification) and Election verification do not appear in this
list because they are strictly system-level concepts.

Choose all that apply.

In-person voting device
Absentee voting device
Provisional / challenged ballots device
Review-required ballots device
Primary elections device

Closed primaries device

Open primaries device

Write-ins device

Ballot rotation device

Straight party voting device
Cross-party endorsement device
Split precincts device

N of M voting device

Cumulative voting device

® & 6 O 6 6 6 6 O O O O o o o

Ranked order voting device
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2.6 Classes

2.6.3.3

2.6.4

Voting device classes

The classes enumerated in this section identify different types of voting devices.

Choose all that apply.

* & o o

*

PCOS is implied if Precinct tabulator and Optical scanner are identified. CCOS is

Activation device
Vote-capture device
Paper-based device
Electronic device

¢ Programmed device
Tabulator

¢ Precinct tabulator

¢ Central tabulator

Audit device

Acc-VS (accessible voting station)

MMPB (Manually-Marked Paper Ballot)
VEBD (Voter-Editable Ballot Device)
¢+ EBM (Electronically-assisted Ballot Marker)
EBP (Electronic Ballot Printer)
¢+ VEBD-A (Audio VEBD)
¢+ VEBD-V (Video VEBD)
¢+ DRE (Direct Record Electronic)
VVPAT (Voter-Verified Paper Audit Trail)
Optical scanner
¢ MCOS (MMPB-Capable Optical Scanner)
¢ ECOS (EMPB-Capable Optical Scanner)
EMS (Election Management System)

implied if Central tabulator and Optical scanner are identified. At least one of
ECOS and MCOS must be identified if Optical scanner is identified.

Semantics of classes

A class simultaneously identifies a set of requirements and a set of voting systems

or devices to which those requirements apply.

For a class C, let S(C) represent the set of voting systems or devices identified by C
and let R(C) represent the set of requirements applicable to those voting systems

or devices.

VOL3-CH2 | Page 14
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2.7 Extensions

2.7

A subclass identifies a superset of the requirements and a subset of the voting '®
systems or devices identified by its superclass. A voting system that conforms to a ©]
subclass necessarily conforms to its superclass. The superclass is said to 3,
subsume the subclass. S"
3
If class C, subsumes C,, then Q
-]
R(C2) 2 R(Ch) a
S(Cy) € S(Ch) @)
A class may have multiple superclasses. Let P(C) represent the set of QC’
superclasses of C. Then n
R(C) 2 [ JR(=) ** ®
z€ P(C)
S(C) € [ S(=)
zeP(C)

Given classes C; and C,4, one may derive a new subclass by combining C; and C,.
By default, this new class identifies the union of the requirements and the
intersection of the voting systems or devices identified by C; and C,. However,
additional requirements that applied to neither superclass may apply specifically to
the new subclass. The combining operation on classes is represented with a
wedge (A).

R(C3 A C4) 2 R(C3) U R(Cy)
S(Cs A Ca) = S(C3) N S(Cy)

A class that is derived by combining classes that are disjoint is said to be

incoherent and identifies no voting systems or devices. The set of requirements
identified by an incoherent class is likely to be self-contradictory.

Extensions

Extensions are additional functions, features, and/or capabilities included in a voting
system that are not defined in the Guidelines. To accommodate the needs of
states that may impose additional requirements and to accommodate changes in
technology, these Guidelines allow extensions. However, as extensions are
essentially subclasses of one or more classes defined in these Guidelines, they are
subject to the integrity constraint that applies to all subclasses: an extension is not
allowed to contradict or relax requirements that would otherwise apply to the system
and its constituent devices.

2.7-A Extensions shall not break conformance
Extensions SHALL not contradict or relax requirements of these Guidelines.

Applies to: Click here to add the Applies to text
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2.8 Innovation Class Submissions

2.8

Test Reference:  Click here to add the Test Reference '®)
(@)
DISCUSSION Esn
(@)
Click here and type the discussion about this requirement g
Q
Source: Click here to add the Source g
Impact: Click here to add the Impact g
Q
-
n
()

Innovation Class Submissions

This section contains requirements for innovation class submissions. An innovation
class submission is a voting system that includes one or more distinct innovative
devices. The submitter must follow the same procedures that any submitter of a
voting system must follow except that the submitter must also request and justify
that a new device class be created in the VVSG for each distinct innovative device
in the submission. For each new device class requested, the submitter must show
where in the device class structure the new class is to be created. In listing the
specific requirements of the new class, the submitter is expected to follow all rules
of class hierarchy and requirement inheritance from Section 2.6.

2.8-A Innovative device class submission

For each distinct innovative device class submission included In the voting
system, the implementation statement for the voting system sSHALL identify:

1. New device classes to be created and where they fit into the device
class hierarchy;

2. Suggested requirements and test methods for new classes;

3. Justifications for items 1 and 2.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement

Source: Click here to add the Source

Impact: Click here to add the Impact
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2.8 Innovation Class Submissions

-

2.8-B Identification of applicable requirements

For each distinct innovative device class submission included in the voting
system, the implementation statement for the voting system SHALL identify all
requirements that apply to the new class.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Identification of applicable requirements may occur through inheritance from
superclasses or it may occur through reuse of requirements from other, similar
classes.

Source: Click here to add the Source

Impact: Click here to add the Impact

2.8-C ldentification of innovativeness

Each distinct innovative class submission sHALL include documentation that
provides an explanation as to why the voting system and its accompanying
devices are innovative and how they differ from voting technology that
implement other voting device classes in the VVSG.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

The submission in effect requests the creation of a new device class for each
distinct innovative device included in the voting system. This requirement is for the
purpose of evaluating whether the creation of a new class is justified. To satisfy
this requirement, the submitter may provide an overview of the device describing its
functionality, boundaries, and interactions with other devices.

Source: Click here to add the Source

Impact: Click here to add the Impact
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3.1 Overview

Chapter 3: Usability, Accessibility, and

3.1

3.1.1

Privacy Requirements

VERSION DATE: 2007-May-15

Overview

[[Convention for embedded comments: they are enclosed in double brackets.

These remarks and questions are directed to the TGDC and its HFP subcommittee.

Comments that involve substantive issues (rather than mere re-wording) are
marked as “Major”]]

[[Throughout, the marker “XREF” is used to indicate a reference to another part of
the VVSG - these need to be resolved, but only after all the requirements have
“settled down”.]]

The importance of usability and accessibility in the design of voting systems has
become increasingly apparent. It is not sufficient that the internal operation of these
systems be correct; in addition, voters and election officials must be able to use
them effectively and efficiently.

There are some properties of voting systems that make good design especially
difficult:

¢ The voting task itself can be fairly complex; the voter may have to
navigate an electronic ballot, choose multiple candidates in a single
contest, understand the effect of party-line voting, or decide on ballot
guestions written in legal language.

+ Voting is performed infrequently (compared with tasks such as using
an ATM), so there is relatively limited opportunity for voters and poll
workers to gain familiarity with the process.

¢ Changes in the election process, including new voting equipment,
may require voters and poll workers to use new and unfamiliar
procedures.

¢ The set of "users" for voting equipment is exceptionally diverse. The
voting public encompasses a broad range of factors, including
physical and cognitive abilities, language skills, and technology
experience.

Purpose

The challenge, then, is to provide a voting system that voters can use comfortably,
efficiently, and with justified confidence that they have cast their votes correctly.
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3.1 Overview

3.1.2

The requirements within this section are intended to serve that goal. Three broad
principles motivate this section:

1. All eligible voters are to have access to the voting process without
discrimination. The voting process must be accessible to individuals
with disabilities. The voting process includes access to the polling
place, instructions on how to vote, initiating the voting session,
making ballot selections, review of the ballot, final submission of the
ballot, and getting help when needed.

2. Each cast ballot must accurately capture the selections made by the
voter. The ballot must be presented to the voter in a manner that is
clear and usable. Voters should encounter no difficulty or confusion
regarding the process for recording their selections.

3. The voting process must preserve the secrecy of the ballot. The
voting process should preclude anyone else from determining the
content of a voter's ballot, without the voter's cooperation. If such a
determination is made against the wishes of the voter, then his or her
privacy has been violated.
Note that these principles refer to the entire voting process. The VVSG applies only
to voting systems; other aspects of the process (such as administrative rules and
procedures) are outside the scope of the VVSG, but are nonetheless crucial for the
full achievement of the principles.

Also, please see section XREF/Intro which describes the relationship between
HAVA and the VVSG.

Special Terminology

Several uncommon terms are used in this section. For the convenience of the
reader, they are defined below. Many other technical terms frequently used
throughout the VVSG are defined in the Glossary. Note in particular the distinctions
among these terms: voting process, voting system, voting device, voting session,
and voting station.

¢ Accessible Voting Station (Acc-VS) - the voting station specially
equipped for individuals with disabilities referred to in HAVA 301

@)(3)(B).

¢ Audio-Tactile Interface (ATI) - a voter interface designed not to
require visual reading of a ballot. Audio is used to convey information
to the voter and sensitive tactile controls allow the voter to convey
information to the voting system.

¢ Common Industry Format (CIF) - the format to be used for usability
test reporting, described in ISO/IEC 25062:2006 "Common Industry
Format (CIF) for Usability Test Reports". [[There are plans for a more
specific version of the CIF targeted towards voting. If this comes
about, it will be referred to here. Not available for July version.]]

+ Voter-Editable Ballot Device (VEBD) - voting systems such as
DREs and EBMs that present voters with an editable ballot (as
opposed to manually-marked paper ballots), allowing them easily to
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3.2 General Usability Requirements

3.1.3

3.2

change their choices prior to final casting of the ballot. "VEBD-V"
denotes the visual interface of such systems and "VEBD-A" denotes
the audio interface.

¢ Voting Performance Protocol (VPP) - a carefully defined method
for measuring how well subjects perform various voting tasks within a
controlled experiment.

Interaction of Usability and Accessibility
Requirements

All the requirements in Section 3 have the purpose of improving the quality of
interaction between voters and voting systems. Please note how sub-sections 3.2
and 3.3 XREF work together:

-- The requirements for general usability in subsection 3.2 XREF apply to all
voting systems, including the Acc-VS. Requirements for any alternative
languages required by state or federal law are included under this heading.

-- The requirements of subsection 3.3 XREF to assist voters with physical,
sensory, or cognitive disabilities apply to the accessible voting station (Acc-VS)
required by HAVA Section 301 (a)(3)(B). The features of the Acc-VS may also
assist those not usually described as having a disability, e.g., voters with poor
eyesight or limited dexterity.

General Usability Requirements

The voting system should support a process that provides a high level of usability
for all voters. The goal is for voters to be able to negotiate the process effectively,
efficiently, and comfortably.

Many of the mandatory voting system standards in HAVA Section 301 relate to the
interaction between the voter and the voting system:

a. Requirements.--Each voting system used in an election for federal office shall meet the
following requirements:

1. In general.--

A. Except as provided in subparagraph (B), the voting system (including any
lever voting system, optical scanning voting system, or direct recording
electronic system) shall--

i. Permit the voter to verify (in a private and independent manner) the
votes selected by the voter on the ballot before the ballot is cast and
counted;

ii. Provide the voter with the opportunity (in a private and independent
manner) to change the ballot or correct any error before the ballot is
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3.2 General Usability Requirements

cast and counted (including the opportunity to correct the error through
the issuance of a replacement ballot if the voter was otherwise unable
to change the ballot or correct any error); and

iii. If the voter selects votes for more than one candidate for a single
office -

I. Notify the voter that the voter has selected more than one
candidate for a single office on the ballot;

1. Notify the voter before the ballot is cast and counted of the
effect of casting multiple votes for the office; and

I1l. Provide the voter with the opportunity to correct the ballot
before the ballot is cast and counted.

B. A state or jurisdiction that uses a paper ballot voting system, a punch card
voting system, or a central count voting system (including mail-in absentee
ballots and mail-in ballots), may meet the requirements of subparagraph (A)(iii)

by -

i. Establishing a voter education program specific to that voting system
that notifies each voter of the effect of casting multiple votes for an
office; and

ii. Providing the voter with instructions on how to correct the ballot
before it is cast and counted (including instructions on how to correct
the error through the issuance of a replacement ballot if the voter was
otherwise unable to change the ballot or correct any error).

C. The voting system shall ensure that any notification required under this
paragraph preserves the privacy of the voter and the confidentiality of the ballot.

The requirements

of section 3.2 XREF are intended to support these basic usability

standards of HAVA.

3.2.1 Performance Requirements

Usability is defined generally as a measure of the effectiveness, efficiency, and
satisfaction achieved by a specified set of users with a given product in the
performance of specified tasks. In the context of voting, the primary user is the
voter (although the equipment is used by poll workers as well), the product is the
voting system, and the task is the correct recording of the voter's ballot selections.
Additional requirements for task performance are independence and privacy: the
voter should normally be able to complete the voting task without assistance from
others, and the voter selections should be private. Lack of independence or privacy
may adversely affect effectiveness (e.g., by possibly inhibiting the voter's free
choice) and efficiency (e.g., by slowing down the process). Among the basic
metrics for voting usability are:
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3.2 General Usability Requirements

3.2.1.1

+ low error rate for marking the ballot (the voter selection is correctly
conveyed to and represented within the voting system)

+ efficient operation (time required to vote is hot excessive)

+ satisfaction (voter experience is safe, comfortable, free of stress, and
instills confidence)

General usability is covered by both high-level performance-based requirements (in
this subsection) and design requirements (in following subsections). Whereas the
latter require the presence of specific features generally thought to promote
usability, the former directly address metrics for effectiveness (e.g., correct capture
of voter selections), efficiency (e.g., time taken to vote), and satisfaction. The
voting system is tested by having groups of people (representing voters) attempt to
perform various typical voting tasks. The requirement is met only if those tasks are
accomplished with a specified degree of success.

Overall Performance Metrics

The requirements of this section set benchmarks for the usability of the voting
session as a whole.

3.2.1.1-A Overall Effectiveness

The system SHALL achieve an overall accuracy rating of at least XXX,
[[Actual benchmarks to be filled in later.]] as measured by the NIST Voting
Performance Protocol (NIST VPP).

Applies to: Voting System

Test Reference:  Performance

DISCUSSION

This requirement ensures that the system enables voters to accurately cast votes
for the candidates and referendum positions as intended.

3.2.1.1-B Overall Efficiency

When the conventional visual/tactile interface is used, the system SHALL
achieve an overall mean voting session time of at most XXX minutes as
measured by the NIST VPP.

Applies to: Voting System

Test Reference:  Performance

DISCUSSION

This requirement ensures that the system enables voters to vote with reasonable
speed. Note that this requirement does not apply to the audio interface of a
system, nor to the use of special input devices for voters with dexterity disabilities.
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3.2 General Usability Requirements

-

3.2.1.2

3.2.2

3.2.1.1-C Overall Satisfaction

The system SHALL achieve an overall satisfaction rating of at least XXX, as
measured by the NIST VPP.

Applies to: Voting System

Test Reference:  Performance

DISCUSSION

This requirement ensures that the system is reasonably comfortable and pleasant
to use.

Vendor Testing

[[Major — note new wording for usability testing by vendor — HFP section requires
what testing is to be done. Vol IV contains blanket reporting requirement -
suggested wording: “The vendor shall document all the usability testing performed
as required in section 3 (? XREF) and report the test results using the Common
Industry Format.”]]

3.2.1.2-A Usability Testing by Vendor for General Population

The vendor sHALL conduct summative usability tests on the voting system
using individuals who are representative of the general population. See
requirement 1V.2.6.2-A XREF for associated reporting requirement.

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

Voting system developers are required to conduct realistic usability tests on the final
product before submitting the system to conformance testing. This is to encourage
early detection and resolution of usability problems.

Functional Capabilities

The usability of the voting process is enhanced by the presence of certain
functional capabilities. These capabilities differ somewhat depending on whether or
not the system presents an editable interface within which voters can easily change
their selections (typically an electronic screen) or an interface in which voters must
obtain a new ballot to make changes (typically a manually marked paper ballot).
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3.2 General Usability Requirements

-

3.2.2-A Notification of Effect of Overvoting

If the voter makes more than the allowable number of selections for a
contest, the voting system SHALL notify the voter of the effect of this action
before the ballot is cast and counted.

Applies to: Voting system

Test Reference:  Functional

DISCUSSION

In the case of manual systems, this may be achieved through appropriately placed
instructions. This requirement has no force for VEBD systems, since they prevent
overvoting in the first place.

3.2.2-B Undervoting to be Permitted

The voting system SHALL allow the voter, at his or her choice, to submit an
undervoted ballot without correction.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.2-C Correction of Ballot

The voting system SHALL provide the voter the opportunity to correct the
ballot for either an undervote or overvote before the ballot is cast and
counted.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

In the case of manual systems, this may be achieved through appropriately placed
written instructions. Some corrections may require the voter to obtain a new paper
ballot from a poll worker. Also, note the requirements on precinct-count optical
scanners in section 3.2.2.2 XREF below.
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3.2 General Usability Requirements

-

3.2.2-D Natification of Successful Ballot Casting

If (and only if) the ballot is cast successfully, the system SHALL so notify the
voter.

Applies to: DRE, PCOS

Test Reference:  Functional

DISCUSSION

The purpose of this requirement is to provide feedback to the voter to assure him or
her that the voting session has been completed. A precipitous confirmation of
successful casting that is contradicted by an error that occurs around the same time
would be misleading and non-compliant behavior.

Source: Click here to add the Source

Impact: Click here to add the Impact

3.2.2-E Notification of Ballot Casting Failure (DRE)

If the ballot is not cast successfully, including storage of the ballot image, a
DRE SHALL so notify the voter and provide clear instruction as to the steps
the voter should take to cast his or her ballot.

Applies to: DRE

Test Reference:  Functional

DISCUSSION

If a DRE fails at the point of casting a ballot, it must clearly indicate to the voter and
to election officials responding to the failure whether or not the ballot was cast.
Otherwise, election officials may be unable to provide substantial confirmation that
the vote was or was not counted, possibly resulting in disenfranchisement or the
casting of two ballots by a single voter.

A device that is observed to "freeze" when the voter attempts to cast the ballot,
providing no evidence one way or the other whether the ballot was cast, is
assessed a disenfranchisement failure (see Xref: Manageable failures per election),
the most serious type of failure.

Source: 2002 VSS 1.2.4.3.3.k / VVSG'05 1.2.3.3.3.m
Impact: Click here to add the Impact

VOL3-CH3 | Page 25

Ssjuswalinbay AdeAlld pue ‘All1qissaddy ‘Alljigesn

€HD | €10A



3.2 General Usability Requirements

-

3.2.2.1

3.2.2-F Naotification of Ballot Casting Failure (PCOS)

If the ballot is not cast successfully, including reading of the ballot and
transport of the ballot into the ballot box, a PCOS SHALL so notify the voter.

Applies to: PCOS

Test Reference:  Functional

DISCUSSION

See also Xref: Paper-based tabulator, indicate status of misfed ballot.

Source: Click here to add the Source

Impact: Click here to add the Impact

Editable Interfaces

Voting systems such as DREs and EBMs present voters with an editable interface,
allowing them easily to change their choices prior to final casting of the ballot.

3.2.2.1-A Prevention of Overvotes

The voting system SHALL prevent voters from making more than the
allowable number of choices for each contest.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

This requirement does not specify exactly how the system must respond when a
voter attempts to select an "extra" candidate. For instance, the system may prevent
the selection and issue a warning, or, in the case of a single-choice contest, simply
change the selection.

3.2.2.1-B Warning of Undervotes

The voting system sSHALL provide feedback to the voter, before final casting
of the ballot, that identifies specific contests or ballot issues for which he or
she has made fewer than the allowable number of selections (i.e.,
undervotes).

Applies to: VEBD

Test Reference:  Functional
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3.2 General Usability Requirements

DISCUSSION

For VEBD systems, no allowance is made for disabling this feature. Also, see
requirement below on "Clarity of Warnings".

3.2.2.1-C Independent Correction of Ballot

The voting system SHALL provide the voter the opportunity to correct the
ballot before it is cast and counted. This correction process SHALL not
require external assistance. The corrections to be supported include
modifying an undervote or overvote, and changing a vote from one candidate
to another.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.2.1-D Ballot Editing per Contest

The voting system SHALL allow the voter to change a vote within a contest
before advancing to the next contest.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

The point here is that voters using an editable interface should not have to wait for
a final ballot review screen in order to change a vote.

3.2.2.1-E Contest Navigation

The voting system SHALL provide navigation controls that allow the voter to
advance to the next contest or go back to the previous contest before
completing a vote on the contest(s) currently being presented (whether
visually or aurally).

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

For example, voters should not be forced to proceed sequentially through all the
contests before going back to check their selections for a previous contest.
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3.2 General Usability Requirements

3.2.2.2

Non-Editable Interfaces

Non-Editable interfaces, such as manually marked paper ballots (MMPB) do not
have the same flexibility as do editable interfaces. Nonetheless, certain features are
required, especially in the case of precinct-based optical scanners. Note that the
technical definition of "marginal mark" may be found in the glossary. Basically, a
marginal mark is one that, according the vendor specifications, is neither clearly
countable as a vote nor clearly countable as a non-vote.

3.2.2.2-A Notification of Overvoting

The voting system SHALL be capable of providing feedback to the voter that
identifies specific contests or ballot issues for which he or she has made
more than the allowable number of selections (i.e. overvotes).

Applies to: PCOS

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.2.2-B Notification of Undervoting

The voting system SHALL be capable of providing feedback to the voter that
identifies specific contests or ballot issues for which he or she has made
fewer than the allowable number of selections (i.e. undervotes). The system
SHALL provide a means for an authorized election official to deactivate this
capability entirely and by contest.

Applies to: PCOS

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.2.2-C Notification of Blank Ballots

The voting system SHALL be capable of notifying the voter that he or she has
submitted a paper ballot that is blank on one or both sides. The system
SHALL provide a means for an authorized election official to deactivate this
capability.

Applies to: PCOS

Test Reference:  Functional
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3.2 General Usability Requirements

3.2.3

DISCUSSION

One purpose of this feature is to detect situations in which the voter might be
unaware that the ballot is two-sided. This feature is distinct from the ability to detect
and warn about undervoting.

3.2.2.2-D Ballot Correction or Submission Following Notification

After the voting system has notified the voter that a potential error condition
(such as an overvote, undervote, or blank ballot) exists, the system SHALL
allow the voter to correct the ballot or to submit it as is.

Applies to: PCOS

Test Reference:  Functional

DISCUSSION

This requirement mandates that the equipment be capable of allowing either
correction or immediate submission. For instance, a questionable paper ballot
might be physically ejected for possible correction. This requirement does not
constrain the procedures that jurisdictions might adopt for handling such situations
(e.g. whether poll worker intervention is required).

3.2.2.2-E Handling of Marginal Marks

Paper-based precinct tabulators should be able to identify a ballot containing
marginal marks. When such a ballot is detected, the tabulator SHALL:

¢ Return the ballot to the voter;

¢ Provide feedback to the voter that identifies the specific contests or
ballot issues for which a marginal mark was detected;

+ Allow the voter either to correct the ballot or to submit the ballot "as
is" without correction.

Applies to: Precinct tabulator

Test Reference:  Functional

DISCUSSION

The purpose of this requirement is to provide more certainty about the handling of
poorly-marked ballots. If a given candidate or option is clearly marked as chosen,
or left completely unmarked, then there is no ambiguity to resolve. But each vendor
should define a "gray zone" (with respect to location, darkness, etc.) in which marks
will be actively flagged as ambiguous.

Privacy

[[Major - Privacy section moved up.]] The voting process must preclude anyone
else from determining the content of a voter's ballot without the voter's cooperation.
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3.2 General Usability Requirements

3.2.3.1

Privacy ensures that the voter can make selections based solely on his or her own
preferences without intimidation or inhibition.

Privacy at the Polls
3.2.3.1-A System Support of Privacy

When deployed according to the installation instructions provided by the
vendor, the voting system SHALL prevent others from determining the
contents of a voter’s ballot.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
3.2.3.1-A.1 Visual Privacy

The ballot, [[added:]] any other visible record containing ballot information,
and any input controls SHALL be visible only to the voter during the voting
session and ballot submission.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

[[Added discussion as per WQ suggestions.]] This requirement may involve
different approaches for electronic and paper interfaces. In both cases, appropriate
shielding of the voting station is important. When a paper record with ballot
information needs to be transported by the voter, devices such as privacy sleeves
may be necessary. This requirement applies to all records with information on ballot
choices (such as a vote verification record) even if that record is not itself a ballot.

3.2.3.1-A.2 Auditory Privacy
The audio interface of the voting system SHALL be audible only to the voter.

Applies to: VEBD-A

Test Reference:  Functional
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3.2 General Usability Requirements

3.2.3.2

DISCUSSION

Voters who are hard of hearing but need to use an audio interface may also need to
increase the volume of the audio. Such situations require headphones with low
sound leakage.

3.2.3.1-A.3 Privacy of Warnings

The voting system SHALL issue all warnings in a way that preserves the
privacy of the voter and the confidentiality of the ballot.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

HAVA 301 (a)(1)(C) mandates that the voting system shall notify the voter of an
attempted overvote in a way that preserves the privacy of the voter and the
confidentiality of the ballot. This requirement generalizes that mandate.

3.2.3.1-A.4 No Receipts

The voting system SHALL not issue a receipt to the voter that would provide
proof to another of how he or she voted.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

No Recording of Alternative Format Usage

When voters use non-typical ballot interfaces, such as large print or alternative
languages, their anonymity may be vulnerable. To the extent possible, only the
logical contents of their ballots should be recorded, not the special formats in which
they were rendered. In the case of paper ballots, where the interface is the record,
some format information is unavoidably preserved.

3.2.3.2-A No Recording of Alternate Languages

No information SHALL be kept within an electronic cast vote record that
identifies any alternative language feature(s) used by a voter.

Applies to: Voting System

Test Reference:  Functional
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3.2 General Usability Requirements

3.2.4

DISCUSSION

Click here and type the discussion about this requirement

3.2.3.2-B No Recording of Accessibility Features

No information SHALL be kept within an electronic cast vote record that
identifies any accessibility feature(s) used by a voter.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

Cognitive Issues
The features specified in this section are intended to minimize cognitive difficulties

for voters. They should always be able to operate the voting system and
understand the effect of their actions.

3.2.4-A Completeness of Instructions
The voting station SHALL provide instructions for all its valid operations.

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

If an operation is available to the voter, it must be documented. Examples include
how to change a vote, how to navigate among contests, how to cast a straight party
vote, how to cast a write-in vote, and how to adjust display and audio
characteristics.

3.2.4-B Availability of Assistance from the System

The voting system SHALL provide a means for the voter to get help directly
from the system at any time during the voting session.

Applies to: Voting System

Test Reference:  Functional
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DISCUSSION

The voter should always be able to get help from the system if needed. The
purpose is to minimize the need for poll worker assistance. VEBD voting systems
may provide this with a distinctive "help" button. Any type of voting system may
provide written instructions that are separate from the ballot.

3.2.4-C Plain Language

All instructional material for the voter SHALL conform to norms and best
practices for plain language.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Although part of general usability, the use of plain language is also expected to
assist voters with cognitive disabilities. The plain language requirements apply to
instructions that are inherent to the voting system or that get generated by default.
To the extent that instructions are determined by election officials designing the
ballot, they are beyond of the scope of this requirement.

3.2.4-C.1 Clarity of Warnings

Warnings and alerts issued by the voting system should clearly state:

¢ the nature of the problem

¢ whether the voter has performed or attempted an invalid operation or
whether the voting equipment itself has malfunctioned in some way

¢ the set of responses available to the voter

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For instance, “You have not interacted with the system for the past three minutes.
Please press the ‘Need more time’ button right away to tell the system that you're
still here — Thank you.” rather than “System detects imminent timeout condition”. In
case of an equipment failure, the only action available to the voter might be to get
assistance from a poll worker.

3.2.4-C.2 Context before Action

When an instruction is based on a condition, the condition should be stated
first, and then the action to be performed.
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Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For instance, use "In order to change your vote, do X", rather than "Do X, in order to
change your vote".

3.2.4-C.3 Simple Vocabulary

The system should use familiar, common words and avoid technical or
specialized words that voters are not likely to understand.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For instance, "... there are more contests on the other side ..." rather than
"...additional contests are presented on the reverse ..."

3.2.4-C.4 Start Each Instruction on a New Line

The system should start the visual presentation of each new instruction on a
new line.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

This implies not "burying" several unrelated instructions in a single long paragraph.
3.2.4-C.5 Use of Positive

The system should issue instructions on the correct way to perform actions,
rather than telling voters what not to do.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For example, “Fill in the oval for your write-in vote to count” rather than “If the oval is
not marked, your write-in vote cannot be counted”.
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Ly

3.2.4-C.6 Use of Imperative Voice

The system's instructions should address the voter directly rather than use
passive voice constructions.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION
For example, "remove and retain this ballot stub” rather than "this ballot stub must
be removed and retained by the voter."

3.2.4-C.7 Gender-based Pronouns

The system should avoid the use of gender-based pronouns.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For example, "...write in your choice directly on the ballot..." rather than "... write in
his name directly on the ballot..."

3.2.4-D No Bias among Choices

Consistent with election law, the voting system should support a process that
does not introduce any bias for or against any of the selections to be made
by the voter. In both visual and aural formats, contest choices SHALL be
presented in an equivalent manner.

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

Certain differences in presentation are mandated by state law, such as the order in
which candidates are listed and provisions for voting for write-in candidates. But
comparable characteristics such as font size or voice volume and speed must be
the same for all choices.

3.2.4-E Ballot Design

The voting system SHALL provide the capability to design a ballot with a high
level of clarity and comprehensibility.
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3.2 General Usability Requirements

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
3.2.4-E.1 Contests Split among Pages or Columns

The voting system should not visually present a single contest spread over
two pages or two columns.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Such a visual separation poses the risk that the voter may perceive one contest as
two, or fail to see additional choices. If a contest has a large number of candidates,
it may be infeasible to observe this guideline.

3.2.4-E.2 Indicate Maximum Number of Candidates

The ballot SHALL clearly indicate the maximum number of candidates for
which one can vote within a single contest.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
3.2.4-E.3 Consistent Representation of Candidate Selection

The relationship between the name of a candidate and the mechanism used
to vote for that candidate SHALL be consistent throughout the ballot.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For example, the response field where voters indicate their selections must not be
located to the left of some candidates' names, and to the right of others'.

VOL3-CH3 | Page 36

Ssjuswalinbay AdeAlld pue ‘All1qissaddy ‘Alljigesn

€HD | €10A



3.2 General Usability Requirements

Ly

3.2.4-E.4 Placement of Instructions
The system should display instructions near to where they are needed.

Applies to: Voting system

Test Reference:  Functional

DISCUSSION

For instance, only general instructions should be grouped at the beginning of the
ballot; those pertaining to specific situations should be presented where and when
needed.

3.2.4-F Conventional Use of Color

The use of color by the voting system should agree with common
conventions: (a) green, blue or white is used for general information or as a
normal status indicator; (b) amber or yellow is used to indicate warnings or a
marginal status; (c) red is used to indicate error conditions or a problem
requiring immediate attention.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.4-G Icons and Language

When an icon is used to convey information, indicate an action, or prompt a
response, it SHALL be accompanied by a corresponding linguistic label.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

While icons can be used for emphasis when communicating with the voter, they
must not be the sole means by which information is conveyed, since there is no
widely accepted "iconic" language and therefore not all voters may understand a
given icon.
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3.2 General Usability Requirements

3.2.5 Perceptual Issues

The requirements of this section are designed to minimize perceptual difficulties for
the voter.

3.2.5-A Screen Flicker

No voting system display screen sHALL flicker with a frequency between 2 Hz
and 55 Hz.

Applies to: VEBD-V

Test Reference:  Inspection

DISCUSSION

Aside from usability concerns, this requirement protects voters with epilepsy.

3.2.5-B Resetting of Adjustable Aspects at End of Session

Any aspect of the voting station that is adjustable by the voter or poll worker,
including font size, color, contrast, audio volume, or rate of speech, SHALL
automatically reset to a standard default value upon completion of that
voter's session. For the Acc-VS, the aspects include synchronized
audio/video mode and non-manual input mode.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

This ensures that the voting station presents the same initial appearance to every
voter.

3.2.5-C Ability to Reset to Default Values

If any aspect of a voting system is adjustable by the voter or poll worker,
there sSHALL be a mechanism to reset all such aspects to their default values.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

The purpose is to allow a voter or poll worker who has adjusted the system into an
undesirable state to reset all the aspects and begin again.
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3.2 General Usability Requirements

-

3.2.5-D Minimum Font Size

All voting systems SHALL provide a minimum font size of 3.0mm (measured
as the height of a capital letter) for all text intended for voters [[added poll
workers to scope]] or poll workers.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

All millimeters will be calculated using Hard Metric Conversion. (See Glossary for
definition.)

3.2.5-E Available Font Sizes

A voting station that uses an electronic image display SHALL be capable of
showing all information in at least two font sizes, (a) 3.0-4.0 mm and (b) 6.3-
9.0 mm, under control of the voter. The system sSHALL allow the voter to
adjust font size throughout the voting session while preserving the current
ballot choices.

Applies to: VEBD-V

Test Reference:  Functional

DISCUSSION

All millimeters will be calculated using Hard Metric Conversion. (See Glossary for
definition.) While larger font sizes may assist most voters with poor vision, certain
disabilities such as tunnel vision are best addressed by smaller font sizes. Larger
font sizes may also assist voters with cognitive disabilities. This requirement
mandates the availability of at least two font sizes, but additional choices (including
continuous variability) are allowed.

3.2.5-F Use of Sans Serif Font
All text intended for the voter should be presented in a sans serif font.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

Research has shown that users prefer such fonts.
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3.2 General Usability Requirements

-

3.2.5-G Legibility of Paper Ballots and Verification Records

All voting systems using paper ballots [[added:]] or paper verification records
should make provisions for voters with poor reading vision.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Possible solutions include: (a) providing paper ballots in at least two font sizes, 3.0 -
4.0mm and 6.3 - 9.0mm and (b) providing [[added:]] electronic or optical devices for
magnification.

3.2.5-H Contrast Ratio

The minimum figure-to-ground ambient contrast ratio for all text and
informational graphics (including icons) intended for voters [[Added poll
workers to scope.]] or poll workers SHALL be 3:1.

Applies to: Voting device

Test Reference:  Inspection
DISCUSSION

Click here and type the discussion about this requirement

3.2.5-1 High Contrast for Electronic Displays

The voting station sHALL be capable of showing all information in high
contrast either by default or under the control of the voter. The system SHALL
allow the voter to adjust contrast throughout the voting session while
preserving the current ballot choices. High contrast is a figure-to-ground
ambient contrast ratio for text and informational graphics of at least 6:1.

Applies to: VEBD-V

Test Reference:  Inspection

DISCUSSION
3.2.5-J Accommodation for Color Blindness

The default color coding SHALL support correct perception by voters with
color blindness.
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3.2 General Usability Requirements

3.2.6

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

There are many types of color blindness and no color coding can, by itself,
guarantee correct perception for everyone. However, designers should take into
account such factors as: red-green color blindness is the most common form; high
luminosity contrast will help colorblind voters to recognize visual features; and color-
coded graphics can also use shape to improve the ability to distinguish certain
features.

3.2.5-K No Reliance Solely on Color

Color coding SHALL not be used as the sole means of conveying information,
indicating an action, prompting a response, or distinguishing a visual
element.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

While color can be used for emphasis, some other non-color mode must also be
used to convey the information, such as a shape or text style. For example, red can
be enclosed in an octagon shape.

Interaction Issues

The requirements of this section are designed to minimize interaction difficulties for
the voter.

3.2.6-A No Page Scrolling
Voting systems SHALL not require page scrolling by the voter.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

That is, the page of displayed information must fit completely within the physical
screen presenting it. Scrolling is not an intuitive operation for those unfamiliar with
the use of computers. Even those experienced with computers often do not notice a
scroll bar and miss information at the bottom of the "page."” Voting systems may
require voters to move to the next or previous "page."”
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3.2 General Usability Requirements

-

3.2.6-B Unambiguous Feedback for Voter's Selection

The voting system SHALL provide unambiguous feedback regarding the
voter’s selection, such as displaying a checkmark beside the selected option
or conspicuously changing its appearance.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

3.2.6-C Accidental Activation
Input mechanisms SHALL be designed to minimize accidental activation.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

There are at least two kinds of accidental activation. One is when a control is
activated as it is being “explored” by the voter because the control is overly
sensitive to the touch. A second issue is the problem of having a control in a
location where it can easily be activated unintentionally. An example would be a
button in the very bottom left corner of the screen where a voter might hold the unit
for support.

3.2.6-C.1 Size and Separation of Touch Areas

On touch screens, the sensitive touch areas SHALL have a minimum height of
0.5 inches and minimum width of 0.7 inches. The vertical distance between
the centers of adjacent areas SHALL be at least 0.6 inches, and the horizontal
distance at least 0.8 inches.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
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3.2 General Usability Requirements

Ly

3.2.6.1

3.2.6-C.2 No Repeating Keys

No key or control on a voting system SHALL have a repetitive effect as a
result of being held in its active position.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

This is to preclude accidental activation. For instance, if a voter is typing in the
name of a write-in candidate, depressing and holding the "e" key results in only a
single "e" added to the name.

Timing Issues

These requirements address how long the system and voter wait for each other to
interact. For the purposes of this section we define the following terms:

¢ Initial system response time: the time taken from when the voter
performs some detectible action (such as pressing a button) to when
the voting system begins responding in some obvious way (such as
an audible response or any change on the screen)

¢ Completed system response time: the time taken from when the
voter performs some detectible action to when the voting system
completes its response and settles into a stable state (e.qg. finishes
"painting” the screen with a new page)

¢ Voter inactivity time: the amount of time the equipment will wait for
detectible voter activity before issuing an alert to the voter

¢ Alert time: the amount of time the equipment will wait for detectible
voter activity after issuing an alert and then going into an inactive
state requiring poll worker intervention

3.2.6.1-A Maximum Initial System Response Time

The initial system response time of the voting system SHALL be no greater
than 0.5 seconds.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

This is so the voter can very quickly perceive that his/her action has been detected
and is being processed. The voter never gets the sense of dealing with an
unresponsive or "dead" system. Note that this requirement applies to VEBD-A
(audio) as well as to VEBD-V (visual) systems.
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3.2 General Usability Requirements

-

3.2.6.1-B Maximum Completed System Response Time for Vote Confirmation

When the voter performs an action to record a single vote, the completed
system response time of the voting system SHALL be no greater than one
second in the case of a visual response, and no greater than five seconds in
the case of an audio response.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

For example, if the voter touches a button to indicate a vote for a candidate, a
visual system might display an "X" next to the candidate's name, and an audio
system might announce "You have voted for Smith for Governor".

3.2.6.1-C Maximum Completed System Response Time for All Operations

The completed system response time of the voting system for visual
operations SHALL be no greater than 10 seconds.

Applies to: VEBD-V

Test Reference:  Functional

DISCUSSION

Even for "large" operations such as initializing the ballot or painting a new screen,
the system must never take more than 10 seconds. In the case of audio systems,
no upper limit is specified, since certain operations may take longer, depending on
the length of the text being read (e.g. reading out a long list of candidates running in
a contest).

3.2.6.1-D System Response Indicator

If the system has not completed its visual response within one second, it
SHALL present to the voter, within 0.5 seconds of the voter's action, some
indication that it is preparing its response.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

For instance, the system might present an hourglass icon indicating that it is "busy"
processing the voter's request. This requirement is intended to preclude the "frozen
screen" effect, in which no detectible activity is taking place for several seconds.
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3.2 General Usability Requirements

3.2.7

There need not be a specific "activity" icon, as long as some visual change is
apparent (such as progressively "painting" a new screen).

3.2.6.1-E Voter Inactivity Time

The voting system SHALL detect and warn about lengthy voter inactivity
during a voting session. Each system SHALL have a defined and documented
inactivity time, and that time SHALL be between two and five minutes.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

Each type of system must have a given inactivity time that is consistent among and
within all voting sessions. This ensures that all voters are treated equitably.

3.2.6.1-F Alert Time

Upon expiration of the voter inactivity time, the voting system SHALL issue an
alert and provide a means by which the voter may receive additional time.
The alert time SHALL be between 20 and 45 seconds.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

Alternative Languages

HAVA Section 301 (a)(4) states that the voting system shall provide alternative
language accessibility pursuant to the requirements of section 203 of the Voting
Rights Act of 1965 (42 U.S.C. 1973aa-1a). Ideally every voter would be able to vote
independently and privately, regardless of language. As a practical matter,
alternative language access is mandated under the Voting Rights Act of 1975,
subject to certain thresholds (e.g., if the language group exceeds 5% of the voting
age population). Thus, election officials must ensure that the voting system they
deploy is capable of handling the languages meeting the legal threshold within their
districts.

While the following requirements support this process, it should be noted that they
are requirements only for voting systems to be certified. It is anticipated that
jurisdictions will apply additional requirements appropriate for their particular
circumstances for procurement and deployment.
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3.2 General Usability Requirements

-

3.2.7-A General Support for Alternative Languages

The voting system SHALL be capable of presenting the ballot, ballot
selections, review screens, [[added:]] vote verification records, and voting
instructions in any language declared by the vendor to be supported by the
system.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

For example, if the vendor claims that a given system is capable of supporting
Spanish and Chinese, then it must do so.

3.2.7-A.1 Voter Control of Language

The system SHALL allow the voter to select among the available languages
throughout the voting session while preserving the current ballot choices.

Applies to: VEBD

Test Reference:  Functional

DISCUSSION

For instance, a voter may initially choose an English version of the ballot, but then
wish to switch to another language in order to read a referendum question.

3.2.7-A.2 Complete Information in Alternative Language

All the information presented to the voter in the typical case of English-
literate voters (including instructions, warnings, messages, ballot choices,
and vote verification information) SHALL also be presented when an
alternative language is being used, whether the language is written or
spoken.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Therefore, it may not be sufficient simply to present the ballot per se in the
alternative language, especially in the case of VEBD systems. All the supporting
information must also be available in the alternative language.
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3.2 General Usability Requirements

Ly

3.2.8

3.2.8.1

3.2.7-A.3 Usability Testing by Vendor for Alternative Languages

The vendor sHALL conduct summative usability tests for each of the system's
supported languages, using subjects who are fluent in those languages but
not fluent in English. See requirement 1V.2.6.2-A XREF for associated
reporting requirement.

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

Usability for Poll Workers

Voting systems are used not only by voters to record their choices, but also by poll
workers who are responsible for set-up, operation while polls are open, light
maintenance, and poll closing. Because of the wide variety of implementations, it is
impossible to specify detailed design requirements for these functions. The
requirements below describe general capabilities that all systems must support.

3.2.8-A Clarity of System Messages for Poll Workers

All messages generated by the system for poll workers in support of the
operation, maintenance, or safety of the system sHALL adhere to the
requirements for clarity in section 12.2.3 XREF.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

Operation

Poll workers are responsible for opening polls, keeping the polls open and running
smoothly during voting hours, and closing the polls afterwards. Operations may be
categorized in three phases:

Setup includes all the steps necessary to take the system from its state as normally

delivered to the polling place, to the state in which it is ready to record votes. It
does not include ballot definition
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3.2 General Usability Requirements

Polling includes such functions as:

+ voter identification and authorization
¢ preparing the system for the next voter

+ assistance to voters who wish to change their ballots or need other
help

+ system recovery in the case of voters who abandon the voting
session without having cast a ballot

+ routine hardware operations, such as installing a new roll of paper

Shutdown includes all the steps necessary to take the system from the state in
which it is ready to record votes to its normal completed state in which it has
captured all the votes cast and the voting information cannot be further altered.

3.2.8.1-A Ease of Normal Operation

The procedures for system setup, polling, and shutdown, [[clarified:]] as
documented by the vendor, SHALL be reasonably easy for the typical poll
worker to learn, understand, and perform.

Applies to: Voting system

Test Reference:  Functional

DISCUSSION

This requirement covers procedures and operations for those aspects of system
operation normally performed by poll workers and other "non-expert" operators. It
does not address inherently complex operations such as ballot definition or system
repair. While a certain amount of complexity is unavoidable, these "normal”
procedures should not require any special expertise. The procedures may require a
reasonable amount of training. Also, see requirements for usability of system
documentation in Volume IV, Chapter 3 XREF.

3.2.8.1-B Usability Testing by Vendor for Poll Workers

The vendor sHALL conduct summative usability tests on the voting system
using individuals who are representative of the general population. The tasks
to be covered in the test SHALL include setup, operation, and shutdown. See
requirement 1V.2.6.2-A XREF for associated reporting requirement.

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
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3.2 General Usability Requirements

3.2.8.2

Maintenance

Maintainability represents the ease with which maintenance actions can be
performed based on the design characteristics of equipment and software and on
the processes that the vendor and election officials have in place for preventing
failures and for reacting to failures. Maintainability includes the ability of equipment
and software to self-diagnose problems and make non-technical election workers
aware of a problem. Maintainability addresses all scheduled and unscheduled
events, which are performed to:

+ Determine the operational status of the system or a component
+ Adjust, align, tune or service components

+ Repair or replace a component having a specified operating life or
replacement interval

¢ Repair or replace a component that exhibits an undesirable
predetermined physical condition or performance degradation

+ Repair or replace a component that has failed

+ Verify the restoration of a component or the system to operational
status

Maintainability will be determined based on the presence of specific physical
attributes that aid system maintenance activities, and the ease with which system
maintenance tasks can be performed by the test lab. Although a more quantitative
basis for assessing maintainability, such as the Mean Time to Repair the system is
desirable, the certification of a system is conducted before it is approved for sale
and thus before a broader base of maintenance experience can be obtained.

3.2.8.2-A Physical Attributes for Maintenance

The following physical attributes sHALL be sufficiently available so as to
support good maintainability:

¢ Presence of labels and the identification of test points
¢ Provision of built-in test and diagnostic circuitry or physical indicators
of condition

¢ Presence of labels and alarms related to failures
¢ Presence of features that allow non-technicians to perform routine
maintenance tasks (such as update of the system database)

Applies to: Voting device

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
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3.2 General Usability Requirements

-

3.2.8.3

3.2.8.2-B Additional Attributes for Maintenance

The following additional attributes sHALL be sufficiently available so as to
support good maintainability:

Ease of detection by a non-technician that equipment has failed
Low false alarm rates (i.e. indications of problems that do not exist)
Ease of access to components for replacement

Ease with which adjustment and alignment can be performed

Ease with which database updates can be performed by a non-
technician

¢ Ease with which a poll worker can adjust, align, tune or service
components

* & & o o

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

Safety

All voting systems and their components must be designed so as to eliminate
hazards to personnel or to the equipment itself. Hazards include, but are not limited
to:

fire hazards

electrical hazards

potential for equipment tip-over (stability)
potential for cuts and scrapes (e.g. sharp edges)

potential for pinching (e.g. tight, spring-loaded closures)

* & 6 o o o

potential for hair or clothing entanglement

3.2.8.3-A Safety Certification

All equipment associated with the voting system SHALL be certified in
accordance with the requirements of UL 60950, Safety of Information
Technology Equipment by a certification organization accredited by the
Department of Labor, Occupational Safety and Health Administration’s
Nationally Recognized Testing Laboratory program. The certification
organization’s scope of accreditation SHALL include UL 60950.
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3.3 Accessibility Requirements

3.3

Applies to: Voting System

Test Reference:  Inspection

DISCUSSION

UL 60950 is a comprehensive standard for IT equipment and addresses all the
hazards discussed above under Safety.

Accessibility Requirements

HAVA Section 301 (a) (3) reads, in part:

ACCESSIBILITY FOR INDIVIDUALS WITH DISABILITIES.--The voting system shall--

(A) be accessible for individuals with disabilities, including nonvisual accessibility for the
blind and visually impaired, in a manner that provides the same opportunity for access
and participation (including privacy and independence) as for other voters;

(B) satisfy the requirement of subparagraph (A) through the use of at least one direct
recording electronic voting system or other voting system equipped for individuals with
disabilities at each polling place;

The voting process is to be accessible to voters with disabilities through the use of
a specially equipped voting station. A machine so equipped is referred to herein as
an accessible voting station (Acc-VS).

The requirements in this subsection are intended to address this HAVA mandate.
Ideally, every voter would be able to vote independently and privately. As a practical
matter, there may be some number of voters who, because of the nature of their
disabilities, will need personal assistance with any system. Nonetheless, these
requirements are meant to make the voting system independently accessible to as
many voters as possible.

[[A re-write to explain the relation between sections 3.2 and 3.3]] This subsection
3.3 (XREF) - Accessibility Requirements covers only those features that are unique
to the Acc-VS. For instance, an audio interface would be of interest mainly to those
with vision or other reading disabilities, but not to those who can use a visual
interface. The preceding subsection 3.2 (XREF) — General Usability Requirements
covers the features that are applicable both to the general population and to voters
with disabilities. Those requirements apply to all voting systems, including the Acc-
VS. Therefore, to determine what features are required of the Acc-VS, one must
examine both subsections 3.2 and 3.3 XREF.

This subsection is organized according to the type of disability being addressed.
For each type, certain appropriate design features are specified. Note, however,
that a feature intended primarily to address one kind of disability may very well
assist voters with other kinds.
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3.3 Accessibility Requirements

3.3.1

General

The requirements of this sub-section are relevant to a wide variety of disabilities.

[[Next two are new requirements to support end-to-end testing. Added “vendor’s
complete voting system” to clarify intent.]]

3.3.1-A Accessibility throughout the Voting Session

The Acc-VS sHALL be integrated into the vendor’s complete voting system so
as to support accessibility for disabled voters throughout the voting session.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This requirement ensures accessibility to the voter throughout the entire session.
Not only must individual system components (such as ballot markers, paper
records, and optical scanners) be accessible, but they must work together to
support this result.

3.3.1-A.1 Documentation of Accessibility Procedures

The vendor sHALL supply documentation describing 1) recommended
procedures that fully implement accessibility for voters with disabilities and 2)
how the Acc-VS supports those procedures.

Applies to: Acc-VS

Test Reference:  Inspection, Functional

DISCUSSION

The purpose of this requirement is for the vendor not simply to deliver system
components, but also to describe the accessibility scenarios they are intended to
support.

3.3.1-B Complete Information in Alternative Formats

When the provision of accessibility involves an alternative format for ballot
presentation, then all information presented to non-disabled voters, including
instructions, warnings, error and other messages, and ballot choices, SHALL
be presented in that alternative format.

Applies to: Acc-VS

Test Reference:  Functional
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3.3 Accessibility Requirements

DISCUSSION

Click here and type the discussion about this requirement

3.3.1-C No Dependence on Personal Assistive Technology

The support provided to voters with disabilities SHALL be intrinsic to the
accessible voting station. It SHALL not be necessary for the accessible voting
station to be connected to any personal assistive device of the voter in order
for the voter to operate it correctly.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This requirement does not preclude the accessible voting station from providing
interfaces to assistive technology. (See definition of "personal assistive devices" in
the Glossary.) Its purpose is to assure that disabled voters are not required to bring
special devices with them in order to vote successfully. The requirement does not
assert that the accessible voting station will eliminate the need for a voter’s ordinary
non-interfacing devices, such as eyeglasses or canes.

3.3.1-D Secondary Means of Voter Identification

If a voting system provides for voter identification or authentication by using
biometric measures that require a voter to possess particular biological
characteristics, then the system SHALL provide a secondary means that does
not depend on those characteristics.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

For example, if fingerprints are used for voter identification, another mechanism
must be provided for voters without usable fingerprints.

[[Major — re-worded/generalized somewhat from earlier version.]]

3.3.1-E Accessibility of Paper-based Vote Verification

If the Acc-VS generates a paper record (or some other durable, human-
readable record) for the purpose of allowing voters to verify their ballot
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3.3.2

choices, then the system SHALL provide a means to ensure that the
verification record is accessible to all voters with disabilities, as identified in
section 3.3 XREF.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

[[New:]] While paper records generally provide a simple and effective means for
technology-independent vote verification, their use can present difficulties for voters
with certain types of disabilities. The purpose of this requirement is to ensure that
all voters have a similar opportunity for vote verification. Note that this requirement
addresses the special difficulties that may arise with the use of paper. Verification is
part of the voting process, and all the other general requirements apply to
verification, in particular those dealing with dexterity (e.g. 3.3.4-C “Ballot
Submission and Vote Verification”), blindness (e.g. 3.3.3-E “Ballot Submission and
Vote Verification”), and partial vision issues (e.g. 3.2.4-G “Legibility of Paper Ballots
and Verification Records”).

3.3.1-E.1 Audio Readback for Paper-based Vote Verification.

If the Acc-VS generates a paper record (or some other durable, human-
readable record) for the purpose of allowing voters to verify their ballot
choices, then the system sSHALL provide a mechanism that can read that
record and generate an audio representation of its contents.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Sighted voters can directly verify the contents of a paper record. The purpose of
this requirement is to allow voters with visual disabilities to verify, even if indirectly,
the contents of the record. It is recognized that the verification depends on the
integrity of the mechanism that reads the record to the voter. The audio must be
generated via the paper record and therefore not depend on any electronic or other
"internal” record of the ballot. Note that the paper record and its audio
representation may be rendered in an alternative language.

Partial Vision

These requirements specify the features of the accessible voting station designed
to assist voters with partial vision.

Partial (or low) vision includes dimness of vision, haziness, film over the eye, foggy
vision, extreme near-sightedness or far-sightedness, distortion of vision, color
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3.3 Accessibility Requirements

distortion or blindness, visual field defects, spots before the eyes, tunnel vision, lack
of peripheral vision, abnormal sensitivity to light or glare and night blindness. For
the purposes of this discussion low vision is defined as having a visual acuity worse
than 20/70.

People with tunnel vision can see only a small part of the ballot at one time. For
these users it is helpful to have letters at the lower end of the font size range in
order to allow them to see more letters at the same time. Thus, there is a need to
provide font sizes at both ends of the range.

People with low vision or color blindness benefit from high contrast and from a
selection of color combinations appropriate for their needs. Between 7% and 10%
of all men have color vision deficiencies. Certain color combinations in particular
cause problems. Therefore, use of color combinations with good contrast is
required. Note also the general requirement "Accommodation for Color Blindness"
in section 3.2.4 XREF.

However, some users are very sensitive to very bright displays and cannot use
them for long. An overly bright background causes a visual white-out which makes
these users unable to distinguish individual letters. Thus, use of non-saturated color
options is an advantage for some people.

3.3.2-A Usability Testing by Vendor for Partially Sighted Voters

The vendor sHALL conduct summative usability tests on the voting system
using partially sighted individuals. See requirement 1V.2.6.2-A XREF for
associated reporting requirement.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.2-B Adjustable Saturation for Color Displays

An accessible voting station with a color electronic image display SHALL allow
the voter to adjust the color saturation throughout the voting session while
preserving the current ballot choices. At least two options SHALL be available:
a high and a low saturation presentation.

Applies to: Acc-VS

Test Reference:  Functional
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3.3.3

DISCUSSION

It is not required that the station offer a continuous range of color saturation. "High
saturation" refers to bright, vibrant colors. "Low saturation" refers to muted (or
grayish) colors.

3.3.2-C Distinctive Buttons and Controls

Buttons and controls on accessible voting stations SHALL be distinguishable
by both shape and color. This applies to buttons and controls implemented
either "on-screen" or in hardware. This requirement does not apply to
sizeable groups of keys, such as a conventional 4x3 telephone keypad or a
full alphabetic keyboard.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

The redundant cues assist those with low vision. They also help individuals who
may have difficulty reading the text on the screen.

3.3.2-D Synchronized Audio and Video

The voting station SHALL provide synchronized audio output to convey the
same information as that which is displayed on the screen. There SHALL be a
means by which the voter can disable either the audio or video output,
resulting in a video-only or audio-only presentation, respectively. The system
SHALL allow the voter to switch among the three modes (synchronized
audio/video, video-only, or audio-only) throughout the voting session while
preserving the current ballot choices.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This feature may also assist voters with cognitive disabilities.

Blindness

These requirements specify the features of the accessible voting station designed
to assist voters who are blind.
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-

3.3.3-A Usability Testing by Vendor for Blind Voters

The vendor sHALL conduct summative usability tests on the voting system
using individuals who are blind. See requirement 1V.2.6.2-A XREF for
associated reporting requirement.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.3-B Audio-Tactile Interface

The accessible voting station SHALL provide an audio-tactile interface (ATI)
that supports the full functionality of the visual ballot interface, as specified in
Subsection 6.6 XREF.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Note the necessity of both audio output and tactilely discernible controls for voter
input. Full functionality includes at least:

¢ Instructions and feedback on initial activation of the ballot (such as
insertion of a smart card), if applicable

¢ Instructions and feedback to the voter on how to operate the
accessible voting station, including settings and options (e.g., volume
control, repetition)

+ Instructions and feedback for navigation of the ballot

¢ Instructions and feedback for contest choices, including write-in
candidates

+ Instructions and feedback on confirming and changing selections

¢ Instructions and feedback on final submission of ballot

3.3.3-B.1 Equivalent Functionality of ATI

The ATI of the accessible voting station SHALL provide the same capabilities
to vote and cast a ballot as are provided by its visual interface.

Applies to: Acc-VS

Test Reference:  Functional
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DISCUSSION

For example, if a visual ballot supports voting a straight party ticket and then
changing the choice in a single contest, so must the ATI.

> 3.3.3-B.2 ATI Supports Repetition

The ATI sHALL allow the voter to have any information provided by the voting
system repeated.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This feature may also be useful to voters with cognitive disabilities.
> 3.3.3-B.3 ATI Supports Pause and Resume

The ATI sHALL allow the voter to pause and resume the audio presentation.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This feature may also be useful to voters with cognitive disabilities.
g 3.3.3-B.4 ATI Supports Transition to Next or Previous Contest

The ATI sHALL allow the voter to skip to the next contest or return to previous
contests.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This is analogous to the ability of sighted voters to move on to the next contest
once they have made a selection or to abstain from voting on a contest altogether.

g 3.3.3-B.5 ATI Can Skip Referendum Wording

The ATI sHALL allow the voter to skip over the reading of a referendum so as
to be able to vote on it immediately.
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Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This is analogous to the ability of sighted voters to skip over the wording of a
referendum on which they have already made a decision prior to the voting session
(e.g., "Vote yes on proposition #123").

3.3.3-C Audio Features and Characteristics

All voting stations that provide audio presentation of the ballot SHALL do so in
a usable way, as detailed in the following sub-requirements.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

These requirements apply to all voting system audio output, not just to the ATI of an
accessible voting station.

3.3.3-C.1 Standard Connector

The ATI sHALL provide its audio signal through an industry standard
connector for private listening using a 3.5mm stereo headphone jack to allow
voters to use their own audio assistive devices.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
3.3.3-C.2 T-Caoil Coupling

When a voting system utilizes a telephone style handset or headphone to
provide audio information, it SHALL provide a wireless T-Coil coupling for
assistive hearing devices so as to provide access to that information for
voters with partial hearing. That coupling SHALL achieve at least a category
T4 rating as defined by American National Standard for Methods of
Measurement of Compatibility between Wireless Communications Devices
and Hearing Aids, ANSI C63.19.

Applies to: VEBD-A
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Test Reference:  Functional

DISCUSSION

Note that requirement XREF 1.3.6-C forbids EM interference with hearing devices.
3.3.3-C.3 Sanitized Headphone or Handset

A sanitized headphone or handset SHALL be made available to each voter.

Applies to: VEBD-A

Test Reference:  Inspection

DISCUSSION
This requirement can be achieved in various ways, including the use of "throwaway"
headphones, or of sanitary coverings.

3.3.3-C.4 Initial Volume

The voting system SHALL set the initial volume for each voting session
between 40 and 50 dB SPL.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION
A voter does not "inherit" the volume as set by the previous user of the voting
station. See 3.2.4-B XREF "Resetting of Adjustable Aspects at End of Session".

3.3.3-C.5 Range of Volume

The audio system SHALL allow the voter to control the volume throughout the
voting session while preserving the current ballot choices. The volume SHALL
be adjustable from a minimum of 20dB SPL up to a maximum of 100 dB SPL,
in increments no greater than 10 dB.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement
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Ly

3.3.3-C.6 Range of Frequency

The audio system SHALL be able to reproduce frequencies over the audible
speech range of 315 Hz to 10 KHz.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

The required frequencies include the range of normal human speech. This allows
the reproduced speech to sound natural.

3.3.3-C.7 Intelligible Audio

The audio presentation of verbal information should be readily
comprehensible by voters who have normal hearing and are proficient in the
language. This includes such characteristics as proper enunciation, normal
intonation, appropriate rate of speech, and low background noise. Candidate
names should be pronounced as the candidate intends.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

This requirement covers both recorded and synthetic speech. It applies to those
aspects of the audio content that are inherent to the voting system or that get
generated by default. To the extent that the audio presentation is determined by
election officials designing the ballot, it is beyond of the scope of this requirement.

3.3.3-C.8 Control of Speed

The audio system SHALL allow the voter to control the rate of speech
throughout the voting session while preserving the current ballot choices. The
range of speeds supported SHALL include 75% to 200% of the nominal rate.

Applies to: VEBD-A

Test Reference:  Functional

DISCUSSION

Many blind voters are accustomed to interacting with accelerated speech. This
feature may also be useful to voters with cognitive disabilities.
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-

3.3.3-D Ballot Activation

If the voting station supports ballot activation for non-blind voters, then it
SHALL also provide features that enable voters who are blind to perform this
activation.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

For example, smart cards might provide tactile cues so as to allow correct insertion.

3.3.3-E Ballot Submission and Vote Verification

If the voting station supports ballot submission [[added:]] or vote verification
for non-blind voters, then it SHALL also provide features that enable voters
who are blind to perform these actions.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

For example, if voters using this station normally perform paper-based verification,
or if they feed their own optical scan ballots into a reader, blind voters should also
be able to do so.

3.3.3-F Tactile Discernability of Controls

All mechanically operated controls or keys on an accessible voting station
SHALL be tactilely discernible without activating those controls or keys.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Note also the more general requirement (1.2.5-C XREF) against accidental
activation of controls.

3.3.3-G Discernability of Key Status
The status of all locking or toggle controls or keys (such as the "shift" key)

SHALL be visually discernible, and also discernible either through touch or
sound.
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3.3.4

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

Dexterity

These requirements specify the features of the accessible voting station designed
to assist voters who lack fine motor control or use of their hands.

3.3.4-A Usability Testing by Vendor for Voters with Dexterity Disabilities

The vendor sHALL conduct summative usability tests on the voting system
using individuals lacking fine motor control. See requirement 1V.2.6.2-A
XREF for associated reporting requirement.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.4-B Support for Non-Manual Input

The accessible voting station SHALL provide a mechanism to enable non-
manual input that is functionally equivalent to tactile input. All the functionality
of the accessible voting station (e.g., straight party voting, write-in
candidates) that is available through the conventional forms of input, such as
tactile, SHALL also be available through the non-manual input mechanism.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This requirement ensures that the accessible voting station is operable by
individuals who do not have the use of their hands. Examples of hon-manual
controls include mouth sticks and "sip and puff" switches. While it is desirable that
the voter be able to independently initiate use of the non-manual input mechanism,
this requirement guarantees only that the voter can vote independently once the
mechanism is enabled.
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-

3.3.4-C Ballot Submission and Vote Verification

If the voting station supports ballot submission [[added:]] or vote verification
for non-disabled voters, then it SHALL also provide features that enable voters
who lack fine motor control or the use of their hands to perform these
actions.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

For example, if voters using this station normally perform paper-based verification,
or if they feed their own optical scan ballots into a reader, voters with dexterity
disabilities should also be able to do so. Note that the general requirement for
privacy when voting (3.2.7.1-A XREF) still applies

3.3.4-D Manipulability of Controls

All keys and controls on the accessible voting station SHALL be operable with
one hand and SHALL not require tight grasping, pinching, or twisting of the
wrist. The force required to activate controls and keys SHALL be no greater 5
Ibs. (22.2 N).

Applies to: Acc-VS

Test Reference:  Functional
DISCUSSION

Controls are to be operable without excessive force.

3.3.4-E No Dependence on Direct Bodily Contact

The accessible voting station controls SHALL not require direct bodily contact
or for the body to be part of any electrical circuit.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

This requirement ensures that controls are operable by individuals using prosthetic
devices.
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3.3.5 Mobility

These requirements specify the features of the accessible voting station designed
to assist voters who use mobility aids, including wheelchairs. Many of the
requirements of this section are based on the ADA Accessibility Guidelines for
Buildings and Facilities (ADAAG).

3.3.5-A Clear Floor Space

The accessible voting station SHALL provide a clear floor space of 30 inches
(760 mm) minimum by 48 inches (1220 mm) minimum for a stationary
mobility aid. The clear floor space SHALL be level with no slope exceeding
1:48 and positioned for a forward approach or a parallel approach.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.5-B Allowance for Assistant

When deployed according to the installation instructions provided by the
vendor, the voting station sSHALL allow adequate room for an assistant to the
voter. This includes clearance for entry to and exit from the area of the voting
station.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Disabled voters sometimes prefer to have an assistant help them vote. The setup
of the voting station should not preclude this.

3.3.5-C Visibility of Displays and Controls

All labels, displays, controls, keys, audio jacks, and any other part of the
accessible voting station necessary for the voter to operate the voting system
SHALL be easily legible and visible to a voter in a wheelchair with normal
eyesight (no worse than 20/40, corrected) who is in an appropriate position
and orientation with respect to the accessible voting station.

Applies to: Acc-VS
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3.3.5.1

Test Reference:  Inspection

DISCUSSION

There are a number of factors that could make relevant parts of the accessible
voting station difficult to see such as; small lettering, controls and labels tilted at an
awkward angle from the voter's viewpoint, and glare from overhead lighting.

Controls within Reach

The requirements of this sub-section ensure that the controls, keys, audio jacks
and any other part of the accessible voting station necessary for its operation are
within easy reach. Note that these requirements have meaningful application
mainly to controls in a fixed location. A hand-held tethered control panel is another
acceptable way of providing reachable controls.

3.3.5.1-A Forward Approach, No Obstruction

If the accessible voting station has a forward approach with no forward reach
obstruction then the high reach sHALL be 48 inches maximum and the low
reach SHALL be 15 inches minimum. See Figure 1.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.5.1-B Forward Approach, with Obstruction

If the accessible voting station has a forward approach with a forward reach
obstruction, the following sub-requirements apply (See Figure 2).

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
3.3.5.1-B.1 Maximum Size of Obstruction
The forward obstruction SHALL be no greater than 25 inches in depth, its top

no higher than 34 inches and its bottom surface no lower than 27 inches.
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Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
3.3.5.1-B.2 Maximum High Reach over Obstruction

If the obstruction is no more than 20 inches in depth, then the maximum high
reach SHALL be 48 inches, otherwise it SHALL be 44 inches.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
3.3.5.1-B.3 Toe Clearance under Obstruction

Space under the obstruction between the finish floor or ground and 9 inches
(230 mm) above the finish floor or ground sHALL be considered toe clearance
and sHALL comply with the following provisions:

¢ Toe clearance depth sHALL extend 25 inches (635 mm) maximum
under the obstruction

¢ The minimum toe clearance depth under the obstruction SHALL be
either 17 inches (430 mm) or the depth required to reach over the
obstruction to operate the accessible voting station, whichever is
greater

¢ Toe clearance width sHALL be 30 inches (760 mm) minimum

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
3.3.5.1-B.4 Knee Clearance under Obstruction

Space under the obstruction between 9 inches (230 mm) and 27 inches (685
mm) above the finish floor or ground SHALL be considered knee clearance
and sHALL comply with the following provisions:

¢ Knee clearance depth sHALL extend 25 inches (635 mm) maximum
under the obstruction at 9 inches (230 mm) above the finish floor or
ground
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¢ The minimum knee clearance depth at 9 inches (230 mm) above the
finish floor or ground sHALL be either 11 inches (280 mm) or 6
inches less than the toe clearance, whichever is greater

¢ Between 9 inches (230 mm) and 27 inches (685 mm) above the
finish floor or ground, the knee clearance depth SHALL be permitted
to reduce at a rate of 1 inch (25 mm) in depth for each 6 inches (150
mm) in height. (It follows that the minimum knee clearance at 27
inches above the finish floor or ground SHALL be 3 inches less than
the minimum knee clearance at 9 inches above the floor.)

¢ Knee clearance width SHALL be 30 inches (760 mm) minimum

Applies to: Acc-VS

Test Reference:  Inspection
DISCUSSION

Click here and type the discussion about this requirement

3.3.5.1-C Parallel Approach, No Obstruction

If the accessible voting station has a parallel approach with no side reach
obstruction then the maximum high reach sHALL be 48 inches and the
minimum low reach SHALL be 15 inches. See Figure 3.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

3.3.5.1-D Parallel Approach, with Obstruction

If the accessible voting station has a parallel approach with a side reach
obstruction, the following sub-requirements apply. See Figure 4.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Since this is a parallel approach, no clearance under the obstruction is required.
3.3.5.1-D.1 Maximum Size of Obstruction

The side obstruction SHALL be no greater than 24 inches in depth and its top
no higher than 34 inches.
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3.3.6

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement
3.3.5.1-D.2 Maximum High Reach over Obstruction

If the obstruction is no more than 10 inches in depth, then the maximum high
reach SHALL be 48 inches, otherwise it SHALL be 46 inches.

Applies to: Acc-VS

Test Reference:  Inspection

DISCUSSION

Click here and type the discussion about this requirement

[[Mobility figures go here.]]

Hearing

These requirements specify the features of the accessible voting station designed
to assist voters with hearing disabilities.

3.3.6-A Reference to Audio Requirements
The accessible voting station SHALL incorporate the features listed under

requirement 3.3.3-C XREF "Audio Features and Characteristics" for voting
equipment that provides audio presentation of the ballot.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Note especially the requirements for volume initialization and control.

3.3.6-B Visual Redundancy for Sound Cues
If the voting system provides sound cues as a method to alert the voter, the
tone SHALL be accompanied by a visual cue, unless the station is in audio-

only mode.

Applies to: Acc-VS
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3.3.7

Test Reference:  Functional

DISCUSSION

For instance, the voting equipment might beep if the voter attempts to overvote. If
so, there would have to be an equivalent visual cue, such as the appearance of an
icon, or a blinking element. If the voting system has been set to audio-only mode,
there would be no visual cue.

3.3.6-C No Electromagnetic Interference with Hearing Devices

No voting equipment SHALL cause electromagnetic interference with assistive
hearing devices that would substantially degrade the performance of those
devices. The voting equipment, considered as a wireless device, SHALL
achieve at least a category T4 rating as defined by American National
Standard for Methods of Measurement of Compatibility between Wireless
Communications Devices and Hearing Aids, ANSI C63.19.

Applies to: Voting device

Test Reference:  Functional

DISCUSSION

"Hearing devices" include hearing aids and cochlear implants.

Cognition
These requirements specify the features of the accessible voting station designed

to assist voters with cognitive disabilities.

3.3.7-A General Support for Cognitive Disabilities

The accessible voting station should provide support to voters with cognitive
disabilities.

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Because of the highly varied nature of disabilities falling within the "cognitive"
category, there are no design features uniquely aimed at helping those with such
disabilities. However, many of the features designed primarily for other disabilities
and for general usability are also highly relevant to these voters:

+ the synchronization of audio with the displayed screen information
(3.3.2-F XREF)
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+ the general cognitive usability requirements (3.2.3 XREF) and, in
particular, the use of plain language (3.2.3-C XREF)

¢ large font sizes (3.3.2-B XREF)

+ the ability to control various aspects of the audio presentation (3.3.3-
B and 3.3.3-C XREF) such as pausing, repetition, and speed

3.3.8 English Proficiency

3.3.9

These requirements specify the features of the accessible voting station designed
to assist voters who lack proficiency in reading English.

3.3.8-A Use of ATI

For voters who lack proficiency in reading English, the voting equipment
SHALL provide an audio interface for instructions and ballots as described in
section 3.3.3-B XREF "Audio-Tactile Interface".

Applies to: Acc-VS

Test Reference:  Functional

DISCUSSION

Click here and type the discussion about this requirement

Speech

3.3.9-A Speech not to be Required by Equipment
No voting equipment SHALL require voter speech for its operation.

Applies to: Voting System

Test Reference:  Functional

DISCUSSION

This does not preclude voting equipment from offering speech input as an option,
but speech must not be the only means of input.
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4.1 Introduction/Scope Voting equipment which complies with the VVSG2007 must support
the necessary set of procedures to achieve software dependence.

Chapter 4: Security and Audit Architecture

4.1

Requirements

Introduction/Scope Voting equipment which
complies with the VWSG2007 must support
the necessary set of procedures to achieve
software dependence.

Software independence means that incorrect behavior of a voting system leading to
a change in the results of the election can, in principle, be detected. This kind of
incorrect behavior can be detected through the use of good auditing steps; without
such steps, the voting system's bad behavior would not reliably be caught. In this
chapter, the minimal set of procedures needed to achieve software independence
is specified, and requirements imposed by the need to support these procedures
are specified for each voting system architecture.

There are broadly two kinds of auditing steps:

+ Steps to ensure that all the available records from the voting system
agree. These include:

¢+ Pollbook audit -- verifying that the number of voters for each precinct
or election district, and using each ballot style, agrees with the totals
reported by the voting equipment. This guards against a voting
machine reporting more votes than it had voters, or reassigning
some voters to the wrong precinct or ballot style.

¢+ Hand audit of paper and electronic records -- verifying that the voter-
verifiable paper records agree with the reported totals from the voting
machine. This guards against a voting machine silently misrecording
the voter's votes.

¢+ Checking machine records against final tally -- verifiying that the
electronic records from the voting machine agree with the final
reported totals. This guards against a compromised tally server
misreporting the final results.

¢ Steps to ensure that the voting machine is interacting with the voter
properly and recording the votes fairly. These include:

+ Parallel Testing -- isolating some voting machines on election day,
and testing them in a way intended to be impossible for the machines
to distinguish from normal voting. This guards against the voting
machine introducing errors to favor some candidate, omitting
choices, skipping races, or simply recording the wrong choice in both
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4.1 Introduction/Scope Voting equipment which complies with the VWSG2007 must support
the necessary set of procedures to achieve software dependence.

4.1.1

electronic and paper records, in hopes that the voter will not notice
the contents of the paper record.

¢ Spot Parallel Testing -- testing ballot marking devices during the
election, by entering choices based on a testing script, and then
verifying that the printed ballot correctly represents those choices.

¢+ Observational Testing -- sending testers who are authorized to vote
in an election to cast their own votes, but to do so using assistive
technology such as audio ballots. This guards against the voting
machine selectively recording the wrong choice on both paper and
electronic records when a voter appears not to be able to verify the
paper record.In order to be software independent, each voting
system shall support all the steps to ensure that the records agree.
VVPAT systems shall support parallel and observational testing;
ballot markers shall support spot parallel and observational testing.

The first three auditing steps, intended to ensure the agreement of all available sets
of records, are normal parts of current election procedure in many places. Support
for these is required of all voting systems; requirements in this chapter provide
additional support for these common procedural defenses, and ensure that they
can be done in a secure way. The second three auditing steps, intended to ensure
the correctness of the voting system’s interaction with the voter, are not common
election practice, and apply specifically to VVPAT systems and ballot marking
devices. Support for these procedural defenses ensures that they can be used
effectively.

Support for the full set of auditing procedures described in this chapter imposes a
number of different requirements. In order to support the audit steps to ensure that
pollbooks, paper records, electronic records, and the final tally from the election are
in agreement, extensive requirements on the contents of the electronic records
from each voting machine or PCOS scanner, the paper records or ballots used, and
the final election tally appear below and in the Electronic Records and VVPR
chapters. In order to support the audit steps to ensure that the voting system is
presenting choices and recording votes correctly, requirements on the design and
behavior of the voting system appear below. Parallel testing imposes the largest
requirements of this kind; observational testing and spot parallel testing are much
less difficult to accommodate.

Auditing Procedures Affect Equipment
Requirements

The auditing procedures impose requirements for the equipment in three ways:

¢ Some procedures need specific information or behavior from voting
systems in order to be possible or practical. For example, hand-auditing
paper and electronic records is only possible if all voting systems produce
paper and electronic records that count the same thing.

¢ Some procedures require certain assurances about the operation of the
voting equipment, in order to be meaningful. For example, the hand-
audit of the paper and electronic records from VVPAT systems is
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4.2 Requirements for Supporting Auditing Procedures

4.2

4.2.1

-

meaningful only because the voter is able to view and verify the paper
records.

¢ Some requirements of these procedures raise other potential security
problems, which must be addressed by other requirements. For
example, electronic records summarizing the votes cast on a given voting
machine must be produced in a way that does not violate ballot secrecy.

Requirements for Supporting Auditing
Procedures

This subsection outlines the testable requirements on voting system equipment and
documentation for supporting the required auditing procedures.

Pollbook Audit

The purpose of the pollbook audit is to verify that:

+ The total number of ballots recorded by the voting system in some
location is the same as the total number of voters authorized to cast
votes.

+ The total number of ballots for each precinct or election district, and for
each ballot style, is the same as the total number of voters authorized to
vote in that precinct, election district, and ballot style.

This addresses the threat that a tampered voting machine or scanner might have
inserted or deleted votes, and also the threat that it may have assigned some
voters the wrong precinct, election district, or ballot style to prevent them voting in
certain elections or to dilute the effect of their votes.[[Note: This decreases the
threat but does not eliminate it.]]

At a high level, the procedure is performed as follows:
+ The total number of ballots, and the total number of each distinct type

(ballot style, election district, precinct, etc.) is retrieved from the pollbook.

+ The total number of ballots, and the number for each ballot style,
precinct, or election district, are retrieved from the final tally report or the
summary reports produced by the voting equipment. The totals from
different machines within one polling place may have to be added
together to get counts.

¢ The numbers are compared, and any discrepancies explained and/or
reported.

4.2.1-A Support for Pollbook Audit
The voting equipment SHALL support the pollbook audit.

Applies to: Voting System
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4.2 Requirements for Supporting Auditing Procedures

Test Reference: <
©)
—

DISCUSSION 2

The pollbook audit is critical for blocking some known attacks on voting systems. 2

All voting systems must support the pollbook audit. &

Source: NIST Threats Workshop, Brennan Center Report

Impact:

- 4.2.1-B Requirements on Voting System Records and Reports

The voting equipment SHALL produce records and reports which support the
pollbook audit.

¢ Summary records produced by each voting machine SHALL include
total number of ballots recorded, and total number of each ballot style
and election district or precinct. The voting equipment SHALL support
printing this report. See the Electronic Records section.

¢ The final election tally report SHALL include total number of ballots
recorded and total number of each ballot style and election district,
broken down by polling place. The voting equipment SHALL support
printing this report. See the Electronic Records section.

¢ Each paper record or ballot SHALL include enough information for an
auditor to unambiguously determine the ballot style, election district,
and precinct without relying on additional equipment. See the VVPR
section.

Applies to: VVPAT, PCOS

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

Test Reference:

DISCUSSION

The pollbook audit is only practical when the number of ballots, and of each distinct
type of ballot, is available from both the pollbooks and the voting equipment. In
order to ensure that the number of ballots of each type in the summary report from
the equipment is accurate, the same information must appear for each paper
record; this permits the hand-audit (see below) to catch discrepancies. Finally,
including the number of ballots of each type, broken down by polling place, in the
final reported tally from the election allows an auditor to verify agreement between
the number of ballots of each type included in final tally, and the number authorized
and recorded in the pollbook.

Source:

Impact:
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4.2 Requirements for Supporting Auditing Procedures

-

4.2.2

4.2.1-C Documentation Requirement

The voting system’s user documentation sHALL fully specify a workable and
accurate process for producing all records necessary from the equipment
and carrying out the pollbook audit.

Applies to: Voting systems

Test Reference:

DISCUSSION

In order to fully support the pollbook audit, the voting system documentation must
provide enough information for election officials to carry out the auditing step. This
includes explaining how to generate all needed reports, how to check the reports
against one another for agreement, and how to deal with errors and other unusual
problems that come up during the audit step.

Source:

Impact:

4.2.1-D OEVT Testing

The voting system’s documented procedure for pollbook audit SHALL achieve
the critical security requirements of pollbook auditing, even in the face of
attack.

¢ The pollbook audit SHALL not indicate agreement of number of
ballots of each type authorized and recorded, unless these numbers
are actually in agreement.

Applies to: Voting systems
Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals of pollbook
auditing.

Source:

Impact:

Hand Audit of Paper Record

The hand audit of paper record applies to VVPAT and PCOS voting systems.
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4.2 Requirements for Supporting Auditing Procedures

All approved voting systems in VVSG2007 produce a voter-verifiable paper record,
as well as electronic records from the voting process. The hand audit of paper
record procedure verifies that these records are in substantial agreement. This
procedure addresses the threats that the voting machine or scanner might record
results electronically that disagree with the choices indicated by the voter.

¥ HD | € 10A

The procedure is done as follows:

+ Several polling places or voting machines are randomly selected for
auditing.

¢ The set of races or ballot questions to be recounted is selected.
+ For each polling place or voting machine to be audited:

¢+ The paper records from each polling place or machine to be audited
are brought in for counting.

¢ The electronic summary record from each scanner or voting machine
is printed out.

¢ The auditing team hand counts the paper records for the races to be
recounted. It also hand counts the total number of paper
ballots/records, and the total number for each ballot style.

¢ The auditing team verifies that its counting results agree with those from
the summary report.

- 4.2.2-A Support for hand audit of paper records

sjuawalinbay a4n32931ydJdy 1Ipny pue A1undss

The voting system SHALL support the hand audit of paper records.

Applies to: Voting System

Test Reference:

DISCUSSION

Hand-auditing paper records to verify agreement with reported electronic records is
necessary to detect misbehavior by voting equipment; voter-verifiable paper
records offer the voter an opportunity to discover attempts to misrecord his vote on
the paper record, and the hand-audit ensures that equipment that misrecords votes
on the electronic record but not the paper record is very likely to be caught.

Source:

Impact:

- 4.2.2-B Electronic Records Requirements to Support Hand Auditing

The following requirements apply to all voting systems that must support the
hand audit procedure:

¢ The electronic summary record from the voting machine or scanner
SHALL provide all information necessary to hand-audit the paper
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4.2 Requirements for Supporting Auditing Procedures

records, and the equipment SHALL provide a means to print out the
summary records needed to support hand audit. See the Electronic
Records chapter for more details.

¢ The final election tally SHALL contain all information necessary to
hand-audit at the precinct level, and equipment SHALL support the
production of information necessary to support the hand audit at the
individual VVPAT level. The equipment SHALL support printing out
the summary records needed to support hand audit. See the
Electronic Records chapter for more details.

¢ The paper record of each cast ballot SHALL include all information
necessary to carry out the hand-audit, including:

¢ The precinct, election district, and ballot style of this ballot.

¢ Inclusion of the paper record of a given ballot or ballot summary
SHALL be strong evidence that the ballot was available for review by
the voter, and was accepted by the voter.

¥ HD | € 10A

Applies to: Voting System

Test Reference:

DISCUSSION

The electronic summary information from the voting machine or scanner, and the
paper records, must contain sufficient information to carry out the hand audit. This
means that summaries of the totals from either the voting machines or the final tally
must be easy to produce, and that these must be directly usable in carrying out a
hand-audit. The hand audit is meaningful only if inclusion of the paper record on
the paper roll as an accepted vote summary, or in a ballot box as a cast vote, is
strong evidence that the voter had the chance to review the ballot or ballot
summary, and approved it.

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

Source:

Impact:

- 4.2.2-C Requirements on VVPAT paper-roll equipment

The following requirements apply specifically to VVPAT systems using a
paper roll. For more complete requirements, see the VVPR chapter.

¢ Each paper roll sHALL identify the voting machine which produced it,
the election, and the set of available precincts, election districts, and
ballot styles.

¢ Each ballot record on the roll SHALL begin with an unambiguous
indication of the precinct, election district, and ballot style used. If the
ballot is provisional or otherwise needs special processing during
auditing or recounts, it SHALL indicate this in an unambigous human-
readable way.

¢ If multiple rolls are used in a single election, the rolls SHALL indicate
the total number of rolls so far, e.g., “Election 11, District 214,
Machine 7991, Roll 2"

¢ Each ballot record on the roll SHALL include a clear indication of the
voter’s vote on each race on the ballot, including an unambiguous
indication of undervotes.
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4.2 Requirements for Supporting Auditing Procedures

¢ Each accepted ballot record sHALL end with a printed indication that
the ballot was accepted. This SHALL be printed when the voter
indicates acceptance of the vote.

¢ Each rejected ballot record sHALL end with a printed indication that
the ballot was rejected. This SHALL be printed when the voter
indicates rejection of the vote.

¢ Expended paper rolls SHALL be closed in a container which permits
tamper-evident sealing, to protect voter privacy.

¢ The voting system SHALL include equipment to support efficient and
accurate hand-counting of paper rolls.

¥ HD | € 10A

Applies to: VVPAT with paper rolls

Test Reference:

DISCUSSION

Paper rolls provide some security and usability benefits in auditing, because a set of
ballot summaries are bound together on a single roll of paper. Information
identifying the voting machine which produced the records must be placed on each
paper roll, to ensure that the hand-audit can determine which machine’s electronic
records must agree with the paper records.

Paper rolls also raise many issues. They are very difficult to use in hand-auditing
and recounts without special equipment to make this use easier. They store the
ballot summaries in order, which places ballot secrecy at risk. The movement of
the paper roll into the VVPAT device is under the control of the DRE, raising the
possibility of the DRE accepting or rejecting some ballot summaries without the
voter's approval. The above requirements address these concerns.

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

Source: NIST Threats Workshop, Brennan Center Report
Impact:
- 4.2.2-D Requirements on VVPAT-cut sheet equipment

The following specific requirements apply to VVPAT voting systems with cut-
sheet paper records. For further requirements, see the chapter on VVPR
requirements.

¢ Each ballot summary SHALL contain an unambiguous indication of
the machine, voting location, and ballot precinct, election district, and
ballot style. If the ballot is provisional or otherwise needs special
processing during auditing or recounts, it SHALL indicate this in an
unambigous human-readable way.

¢ A ballot summary SHALL not be spread across multiple sheets.
[[Discuss? This prevents off the shelf printers, which is bad, but not
following it would make hand audits potentially difficult.]]

¢ Each sheet SHALL contain an unambiguous indication of the voter’s
vote on each race in the ballot, including an unambiguous indication
of undervotes.
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4.2 Requirements for Supporting Auditing Procedures

¢ Each accepted ballot record SHALL include an indication that it was
accepted. This SHALL be printed on the sheet when the voter
indicates acceptance of the vote.

¢ Each rejected ballot record SHALL include an indication that it was
rejected. This SHALL be printed on the sheet when the voter
indicates rejection of the vote.

Applies to: VVPAT cut sheet

¥ HD | € 10A

Test Reference:

DISCUSSION

Each ballot summary must include all information needed to identify which machine
produced it, which type of ballot it is (ballot style, precinct, election district, etc.). All
this information is necessary to support the hand-audit. Unambiguous rejection and
acceptance markings address the threat that the DRE might attempt to reject or
accept ballot summaries without the voter’'s approval.

Source:

Impact:

- 4.2.2-E Requirements on PCOS systems

The following specific requirements apply to PCOS voting systems. For
further requirements, see the chapter on VVPR requirements:

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

¢ Each printed ballot SHALL indicate, in human-readable form, all
information needed to process it. This includes precinct, election
districti, ballot style, provisional status, etc.

Applies to: PCOS

Test Reference:

DISCUSSION

PCOS systems are already designed to support recounts.

Source:

Impact:

- 4.2.2-F Documentation

The user documentation SHALL provide directions for a workable and
effective hand audit procedure

Applies to: Voting systems
Test Reference: OEVT
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4.2 Requirements for Supporting Auditing Procedures

4.2.3

DISCUSSION

The user documentation must explain how to produce all necessary reports and
reconcile the paper and electronic records by hand-auditing.

Source:

Impact:

4.2.2-G OEVT Testing

The voting system’s documented procedure for hand audit SHALL achieve the
critical security requirements of hand auditing, even in the face of attack.

¢ The hand audit SHALL not indicate agreement of paper and electronic
records, unless these numbers are actually in agreement.

Applies to: Voting systems
Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals of hand
auditing.

Source:

Impact:

Reconciling Machine/Precinct and Final Totals

The purpose of this procedure is to verify that the final reported election tally
reflects the totals from each individual scanner and voting machine, plus any
additions from absentee ballots, provisional ballots, and other special cases. This
guards against the threat that the computer used to produce the final tally might be
compromised.

At a high level, the procedure is done as follows:

¢ The final tally is produced according to the requirements in the Electronic
Records chapter. This provides totals broken down at the level of
individual polling places and individual voting machines. [[These may
need to be obscured in some cases to protect voter privacy—this is an
open issue.]]

¢ For each machine in the total which produced an electronic summary
record according to the Electronic Records chapter:

¢ The auditor verifies that the included from the final tally agree with the
totals from the machine.
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4.2 Requirements for Supporting Auditing Procedures

¢ The auditor verifies that the included set of ballot styles, precincts,
election districts, etc., from each summary agrees with that from the
final report.

¢ The auditor verifies the digitial signatures.

¥ HD | € 10A

¢ For each machine whcih did not produce an electronic summary record
according to the Electronic Records chapter:

¢ The auditor verifies the agreement of final tally and machine or
precinct records using whatever information is available.

¢ The auditor verifies that the total number of ballots in the adjustments for
writeins and provisional ballots either does not change any election
outcomes, or is consistent with the number of such ballots indicated in
the summary reports.

- 4.2.3-A Support for Reconciling Machine Totals and Final Tally

The voting equipment SHALL support the reconciliation of the machine totals
and the final election tally.

Applies to: Voting System

Test Reference:

DISCUSSION

sjuawalinbay a4n32931ydJdy 1Ipny pue A1undss

This auditing step simply supports the existing canvassing procedure. Every voting
system must support this procedure, as it is the only defense against misbehavior
by the machine computing the final election tally and producing the report. The
Electronic Records chapter includes requirements to make this procedure easier to
carry out, and to add cryptographic protection to the records produced by the voting
machines. One complication in making a full voting system support this procedure
is the likely mixing of old and new voting equipment in a full voting system.

Source:

Impact:

- 4.2.3-B Requirements on Voting System Records and Reports

The voting equipment SHALL produce records and reports which support the
reconciliation.

¢ Electronic records produced by each voting machine or scanner
SHALL include totals for each distinct type of ballot.

¢ The final election tally report SHALL include totals broken down by
voting machine or scanner, and for each machine/scanner, broken
down for each distinct type of ballot. This may leave provisional and
write-in votes uncounted (specified only as provisional ballots,
counted only as generic write-ins) to preserve privacy.
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4.2 Requirements for Supporting Auditing Procedures

¢ The final election tally report SHALL include total number of ballots,
and total number of ballots of each type, for each voting machine or
scanner.

¢ The final election tally report SHALL be capable of including digitial
signature information from the electronic summary records of
individual voting machines and scanners.

¢ The final election tally report may include adjustments for provisional
ballots and write-ins. These need not be linked to specific machines
or polling places.

See the Electronic Records chapter for more details on these and related

requirements.

¥ HD | € 10A

Applies to: VVPAT, PCOS, Pollbook Software

Test Reference:

DISCUSSION

This auditing step requires that electronic summary records from voting machines
and scanners can be reconciled with the final election tally report. The final election
tally report must thus be capable of breaking down totals by voting machine as well
as by precinct.

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

Source: NIST Threats Workshop, Brennan Center Report
Impact:
- 4.2.3-C Documentation Requirement

The voting system’s user documentation sHALL fully specify a workable and
accurate process for reconciling the voting machine/scanner summary
records and the final election tally.

Applies to: Voting systems

Test Reference:

DISCUSSION

In order to fully support the audit, the voting system documentation must provide
enough information for election officials to carry out the auditing step. This includes
explaining how to generate all needed reports, how to check the reports against
one another for agreement, and how to deal with errors and other unusual problems
that come up during the audit step.

Source:

Impact:
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4.2 Requirements for Supporting Auditing Procedures

-

4.2.4

4.2.3-D OEVT Testing

The voting system’s documented procedure for reconciling voting machine
summary records and the final election tally SHALL achieve the critical
security requirements of the audit, even in the face of attack.

¢ The audit SHALL not indicate agreement of voting system summary
records and the final election tally, unless these numbers are actually
in agreement.

Applies to: Voting systems
Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals.

Source:

Impact:

Spot Parallel Testing

Spot parallel testing can be done only on ballot-marking devices. The purpose of
spot parallel testing is to ensure that a ballot marking device is presenting the ballot
correctly to the voters, and is recording the voters’ choices correctly. This
addresses the threat that the ballot marker could introduce errors in one
candidate’s favor, skip races, omit choices, or misprint the voter’s choices on the
ballot.

The procedure is done as follows:

¢ Aset of polling places and machines are selected at random.
¢ For each machine being tested:
¢ The auditor carries out his test during the normal voting time.

¢+ The auditor makes selections based on a testing script, and has a
picture of the full set of ballot choices he should have.

¢ The auditor notes any unusual behavior noticed immediately.

¢ The auditor brings his note, testing script, and the marked ballot back
for analysis as needed.

4.2.4-A Support for Spot Parallel Testing
Ballot marking devices SHALL support spot parallel testing.

Applies to: Ballot markers

Test Reference:
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4.2 Requirements for Supporting Auditing Procedures

DISCUSSION

Spot parallel testing provides a lightweight alternative to full parallel testing for ballot
marking devices.

¥ HD | € 10A

Source: NIST Threats Workshop, Brennan Center Report

Impact:

- 4.2.4-B Requirements on Authentication of Voter to Ballot Marker

The mechanism for authenticating the voter to the ballot marking device
SHALL not allow the ballot marker to distinguish testers from normal voters,
even with the pollworker’s help.

Applies to: Ballot markers, Pollbook Software

Test Reference:

DISCUSSION

Spot parallel testing would not detect attacks if the ballot marker were somehow
alerted that the tester was carrying out the test. Thus, the authentication
mechanism must not permit the machine to discover this fact.

sjuawalinbay a4n32931ydJdy 1Ipny pue A1undss

Source: NIST Threats Workshop, Brennan Center Report
Impact:
- 4.2.4-C No Networking of Ballot Marker During Voting

Ballot markers SHALL not permit communications with other devices during
the vote collecting process.

Applies to: Voting systems

Test Reference:

DISCUSSION

Network connections from other devices to the ballot marker could be used to
signal the ballot marker when a spot parallel test was taking place.

Source:

Impact:

- 4.2.4-D Documentation Requirement

The voting system’s user documentation sHALL fully specify a workable and
accurate process for spot parallel testing.
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4.2 Requirements for Supporting Auditing Procedures

4.2.5

Applies to: Voting systems

Test Reference:

DISCUSSION

Source:

Impact:

4.2.4-E OEVT Testing

The voting system’s documented procedure for spot parallel testing SHALL
achieve the critical security requirements, even in the face of attack.

¢ The ballot marking device SHALL not be able to distinguish testers
from normal voters, even when the person giving the tester
authorization to vote attempts to signal this fact to the ballot marker.

Applies to: Voting systems
Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals.

Source:

Impact:

Observational Testing

The purpose of observational testing is to ensure that voting machine is printing a
correct representation of the voter’s choices on the paper record, even when the
voter is using assistive technology. This addresses the threat that the voting
machine will misrecord votes on both paper and electronic records when the voter
appears unable to verify the paper record.

At a high level, the procedure is done as follows:

+ Several election officials and volunteers agree to take part in the testing.

¢ Each tester is given a full description of the ballot as it is supposed to be
presented to him.

+ Each tester votes at his normal location, using assistive technology such
as audio ballot or screen reader. The tester verifies that the printed
version of his ballot is correct.

¢ The tester reports any problems noted, as well as using the normal
process of complaining about malfunctioning machines.
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4.2 Requirements for Supporting Auditing Procedures

-

4.2.5-A Support for Observational Testing

Voting machines which interact with the voter to collect votes and support
assistive technology SHALL support observational testing.

Applies to: VVPAT, ballot markers

Test Reference:

DISCUSSION

Blind, low-sight, and some alternative language voters cannot directly verify the
paper record produced by the voting system, but must indicate their inability to
verify the paper record to the voting machine by requesting an audio ballot,
magnified screen images, or other assistive technology. This raises the possibility
that a malicious voting machine could steal these voters’ votes, by simply recording
the wrong votes on both electronic and paper records. Observational testing
provides a defense; a few hundred voters using the assistive technology are also
looking carefully at the paper record, and will notice any problem. When
observational testing is in use, a malicious voting machine cannot safely assume
that a voter using an audio ballot will be unable to check the paper record.

Source:

Impact:

4.2.5-B Equipment Requirements for Supporting Observational Testing

The following equipment requirements support observational testing:

¢ The mechanism for authenticating the voter to the ballot marking
device SHALL support observational testing.

¢ Authentication codes or tokens given to the voter SHALL not allow the
ballot marker to distinguish between testers and normal voters, even
when the pollworker is trying to signal the machine of this fact.

Applies to: VVPAT, ballot markers, Pollbook Software

Test Reference:

DISCUSSION

Observational testing would not detect attacks if the voting machine were somehow
alerted that the tester was carrying out the test. Thus, the authentication
mechanism must not permit the machine to discover this fact.

The requirements on the equipment for supporting observational testing are
extremely limited.

Source:

Impact:
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-

4.2.6

4.2.5-C Documentation Requirement

The voting system’s user documentation sHALL fully specify a workable and
accurate process for observational testing.

Applies to: Voting systems

Test Reference:

DISCUSSION

Source:

Impact:

4.2.5-D OEVT Testing

The voting system’s documented procedure for observational testing SHALL
achieve the critical security requirements, even in the face of attack.

¢ The voting machine SHALL not be able to distinguish testers from
normal voters, even when the person giving the tester authorization
to vote attempts to signal this fact to the ballot marker.

Applies to: Voting systems
Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals.

Source:

Impact:

Full Parallel Testing

The purpose of parallel testing is to verify the correct operation of a voting machine.
Parallel testing addresses the threat that a voting machine is introducing occasional
errors in favor of one candidate, or is presenting the choices in an incorrect way to
some or all voters.

The procedure is carried out as follows:

+ Afew voting machines are randomly selected for parallel testing.

¢ The selected machines are isolated from all other machines at the polling
place.

+ The selected machines are subjected to a test election, according to a
testing script. The whole test is videotaped, and the voter is

VOL3-CH4 | Page 88

¥ HD | € 10A

sjuawalinbay a4n32931ydJdy 1Ipny pue A1undss



4.2 Requirements for Supporting Auditing Procedures

¢ The results are reviewed and compared with the scripts to detect <

misbehavior. ,Q

w

- 4.2.6-A Support for Parallel Testing ;
T

AN

VVPAT voting machines SHALL support parallel testing.

Applies to: VVPAT

Test Reference:

DISCUSSION

Parallel testing requires the ability to isolate the voting machine being tested, so

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

that:
+ Votes entered into the machine being tested are stored in a separate way
from real votes.
¢ The voting machine is isolated, so that it cannot receive signals from
anyone except the testing team.
+ The voting machine cannot detect this isolation or separation.
¢ The voting machine commits to its electronic totals before it is allowed
any outside interaction.
Source:
Impact:
- 4.2.6-B No Networking While Polls Open

The unit of voting equipment to be parallel tested SHALL not be capable of
sending or receiving signals to any machine not either being tested or part of
the testing team’s equipment during voting.

The unit being tested may include more than one voting machine. However,
the whole unit is tested together, with nobody not on the testing team
interacting with any machine in that unit, and may have no external
communications. Thus:

¢ If the unit being tested is a single machine, the machine SHALL not
be networked to any other machine.

¢ If the unit being tested is a judges’ station connected to a voting
machine, the pair SHALL not be networked to any other machine.

¢ If the unit being tested is a small network of voting machines
connected together, then that small network SHALL not be connected
to any other machines.

Applies to: VVPAT

Test Reference:
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DISCUSSION

If the machine or small group of machines being tested were connected to outside
machines under the control of someone other than the testing team, that
connection could be used to signal the voting machines that they were being tested,
and thus that they should not trigger any malevolent behavior.

¥ HD | € 10A

Source:

Impact:

- 4.2.6-C No Sharing of Resources

Voting machines and sets of equipment that must support parallel testing
SHALL not share resources such as storage devices or printers, in which any
signal or information can flow back from the shared resource to the voting
machine.

Applies to: VVPAT

Test Reference:

DISCUSSION

Any shared resources of this kind can allow a covert channel, which would violate
the isolation of the voting machine. This has the potential of either allowing the
voting machine to learn that it is being isolated (if it is removed from access to the
shared resource) or allowing it to receive a signal warning it not to trigger its attack
behavior (if it remains connected to the shared resource).

SjuUsWAJINbaY 94N31091IYdJY 3PNy pue A3ndas

Source:

Impact:

- 4.2.6-D Requirements on Voter Authorization Mechanisms to Support Parallel

Testing

The mechanism by which the voter is authorized to vote, and a specific ballot
style chosen for him, SHALL not permit anyone not part of the testing team to
alter or control the issuance of authorizations to vote for the machine or
machines being tested.

There are two broad requirements on the authorization mechanism:

¢ The authorization mechanism SHALL not permit communications of
any kind from any person outside the testing team, or machine not
being tested, to the machine(s) being tested.

¢ The authorization mechanism as used by the testing team (as
directed in the user documentation for parallel testing support) SHALL
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not be possible for the equipment being tested to distinguish from the
normal authorization mechanism used in voting.
This leads to the following requirements on specific mechanisms for

authorizing votes:

¢ If authorization is done by physical key, switch, or related
mechanism, the testing team SHALL have access to a copy of the
physical key, the switch, etc. The poll workers SHALL not be part of
the authorization process.
¢ If authorization is done by alphanumeric access code, the testing
team SHALL be capable of generating numerical access codes for
the voting machine. Procedural or technical barriers SHALL prevent
testing team members from using this capability to cast unauthorized
votes on other machines in the polling place.
¢ If authorization is done by rewriteable token, the following
requirements apply:
¢+ The testing team SHALL be capable of generating a
sufficiently large set of rewriteable tokens that the voting
machine cannot distinguish this set from the set used in the
normal voting process.
¢+ Normal election procedures SHALL completely erase the
memory of the tokens between uses. The voting machines
SHALL enforce this by failing if they find unexpected
information on the token.
¢ The testing team may need to bring replacement tokens, and
use the set provided for the polling place originally, to avoid
alerting the voting machine.
¢+ Rewriteable tokens used for this purpose should not be
reused during a single election, if they contain serial numbers
or other identifying information which is available to the
voting machines.

Applies to: VVPAT

Test Reference:

DISCUSSION

The mechanism for authorizing voters to vote must be available for the testing
team, in order to carry out parallel testing. However, this must not become a
mechanism by which the voting equipment is warned that it is being tested.

Source:

Impact:

4.2.6-E Commitment to Results Before External Communications Allowed

The voting equipment being tested SHALL commit to its results before it is
permitted to connect to any outside device to transmit its results.

The voting machine SHALL commit to its totals immediately after it is closed
down and before it is allowed to connect to any server (even one operated by
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the testing team) or to have any communication outside the isolated testing
environment. This may be done in the following ways:

¢ Avoting machine with a printer may print the summary totals.

¢ A voting machine with a display screen or a printer may print a
cryptographic hash of the machine’s summary report. This SHALL be
the same hash value used in the digital signature on the report.

¥ HD | € 10A

Applies to: Voting systems

Test Reference:

DISCUSSION

Source:

Impact:

- 4.2.6-F Documentation Requirement

The voting system’s user documentation sHALL fully specify a workable and
accurate process for parallel testing.

The user documentation for parallel testing SHALL include:

¢ Best practices for parallel testing as specified by TBD

¢ Guidance for testing script generation and an acceptable sample test
script.

¢ Precise steps to be taken to isolate the voting machine without
alerting it to its isolation.

¢ How the commitment to the results is produced before the machine
is connected to any outside device or machine.

¢ How the commitment is to be verified against the electronic records
from the voting machine.

Applies to: VVPAT

sjuswalinbay a4n32931ydJly 1Ipny pue A1undss

Test Reference:

DISCUSSION

Parallel testing is a very complicated procedural defense, with many ways it can go

wrong. The user documentation for the voting system SHALL describe in detail
how the parallel testing process must be carried out. The VSTL will use this

description in evaluating whether the voting system supports parallel testing.

Source:

Impact:

- 4.2.6-G OEVT Testing

The voting system’s documented procedure for parallel testing SHALL achieve
the critical security requirements, even in the face of attack.
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Applies to:

¢

Once the voting equipment to be parallel tested is isolated according
to the procedures given in the user documentation, it SHALL not be
capable of sending or receiving signals or interacting in any way with
any machine or person not part of the testing team.

The isolated voting equipment being parallel tested SHALL not be
capable of discovering, based on what it can observe, whether it is
being isolated and parallel tested or is being used in a normal voting
process.

The voting equipment SHALL not be capable of transmitting different
results than those to which it committed before being connected to
an outside device, without being detected with overwhelming
probability.

Voting systems

Test Reference: OEVT

DISCUSSION

The process documented by the vendor needs to be checked by the VSTL, both to
make sure it works, and to verify that it accomplishes the security goals. For
parallel testing, this is especially important, as many possible failures of the
requirements for parallel testing can only be detected by good open-ended testing.

Source:

Impact:
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5.1 Introduction/Scope

Chapter 5: Electronic Records Requirements

5.1

Introduction/Scope

In order to support auditing, a voting system must be able to produce electronic and
paper records that contain the needed information in a secure and usable manner.
Section XX defines the general requirements on voting systems to support auditing.
This chapter addresses the requirements that specifically relate to electronic
records and Section XX address the requirements that specifically relate to paper
records.

Electronic records include records produced by any type of voting machine such as
DREs, Optical Scan tabulators, or electronic management systems. They typically
include records such as:

Vote counts;
Counts of ballots recorded;

Information that identify the electronic record;

* & o o

Event logs and other records of important events or details of how the
election was run on this machine; or
+ Election archive information.

By ensuring that certain reports are produced, secured, and exported, many attacks
can be guarded against such as:

¢ Tampering with electronic records in transit from the polling place to the
tabulation center.

¢ Tampering with the operation of the tabulation center; or
+ Altering election records after the totals are determined.

There are two primary types of requirements related to electronic records. The first
type addresses what data must be included in the electronic records and the
second type addresses securing that data to prevent or detect changes. These
requirements include those for cryptographically signing electronic records and
ensuring that the records are in a publicly-specified format.

This chapter specifies requirements on electronic records used to move information
about election results between machines within the full voting system, to support
required auditing steps, and to report votes to the public.
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5.2 Requirements on Electronic Records and Report

5.2

5.2.1

Requirements on Electronic Records and
Report

Requirements on All Records Produced by Voting
Equipment

The following requirements apply to records produced by the voting system for any
exchange of information between machines, support of auditing procedures, or
reporting of final results.

5.2.1-A Records required to be in open format

All electronic records in this chapter SHALL be produced in a fully specified,
public format.

Applies to: Voting Device

Test Reference:

DISCUSSION

Requiring all electronic records to appear in a public format ensures that election
officials can read and review the contents of the records with software not provided
by the voting system vendor. This permits auditors to get review the data in the
records without the need to trust software provided by the vendor.

Source:

Impact:

5.2.1-B Records to be capable of being printed

The voting system software SHALL provide the ability to produce printed
forms of all records in this chapter. The printed forms SHALL retain all
required information as specified for each record type.

Applies to: Voting Device

Test Reference:

DISCUSSION

Printed versions of all records in this chapter are either necessary or extremely
helpful to support required auditing steps, as specified in the Auditing chapter.

Source:

Impact:
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5.2.2

Requirements on Records Produced by Voting
Machines and Scanners

The following requirements apply to records produced by voting machines and
scanners for exchange of information between machines, transmission of results to
a central tabulation center, support of auditing procedures, or reporting of
intermediate election results.

5.2.2-A Cryptographic Protection of Records from Voting Machines

All electronic records from voting machines in this chapter sHALL be digitally
signed with the Election Signature Key, and sHALL include a certificate linking
the records to the source machine’s long-term signing key and ID.

Applies to: Voting Device

Test Reference:

DISCUSSION

The Cryptography chapter specifies the production of the Election Signature Key
(ESK), a per-election signing key; these keys are used to sign records from a
single election. The Election Public Key Certificate links the per-election signing
keys to a permanent per-machine signing key, and a unique identification of the
machine which generated the key and the record. The digital signatures address
the threat that the records might be tampered with in transit or in storage. The
certificate linking each record to a machine addresses the threat that a legitimate
electronic record might be misinterpreted as coming from the wrong voting machine
or scanner. The use of per-election keys to sign these records addresses the
threat that a compromise of a voting machine before or after election day might
permit production of a false set of records for the election, which could then be
reported to the tabulation center.

Source:

Impact:

5.2.2-B Requirement to Verify Signed Records

The tabulation center sHALL verify the correct receipt of electronic records
from voting machines and scanners.

For each voting machine which produces electronic records according to this
standard, the tabulation center sHALL verify that the election ID, timestamp,
and digital signature are correct before accepting the record.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference
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DISCUSSION

The digital signature applied to the electronic records from the voting machines is
only useful if it is verified before the tabulation center accepts electronic records.

Source:

Impact:

5.2.2-C Electronic records poll opening certificate requirement

Upon opening the polls, the voting machine sHALL produce an Election Public
Key Certificate to include the following information:

¢ Date and time at which the polls opened initially for the election.

¢ Serial number and other identifying information of the voting system
and cryptographic module.

¢ Precinct and list of ballot styles supported, including hashes of each
ballot definition.

¢ Hardware-enforced counter, which is immediately incremented upon
being used.

¢ Current version of software on the voting system.

¢ Election Signature Key key.
¢ Digital signature with Device Signature Key of the cryptographic
module.
Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

This record exists to strongly bind together the ESK, a per-election key, an initial
poll opening time and date, a precinct and set of ballots, and a voting system. The
record can be used along with associated records to make sure that each voting
system that is supposed to send in some votes get to send in exactly one set of
ballots, and that no additional sets of ballots are supported. The record also makes
it possible to determine that all the electronic records originated from this voting
system. The record can be used to verify that the voting system had the correct set
of ballot definitions and styles loaded at the time of the election, and the correct
version of software. The inclusion of the counter in this certificate makes it possible
to detect any spurious generations of per-election keys, such as might have
occurred in the past to attempt to alter another election total. This record is used in
combination with others to resist a number of attacks, including attempts to insert
additional or altered electronic records into the total. See the Cryptography chapter
for more details on the requirements for generating and destroying per-election
keys.

Source: Click here to add the Source

Impact: Click here to add the Impact
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Ly

5.2.2-C.1 Electronic records poll opening certificate handling requirement

The voting machine sHALL handle the Election
Signature Certificate according to the following:

¢ The certificate is transmitted to the tabulation center with the other
electronic records.

¢ ltis stored in the election archive, if available.

It is written to the voting systems event log.

¢ If a printer is available, it should be printed in a format that allows it to
be scanned back into a valid certificate.

*

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement

Source: Click here to add the Source

Impact: Click here to add the Impact

5.2.2-D Electronic records poll closing records requirement

Upon closing the polls, the voting machine SHALL produce a report including
the following records:

¢ Election Signature Key and certificate.

¢ Time and date when the report was generated.

¢ Sufficient information to allow counting of the votes. This may be vote
counts or ballot images, depending on the system.

¢ Adigital signature from the Election Signature Key.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

This record exists to carry the results from the voting system back to the tabulation
center, where it can be combined with the results from other voting systems to
determine a winner in each race. The tabulation center can verify the signatures in
both the per-election key and certificate and in this record before accepting the data
into the total. This record is sufficient to support random recount audits of paper
records. It can be used to verify a correct result from a system under parallel
testing. This record can be used to randomly check electronic totals, when the final
result is given broken out by voting system or scanner. By requiring inclusion of the
per-election key and certificate, and by signing the whole record, this electronic
record format entirely eliminates attacks that rely on tampering with electronic
records in transit. Because the per-election key is destroyed soon after writing this
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record, there is no way for an attacker to backdate electronic records when an audit

or recount is called for. See the Cryptography chapter for more details on the
requirements for generating and destroying Election Signature Keys.

Source: Click here to add the Source

Impact: Click here to add the Impact

5.2.2-D.1 Electronic records poll closing records handling requirement

The voting machine sHALL handle the poll closing records according to the
following:

¢ The records are transmitted to the tabulation center with the other
electronic records.

¢ Itis stored in the election archive, if available.

¢ Its signature is stored in the voting systems event log.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement

Source: Click here to add the Source

Impact: Click here to add the Impact

5.2.2-E Electronic records summary count record requirement

The voting machine SHALL produce a summary count report including the
following:

¢ Election Signature Key and certificate
Time and date at poll closing
¢ List of ballot styles voted and for each style, how many ballots are
stored.
¢ Number of spoiled ballots, if any.
Ballots not yet properly counted (i.e. provisional ballots)
¢ For each ballot question:
¢ Number of ballots voted that included the question
¢ Number of votes for each candidate for this question
¢ Number of votes for some write-in for this question
¢ Digital signature

*

*

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference
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DISCUSSION

The summary count record gives a summary of the results of voting on this voting
system of scanner, the result of the election that would result if only this voting
system'’s votes were counted. This summary is preliminary because provisional
ballots and write-in votes may be included in the records stored by the voting
system, but may not yet be able to be counted. This record can be printed (with
digital signatures encoded into printable characters) and can also be stored
electronically. This record exists to allow checking of the final totals, based on their
agreement with local totals from the voting systems, without the need to entirely
trust the computers and workers at the tabulation center. For voting systems that
send a set of ballot images to the tabulation centers, this summary should in
general be safe to publish, whereas the set of ballot images is not safe to publish.
This record is not complete because provisional and write-in ballots require human
intervention to count. However, the set of all such records will yield an approximate
election result. This record does not provide much security benefit when used with
instant runoff voting (IRV).

This record is sufficient to support random recount audits of paper records. It can
be used to verify a correct result from a system under parallel testing. This record
can be used to randomly check electronic totals, when the final results are given
broken out by voting system or scanner. It can be published for each voting system,
along with corrected final totals for each precinct and for absentee ballots, to show
how the final election outcomes were computed.

When published for each voting system and included in a summary of final election
outcomes, this record blocks the class of attacks that involves tampering with the
tabulation center computer. It provides an auditing process in which the records can
be used by election official and observers to catch any misbehavior in the tabulation
center with high probability.

Source: Click here to add the Source

Impact: Click here to add the Impact
5.2.2-E.1 Electronic records summary count record handling requirement

The voting machine sHALL handle the summary count record according to the
following:

¢ The record is transmitted to the tabulation center with the other
electronic records.

¢ Itis stored in the election archive, if available.

¢ ltis stored in the voting systems event log.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement
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Source: Click here to add the Source

Impact: Click here to add the Impact

5.2.2-F Collection of cast vote records requirement

The voting machine sHALL produce a collection of cast votes recorded,
including the following election:

¢ Election Signature Key and certificate
¢ Time and date at poll closing
¢ The set of cast vote records recorded from this election by this voting
machine, in randomized order. For each vote, this includes:
¢ Precinct, election district, and ballot style
The vote as recorded on each ballot question
Undervotes as recorded on each ballot question
Write-in information as recorded on each ballot question
Information specifying whether the ballot is provisional, and
providing identifying information if so.
¢ Digital signature

* & o o

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

The collection of cast vote records contains the full set of votes that were recorded
by the machine. This is required to support instant runoff voting, and is extremely
useful in investigating possible problems in an election.

Source: Click here to add the Source

Impact: Click here to add the Impact
5.2.2-F.1 Collection of cast votes handling requirement

The voting machine sHALL handle the collection of cast votes record
according to the following:

¢ The record is transmitted to the tabulation center with the other
electronic records.

¢ ltis stored in the election archive, if available.

¢ ltis stored in the voting systems event log.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement

Source: Click here to add the Source
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Impact: Click here to add the Impact

- 5.2.2-G Electronic records event log report requirement

SHD | €10A

The voting machine SHALL produce an event log report with the following
information:

¢ Election Signature Key and certificate
¢ Event log data from poll opening until poll close
¢ Signature

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

Event log formats and requirements are specified in the System Integrity
Management and System Event Logging chapters. The event log contains a listing
of security-relevant events (such as installation of new software) and procedure-
relevant events (such as the opening of the polls). The purpose of event logs is to
leave a permanent trail of anomalies and misbehavior, so that these may be
discovered later. Event logs must not include sufficient information to reconstruct
the order of votes or to determine how any voter voted. The event logs support
detection of problems by both manual and automated scanning. They also support
investigation of any problems discovered. Event logs cannot rule out software
tampering and related attacks, but make them more difficult to carry out without
detection. Event logs can detect failure to follow procedures and even some low-
tech attacks by pollworkers.

SjuswaJinbay SpJ029y 21Uu043109|3

Source: Click here to add the Source
Impact: Click here to add the Impact
> 5.2.2-G.1 Electronic records event log record handling requirement

The voting machine sHALL handle the event log record according to the
following:

¢ The record is transmitted to the tabulation center with the other
electronic records.
¢ ltis retained on the voting system.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

The tabulation center can verify that the event log record is received and that the
digital signature and per election key and certificate are valid.
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5.2.3

Source: Click here to add the Source

Impact: Click here to add the Impact

Requirements on Records Produced by Tabulation
Center Computers

The following requirements apply to the final election tally produced by the
tabulation center computers and released to the public.

5.2.3-A Final election tally report requirement

The tabulation center voting machine sHALL produce a final election tally
report.

The report sHALL contain the following information:

¢ The election totals
¢ The total number of ballots, and ballots of each style, precinct, and
election distriict
¢ For each polling place:
¢ The serial numbers and public keys for each voting system used
in the precinct. In the case of older equipment that doesn’t
support the use of per-election public keys, the serial number
SHALL be included.
¢ The Summary Count Record for each voting system used in the
precinct. In the case of older equipment that doesn’t support the
Summary Count Record, the same summary information is
included, but without the digital signature, timestamp, and per-
election key and certificate.
¢ Any adjustments done to the precinct or polling place counts due
to provisional ballots, write-ins, and other special cases.
¢ Adigital signature

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

The tabulation center record exists to allow checking of the final totals, based on
their agreement with local totals from the voting systems, without the need to
entirely trust the computers and workers at the tabulation center. The goal is to
provide cryptographic support for a process that is currently done in a manual,
procedural way, which may be subject to undetected error or tampering. This is the
best record to use to support random recount audits of paper ballots and VVPAT
records, since it includes resolutions for the special cases at the polling place level
to preserve ballot secrecy for provisional ballots. This record can be published for
each voting system, along with corrected final totals for each precinct and for
absentee ballots, to show how the final election outcomes were computed.
Challenges to handling of special cases per precinct can be made and checked
base on this record. This report blocks most misbehavior at the tabulation center.
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Source: Click here to add the Source

Impact: Click here to add the Impact

5.2.3-B Election tally audit report requirement

The tabulation center voting machine sHALL be capable of producing a report
from the election tally which supports auditing requirements.

The report SHALL contain the following information:

¢ The election totals
¢ The total number of ballots, and ballots of each style, precinct, and
election distriict
¢ For each polling place:
¢ The serial numbers and public keys for each voting machine or
scanner used in the polling place. In the case of older equipment
that doesn’t support the use of per-election public keys, the serial
number SHALL be included.
¢ The final summary of votes from that voting machine or scanner,
including resolved write-in votes, and indications of provisional
ballots that should and should not be included in the totals.
¢ Adigital signature

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

This report supports hand-auditing of paper records against the final totals, and
includes the resolution of provisional and write-in votes. This report could leak
information about how some provisional ballots voted, but also provides more
complete information for auditors to check against voter-verifiable paper records.

Source: Click here to add the Source

Impact: Click here to add the Impact
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6.1 Introduction/Scope

Chapter 6: Voter Verified Paper Records

6.1

Requirements

I
NOTES:

I know the formatting isn’t quite right. We have some contractors who can help with
this, so it will be more polished before the end of the voting.

We still don’t have very many new PCOS and BMD requirements; these are almost
all covered by the general VVPR requirements.

Comments | make inside double-square brackets will be removed before we ship
the final version; this is a way for me to ask questions or make comments that are
distinct from the text.

A fair bit of the machine-readable stuff and readback/accessibility stuff is still in flux;
| did my best to reflect the consensus as best | could work it out, and to fill in blanks
with my own best understanding of the issues. But there may be some
disagreement about this stuff.

Known terminology issue: | often say “CVR” where | mean “summary of CVR.” | am
not sure if this is important to fix or not.

1l

Introduction/Scope

This section contains informative profiles and requirements for voting systems that
produce and use Voter Verified Paper Records (VVPR). These include two broad
categories:

¢ DRE+VVPAT voting systems couple an electronic voting machine
with a printer. The voter makes selections on the voting machine,
but is given the opportunity to review and verify choices on a paper
record. The paper record may be a continuous roll or cut sheets.

¢ PCOS voting systems use paper ballots which are human-readable,
and may be marked by either hand or machine, along with an
electronic scanner which checks the ballot for problems such as
under- and overvotes, and also records the votes.

In both categories of system, the paper records are available to the voter to review
and verify, and these records are retained for later auditing or recounts as needed.

VOL3-CHé | Page 105

9 HD | € 10A

Sjuswalinbay spJoday Jaded paljlia J910A



6.2 General Requirements on Voter Verified Paper Records

6.1.1

6.2

Voter verified paper records exist to provide a separate record of the voter's
choices, which can be used to verify the correctness of the electronic record
produced by the voting equipment. VVPR must support:

¢ Voter verification — voters must be able to review the records, and
their presence in the final set of paper records must indicate that the
voters had the chance to review and accept or reject them.

+ Auditing — election officials must be able to use the paper records to
statistically verify the correctness of reported electronic totals.

¢ Recounting — election officials must be able to use the paper records
to reconstruct the full set of totals from the election.

In addition, VVPR must support other requirements of the voting system, such as
usability and reliability. This chapter covers only security requirements of VVPR,
requirements on usability of VVPR appear in [[reference]], while requirements on
reliability appear in [[reference]].

Voter Verification and Auditing

The normal process of voting offers the voter an opportunity to verify a paper
representation of his vote. This paper record is then stored and may be used to
audit the results of an election.

The combination of verification and auditing provides a powerful defense against
software attacks on the voting machine; so long as the paper records are not
altered, a compromised VVPAT or ballot marking device voting machine attempting
to change a voter’s ballot must either:

+ Print the changed ballot contents on the paper record, thus risking
the voter noticing the change during verification.

+ Print the ballot contents on the paper record as the voter intends, but
store different ballot contents electronically, thus risking an audit
detecting the change.

Similarly, a compromised PCOS scanner may change the reported totals only by
altering the electronic totals it reports, thus risking detection during the audit.

Security requirements on VVPR are driven mainly by the need to support voter
verification and auditing.

General Requirements on Voter Verified
Paper Records

The following requirements apply to all VVPR used by any voting system, including
VVPAT and PCOS systems.
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6.2 General Requirements on Voter Verified Paper Records

-

6.2-A Human readable information sufficient for unambiguous interpretation of cast

vote

All VVPR sHALL contain a human-readable summary of the cast vote. In
addition, all VVPR sHALL contain enough information to completely interpret
the summary of the cast vote. This includes:

Polling place

Precinct and/or election district

Ballot style

Date of election

Complete summary of voter’s choices

Applies to: VVPAT, Ballot Marker, PCOS

* 6 O o o

Test Reference:

DISCUSSION

All VVPR contain some human-readable content. In addition, some VVPR may use
machine-readable content to make counting or recounting more efficient. For
example, PCOS systems place a human-readable representation of the votes
beside a machine-readable set of ovals to be marked by a human or a machine.

The human-readable content of the VVPR must contain all information needed to
interpret the cast vote. This is necessary to ensure that hand-audits and recounts
can be done using only the human-readable parts of the paper records.

Source: Auditing Chapter, NIST Threats Workshop

Impact:

6.2-B Machine readability of paper record

The paper record should be created in a manner that is machine readable.
The following sub-requirements apply to machine-readable representations
on VVPR.

Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:

DISCUSSION

Machine-readable content on the VVPR can make counting paper records more
efficient, and this should be done. Machine-readable content also introduces some
security issues, however, which are addressed in the sub-requirements below.

Source: Auditing Chapter, NIST Threats Workshop

Impact:
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6.2 General Requirements on Voter Verified Paper Records

Ly

6.2-B.1 Auditability of Machine Representations

The voting system SHALL include supporting software, hardware, and
documentation of procedures to verify the agreement of human-readable and
machine representations when they are used in recounts.

Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:

DISCUSSION

Machine readable encodings of the CVR cannot be used to recount the election
without auditing. This requirement says that the auditing steps must be supported
and documented. [[l need to write the auditing requirements up for the auditing
chapter.]]

Source: Auditing Chapter, STS Discussions

Impact:
6.2-B.2 Machine readable part contains same information as human readable part

The machine-readable part of the paper record SHALL contain the entirety of
the human-readable information on the paper record.

Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:

DISCUSSION
The machine-readable part of the paper record must permit the reconstruction of

the human-readable part of the record.

Source: STS Discussions

Impact:

6.2-B.3 Machine-readable contents may include error correction/detection

information

The machine-readable part of the paper ballot may also contain information
intended to ensure the correct decoding of the information stored within,
including:

¢ Checksums

¢ Error correcting codes
¢ Digital signatures
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6.2 General Requirements on Voter Verified Paper Records

¢ Message Authentication Codes
Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:

DISCUSSION

Error correction/detection information is used to protect digital data from error or
tampering. This information would not be meaningful to a human, so there is no
reason to demand that it also appear in the human-readable part of the paper
record.

Source: STS Discussions

Impact:
6.2-B.4 Machine-readable ballot identifiers

¢ The machine-readable part of the paper ballot may also contain a
unique identifier

¢ If this feature is provided, the equipment SHALL allow it to be turned
off.

Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:

DISCUSSION

Some states require the ability to link each paper record to a corresponding
electronic record, which requires putting some kind of unique record identifier on
the paper record. Certain vote-buying attacks are made much easier if this record
identifier is visible to the voter, so it is valuable to permit it to be hidden in machine-
readable content. Other states forbid the use of unique record identifiers on paper
records, so it must be possible to turn this feature off.

[[Is there a better way to structure this requirement, so I'm not doing the may-
>SHALL thing?]]

Source: STS Discussion, VVSG2005

6.2-B.5 Public format

Any non-human readable information on the ballot SHALL be printed in a fully-
disclosed, industry-standard public format.

Applies to: VVPAT, Ballot Marker, PCOS

Test Reference:
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6.3 VVPAT Systems

DISCUSSION

Meaningful auditing of the contents of the machine-readable parts of the paper
requires the ability to use independent software and hardware to read those parts of
the paper. This requires a fully-public format for the machine-readable data.

9 HD | € 10A

Source: STS Discussion, VVSG2005, NIST Threat Analysis Workshop,
Brennan Center Report

Impact:

6.3 VVPAT Systems

6.3.1 Introduction and Definitions

This section contains requirements for the basic components and operation of
voting devices of the profile VVPAT (Voter Verified Paper Audit Trail). Voting
devices of this profile typically consist of a DRE with an attached printer and a
capability for displaying printed paper records to the voter and for storing the paper
records. In this configuration, prior to casting the ballot on the DRE, the voter must
have the ability to verify his or her selection on the paper record in a private and
independent manner. After a paper ballot is produced, but before the voter's ballot
is recorded, the voter must have the opportunity to accept or reject the contents of
the ballot. If a voter does not accept the contents of the paper ballot, the voter must
be permitted to recast the ballot. There must be the ability to distinguish a voter’s
non-accepted ballot from his/her accepted ballot. The paper ballot must be useful
in audits of the electronic records and in recounts and capable of being used as the
official ballot in tabulations.

Sjuawaldinbay spJ0day Jaded paljlia J910A

Protocol of Operation

The basic protocol of use for a VVPAT system involves making ballot choices on a
DRE first, and then, before making the ballot choices final, comparing those
choices to those printed on a paper record. The basic protocol consists of the
following steps:

1. The voter causes the display of a summary of her ballot choices.

2. If the voter is satisfied with the summary, the voter causes the
printing of a paper record that contains this same summary.

3. The voter, if she desires, compares the two summaries and is able to
do one of the following:

A. Return to making ballot choices, thereby voiding the paper
record.

B. Make her ballot choices final, thereby accepting the paper record.

C. If the voter notes a discrepancy between the summaries, i.e., one
of the summaries is in error or is not printed properly, the voter is
then able to pause the operation of the voting system and,
according to local election procedures, request assistance.
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6.3 VVPAT Systems

6.3.2

6.3.3

This protocol will vary somewhat or may involve additional steps depending upon
particular implementations.

VVPAT Components and Definitions

6.3.2-A VVPAT Definition and Components

A VVPAT voting system consists minimally of the following fundamental
components:

¢ Avoting machine, on which a voter make selections and prepare to
cast a ballot.

¢ A printer which prints a summary of the voter’s ballot selections, and
which allows the voter to compare it with the electronic ballot
selections.

¢ A mechanism by which the voter may indicate acceptance or
rejection of the printed summary of the CVR.

¢ Ballot box/cartridge to contain accepted and voided paper cast vote
records.

¢ A paper cast vote record for each electronic cast vote record. The
summary record may be printed on a separate sheet for each CVR
(“cut-sheet VVPAT”) or on a continuous paper roll (“paper-roll
VVPAT")

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

A VVPAT profile is essentially a DRE with a capability to print a paper record
summary and a capacity for the voter to accept or reject the paper record, with
acceptance required for the vote to be cast electronically.

Source: VVSG2005

Impact:

Requirements on VVPAT Printer/Voting Machine
Interactions

6.3.3-A Minimum Supply Requirement
Printing devices SHALL contain sufficient supplies of paper and ink to print a
minimum of 300 paper records (this may include voided records) of at most

NNN lines without reloading or opening equipment covers or enclosures.

Applies to: VVPAT
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6.3 VVPAT Systems

Test Reference:

DISCUSSION

[[I think we should either:
a. Delete this requirement entirely, or

b. Turnitinto a documentation requirement—"the number of lines that can be

printed from a full roll SHALL be specified in the product documentation” or some
such thing.

My reasoning: This is visible to anyone who buys the voting system. | can’t see why
we know what the right parameters are here better than either the vendor or the
election official buying it, who will presumably notice that it requires three changes
of paper per election or something.

1l

Source:

Impact:

6.3.3-B Printer connection to voting system

The printer SHALL be physically connected to the voting system via a
standard, publicly documented printer port using a standard communication
protocol; voters or unauthorized election officials SHALL not be able to access
this connection.

Applies to: VVPAT

Test Reference:

DISCUSSION

Examples would be parallel printer ports and USB ports.

See the Physical security chapter for guidance on how this connection SHALL be
secured.

Source: Physical Security Chapter

Impact:

6.3.3-C Printer able to detect errors
The voting machine SHALL detect printer errors that may prevent paper

records from being correctly displayed, printed or stored. These errors SHALL
be communicated to the voting machine:
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6.3 VVPAT Systems

¢ Lack of consumables such as paper, ink, and toner
¢ Paper jams/misfeeds
¢ Other errors

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference
DISCUSSION

The requirement to detect errors is expanded on in the sub-requirements, which
specify requirements on what to do when the errors are detected.

Source: Click here to add the Source
Impact: Click here to add the Impact
> 6.3.3-C.1 VVPAT error handling specific requirements

If a printer error or malfunction is detected, the voting machine SHALL:

¢ Present a clear indication to the voter and election officials of the
malfunction. This must indicate clearly whether the current voter’s
vote has been cast, discarded, or is waiting to be completed.

¢ Suspend voting operations till the problem is resolved.

¢ Allow cancelling of the current voter's CVR by election officials in the
case of an unrecoverable error.

¢ Protect the privacy of the voter to the greatest extent possible while
the error is being resolved.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

A printer error can really only happen when the VVPAT is being printed out, which is
at the end of the voting process. The main thing that must not happen is for the
voting machine to end up in an ambiguous state, where the election officials can’t
determine whether to issue the voter another ballot or not.

g 6.3.3-C.2 VVPAT printer error recovery guidelines in documentation

Vendor documentation SHALL include procedures to recover from common
printer errors and faults, and also how to cancel the vote suspended during
handling of an error from which they cannot recover.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference
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6.3 VVPAT Systems

6.3.4

DISCUSSION

If the printer just irrecoverably locks up, jams, catches fire, whatever, the vote
needs to be able to be canceled, so the voter can cast his vote again on another
machine. Alternatively, it would be okay to store the vote as is, if the vote is
complete.

6.3.3-C.3 VVPAT general recovery from misuse or voter error

Voter error or mishehavior SHALL not be capable of causing a discrepancy
between the paper and electronic CVRs.

Applies to: Click here to add the Applies to text

Test Reference:  Click here to add the Test Reference

DISCUSSION

This prevents an error or malicious act by a voter from creating the incorrect
appearance that election fraud has been attempted.

Protocol of Operation Requirements

6.3.4-A VVPAT prints and displays a paper record

The voting system SHALL provide capabilities for the voter to print a paper
record that minimally contains a summary of all ballot selections and races
and for the voter to view and compare with a summary of the voter’s
electronic ballot selections prior to the voter making her ballot selections
final.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement

6.3.4-B Ease of record comparison
The format and presentation of the paper and electronic summaries of ballot
selections SHALL be designed to facilitate the voter’s rapid and accurate

comparison.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference
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6.3 VVPAT Systems

DISCUSSION

This requirement may already be covered by HFP.

6.3.4-C VVPAT Vote Acceptance Process Requirements

When a voter indicates that the vote is to be accepted, the voting machine
SHALL:

¢ Immediately print an unambiguous indication that the vote has been
accepted, in view of the voter.

¢ Electronically store the CVR as a cast vote.

¢ After a short delay, deposit the paper record of the voter's CVR into
the ballot box or other receptacle.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

Immediately upon acceptance by the voter, the voting machine commits to
accepting the paper record, in the voter’s sight, and stores the electronic record.
This defends against the threat that the voting machine might indicate a rejected
vote on the paper record when the voter cannot observe it. The paper summary
must be placed into the receptacle before the next voter arrives, to ensure the
previous voter’s privacy.

6.3.4-D VVPAT Vote Rejection Process Requirements

When a voter indicates that the vote is to be rejected, the voting machine
SHALL:

¢ Immediately print an unambiguous indication that the vote has been
rejected, in view of the voter.

¢ Electronically store the CVR as a rejected paper record.

¢ After a short delay, deposit the paper record of the voter's CVR into
the ballot box or other receptacle

¢ Recover from the rejected paper record as described in the sub-
requirements.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

Immediately upon rejection by the voter, the voting machine commits to rejecting
the paper record, in the voter’s sight, and stores the electronic record. This
defends against the threat that the voting machine might indicate an accepted vote
on the paper record when the voter cannot observe it.
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6.3 VVPAT Systems

Ly

6.3.5

6.3.4-D.1 VVPAT Recovery from Rejected Vote Without Election Official

Intervention

The voting machine sHALL have the capacity to be configured to allow the
voter to simply vote again, when the paper summary is rejected, up to some
configurable maximum number of rejected paper records.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

[[We need to make sure the voting machine can support limits on how many times
the voter can reject a paper record, and also on how many rejected votes a single
DRE gets before some kind of human intervention is required. | think this may
need an extra requirement.]]

6.3.4-D.2 VVPAT Recovery from Rejected Vote With Election Official Intervention

The voting machine sHALL have the capacity to be configured to require
election official intervention to permit voting after a rejected paper record
summary. In this case, upon rejection of a paper record, the voting machine
SHALL:

¢ Clearly display that a paper summary has been rejected.

¢ Suspend normal operations until unlocked by some authorization of
an election official.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

[[Is this a “SHALL have the capacity to” or a “may”?

| think this behavior is specified by state law.]]

Paper Human-Readable CVR Contents

The following requirements apply to the human-readable cast vote records (CVRS)
on paper ballots.

6.3.5-A Paper-Roll VVPAT Required Human-Readable Content Per Roll

In paper-roll VVPAT systems, the voting machine sHALL mark the paper roll
with the following information:
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6.3 VVPAT Systems

Voting machine which produced the record.

Election in which record was produced.

Precinct or polling place in which record was produced.

If multiple paper rolls were produced during this election on this
machine, the number of the paper roll (e.g., Roll #2).

¢ Afinal summary line specifying how many total CVRs appear on the
roll, and how many accepted CVRs appear on the roll.

Applies to: Paper-roll VVPAT

* & o o

Test Reference:

DISCUSSION

In order for recounts and audits to work, the auditor must be able to determine
which electronic record corresponds to the paper roll or rolls. The above
information ensures that the auditor will be able to find the right electronic record,
and also supports finding all necessary paper rolls.

This requirement requires the voting machine to either detect the amount of paper
remaining on the roll, or to compute how much paper is left.

Source: Auditing Chapter, Electronic Records Chapter, VVSG2005,
Brennan Center Report, NIST Voting Threats Workshop, STS
Discussions, ESI Report

Impact:

6.3.5-B Paper Roll VVPAT Requirements Per CVR

In paper-roll VVPAT systems, each Cast Vote Record (CVR) SHALL include
the following information:

+ Identification of the ballot being voted, including precinct or election
district, party (for primaries), etc.

Type of voting (e.g., provisional, early, etc.)

For each ballot question:

Name of the ballot question (e.g., “Governor”)

Any notes needed for interpretation, such as “select 2"

If the question was undervoted, a clear indication of this fact.

If this is a write-in vote, a clear indication of this fact.

The vote as it will be cast.

An unambiguous indication of whether the ballot has been accepted
or rejected by the voter.

Applies to: Paper-roll VVPAT

® S & & O O 0o

Test Reference:

DISCUSSION

The paper roll and the cast vote record, together, must give an auditor all
information needed to do a meaningful hand-audit or recount. The contents in this
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6.3 VVPAT Systems

requirement ensure that the human-readable parts of the paper rolls are sufficient
to recount the election, and to audit the machine totals.

Source: Auditing Chapter, Electronic Records Chapter, VVSG2005,
Brennan Center Report, NIST Voting Threats Workshop, STS
Discussions, ESI Report

Impact:

6.3.5-C Paper Roll VVPAT CVRs on a single roll

In paper-roll VVPAT systems, a single CVR SHALL always be contained on a
single roll. A CVR SHALL not be split across rolls.

Applies to: Paper-roll VVPAT

Test Reference:

DISCUSSION

Allowing a single CVR to split across rolls would make auditing much harder, and

would also make it very difficult for the voter to fully verify the printed vote summary.

This requires that the printer either detect the end of the paper roll in time to avoid
splitting CVRs, or calculate the remaining paper roll length.

Source: Auditing Chapter, Electronic Records Chapter, VVSG2005,
Brennan Center Report, NIST Voting Threats Workshop, STS
Discussions, ESI Report

Impact:

6.3.5-D Cut Sheet VVPAT Content Requirements Per CVR

In paper-roll VVPAT systems, each Cast Vote Record (CVR) SHALL include
the following information:

Voting machine which produced the record.

Election in which record was produced.

Precinct or polling place in which record was produced.
Identification of the ballot being voted, including precinct or election
district, party (for primaries), etc.

Type of voting (e.g., provisional, early, etc.)

¢ For each ballot question:

Name of the ballot question (e.g., “Governor”)

Any notes needed for interpretation, such as “select 2”

If the question was undervoted, a clear indication of this fact.

If this is a write-in vote, a clear indication of this fact.

The vote as it will be cast.

¢ An unambiguous indication of whether the ballot has been accepted
or rejected by the voter.

* * & o o

* & O o o

VOL3-CH 6 | Page 118

Sjuswalinbay spJ0day Jaded paljlia J910A

9 HD | € 10A



6.3 VVPAT Systems

Applies to: Cut-sheet VVPAT

Test Reference:

DISCUSSION

9 HD | € 10A

The set of detached paper records must give an auditor all information needed to
do a meaningful hand-audit or recount.

Each ballot summary must include all information needed to identify which machine
produced it, which type of ballot it is (ballot style, precinct, election district, etc.). All
this information is necessary to support the hand-audit. Unambiguous rejection and
acceptance markings address the threat that the DRE might attempt to reject or
accept ballot summaries without the voter’'s approval.

Source: Auditing Chapter, Electronic Records Chapter, VVSG2005,
Brennan Center Report, NIST Voting Threats Workshop, STS
Discussions, ESI Report

Impact:

- 6.3.5-E Cut-Sheet VVPAT CVRs on a single sheet

In cut-sheet VVPAT systems, a single CVR sSHALL always be contained on a
single piece of paper. A CVR SHALL not be split across pieces of paper.

Sjuswalinbay spJ0day Jaded paljlia J910A

Applies to: VVPAT

Test Reference:

DISCUSSION

Allowing a single CVR to split across rolls would make auditing much harder, and
would also make it very difficult for the voter to fully verify the printed vote summary.

I

I need comments on this. Is this okay, even though it rules out using normal, off the
shelf printers to make VVPAT systems? An alternative is to require that the cut
sheets for each CVR are marked to indicate how many pages are in the summary,
for example, “Page 1 of 4”.

This prevents the use of fixed-size sheets of paper; if this requirement exists, the
cut-sheet VVPAT system must be able to cut off paper from a roll.

Eliminating this requirement allows normal printers/paper, but makes it impossible
to review the CVR all at once. However, it might make sense to eliminate this
requirement, to allow more engineering freedom for vendors.]]

Source: Auditing Chapter, Electronic Records Chapter, VVSG2005,

Brennan Center Report, NIST Voting Threats Workshop, STS
Discussions, ESI Report
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6.3 VVPAT Systems

6.3.6

Impact:

Requirements on Supporting Linking Electronic and
Paper CVRs

VVPAT systems are required to support the linking of electronic and paper records,
but must also be able to disable this linkage.

6.3.6-A Identification of CVR correspondence

The voting system SHALL provide a capability for auditors to identify from an
electronic CVR its corresponding paper CVR and from a paper CVR its
corresponding electronic CVR. This correspondence SHALL exist for every
electronic/paper CVR pair produced by the voting system for the election,
regardless of the balloting style.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

All VVPAT systems are required to support the ability to do this as an option.

[[This is here because some states require this ability. Nobody seems to have
really good procedures for doing the auditing implied by this mechanism in a
software-independent way, and while it's possible to do such auditing in a strong
way, it's not easy.]]

Source:

Impact:

6.3.6-B Ability to disable CVR correspondence

This capability SHALL be able to be disabled as necessary to comply with
election law.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

This requirement is needed to satisfy the law in some states, which explicitly forbids
such linkage information.
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6.3 VVPAT Systems

-

6.3.6-C CVR correspondence identification hidden from voter

Any information on the paper ballot which identifies the corresponding
electronic record should not be viewable by the voter.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

Ideally, the correspondence information would be hidden from the voter; this makes
certain kinds of vote-buying attacks more difficult. However, those attacks can also
be addressed with procedures, and non-human-readable correspondence
information makes it very difficult to do the audit of correspondence of records in a
software-independent way. Further, some states do not allow any non-human-
readable information on the paper records.

6.3.6-D CVR correspondence identification viewable to auditors

The voting system vendor SHALL include a capability for auditors to verify the
correspondence between the electronic and paper CVR pairs.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

Click here and type the discussion about this requirement
[[And it needs to be open, not proprietary, but that's covered in the requirements on

machine-readability.]]

6.3.6-E CVR correspondence identification included in digital signatures

If the voting system calculates a digital signature on the contents of its
electronic CVRs, and includes CVR correspondence information in the CVR,
the CVR correspondence identification SHALL be included in the digital
signature.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

This requirement assumes that electronic CVRs will have the capability of being
digitally signed.
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6.3 VVPAT Systems

6.3.7 Paper-Roll VVPAT Privacy and Audit-Support
Requirements
VVPAT voting systems using paper rolls introduce a voter privacy issue, because

anyone who observes the sequence of voters who use a given voting machine can
then use the paper roll to determine the vote of each voter.

9 HD | € 10A

The following requirements address this threat.

- 6.3.7-A VVPAT paper roll CVRs secured immediately after vote cast.

Paper-roll VVPAT systems SHALL store the part of the paper roll containing
CVRs in a secure, opaque container, immediately after they are verified.

Applies to: VVPAT

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

The part of the paper roll which contains the CVRs for previous voters represents a
privacy risk. Voting systems that comply with this requirement decrease this risk.

Sjuswalinbay spJ0day Jaded paljlia J910A

Source:

Impact:

- 6.3.7-B VVPAT paper roll privacy during printer errors

Procedures for recovery from printer errors on paper-roll VVPAT systems
SHALL not expose the contents of previously-cast CVRs.

Applies to: VVPAT

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

Printer errors are too common to permit them to allow the loss of someone’s
privacy. This is related to the requirement for immediately storing the CVRs inside
a secure, opaque container.

Source:

Impact:

- 6.3.7-C VVPAT paper rolls with cast vote records support tamper-seals and locks

Paper-roll VVPAT systems SHALL be designed so that when the rolls are
removed from the voting machine:
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6.3 VVPAT Systems

¢ All paper containing CVRs are contained inside the secure, opaque
container.

¢ The container may be tamper-sealed and locked.

¢ The container may be labeled with the machine serial number,
precinct, and other identifying information to support audits and
recounts.

Applies to: VVPAT

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

Paper-roll VVPAT equipment must support good procedures to protect the voters’
privacy. The supported procedure in this case is immediately locking and tamper-
sealing each VVPAT container upon removing it from the voting machine. This is
consistent with the goal of having the paper rolls with CVRs on them treated like
paper ballots, stored in a locked and sealed box.

[[Somewhere (physical security, VSS20027?) there must be a good list of the
requirements here. The goal is that once the paper rolls have CVRs on them,
they're never handled by election officials except inside this sealed box.]]

Source: NIST Voting Threats Workshop, STS Discussion

Impact:

6.3.7-D Paper roll VVPAT voting systems document privacy-ensuring procedures.

Paper-roll VVPAT systems SHALL provide documentation describing
necessary procedures for handling the paper rolls in a way that preserves
voter privacy.

Applies to: VVPAT

Test Reference:

DISCUSSION

Along with a secure, opaque container designed to accomodate tamper-seals and a
lock, the voting system needs to document what must be done to protect voter
privacy with the paper rolls. The goal of this requirement is to ensure that the
election officials are given guidance on exactly what must be done to protect the
privacy of voters. This documentation will be reviewed by the labs.

Source:

Impact:
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6.4 PCOS Systems

-

6.4

6.4.1

6.4.2

6.3.7-E Mechanism to view spooled records

If a continuous paper spool is used to store paper CVRs, the vendor SHALL
provide a mechanism for an auditor to unspool the paper, view each CVR in
its entirety, and then respool the paper, without modifying the paper in any
way or causing the paper to become electrically charged.

Applies to: VVPAT

Test Reference:  Click here to add the Test Reference

DISCUSSION

This requirement comes directly from the issues raised in the ESI report.

PCOS Systems

[[This section is very thin, because we don’t have a lot of new requirements for
PCOS—it’s old technology, and people already know how to build and use these
systems. The VVPR requirements here are pretty straightforward. Comments
much appreciated, and much needed!

| expect there to be a lot of overlap with CRT material.

1l

Introduction and Scope

A PCOS voting system involves paper ballots which are marked in a way that is

both human- and machine-readable. The marks may be put on the ballots by hand,

or by a machine called a ballot marking device (BMD).

The following sections specify VVPR requirements applying to optical scan ballots,
as required for supporting audit and recount.

Scanner Requirements

6.4.2-A Scanner Optional Batching Support

The PCOS scanner should support breaking the set of paper ballots into
batches.

Applies to: PCOS

Test Reference:  Volume V- Section 5.2 (Functional Test)
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6.4 PCOS Systems

DISCUSSION

This makes auditing much easier. Subrequirements fill in the details.

Source:

Impact:
6.4.2-A.1 Batches get separate electronic records

If the scanner breaks the set of paper records into batches, it SHALL generate
a separate electronic summary report (as described in the Electronic Records
chapter) for each batch. The final election report SHALL support breakdowns
by batch for each PCOS scanner.

Applies to: PCOS

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

Source:

Impact: Auditing, Electronic Records
6.4.2-A.2 Batches separated for auditor convenience

If the scanner breaks the set of paper records into batches, the paper
records SHALL be separated in one of three ways:

¢ The scanner may physically sort the records into different batches
based on some preprinted marking on the ballot.

¢ The scanner may physically sort the records into different batches
based on a count of paper records, so that every N records, a new
batch is started.

¢ The scanner may print something on each record indicating its batch.

Applies to: PCOS

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

Source:

Impact: Auditing, Electronic Records
6.4.2-A.3 Minimum size of batches

If the scanner breaks the set of paper records into batches, it SHALL ensure
that no batch summarized in an electronic summary record contains fewer
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6.4 PCOS Systems

than 50 paper records. This may require combining batches broken out by
the PCOS scanner.

Applies to: PCOS

Test Reference:  Volume V- Section 5.2 (Functional Test)
DISCUSSION

The specific number of 50 is arbitrary, but the size of the batch needs to be small
enough that auditing by hand is easy, but large enough that voter privacy is not
compromised by the publication of totals of a batch.

Source:

Impact: Auditing, Electronic Records

6.4.2-B Scanner Optional Marking

The PCOS scanner may add markings to each paper ballot, including:

¢ Unique record identifiers to allow individual matching of paper and
electronic CVRs.

¢ Digital signatures

¢ Batch information

Applies to: PCOS

Test Reference:  Volume V- Section 5.2 (Functional Test)

DISCUSSION

[[This was from John'’s original text. Not sure if it's worth putting a MAY
requirement in the standard, or even if we're doing this. ]

Source:

Impact:
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7.1 Introduction/Scope

Chapter 7: Cryptography Requirements

/7.1

Introduction/Scope

This section establishes general cryptography requirements for voting systems,
specifies that signatures for protecting electronic voting records used in audits be
generat