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1 Introduction

1.1 Background

By authorization of the 2002 Help America Vote Act (HAVA), the Election Assistance Commission
(EAC) was given the responsibility for implementing and maintaining the Voluntary Voting System
Guidelines (VVSG). As part of the maintenance process for the VVSG, the EAC is updating the
VVSG 2005 by modifying and adding some requirements to the guidelines resulting in the VVSG
version 1.1. The new and modified requirements are based on the requirements found in the
next VVSG developed by the EAC’s Technical Guidelines Development Committegy(TGRC).
However, not all of the requirements found in the next VVSG were included as part of,fthe\VVvSG
version 1.1. The EAC plans to issue the VVSG version 1.1 after receiving and reviewing public
comments.

As part of the VVSG update, the EAC asked NIST to develop a set of unifogm public test suites
for the modified and new requirements, which will be used as part of the EAC’s Testing and
Certification Program. Test Labs will be able to use these freely available, test,suites to help
determine that modified and new requirements of the VVSG vegsion 1.1 are met by voting
systems. Use of the public test suites will produce consistent results and promote transparency
of the testing process. The test suites can also assist manufacturersiin the development of
conforming products by providing precise test specifications@ Also, they'will help reduce the cost
of testing since each test lab would no longer need to developiits own test suites. Finally, a
uniform set of public test suites can increase election gfficials’ and voters’ confidence that voting
systems conform to VVSG version 1.1 requirements®€overed by the test suites.

1.2 Purpose

The purpose of this document is to developgdetailed test procedures for the updated and new
security requirements found in the YVSGfversion 1727 In this document, detailed test procedures
derived from a requirement found in the V\SG version 1.1 are contained in structure known as a
derived test requirement (DTR). (See Section,1.5.1 Derived Test Requirement Structure for
details). This document containg thejset'af,derived test requirements (DTRs) for the
requirements found in the VV8G version,1.1, Volume 1, Section 7.9 Voter Verifiable Paper Audit
Trail Requirements. Byprowiding detailed derived test requirements, the following objectives are
achieved:

In-depth guidanceyto test laboratories to ensure high quality testing

Repeatability from tester to tester as well as test laboratory to test laboratory
Predigtability of the effort involved for a testing campaign

Costisavingsaby not having to analyze and develop tests for different implementations of
a'votingysystem

rwnNPE

1.3 Scope

The scope,of this document is limited to functional testing of the updated and new security
requirements found in the VVSG version 1.1. Testing requirements in VVSG version 1.1 other
than updated and new security requirements are outside the scope of this document.
Specifically, the derived test requirements (DTRSs) found in this document only cover the
requirements found in the VVSG version 1.1, Volume 1, Section 7.9 Voter Verifiable Paper Audit
Trail Requirements. Since the VVSG does not require voting systems to have the VVPAT
capability, the DTRs described in this document need to be executed if and only if the System
Under Test (SUT) contains VVPAT functionality.

1.4 Approach



In developing the set of derived test requirements (DTRs) the following approach was taken:

1. If at all possible, the test laboratory shall test compliance with a VVSG requirement by
stimulus > response testing’ on the voting system. The exceptions to this shall be rare
and shall be justified only on the basis of extremely prohibitive cost.

2. The stimulus - response testing shall include nominal, boundary and outlier values as
implied by the VVSG requirement and the voting system’s interface(s) that implement
and enforce the requirement.

3. When stimulus - response testing is not possible given the design of the voting system,
the test laboratory shall examine the applicable source code.

4. When performing review of the manufacturer provided documentation, the test laboratory
shall focus on gaining an understanding of the voting system and how it implements
security. Priority shall be given to identification of potential security concerfis hased on
the review and analysis of manufacturer documents with next priority to suldstantive
inconsistencies. In addition, the test laboratory shall ensure that there is sdfficient clafity
to the documentation so that the security controls can be appropriately configured.

1.5 Derived Test Requirement Structure

A derived test requirement (DTR) is a structured used to contain détailéd, teshprocedures
associated with a specific requirement. This section describes ghe companentsy) nomenclature,
and notation used in this document to describe the structure of a'derived test requirement (DTR).

A derived test requirement consists of the following components:

1. Arequirementis labeled with the literal “RE, “ follewed by a number based on the section
of the VVSG version 1.1 containing the require@ment and\a title for the requirement to
provide traceability back to the VVSG versionyl. When\a requirement is tested by
another derived test requirement (DTR); thatirequisement’s derived test requirement
(DTR) will contain a reference to the appra@priate-derived test requirement (DTR).

2. Arequirement may have ofie orjmore tester activities associated with it. Test activities
are the detailed test procedures used to test the voting system for conformance to the
VVSG version 1.1 securitygtequirements. When no tester activity is found in a derived
test requirement (DTR), (it means the requirement was tested under the test procedures
of another (DTR) thatis‘specifically referenced in “Analysis” text. The tester activities are
labeled with the’literal\“TE™{followed by the requirement label without “RE”, followed by
period (“.”), fallowed byisequential numbers staring with 1. For example, test activities for
requirement REN.9°2:A are numbered RE 7.9.1-A.1, RE 7.9.1-A.2, and so on. Each
tester actjvityatitle'is, refined based on the associated VVSG version 1.1 requirement title.

The label “Analysist” precedes text that is used to provide additional information related to
requirementsiand tester activities. In general, analysis text follows the associated requirement
andftester)activities being discussed. For example, analysis text following a requirement may
cross:reférence the test activities of another requirement that verifies the requirement or provide
context of the test activities of the requirement.

1.6 Electronic File Features for Word Versions of the Document

An electronic version of this document was prepared using Microsoft Word and the Word Style
feature. The Word Style feature provides the ability to separate text based on the Style
associated with the text. The following Styles were used in this document to allow material to be
subsetted in or out:

1. “reheader” Style is used to list the requirement title.

! Stimulus > response testing refers to a testing method where an IT system is stimulated by providing
some input and the IT system’s response/output is observed and analyzed. (See Definitions section)



2. “teheader” Style is used to list the test procedure title.

3. “Test Procedure” Style is used to list the test procedures test laboratories must carry out
in order to test the voting system for compliance with VVSG Version 1.1 requirements.

4. “Normal” Style is used for the requirement text and text associated with analysis and
rationale. *

1.7 General Testing Assumptions

The tester shall use each DTR to test the voting system under test and when appropriate develop
more detailed test procedures and test cases based on implementation dependant characteristics
such as specific configuration requirements, specific user account names, specificfile fames,
etc.

The tester shall document test procedures and test cases.

After conducting the tests, the tester shall document the test results with sufficient.detail to
demonstrate that the test succeeded or failed. In the case of failuré; thegdocumentation shall be
detailed enough to provide the nature of failure.

The tester may execute the DTRs in any order as long as the precedencefrequirements specified
in individual DTR are met.

The tester shall note the start and end time in date, houfShand minutes when each DTR is
executed to help in several ways including but not limited to: récenciling the event log,
reconstructing DTR execution sequence, and determining the state of the voting system under
test at any given time.

1.8 Testing with Sample Ballots

Some tests in this document require’a sample ballot to be used. When the term “Simple Test
Ballot” is used, it refers to the sample'ballotidescribed in Section 4. When the term “Complex
Test Ballot” is used, it refers to thé"sample,ballot described in Section 5.

The following notation js used in describing ballots. A ballot choice on a specific ballot or ballot
total is listed under p.m, njis the contest number and m is the voter choice under the selected
ballot configuration. Thus,fer the,Simple Test Ballot configuration, 2.2 means a vote for Bruce
Reeder and 3.4 means ayoteifor Amanda Marracini.

1.9 Asterisk Notatign (*****)

A seriesgof red\asterisks (*****) next to test activities (i.e. all or part of a TE) indicates that the
activity is eonditienal and may not need to be executed based on the implementation under test.
In‘general, the test activities have a condition statement similar to: “If the voting device is an
EMS " or “If the voting system provides role-based authentication....”



2 Definitions

Stimulus 2 Response Testing: A test method where the IT system is stimulated by providing
some input and the IT system’s response (output) is observed and analyzed. Also see test
method for other form of testing.

Test Case: A fully defined set of input and expected results for a test. A test case is the most
detailed and lowest level of test documentation material.

Test Method: Description of one or more tests, procedures by which tests are defive
combination of these.

example, prior to testing that identification and authentication succeeds an
appropriate conditions, user accounts with specific user ID and password

Test Procedures: Procedures used to execute a collection of
procedures typically will consist of executing a set of steps to se
for each test case as identified with the test case,

st cases. Forexample, test
ast pre-requisite and then steps

Test Results: Set of results for each of the test cases.

N\
N\
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3 VVPAT Derived Test Requirements

RE 7.9.1-A (2005) VVPAT, review a paper record:
VVPAT voting systems shall provide capabilities for the voter to review a paper record of ballot
selections and a summary of the voter’s electronic ballot selections prior to casting a ballot

TE 7.9.1-A.1 (2005) VVPAT, review a paper record:
The tester shall configure the SUT for the Simple Test Ballot using the manufacturer defined
procedures.

The tester shall configure the SUT to provide paper record.
The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the followi es: .2;3.1and

3.2.

The tester shall verify that casting a sample ballot using the SU
paper record.

device to produce a

The tester shall verify that the paper record matches the, testek's selected choices for the ballot.
The tester shall indicate their acceptance of the vot the S

The tester shall terminate the authenticated sessio

The tester shall also verify the papz rec by the following test procedures (i.e.,

TES).
¢« TE7.9.1-C.1(2005) VV , mbiguous interpretation of cast vote: Ballot Image
e TE7.9.2-C.1 (2005) ote’rejection process requirements
I

e TE7.9.3-A1(20 ion*of ballot images record

RE 7.9.1-B (200
VVPAT voting sy

upport for hand auditing:
reate a paper record that election officials can use to reconstruct

the full set of m the election.
Ana
T mentis tested by TE 7.9.1-A (2005) VVPAT, review a paper record.

RE 7.9.1-C (2005) VVPAT, unambiguous interpretation of cast vote:

Each paper record shall contain a human-readable summary of the electronic ballot image
record. In addition, all paper records shall contain audit-related information including:
Polling place;

Reporting context, such as precinct or election district;

Ballot configuration;

Date of election; and

Complete summary of voter’s choices.

P20 T®

TE 7.9.1-C.1 (2005) VVPAT, unambiguous interpretation of cast vote: Ballot Image
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The tester shall configure the SUT for the following:

1.
2.

3.

Print paper record

Print electronic ballot image/paper record correspondence (i.e., random number) on the
paper record.

Accept Simple Test Ballots.

The tester shall cast seven (7) sample ballots as follows:

Voter#l — 1.1;2.1; 3.1 and 3.2 (accepted)
Voter#2 — 1.2; 2.2; 3.1 and 3.2 (accepted)
Voter#3 — 1.1; 2.2; 3.1 and 3.2 (accepted)
Voter#4 — 1.2;2.1; 3.1 and 3.2 (accepted)
Voter#5 — 1.2; 2.2; 3.1 and 3.2 (accepted)
Voter#6 — 1.1; 2.1; 3.1 and 3.2 (accepted)
Voter#7 — 1.1; 2.1; 3.1 and 3.2 (accepted)

The tester shall compare the paper record produced by the SUT with the electronic ballot image.
TE 7.9.1-C.1 (2005) VVPAT, unambiguous interpretation of cast votegBallobis sueéessful if all of
the following are satisfied:

The tester can read and understand human-readable patrt of the paper records without
any additional information that is already not on the VVPAT:

All paper records contain votes for 3.1 through 3.5 for countyieommissioners.

Three paper records contain votes for 1.1 and 2.1;

Two paper records contain votes for 1.2 and 2.2

One paper record contains votes for 1.1 and_2.2;

One paper record contains votes for 1.2 and2.;

All electronic ballot images contain votesifan3.1%&nd 3.2{or county commissioners.
Three electronic ballot images containMote§ for, 1.1 and 2.1;

Two electronic ballot images contaim,votes for 1.2 and 2.2;

. One electronic ballot image contains vetes¥er 1.1 and 2.2;
. One electronic ballot image contains votes for 1.2 and 2.1;
. The SUT shows that seven (7)itotalballots were cast; and
. For each of the seven eléctrgnichallot images:

a) The random identifier,on electronic ballot image matches the random identifier on a
corresponding paper record with the vote selections on the electronic ballot image
and paper re¢ordalso matching.

b) Make a copy ofithe paper record and verify that the random identifier does not
appear.on the,copy or is illegible.

TE 7.9.1-C.26(2005) VVPAT, unambiguous interpretation of cast vote: Audit
TE 7.941=C.242005)MWPAT, unambiguous interpretation of cast vote: Audit shall be conducted
afterfthe TE 7.93-C.1 (2005) VVPAT, unambiguous interpretation of cast vote: Ballot Image

The tester shall verify that the paper record contains the following data:

Required VVPAT Data Required to be human-readable

Polling place No

Reporting context No

Ballot configuration No

Date of election No

Complete summary of voter’s choices Yes (already tested under TE 7.9.1-C.1 (2005) VVPAT,

unambiguous interpretation of cast vote: Ballot Image)

If any of the data above is not human-readable, the tester shall use the appropriate equipment to
read the ballot information. The tester shall visually or from machine reading verify the
information as follows:

11



VVPAT Data Value

Polling place Precinctl

Reporting context Districtl

Ballot configuration Simple Test Ballot

Date of election Date TE 7.9.1-C.1 (2005) VVPAT, unambiguous interpretation of

cast vote: Ballot Image was conducted

RE 7.9.2-A (2005) VVPAT, ease of record comparison:

The VVPAT voting system format and presentation of the paper record and electronic summaries
of ballot selections shall be designed to facilitate the voter's comparison between the electronic
ballot selections and the paper record

TE 7.9.2-A.1 (2005) VVPAT, ease of record comparison:
TE 7.9.2-A.1 (2005) VVPAT, ease of record comparison shall be conducted after the TE 7.9.2~
C.1 (2005) VVPAT, unambiguous interpretation of cast vote: Ballot Image

The tester shall compare the voter choice information printed on the papegrecord against the
electronic summary displayed by the SUT during ballot approval. Jihestestenshall*verify that the
information is printed in the same order left to right and top to boattom.

Note: If this requirement is tested under usability test suite, TE 7.9°2:A.1 (2005) VVPAT, ease of
record comparison need not be conducted.

RE 7.9.2-B (2005) VVPAT, vote acceptance pgocess regquirements:

When a voter indicates that the paper record is tg.be aceepted, the VVPAT voting system shall:
a. Immediately print an indication that thegrote has been actcepted, in view of the voter;
b. Electronically store the electronic ballotimage record as a cast vote; and
c. Deposit the paper record into a se€ure receptacle

Analysis:
The following are tested under TEg£9.2<€.19(2005) VVPAT, vote rejection process requirements:
1. Printing an indication of vote“acceptance in view of the voter
2. Verifying that the elegtronic ballet image record is stored by the SUT
3. Depositing the'paper recordiin a receptacle.
4. Secure receptacle

RE 7.9.2-C (2005)&VVRAT, vote rejection process requirements:
When a voteriindicates that the paper record is to be rejected, the VVPAT voting system shall:
a¢Immediately print an unambiguous indication that the vote has been rejected, in view of
the voter;
o, Electronically store a record that the paper record was rejected; and
c.  Deposit the rejected paper record into the secure receptacle.

TE 7.9.2-C.1 (2005) VVPAT, vote rejection process requirements:
The tester shall configure the SUT for the following:
1. Print paper record
2. Print electronic ballot image/paper record correspondence (i.e., random number) on the
paper record.
3. Accept Simple Test Ballots.

The tester shall cast five (5) sample ballots as follows, each time authenticating as a voter and
terminating the authenticated session after casting the ballot.

12



Each time when the ballot is cast, the voter shall verify that the paper record is not visible after
the voter accepts the cast ballot and the ballot is printed.

Voter#l — 1.2, 2.1, 3.1, 3.2 (accepted)
Voter#2 — 1.1, 2.2, 3.3, 3.5 (rejected)
Voter#3 — 1.1, 2.1, 3.4, 3.5 (rejected)
Voter#4 — 1.2, 2.2, 3.1, 3.5 (accepted)
Voter#5 — 1.1, 2.1, 3.3, 3.4 (accepted)

The tester shall compare the paper records produced by the SUT with the electronic ballot
images. TE 7.9.2-C.1 (2005) VVPAT, vote rejection process requirements is successful if all of
the following are satisfied:
1. The tester can read and understand human-readable part of the paper recards without
any additional information that is already not on the paper records.
2. There are three accepted paper records and they are as follows:
a) 12,21,31,32
b) 1.2,22,3.1,35
c) 11,21,33,34
3. There are two rejected paper records and they are as follows:
a) 1.1,2.2,33,35
b) 1.1,2.1,3.4,35
4. There are three accepted electronic ballot images and they contain the following voter
choices:
a) 1.2,2.1,3.1,32
b) 1.2,2.2,3.1,35
c) 11,2.1,33,34
5. There are two rejected electronic ballot images ‘and they contain the following voter
choices:
a) 1.1,2.2,33,35
b) 1.1,2.1,3.4,35
6. For each of the five electronig ballet images, if the electronic ballot image contains a
random identifier, the random‘identifier matches the random identifier on a corresponding
paper record with the vote selections on the electronic ballot image and paper record
matching.

The tester shall examinethe physical'security of the secure receptacles used to store printed
ballots: accepted ballotiandrejected ballots using the DTR for RE 7.9.4-B (2005) VVPAT, printer
physical security to.ensure, thabsecure locks and/or tamper evident seals are used to secure the
receptacles.

RE#.9.2°D (2005) VVPAT, rejected vote configurable limits per voter:

The)VVPAT voting system shall have the capacity to be configured to limit the number of times a
singleioter may reject a paper record without election official intervention. The VVPAT voting
system ‘shall be configurable for limits of zero (any rejected paper record requires election official
intervention) to five times, and may support an unlimited number of rejections without election
official intervention.

Note: An unlimited number of rejections without election official intervention does not require
anything testable.

TE 7.9.2-D.1 (2005) VVPAT, rejected vote configurable limits per voter:
The tester shall configure the SUT for Simple Test Ballot.

The tester shall repeat the following steps for each of N =1, 2, 3, 4, 5, and 6:
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1. The tester shall configure the SUT to have a paper record rejection limit per voter of N-1
so that it will require election official intervention when N rejected VVPAT(s) are
generated by a voter.

2. The tester shall configure the SUT for total rejection limit of 50. (Note: This steps is
carried out so that total machine rejection threshold does not require election official
intervention.)

3. The tester shall configure the SUT to accept ballots.

4. The tester shall authenticate to the SUT as a Voter.

5. The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.2;
3.1and 3.2.

6. The tester shall reject the paper record N times. Each time, the voter shall verify that the
rejected paper record (including the N® one) is put in the SUT vote receptatle‘afnd the
rejected paper record is not visible after being put in the receptacle.

7. The tester shall verify that the SUT screen does not display any voter choices!

8. The tester shall verify that the SUT screen displays a message that thegvote hasibeen
rejected.

9. The tester shall verify that the SUT screen also displays a message indi¢ating the need
for an election official to intervene.

10. The tester shall intervene as election official and use thefmanufagturepdefined
procedures to allow voting to proceed.

RE 7.9.2-E (2005) VVPAT, rejected vote limits per machine:

The VVPAT voting system shall have the capacity to limitythe total number of paper records that a
machine may reject before election official intervention'is required. The VVPAT voting system
shall permit the setting of no limit, so that no number ofitotal rejected paper records requires
immediate election official intervention.

TE 7.9.2-E.1 (2005) VVPAT, rejectedgvate limits per machine:
The tester shall configure the SUTdor the following:

1. Simple Test Ballot.

2. Per Voter rejection limit ofs5

3. Per machine rejection limit ofid8.

4. Accept ballots.

The tester shall repéat theyfollowing steps three times.

1. The tester shalliauthenticate to the SUT as a Voter.

2. The testeyshall use the SUT to complete a ballot using the following choices: 1.2; 2.2;
3.1and 3.2.

3. The teéstershall reject the completed ballot five (5) times. Each time, the voter shall verify
that the rejected ballot (including the 5" one) is put in the SUT vote receptacle.

4. The tester shall then accept the completed ballot.

5. Tihe tester shall verify that the accepted/cast ballot is put in the SUT vote receptacle.

6. The tester shall verify that the printed ballot is not visible after being put in the ballot
receptacle.

7. The tester shall terminate the authenticated session.

The tester shall carry out the following steps:

1. The tester shall authenticate to the SUT as a Voter.

2. The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.2;
3.1and 3.2.

3. The tester shall reject the completed ballot four (4) times. Each time, the voter shall
verify that the rejected ballot (including the 4" one) is put in the SUT vote receptacle.

4. The tester shall verify that the SUT screen does not display any voter choices.

5. The tester shall verify that the SUT screen displays a message that the vote has been
rejected.
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6. The tester shall verify that the SUT screen also displays a message indicating the need
for an election official to intervene.

7. The tester shall intervene as election official and use the manufacturer defined
procedures to allow voting to proceed.

TE 7.9.2-E.2 (2005) VVPAT, rejected vote limits per machine — No Limit:
The tester shall set the machine paper record rejection limit.

The tester shall verify that one of the options available is to set no limit, i.e., make the number of
permitted rejections limitless or infinite.

RE 7.9.2-F (2005) VVPAT, rejected vote election official intervention:
When a VVPAT voting system reaches a configured limit of rejected paper records perioterer
per machine, it shall do the following:

a. Remove any indication of the voter’s choices from the screen;

b. Place the paper record that has been rejected into the ballot box ef other receptacle;

c. Clearly display that a paper record has been rejected anddndicate the need for election

official intervention; and
d. Suspend normal operations until re-enabled by an authofized election official.

Analysis:
RE 7.9.2-F (2005) VVPAT, rejected vote election official interyention is tested by the following:
o Per voter limit requirement is tested by TE729:2-Dal (2005) VVPAT, rejected vote
configurable limits per voter.
« Per machine limit requirement is tested byqiE 7.9.2-E.1 (2005) VVPAT, rejected vote
limits per machine.

RE 7.9.3-A (2005) Collection of baflot images record:
Electronic ballot images shall be recorded‘in,a randomized order by the voting system for the
election. For each voted ballot, thiSyincludes:
a. Ballot configuration and,Counting context;
b. For each contest:
1. The choice'recorded, including undervotes and write-ins; and
2. Any information,collected by the vote-capture device electronically about each write-
in;
c. Informatiofspecifying whether the ballot is provisional, early voting or election day
voting,
d. Infopmationilinking the electronic ballot image to a paper record, if such functionality is
enabled in the voting system.

Analysisifitem d above is tested under TE 7.9.2-C.1 (2005) VVPAT, vote rejection process
requirements.

TE 7.9.3-A.1 (2005) Collection of ballot images record:

Note: It is assumed that a DRE can cover multiple precincts. If that is not true, then this TE can
be revised by the testing lab to cover only one precinct.

Note: For this TE, counting context is the precinct.

The tester shall configure the SUT to accept Simple Test Ballot.

The tester shall cast the following ballots on the SUT in the listed order:
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TABLE X-1: VOTES FOR SUMMARY COUNT REPORT

Precinct Reject All Votes
A (6) W | 21 | 22 | w | 31|32 ]33] 34| 35
N X X X
N X X X X
N X X
N X X
Y (P) X X X
N X X X
A Total® 1 1 3 2 0 2 2 2 2 0
B (4) N X X X
N X X X
N X X X
N X X X
B Total 0 1 1 2 0 2 1 2 2 1
C(5) N X X X X
Y (C)* X X X
N X X X
N X X X
N X
C Total 1 0 2 2 1 2 1 2
Grand 2 2 6 6 1 6 4 6
Total (15)
The tester shall obtain the record of ballot images.
The tester shall verify that the ballot images contain fi s as listed in Table X-1: Votes for
Summary Count Report.
The tester shall verify that for each ballot images t i actly one match in the voting pattern

from Table X-1, including the precinct.
The tester shall verify that the ballo?i a are ot in the same order as listed in Table X-1.

The tester shall verify that the b are not in the reverse order as cast per Table X-1.

The tester shall verify that t
(e.g., vote 2, vote 3

images are not in the same cycle as cast per Table X-1.

The tester shall verify.t
(e.g., vote 13, vo

llot images are not in the reverse cycle as cast per Table X-1.
1, vote 15, vote 14).

The te | ve t two ballots are rejected and that the choices made on those two ballots
are the e hose in Table X-1 for the two rejected ballots. The tester shall verify the

ap te ballotiimage has provisional and challenged next to it as listed for the ballot in Table
X-1. tester shall also verify that each of the two ballots has a provisional category such as

grovisional," "extended hours provisional," "regular extended hours”, etc.

The tester shall verify that each ballot image points to the same ballot configuration.

2 Provisional
% All totals in this table exclude provisional and challenged ballot.

* Challenged
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RE 7.9.3-B (2005) All records capable of being exported in publicly documented
format:

The voting system shall provide the capability to export the collection of electronic ballot images
in a publicly documented format, such as XML, or include a utility to export the records into a
publicly documented format for offline viewing.

TE 7.9.3-B.1 (2005) All records capable of being exported in publicly documented
format:

TE 7.9.3-B.1 (2005) All records capable of being exported in publicly documented format shall be
conducted immediately after TE 7.9.3-A.1 (2005) Collection of ballot images record.

The tester shall export the electronic ballot images to a file to a removable media. {The tester
shall take the removable media to a workstation that has the software to parse the format
specified by the manufacturer. Examples of formats are text files, PDF files, Election Markup
Language (EML), or IEEE Voting EDI format. The tester shall verify that the eléctrahic ballot
images match votes cast in TE 7.9.3-A.1 (2005) Collection of ballot imagesecord.

RE 7.9.3-C (2005) Cryptographic protection of records from voting‘devices:
Electronic ballot images shall be digitally signed by the voting system. The digital signature shall
be generated using a NIST-approved digital signature algorithm withia se€urity strength of at
least 112-bits implemented within a FIPS 140-2 validated cryptographie’module operating in FIPS
mode.

TE 7.9.3-C.1 (2005) Cryptographic protection®f records from voting devices:
TE 7.9.3-C.1 (2005) Cryptographic protection of ggeordsjfrom vating devices shall be conducted
after TE 7.9.1-C.1 (2005) VVPAT, unambiguous interpretation of cast vote: Ballot Image.

The tester shall perform the following activitiesforSgelectronic ballot images. Since electronic
ballot images must be individually Signed,ithe follewing steps shall be carried out five times.
1. The tester shall obtain an ele¢tronig,ballot image.
2. The tester shall use the digital signature key to verify that the digital signature on the
electronic ballot imagegverifies

The tester shall exegute the Tallowingrcryptographic tests for the digital signature cryptographic
module used to sign the eleetronic ballot images:

TE Crypto Modulg:1 Cryptagraphic module validation information verification -- Modules
TE Crypto Module.2¢Cryptographic module validation environment verification

TE Crypto Medule:3,Cryptographic module validation description verification

TE CryptaiModule.4 Cryptographic module validation configuration verification
TE(Crypta'Module,5 Cryptographic module validation algorithm verification

TE KeySize.1 Cryptographic strength — Key Size

TE MAG,Size.1 Cryptographic strength — MAC

RE 7.9.3-D (2005) VVPAT, machine readability of VVPAT paper record:
The human-readable contents of the paper record should be created in a manner that is machine-
readable by optical character recognition.

TE 7.9.3-D.1 (2005) VVPAT, machine readability of VVPAT paper record:

TE 7.9.3-D.1 (2005) VVPAT, machine readability of VVPAT paper record shall be conducted after
the TE 7.9.1-A.1 (2005) VVPAT, review a paper record.
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The tester shall verify that the paper record is printed in a manner that will make it easy to scan
and read using OCR software. The tester shall verify that the paper record is printed:

1. Using only characters from the Latin alphabet (i.e. no accented or foreign characters
such as B, 0, i, or 0);
Using black characters on white paper (i.e. high contrast);
Does not make use of font formatting such as bold, italic, or underline;
Such that no watermark, overlaid image, or shading overlaps with the text; and
With individual letters laid out from left to right and appropriately spaced so that they are
not overlapping.

akrwn

RE 7.9.3-E (2005) VVPAT, paper-roll, required human-readable content perroll:
Paper-roll VVPAT voting systems shall mark paper rolls with the following:
a. Polling place;
b. Reporting context, such as precinct or election district;
c. Date of election;
d. If multiple paper rolls were produced during this election on this device, the number of the
paper roll (e.g., Roll #2); and
e. A final summary line specifying how many total paper re€ords appear@n the roll, and how
many accepted paper records appear on the roll.

*eTE 7.9.3-E.1 (2005) VVPAT, paper-roll, requiredsghuman=regadable content per
roll:

TE 7.9.3-E.1 (2005) VVPAT, paper-roll, required huma-readable content per roll is not
applicable if the VVPAT vote-capture device does natincludeaprinter that uses a paper-roll.

The tester shall configure the SUT with the follgwing:
1. Load a roll with only seven (7) pages length remaining.
2. Set the polling location as “TEST
3. Accept Complex Test Ballat

The tester shall create tester maintainedymanual counters for total ballots and for accepted
ballots.

The tester shall set the'tester’s counter of accepted ballots to zero (0).
The tester shall set the'testers counter of total ballots to zero (0).

The tester shall canddctghefollowing steps until the roll is finished. Given the roll has seven
pages, this sheuldi@ccur on the fourth ballot:

14" The tester shall authenticate to the SUT as a Voter.

2. The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.2;
3i1; 4.4 and 4.5; and Yes on referendum #1.

3% The tester shall verify that completing a ballot using the SUT causes the device to
preduce a paper record. After the third ballot, the SUT may not product a paper record or
may produce a paper record that is partial and then generate an “out of paper” error.

4. The tester shall verify that the printed paper record matches the tester’s selected choices
for the ballot.

5. The tester shall indicate their acceptance of the complete ballot to the SUT. Some of the
times, the tester may reject the completed ballot. If the ballot is accepted, increment the
tester’s counter for accepted ballots by one.

6. The tester shall verify that the printed choices are no longer visible.

7. The tester shall increment the tester’s counter for total ballots by one.

8. The tester shall terminate the authenticated session.
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The tester shall note the roll number from the roll on the SUT (say this is n).
The tester shall verify that the roll indicates the polling place as “TEST”
The tester shall verify that the roll indicates the reporting context as Districtl, Precinctl.

The tester shall verify that the roll indicates the date of election as the date TE 7.9.3-E.1 (2005)
VVPAT, paper-roll, required human-readable content per roll is conducted.

The tester shall verify that the total number of ballots indicated on the roll matches the counter
kept by the tester.

The tester shall verify that the number of accepted ballots indicated on the roll ma
counter kept by the tester.

The tester shall verify that last ballot is either fully printed or if partially printed, jected by
the SUT.

The tester shall insert a new roll in the printer.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to complete a ballot using the
Yes for referendum 1. (Note: The county commissione

owing choices: 1.2; 2.2; 3.1; and
t is undervoted).

The tester shall verify that completing a ballot using SUT causes the device to produce a
paper record.

The tester shall verify that the paper recordsmatc e tester’s selected choices for the ballot.

The tester shall indicate their acceﬁ C mpleted ballot to the SUT.
The tester shall terminate the au &s ssion

As a voter casting a provisi

t, the tester shall authenticate to the SUT.

The tester shall use t 0 plete a provisional ballot using the following choices: 1.1; 2.1,
3.2; Tom and Harry; sto referendum 1.

The tester sh that completing a ballot using the SUT causes the device to produce a

paper recor

shall verify that the paper record matches the tester’s selected choices for the ballot.

shall indicate their rejection of the provisional ballot to the SUT.

The tester shall use the SUT to complete a ballot using the following choices: 1.1; 2.2; 3.2; 4.2
and 4.3; and No to referendum 1.

The tester shall verify that completing a ballot using the SUT causes the device to produce a
paper record.

The tester shall verify that the paper record matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.
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The tester shall terminate the authenticated session.

The tester shall retrieve the roll from the printer.

The tester shall verify that the roll number printed on the roll is n+1.

The tester shall verify that the roll indicates the polling place as “TEST”

The tester shall verify that the roll indicates the reporting context as Districtl, Precinctl

The tester shall verify that the roll indicates the date of election as the date TE 7.9.3-E.1 (2005)
VVPAT, paper-roll, required human-readable content per roll is conducted.

The tester shall verify that the total number of ballots indicated on the roll is three (3).

The tester shall verify that the number of accepted ballots indicated on the roll(is two'(2).

RE 7.9.3-F (2005) VVPAT, paper-roll, information per paper recerd:
Paper-roll VVPAT voting systems shall include the following on each paperrecord:
a. Ballot configuration;
b. Type of voting (e.g., provisional, early, etc.);
c. Complete summary of voter’s choices;
d. For each ballot contest:
1. Contest name (e.g., “Governor”);
2. Any additional information needed for unambiguousinterpretation of the paper
record;
3. Anindication, if the contest was undepoted; and
4. Anindication, if the choice is amsite-in vote.
e. An indication of whether the ballot hastheenaccepted or rejected by the voter.

*TE 7.9.3-F.1 (2005) VVPAT, papes-roll, information per paper record:
TE 7.9.3-F.1 (2005) VVPAT, paper-roll,\information per paper record is not applicable if the
VVPAT vote-capture device'does nat include a printer that uses a paper-roll.

TE 7.9.3-F.1 (2005) VVRAT (paper-roll, information per paper record shall be conducted after the
TE 7.9.3-E.1 (2005™A/PAJ,, paper-roll, required human-readable content per roll.

The tester shall examine last roll with three ballots on it.

Theftesterishallwerify the following for the first ballot:
1. Ballot#1 IS printed as the ballot configuration.
2% The ballot is marked as “regular” or there is no marking such as provisional, contested, or
early.

3. The ballot indicates the following choices:
a) 1.2 for President/VP
b) 2.2 for Senator
c) 3.1 for House of Representatives
d) County Commissioners: None
e) Yes for referendum 1
f)  None of the five contests are not marked “Write-In”
g) Only the representative contest is marked undervote.
h) None of the five contests are marked overvote.

4. The vote indicated accepted.
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The tester shall verify the following for the second ballot:
1. Ballot#1 is printed as the ballot configuration.
2. The ballot is marked as “provisional”.
3. The ballot indicates the following choices:
a) 1.1 for President/VP
b) 2.1 for Senator
c) 3.2 for House of Representatives
d) County Commissioners: Tom and Harry
e) The county commissioners contest is clearly marked “Write-In”
f)  None of the other contests are marked “Write-In”
g) None of the five contests is marked overvote or undervote
4. The vote indicated rejected.

The tester shall verify the following for the third ballot:
1. Ballot#1 is printed as the ballot configuration.
2. The ballot is marked as “provisional”.
3. The ballot indicates the following choices:

a) 1.1 for President/VP
b) 2.2 for Senator
¢) 3.2 for House of Representatives
d) 4.2 and 4.3 for County Commissioners
e) None of the contests is marked “Write-In”
dervote

f) None of the contests is marked overvote or
4. The vote indicated accepted.

RE 7.9.3-G (2005) VVPAT, paper-roll, pa s on‘a single roll:
Paper-roll VVPAT voting systems shall not spli ords across rolls; each paper record
must be contained in its entirety by the p oll

L 2

Analysis:
RE 7.9.3-G (2005) VVPAT, paper:kall, ergecords on a single roll is tested under the test
procedure TE 7.9.3-E.1 (2005) r-roll, required human-readable content per roll.

RE 7.9.3-H (2005)WV t-sheet, content requirements per electronic ballot
image:

Cut-sheet VVPA tems shall include the following on each paper record:

a. Polling,p

b. Re n , such as precinct or election district;
e‘of.election;
ot configuration

ype of voting (e.g., provisional, early, etc.);

each ballot contest:
1. Contest name (e.g., “Governor”);
2. Any additional information needed for unambiguous interpretation of the paper
record;
3. Anindication, if the contest was undervoted; and
4. An indication, if the choice is a write-in vote.
h. An indication of whether each sheet has been accepted or rejected by the voter.

#TE 7.9.3-H.1 (2005) VVPAT, cut-sheet, content requirements per electronic
ballot image:
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TE 7.9.3-H.1 (2005) VVPAT, cut-sheet, content requirements per electronic ballot image is not
applicable if the SUT is not a vote-capture device that uses cut sheet paper record.

The tester shall configure the SUT for the following:

Accept Complex Test Ballot

Print the electronic ballot image correspondence information on the paper record.
Per voter rejection limit of 5.

Machine rejection limit of 50.

Polling location as “HOME”.

ahrwpnE

The tester shall authenticate to the SUT as a Voter who is completing a provisional ballot.

The tester shall use the SUT to complete a provisional ballot using the following ¢
3.1, 4.1 and 4.2, and Yes. The tester shall verify that the voter is asked to accept
choices on each of the screens individually.

The tester shall verify that completing the ballot using the SUT causes th
paper record of the completed ballot.

The tester shall verify that the printed paper record matches the
ballot.

The tester shall indicate their acceptance of the completed ballot to the"SUT.
The tester shall verify that the printed ballot is no longér vi
The tester shall terminate the authenticated se

The tester shall authenticate to the SUT a;

The tester shall use the SUT to coa t
4.2. (Note: The undervote on senate r

sing the following choices: 1.1, 3.1, 4.1 and
referendum is intentional). The tester shall verify

The tester shall veri
ballot.

The te sﬂ eir acceptance of the completed ballot to the SUT.
T shall verify that the printed ballot is no longer visible.

shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.1; 3.1; 4.2,
4.3; No. The tester shall verify that he is asked to accept or reject the choices on each of the
screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce a
paper record of the completed ballot.
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The tester shall verify that the printed paper record matches the tester’'s selected choices for the
ballot.

The tester shall indicate their rejection of the completed ballot to the SUT.
The tester shall verify that the printed ballot is no longer visible.

The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.2; 3.2; 4.4,
4.5; Yes. The tester shall verify that he is asked to accept or reject the choices on each of the
screens individually.

The tester shall verify that completing a ballot using the SUT causes the device togroduce a
paper record of the completed ballot.

The tester shall verify that the printed paper record matches the tester’'s selected"choicesyfor the
ballot.

The tester shall indicate their acceptance of the completed ballot togthe, SUT:
The tester shall verify that the printed ballot is no longer visible.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a voter.

The tester shall use the SUT to complete a ballot usingythe following choices: 1.2; Tom Hanks;
3.2; 4.3 and 4.4; No. The tester shall verify thatdietis asked to agcept or reject the choices on
each of the screens individually.

The tester shall verify that completing a ballot'using®he SUT causes the device to produce a
paper record of the completed ballot.

The tester shall verify that the printedypaper record matches the tester’s selected choices for the
ballot.

The tester shall indigate theiraeceptance of the completed ballot to the SUT.
The tester shall verify. thatithe'printed ballot is no longer visible.

The tester shall tekminate the authenticated session.

Thegdester shallietrieve the five cast ballots from the printer.

The tester shall verify the following for each of the five ballots:

1. “he first sheet of each ballot has polling place as “HOME”.

2. Each sheet of each ballot has Districtl, Precinctl as the reporting context.

3. The first sheet of each ballot has the date of election as the date TE 7.9.3-H.1 (2005)
VVPAT, cut-sheet, content requirements per electronic ballot image is conducted.

4. Each sheet of each ballot has Complex Test Ballot as the ballot configuration.

5. The first sheet of each ballot contains whether the ballot is provisional or not. Thus, only
one ballot should indicate provisional. The remaining four ballots should be marked
regular or not marked at all.

6. Only one ballot has undervote and those are for Senatorial Race and Referendum 1.
These are indicated on sheet 2 and sheet 4 of that ballot.

7. Only one ballot indicates write-in and that is one on sheet 2 for Senatorial Race.

23



8. One ballot has the following choices: provisional; 1.2; 2.2; 3.1, 4.1 and 4.2, and Yes;
accepted, no write-ins and no overvote or undervote. No contest is split across sheets.

9. One ballot has the following choices: 1.1, 3.1; 4.1 and 4.2; accepted, no write-ins and no
overvote and the following undervotes: senate race and referendum. No contest is split
across sheets.

10. One ballot has the following choices: 1.2; 2.1; 3.1, 4.2, 4.3, No; rejected, no write-ins and
no overvote or undervote. No contest is split across sheets.

11. One ballot has the following choices: 1.2; 2.2; 3.2; 4.4, 4.5; Yes; accepted, no write-ins
and no overvote or undervote. No contest is split across sheets.

12. One ballot has the following choices: 1.2; Tom Hanks; 3.2; 4.3 and 4.4; No; accepted,
one write-in (Senate contest); and no overvote or undervote. No contest is split across
sheets.

13. Each sheet of each ballot has proper accepted or rejected marking. Only Sheetsfer one
ballot indicate rejected.

14. Each ballot is two (2) sheets long.

15. Each sheets of the ballot states page n of 2 (where n =1 or 2).

16. Each sheet of each ballot contains the correspondence information for electranic ballot
image.

17. When each sheet is copied, correspondence informationffor electronigyballot image is not
copied or is illegible on the copy.

RE 7.9.3-1 (2005) VVPAT, cut-sheet, paper record split across sheets:
If a cut-sheet VVPAT voting system splits paper recordsfaeross multiple sheets of paper, each
sheet shall include:

a. Page number of this sheet and total number ofisheets (e.g., page 1 of 4);
b. Ballot configuration
c. Reporting context, such as precinct or €legtiondistrict
d. An indication that the sheet’s contents have been accepted or rejected by the voter; and
e. Any correspondence information/included to'link the paper record to its corresponding
electronic ballot image records
Analysis:

RE 7.9.3-1 (2005) VVPAT, cutfsheet, paper record split across sheets is tested under the TE
7.9.3-H.1 (2005) VVPAT, clt-sheetycontent requirements per electronic ballot image.

RE 7.9.3-J (20095)™WA/PAI, Cut-sheet, ballot contests not split across sheets:
If a cut-sheet VVPATgvoting ‘'system splits paper record across multiple sheets of paper, it shall
not split ballot contests across sheets.

Andlysis:
RE%:9.34Y (2005) VVPAT, cut-sheet, ballot contests not split across sheets is tested under the
TE 7.9.3-H.1 (2005) VVPAT, cut-sheet, content requirements per electronic ballot image.

RE 7.9.3-K (2005) VVPAT, cut-sheet, paper record sheets verified individually:
If a cut-sheet VVPAT voting system splits paper records across multiple sheets of paper, the
ballot choices on each sheet shall be submitted to the voter for verification separately according
to the following:
a. The voter shall be presented a verification screen for the contents of each sheet
separately at the same time as the voter is able to verify the contents of the part of the
paper record on the sheet;
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b. When a voter accepts or rejects the contents of a sheet, the votes contained on that
sheet and verification screen shall be committed to memory, regardless of the verification
of any other sheet by the same voter;

c. Configurable limits on rejected paper records per voter shall count each rejected sheet as
a rejected paper record;

d. Configurable limits on rejected paper records per machine shall not count more than one
rejected paper record per voter; and

e. When a rejected paper record requires election official intervention, the VVPAT voting
system shall indicate which sheets have been accepted and which rejected.

Analysis:

Part a of RE 7.9.3-K (2005) VVPAT, cut-sheet, paper record sheets verified individ@allys also
tested under the TE 7.9.3-H.1 (2005) VVPAT, cut-sheet, content requirements per-electranic
ballot image.

**eTE 7.9.3-K.1 (2005) VVPAT, cut-sheet, paper record sheets verified
individually:

TE 7.9.3-K.1 (2005) VVPAT, cut-sheet, paper record sheets verifiediifdividually is'hot applicable
if the SUT is not a vote-capture device that uses cut sheet paperrecord.

The tester shall configure the SUT for the following:
1. Accept Complex Test Ballot.
2. Not print the electronic ballot image correspondenceiinformation on the paper record.
3. Polling location as “HOME”
4. Per voter rejection limit of 3.
5. Machine rejection limit of 2.
The tester shall authenticate to the SUT as a Vioter
The tester shall use the SUT to completela ballet using the following choices: 1.2; 2.2; 3.1; 4.1,
4.2; No. The tester shall verify that he,is asked t@’accept or reject the choices on each of the
screens individually.

The tester shall verify that completing alballot using the SUT causes the device to produce a
paper record of the completed ballat.

The tester shall verify that the, printed paper record matches the tester’s selected choices for the
ballot.

The tester shall indiCate their acceptance of the completed ballot to the SUT.
Thegesterishalliterminate the authenticated session

The tester shall authenticate to the SUT as a Voter.

The tester'shall use the SUT to complete a ballot using the following choices: 1.2; 2.1; 3.1; 4.2,
4.3; No. The tester shall verify that he is asked to accept or reject the choices on each of the

screens individually.

The tester shall verify that completing a ballot using the SUT causes the device to produce a
paper record of the completed ballot.

The tester shall verify that the printed paper record matches the tester’s selected choices for the
ballot.

The tester shall indicate their rejection of each screen of the screens on the SUT.
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The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.2; 3.2; 4.4,
4.5; Yes. The tester shall verify that he is asked to accept or reject the choices on each screen
individually.

The tester shall verify that completing a ballot using the SUT causes the device to produce a
paper record of the completed ballot.

The tester shall verify that the printed paper record matches the tester’s selected choices for the
ballot.

The tester shall indicate their rejection of the first two screens.
The tester shall verify that the SUT screen does not display any voter choices.
The tester shall verify that the SUT screen displays a message that the ballot has rejected.

The tester shall verify that the SUT screen also displays a messagegindica th d for an

election official to intervene.

The tester shall intervene as election official and use the manufa
allow voting to proceed.

ed procedures to

The tester shall authenticate to the SUT as a voter.
The tester shall use the SUT to complete a ballot usingythe following choices: 1.1; 2.1; 3.2; 4.3,

4.4; Yes. The tester shall verify that he is aske cept or reject the choices on each of the
screens individually.

The tester shall ter

The tester sh nticate to the SUT as a voter.
Th h se the SUT to complete a ballot using the following choices: 1.2; 2.2; 3.1; 4.3,
4, e tester shall verify that he is asked to accept or reject the choices on each of the

The testershall verify that completing a ballot using the SUT causes the device to produce a
paper record of the completed ballot.

The tester shall verify that the printed paper record matches the tester’s selected choices for the
ballot.

The tester shall indicate their rejection of the first screen.
The tester shall verify that the SUT screen does not display any voter choices.

The tester shall verify that the SUT screen displays a message that the ballot has been rejected.
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The tester shall verify that the SUT screen also displays a message indicating the need for an
election official to intervene.

The tester shall intervene as election official and use the manufacturer defined procedures to
allow voting to proceed.

The tester shall retrieve the five cast ballots from the printer.

The tester shall verify the following for each of the five ballots:

1.
2.
3.

© N

10.

11.

12.

13.
14.

The first sheet of each ballot has polling place as “HOME”.

Each sheet of each ballot has Districtl, Precinctl as the reporting context,

The first sheet of each ballot has the date of election as the date TE 7.9.3°Ku2>(2005)
VVPAT, cut-sheet, paper record sheets verified individually is conducted.

Each sheet of each ballot has the Complex Test Ballot as the ballot configuration:

The first sheet of each ballot contains where is the ballot is provisional or gotaThus, all
ballots should be marked regular or not marked at all.

No ballot has overvote.

No ballot indicates write-in.

One ballot is two sheets and has the following choices:*lx2; 2.2; 3'L; 4.1, 4.2; No;
accepted.

One ballot is two sheets and has the following choices: 1.2; 21443'1; 4.2, 4.3; No;
rejected.

One ballot is two sheets and has the following chigicess 1.2; 2.2; 3.2; rejected; undervote
for county commissioners and Referendum 1/

One ballot is two sheets and has the following ehoices: Ti1; 2.1; 3.2; 4.3, 4.4; Yes;
accepted.

One ballot is one sheet and has the following‘€hoices:1.2; rejected; under vote for
senate; representative, county commissioners, and referendum.

Each sheet of the ballot states page nief 2(Where n = 1 or 2).

No sheet of each ballot contains‘the correspondence information for electronic ballot
image, i.e., a random identifierthat'matches the random numbers in the electronic ballot
images listed below.

The tester shall examinge the'electrenic ballot images and verify the following:

1.

One electronic ballot image Ras the following choices: 1.2; 2.2; 3.1; 4.1, 4.2; No;
accepted. lts'tandem correspondence number is not printed on the corresponding paper
record.

One electronie ballapimage has the following choices: 1.2; 2.1; 3.1; 4.2, 4.3; No; rejected.
Its randomcorrespondence number is not printed on the corresponding paper record.
Onetelectroniedallot image has the following choices: 1.2; 2.2; 3.2; rejected. It has no
vates Tk, county commissioners and Referendum 1. Its random correspondence number
isimot printed on the corresponding paper record.

One electronic ballot image has the following choices: 1.1; 2.1; 3.2; 4.3, 4.4; Yes;
accepted. Its random correspondence number is not printed on the corresponding paper
record.

One electronic ballot image has the following choices: 1.2; rejected; It has no votes for
senate; representative, county commissioners, and referendum. Its random
correspondence number is not printed on the corresponding paper record.

RE 7.9.3-L (2005) VVPAT, identification of electronic ballot image correspondence:
The VVPAT voting system shall provide a capability to print information on each paper record
sufficient for auditors to identify from an electronic ballot image record its corresponding paper
record and from a paper records its corresponding electronic ballot image. This capability shall
be possible for election officials to enable or disable.
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Analysis:
The matching of electronic ballot image correspondence information is verified in several tests
including the TE 7.9.2-C.1 (2005) VVPAT, vote rejection process requirements.

The ability to disable printing electronic ballot image correspondence information is verified in the
TE 7.9.3-K.1 (2005) VVPAT, cut-sheet, paper record sheets verified individually.

RE 7.9.3-M (2005) VVPAT, electronic ballot image correspondence identification
hidden from voter:

Any information on the paper record that identifies the corresponding electronic ballot image
should not be practical for the voter to read or copy by hand.

Analysis:

RE 7.9.3-M (2005) VVPAT, electronic ballot image correspondence identification Aiddep from
voter is tested under the TE 7.9.3-H.1 (2005) VVPAT, cut-sheet, content requirements per
electronic ballot image.

RE 7.9.3-N (2005) VVPAT, electronic ballot image corresp@ndence identification
viewable to auditors:

The VVPAT voting system manufacturer shall include a capaRility for auditors to verify the
correspondence between the electronic ballot image and papetirecord pairs, if the
correspondence information is printed on the paper fecord.

Analysis:

RE 7.9.3-N (2005) VVPAT, electronic ballot image correSpondence identification viewable to
auditors is tested under RE 7.9.3-L (2005) VVRAT identification of electronic ballot image
correspondence.

RE 7.9.4-A (2005) VVPAT gprinterieonnection to voting system — verifying cables:
The VVPAT printer shall beghysically connected via a standard, publicly documented printer port
using a standard communqications pretocol.

TE 7.9.4-A.1 (2005) VMPATy printer connection to voting system — verifying cables:
The tester shall réview the printer documentation to determine the ports and protocol used by the
printer.

Thedester shalliverify standards compliance. Verification shall include:
1. Checkingtthe cable, and
204/Checking the connectors at each end of the cable.

To check the cable, the tester shall answer each of the following questions:
1. Does the printer documentation make a claim of standards compliance for this
connection (e.g. USB, IEEE 1394)?
2. Are each of the applicable standards publicly documented?
3. Will the connection support printers from more than one manufacturer?
4. Does the cable match the physical specifications specified in the standard(s) (e.g.
minimum length, maximum length, insulation)?

To check the connectors at each end of the cable the tester should answer each of the following
guestions:
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1. Do the connectors match the physical specifications specified in the standard(s) (e.g.
size, shape, and pinout)?

RE 7.9.4-B (2005) VVPAT, printer physical security:
Tamper-evident seals or physical security measures shall protect the connection between the
printer and the voting machine.

TE 7.9.4-B.1 (2005) VVPAT, printer physical security:
The tester shall prepare the SUT with the physical security controls as specified by the
manufacturer.

The tester shall visually examine the SUT to identify access points for the connection between
the printer and the voting machines.

Note: Examples of access points are doors, covers, panels, ports, locationsthat expose the
internal hardware, access points to replenish the printer supplies (such asgink, toner eartridge,
paper, etc.) when printer is used to print the official ballot, and ballet"bax., Amaccess point can be
opened using a key, SUT manufacturer provided tools or generalhardware toels such as pliers,
wrenches or screw drivers.

The tester shall use routine tools available from retailed hardware storef Such tools include
screw drivers, wrenches, Exacto knife, dissolving chemical, pliers, scissors, glue, adhesive, etc.

The tester shall attempt to use these tools to breachgach of thelaccess points such as doors,
vents, covers, and panels identified earlier in this DTRY\T he tester’s goal is to breach or open the
access to the printer connection at the access pointiwithout any*evidence (such as scratch marks,
screw slot damage, etc.) of breach/tamper. The tester shall spend at least 30 minutes per access
point in an attempt to breach it. The 30 mifAtites shalliot include analysis, preparation and other
efforts; 30 minutes shall be devotedyto agtual physical tampering.

TE 7.9.4-B.1 (2005) VVPAT, printerphysicalsecurity fails if the tester is able to breach the
physical security of an access paint withoubleaving tamper evidence within the 30 minutes time
allotted for that access point.£In‘ather words, TE 7.9.4-B.1 (2005) VVPAT, printer physical
security passes under@ny one or mere of the following:
1. The tester iSiunable tobreach an access point.
2. The tester is able totbreach an access point, but it leaves physical tamper evidence such
as a scratelmmeld tamper evidence seal remains, screw damage, etc.
3. The tester is@ble to'breach an access point without leaving tamper evidence, but
determines‘that such attack will take more than 30 minutes by a skilled or trained
attacker.

Note; Vatér tampering threat may be further limited on the order fifteen minutes for the attack, but
thirty milnutes are used to mitigate the insider threat.

The tester shall verify that any locks used to protect printer connection have been tested for UL
437 compliance. If the lock is not UL 437 compliant, the tester shall test the security of the lock
using the following procedures:

1. The tester shall examine the manufacturer’'s documentation or verify from the
manufacturer that the lock is designed so that at least 1,000 different locks can be
produced each requiring a different key to unlock.

2. The tester shall use routine tools available from retail hardware store. Such tools include
screw drivers, wrenches, Exacto knife, dissolving chemical, pliers, scissors, manual saw,
glue, adhesive, etc.

3. Using these routine tools, the tester shall attempt to open, break or otherwise breach the
lock.
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4. The tester shall verify that the lock can not be compromised in ten minutes.

RE 7.9.4-C (2005) VVPAT, printer connection break:
If the connection between the voting machine and the printer has been broken, the voting
machine shall detect this event and record it in the system event log.

TE 7.9.4-C.1 (2005) VVPAT, printer connection break:
The tester shall perform the following activities:
1. The tester shall disconnect the printer cable.
2. The tester shall examine the event log and verify that an entry for break in printer
connection exists with the following characteristics:
1. The date and time of the event is the same as TE 7.9.4-C.1 (2005) VVRAT, printer
connection break is conducted.

RE 7.9.4-D (2005) VVPAT, printer able to detect errors:

The VVPAT voting system shall detect printer errors that may predent papertecords from being
correctly displayed, printed or stored, such as lack of consumales such as,paper, ink, or toner,
paper jams/misfeeds, and memory errors.

Analysis: The term “displaying” is intended to convey viewing,by the voter. The term “displaying’
is included as distinct from “printing” since paper jam can occur during printing or when printed
paper is rolled

Analysis: The term “storage” is intended to meangstoringythe paper record cut-sheet in a box or
paper in the paper roll.

TE 7.9.4-D.1 (2005) VVPAT, printer ableyto ‘detect errors — out of paper:

TE 7.9.4-D.1 (2005) VVPAT, printérableito deteet errors — out of paper shall be conducted after
the TE 7.9.1-A.1 (2005) VVPAT, review,a paper record.

The tester shall remove all paperisupply, from the printer.

The tester shall authenticateto,the SUT as a Voter.

The tester shall use the"SUT4e, complete a ballot using the following choices: 1.2; 2.2; 3.1 and
3.2.

The tester shall attemptto print the paper record.

The tester/shall verify that the SUT detects the printer error condition and displays an error
message to the voter.

The testershall verify that he/she can not see any previously printed ballots.

The tester shall verify that the SUT displays an unambiguous indication of whether the current
vote has been cast, discarded, or is waiting to be completed.

The tester shall terminate the authenticated session.
The tester shall use the manufacturer defined procedures to attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.
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The tester shall verify that the vote is cancelled by the SUT if and only if the cast ballot indication
was that the vote is cast.

The tester shall replenish the paper supply (e.g., paper-roll or cut sheets, etc.)

The tester shall verify that previously printed ballots are not visible.

**TE 7.9.4-D.2 (2005) VVPAT, printer able to detect errors — out of ink or toner:
TE 7.9.4-D.2 (2005) VVPAT, printer able to detect errors — out of ink or toner is not applicable if

the SUT does not use a printer that consumes ink or toner.

TE 7.9.4-D.2 (2005) VVPAT, printer able to detect errors — out of ink or toner shal ducted
immediately after the TE 7.9.4-D.1 (2005) VVPAT, printer able to detect errors — o paper.

The tester shall remove all ink/toner supply from the printer.
The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to complete a ballot using the follg oices:‘h.2; 2.1; 3.1 and
3.2.

The tester shall attempt to print the paper record.

The tester shall verify that the SUT detects the printer
message to the voter.

condition and displays an error

The tester shall verify that the SUT displays an [
vote has been cast, discarded, or is waiting to ted.

The tester shall verify that previouw pri

The tester shall terminate the aut

The tester shall use the SUT
vote. Q
The tester shall verify t r choices are not displayed.

The tester shall vote is cancelled by the SUT if and only if the cast ballot indication
was that the

*TE 779.4-D.3 (2005) VVPAT, printer able to detect errors — power failure:

TE 7.9.4-D.3 (2005) VVPAT, printer able to detect errors — power failure is not applicable if the
printer cannot be powered off separately from the SUT.

TE 7.9.4-D.3 (2005) VVPAT, printer able to detect errors — power failure shall be conducted
immediately after the TE 7.9.4-D.2 (2005) VVPAT, printer able to detect errors — out of ink or
toner.

The tester shall power-off the printer.

The tester shall authenticate to the SUT as a Voter.
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The tester shall use the SUT to complete a ballot using the following choices: 1.1; 2.1; 3.3 and
3.4.

The tester shall attempt to print the paper record.

The tester shall verify that the SUT detects the printer error condition and displays an error
message to the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current
voter’s vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.
The tester shall terminate the authenticated session.

The tester shall use the SUT manufacturer defined procedures to attempt an just cast
vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and o e cast ballot indication
was that the vote is cast.

The tester shall apply power to the printer.

The tester shall verify that previously printed ba are et visi
TE 7.9.4-D.4 (2005) VVPAT, printer to a@ t errors — paper jam/misfeed:
TE 7.9.4-D.4 (2005) VVPAT, printer abl d ors — paper jam/misfeed shall be conducted
immediately after the TE 7.9.4-D.3 (2005)MVPAT, printer able to detect errors — power failure.
e

The tester shall open the printer
thick paper in the printer that

g
During this operatio thx erify that previously printed ballots are not visible.
The tester shall a ticate tapthe SUT as a Voter.

The tester sh e SUT to complete a ballot using the following choices: 1.2; 2.2; 3.2 and
3.5.

a paper jam. Alternatively, the tester may load very
th llots.

hall mpt to print the paper record.

shall verify that the SUT detects the printer error condition and displays an error
message 10 the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current
vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.
The tester shall terminate the authenticated session.

The tester shall use the SUT manufacturer defined procedures to attempt to cancel the current
vote.
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The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the cast ballot indication
was that the vote is cast.

The tester shall remove the jammed paper.
The tester shall verify that previously printed ballots are not visible.

TE 7.9.4-D.5 (2005) VVPAT, printer able to detect errors — paper jam/misfeed after
printing:

TE 7.9.4-D.5 (2005) VVPAT, printer able to detect errors — paper jam/misfeed afte
be conducted immediately after the TE 7.9.4-D.4 (2005) VVPAT, printer able to det
paper jam/misfeed.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to complete a ballot using the follo
3.4.

:2.2;3.3and

The tester shall attempt to print the paper record.
The tester shall attempt to jam the printer after the ballotiis,printed.

The tester shall verify that the SUT detects the printer‘etror condition and displays an error
message to the voter.

The tester shall verify that the SUT displa
vote has been cast, discarded, or i‘wa' ing to

u guous indication of whether the current
pleted.

The tester shall verify that previo

The tester shall us
vote.

The tester shall @’ 3

The tes ve at the vote is cancelled by the SUT if and only if the cast ballot indication

@ > vote,is cast.

3r shall remove the jammed paper.

voter choices are not displayed.

The tester'shall verify that previously printed ballots are not visible.

TE 7.9.4-D.6 (2005) VVPAT, printer able to detect errors — storage:

TE 7.9.4-D.6 (2005)VVPAT, printer able to detect errors — storage shall be conducted
immediately after the TE 7.9.4-D.5 (2005)VVPAT, printer able to detect errors — paper
jam/misfeed after printing.

The tester shall make sure that the storage for paper record is full (e.g., no more room for cut
sheets or for rolls).

The tester shall authenticate to the SUT as a Voter.
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The tester shall use the SUT to complete a ballot using the following choices: 1.2; 2.1; 3.1 and
3.5.

The tester shall attempt to print the paper record.

The tester shall verify that the SUT displays an unambiguous indication of whether the current
vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.
The tester shall terminate the authenticated session.

The tester shall use the SUT manufacturer defined procedures to attempt to cance cu
vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if a t ballot indication

was that the vote is cast.

00
The tester shall verify that previously printed ballots are not visible. '

Note: The purpose of the following steps is to verify thatghe six printer errors in the six TEs did
not result in a valid electronic ballot image.
The tester shall obtain the electronic ballot imagés:

The tester shall verify the following:

1. There is no electronic ballgt im fo ected electronic ballot image for 1.2; 2.2;
3.1and 3.2.

2. There is no electronic ballot i e for or a rejected electronic ballot image for 1.2; 2.1;
3.1and 3.2.

3. There is no electroni
3.3 and 3.4. ®

e for or a rejected electronic ballot image for 1.1; 2.1;

age for or a rejected electronic ballot image for 1.2; 2.2;

4. There is no<electtoni
3.2 and 3.5.
5. Thereisn i llot image for or a rejected electronic ballot image for 1.1; 2.2;

3.3 and
6. Thered

ectronic ballot image for or a rejected electronic ballot image for 1.2; 2.1;

-E (2005) VVPAT, error handling specific requirements:

error or malfunction is detected, the VVPAT voting system shall:

a. Present a clear indication to the voter and election officials of the malfunction. This must
indicate clearly whether the current voter’s vote has been cast, discarded, or is waiting to
be completed;

b. Suspend voting operations until the problem is resolved,;

c. Allow canceling of the current voter’s electronic ballot image by election officials in the
case of an unrecoverable error; and

d. Protect the privacy of the voter while the error is being resolved.

Analysis:

RE 7.9.4-E (2005) VVPAT, error handling specific requirements is tested under RE 7.9.4-D
(2005) VVPAT, printer able to detect errors.
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RE 7.9.4-F (2005) VVPAT, paper-roll, privacy during printer errors:
Procedures for recovery from printer errors on paper-roll VVPAT voting systems shall not expose
the contents of previously cast paper records.

Analysis:
RE 7.9.4-F (2005) VVPAT, paper-roll, privacy during printer errors is tested by the tests under RE
7.9.4-D (2005) VVPAT, printer able to detect errors.

RE 7.9.4-G (2005) VVPAT, paper-roll, support tamper-seals and locks:
Paper-roll VVPAT voting systems shall be designed so that when the rolls are remgved from the
voting device according to the following:
a. All paper records are contained inside the secure container;
b. The container supports being tamper-sealed and locked; and
c. The container supports being labeled with the device serial numbeér, precincty’and other
identifying information to support audits and recounts.

Analysis:
The description under RE 7.9.4-G (2005) VVPAT, paper-roll, supporhtamgper-seals and locks
implies that container to transfer the paper-roll should be segured.

A TE 7.9.4-G.1 (2005) VVPAT, paper-roll, supgortamper-seals and locks:
TE 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamperéseals andocks is not applicable if the SUT
does not use paper-roll.

The tester shall examine the container to hold thefpaperroll when removed from the SUT.

The tester shall verify that the papér-rolficontainer, is secured using a security lock. The tester
shall verify that the security lock is teSted far UL 437 compliance. If the lock is not UL 437
compliant, the tester shall test thegSecurity, of'the lock using the following procedures:

1. The tester shall examineithe manufacturer’'s documentation or verify from the
manufacturer that the lockyis designed so that at least 1,000 different locks can be
produced each'reguiting a different key to unlock.

2. The tester shall use,rottine tools available from retail hardware store. Such tools include
screw drivers, wkenches, Exacto knife, dissolving chemical, pliers, scissors, manual saw,
glue, adhesiveyeter

3. Using thesegoutine tools, the tester shall attempt to open, break or otherwise breach the
lockg

44 The tester shall verify that the lock can not be compromised in ten minutes.

Thetester shall verify that the paper-roll container is secured using tamper-evident seals per RE
7.9.4-B (2005) VVPAT, printer physical security by executing the DTR for tamper-evident seals in
RE 7.9.4-B,(2005) VVPAT, printer physical security.

The tester shall label the container with device serial number, precinct, and container number,
and roll number ranges (e.g., roll number n to roll number m).

RE 7.9.4-H (2005) VVPAT, paper-roll, mechanism to view spooled records:

If a continuous paper spool is used to store paper records, the manufacturer shall provide a
mechanism for an auditor to unspool the paper, view each paper record in its entirety, and then
respool the paper, without modifying the paper in any way.
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**TE 7.9.4-H.1 (2005) VVPAT, paper-roll, mechanism to view spooled records:
TE 7.9.4-H.1 (2005) VVPAT, paper-roll, mechanism to view spooled records is not applicable if
the SUT does not use a paper-roll to print ballots.

TE 7.9.4-H.1 (2005) VVPAT, paper-roll, mechanism to view spooled records is not applicable if
the SUT separates each paper record from the paper-roll after printing.

TE 7.9.4-H.1 (2005) VVPAT, paper-roll, mechanism to view spooled records shall be conducted
after the TE 7.9.3-E.1 (2005) VVPAT, paper-roll, required human-readable content per roll.

The tester shall use the two printed rolls from the TE 7.9.3-E.1 (2005) VVPAT, paper-oll,
required human-readable content per roll.

The tester shall unroll and re-roll each of the two paper-roll using the manufacturer‘praeedures’to
view spooled records to verify the following:

1. The manufacturer procedures work.

2. No part of the paper-roll was visibly changed or obscured by the test.

RE 7.9.4-1 (2005) VVPAT, printer no communications capability:
The printer shall not be permitted to communicate with any system*@r, maghine other than the
voting machine to which it is connected.

TE 7.9.4-1.1 (2005) VVPAT, printer no communj€ations, capability:
The tester shall power up the SUT and use the manudfacturer-defined procedures to make the
SUT operational for casting ballots.

The tester shall physically examine the printer.
The tester shall verify that the printér has only one set of interface cables.
The tester shall verify that the interface‘¢ables are connected to only one voting machine.

The tester shall verify that:
1. There are no switches or light indicators for wireless of infrared communications.
2. If there are any switches,or lights, the tester shall verify that these are turned off.

The tester shall perferm the,following activities:
1. Obtain the pfinter documentation from the Internet.
2. If thegprinter doeumentation is not available on the Internet, the tester shall obtain the
printes, documentation from the manufacturer.
3. The tester shall verify that the documentation does not describe any wireless or infrared
communication capability.
47 If the documentation does describe wireless or infrared communication capability, the
tester shall verify that:
a) The printer documentation describes the procedures to turn off the wireless or
infrared communication capability.
b) The procedures to turn off the wireless or infrared communication capability were
used in the earlier step in this TE to start the SUT up.
c) Additionally, the printer documentation may also describe the procedures to
determine if the wireless or infrared communication capability is turned off.
d) If documentation describes the procedures to determine the status of the wireless or
infrared communication capability, the tester shall use those procedures to verify that
the wireless or infrared communication capability are turned off.
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RE 7.9.4-J (2005) VVPAT, printer no other functional capability:
The printer shall only be able to function as a printer; it shall not contain any other services (e.g.,
provide copier or fax functions) or network capability.

TE 7.9.4-J.1 (2005) VVPAT, printer no other functional capability:
The tester shall physically examine the printer and shall verify the following:
1. The printer does not contain any buttons or software interfaces to make copies.
2. The printer does not contain any buttons or software interfaces to send fax.
3. The printer does not contain any buttons or software interfaces to scan documents.
4. The printer does not contain any buttons or software interfaces to e-mail fromyprinter.

Network capability aspects were tested under TE 7.9.4-1.1 (2005) VVPAT, printer no
communications capability.

RE 7.9.4-K (2005) VVPAT, protective covering maintenance:

Protective coverings intended to be transparent on voting equipment shall beymaintainable via a
predefined cleaning process. If the coverings become damaged such thatitheyjobscure the
paper record, they shall be replaceable.

TE 7.9.4-K.1 (2005) VVPAT, protective covering maipntenance:
The tester shall use the manufacturer defined cleaning procedures to clear the SUT transparent
covers (e.g., those for the voter to read the paper record):

The tester shall verify that the procedures are:
1. Complete
2. Executable
3. Result in cleaning the protective tfansparentcovers.

The tester shall use the manufacturefidefined procedures to replace the SUT transparent covers
(e.g., those for the voter to read theypaper record).

The tester shall verify that the proeedures are:

Complete

Executable

Result in replacementof the protective transparent covers

Provide thé"sameWView as when the previous covers were installed
Do not causefadditional exposure

Do not result inphysical security breach of the SUT.

oukwNpE

RE"R94-L (2005) VVPAT, paper record durability:

The paper record shall be of sufficient durability to remain unchanged for minimally 22 months to
be used fap verifications, reconciliations, and recounts conducted manually or by automated
processing.

TE 7.9.4-L.1 (2005) VVPAT, paper record durability:
The tester shall research the paper record media durability using manufacturer information and
open sources.

The tester shall verify that the manufacturer specified paper record media will last 22 months or
longer.
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4 Audit Test Ballot Specification — Simple
This section contains the specification for Simple Test Ballot used in TEs in Section 3.

Information applicable to whole ballot

Date and Time 2004-nov-02, 7:00 AM to 8:00 PM
State Maryland

County Madison

Party Line Voting Method | Enabled for partisan contests

Information applicable to every contest

Voting Method

Simple vote for N candidate(Mi.e.i Qd votlng)

|
Full-term or partial-term election | Full-term ‘ z ,i |
|

e Contest #1: \
F -

Title of Office Presidemesident of the United States

District of Office m

Partisanship NI 7

Minimum Votes Allowed \‘E s
. 4
Maximum Votes Allowe ‘1

Al
Maximum Wlen wed

0

: Joseph Barchi and Joseph Hallaren / Blue
1.2: Adam Cramer and Greg Vuocolo / Yellow

Q&%

Title of Office US Representative
District of Office 6th Congressional District
Partisanship Partisan

Minimum Votes Allowed 0

Maximum Votes Allowed 1
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Maximum Write-in Votes Allowed | 1

o Candidate #2.1: Brad Plunkard / Blue
o Candidate #2.2: Bruce Reeder / Yellow

e Contest #3:

Title of Office County Commissioners
District of Office Countywide
Partisanship Partisan
Minimum Votes Allowed 0 ,
Maximum Votes Allowed 2 <
Maximum Write-in Votes Allowed | 2 4

o Candidate #3.1: Camille Argent / Bl

o Candidate #3.2: Chloe Witherspoo lue

o Candidate #3.3: Clayton Bain

o Candidate #3.4: Amanda Marraci I

@)

W

Candidate #3.5: Charlen nn Yellow
0\

‘\Q{Q

Q\
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5 Audit Test Ballot Specification — Complex
This section contains the specification for Complex Test Ballot used in TEs in Section 3.

The ballot shall be designed such that each paper record is exactly two pages. This may require
adding referendum text and/or adding page breaks.

Information applicable to whole ballot

Date and Time 2004-nov-02, 7:00 AM to 8:00 PM
State Maryland

County Madison

Party Line Voting Method | Enabled for partisan contests

Information applicable to every contest A(

|
Full-term or partial-term election | Full-term ( ‘ I |
|

Voting Method Simple vote for N candida}e(s) Vanked voting)
e Contest #1: K
A
Title of Office ident Vice-President of the United States

District of Office tates

Partisanship

Minimum Votes Allo
VN

Maximum \,‘swh - 1

MaximumM-WoE Allowed |0

C idate #1.1: Joseph Barchi and Joseph Hallaren / Blue
o andidate #1.2: Adam Cramer and Greg Vuocolo / Yellow

e Contest #2:

Title of Office Senator
District of Office Maryland
Partisanship Partisan
Minimum Votes Allowed 0
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Maximum Votes Allowed

Maximum Write-in Votes Allowed

o Candidate #2.1: Brad Plunkard / Blue
o Candidate #2.2: Bruce Reeder / Yellow

Contest #3:

Title of Office US Representative

District of Office 6th Congressional District
Partisanship Partisan ’
Minimum Votes Allowed 0 ‘
Maximum Votes Allowed 1 N ‘

Maximum Write-in Votes Allowed

1 4\\

o Candidate #3.1: Brad Plunkar e; S
o Candidate #3.2: Bruce Reeder/ Y.

L 2
Contest #4: ‘A\

Title of Office QA County Commissioners
District of Oﬁ!l§ < ‘ Countywide
Partisanilp ; Py ‘ Partisan

W/otes Allowed 2

ﬁaximum Write-in Votes Allowed | 2

i

O O O O O

Referendum #1:

Candidate #4.1: Camille Argent / Blue
Candidate #4.2: Chloe Witherspoon / Blue
Candidate #4.3: Clayton Bainbridge / Blue
Candidate #4.4: Amanda Marracini / Yellow
Candidate #4.5: Charlene Hennessey / Yellow
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Title of
proposition

Wording of
proposition

PROPOSED CONSTITUTIONAL AMENDMENT C

Shall there be amendments to the State constitution intended to have the
collective effect of ensuring the separation of governmental power among
the three branches of state government: the legislative branch, the
executive branch and the judicial branch?

a. Article Ill, Section 6 of the Constitution shall be amended to read as
follows:

Section 6. Holding of offices under other governments. - Sepators and
representatives not to hold other appointed offices under state
government. --No person holding any office under the governmentif the
United States, or of any other state or country, shall act as.a general
officer or as a member of the general assembly, unlessfat the, timeyof
taking such engagement that person shall have resigned the office under
such government; and if any general officer, senater, representative, or
judge shall, after election and engagemenigffaccept any appointment
under any other government, the office gnder thisishalllbe immediately
vacated; but this restriction shall not applyato any person appointed to
take deposition or acknowledgement of deeds, or0ther legal instruments,
by the authority of any other state orcountry.

No senator or representative shall, dufing the time for which he or she
was elected, be appointed to afy state ‘office, board, commission or other
state or quasi-public entity exercising executive power under the laws of
this state, and no persondaldingiany exgeutive office or serving as a
member of any board, commission’or other state or quasi-public entity
exercising executive_.power under the laws of this state shall be a member
of the senate or the house offrepresentatives during his or her
continuance’in such office;

b. Article \Lof the,Constitution shall be amended to read as follows: The
powers of thelgovesnment shall be distributed into three (3) separate and
distingt"departments: the legislative, the executive and the judicial.

coArticle VI'Section 10 of the Constitution shall be deleted in its entirety.

d. Article'lX, Section 5 of the Constitution shall be amended to read as
follows:

Section 5. Powers of appointment.- The governor shall, by and with the
advice and consent of the senate, appoint all officers of the state whose
appointment is not herein otherwise provided for and all members of any
board, commission or other state or quasi-public entity which exercises
executive power under the laws of this state; but the general assembly
may by law vest the appointment of such inferior officers, as they deem
proper, in the governor, or within their respective departments in the other
general officers, the judiciary or in the heads of departments.
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