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Establishing a common set of security controls for electronic voting systems provides a foundation for applying uniform security capabilities and practices among voting systems.    The security controls are the management, operational, and technical safeguards or countermeasures prescribed for an information system to protect the confidentiality, integrity, and availability of the system and its information.  In supporting the AEC, Technical Guidelines Development Committee (TGDC) a preliminary set of security controls has been identified for consideration in the voting community.  This preliminary control set is a subset of the NIST developed baseline or minimum recommended set of security controls for High Impact federal information systems.
    These controls that, once put into the context of voting environments, can be made applicable for electronic voting systems.  

The federal information system High Impact Baseline was developed and vetted by numerous information security professionals.  Still, for federal IT systems, this baseline control set is tailored for the specific environment in which the system is deployed.  Given the unique characteristics of voting systems, the voting system preliminary set of controls presented should be vetted by professionals in the voting community.  The selected controls should be viewed as a starting point or baseline for voting professionals.  One should expect the control set to be modified to address issues unique to voting systems such as secret ballots and further tailored to accommodate voting environments.  As a next step, it would be prudent to bring IT security professionals together with voting system vendors and election officials to examine each of the controls presented in order to put them into context for voting systems.  This would be done by establishing reasonable voting system boundaries and considering the various states of the system (pre-vote, vote, post-vote), and the shifts in accountability for system security throughout.  The controls could then be re-written from a voting system perspective with implementation guidance for vendors and officials responsible for conducting elections.

� NIST Special Publication (SP) 800-53 Recommended Security Controls for Federal Information Systems (SP 800-53 will form the basis for FIPS 200 to be published in December 2005)





