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5 Software Testing

5.1 Scope

This section contains a description of the testing to be performed by the VSTL to confirm the proper functioning of the software components of a voting system submitted for qualification testing. It describes the scope and basis for software testing, the initial review of documentation to support software testing, and the review of the voting system source code. Further testing of the voting system software is addressed in the following sections:

a. Volume II, Section 3, for specific tests of voting system functionality; and

b. Volume II, Section 6, for testing voting system security and for testing the operation of the voting system software together with other voting system components.

5.2 Basis of Software Testing

VSTLs shall design and perform procedures that test the voting system software requirements identified in Volume I. All software components designed or modified for election use shall be tested in accordance with the applicable procedures contained in this section. 


Unmodified, general purpose COTS non-voting software (e.g., operating systems, programming language compilers, data base management systems, and Web browsers) is not subject to the detailed examinations specified in this section. However, the VSTL shall examine such software to confirm the specific version of software being used against the design specification to confirm that the software has not been modified. Portions of COTS software that have been modified by the vendor in any manner are subject to review.

Unmodified COTS software is not subject to code examination. However, source code generated by a COTS package and embedded in software modules for compilation or interpretation shall be provided in human readable form to the VSTL. The VSTL may inspect COTS source code units to determine testing requirements or to verify the code is unmodified.

The VSTL may inspect the COTS generated software source code in preparation of test plans and to provide some minimal scanning or sampling to check for embedded code or unauthorized changes. Otherwise, the COTS source code is not subject to the full code review and testing. For purposes of code analysis, the COTS units shall be treated as unexpanded macros.


Compatibility of the voting system software components or subsystems with one another, and with other components of the voting system environment, shall be determined through functional tests integrating the voting system software with the remainder of the system.

The specific procedures to be used shall be identified in the Qualification Test Plan prepared by the VSTL. These procedures may replicate testing performed by the vendor and documented in the vendor’s TDP, but shall not rely on vendor  testing as a substitute for software testing performed by the VSTL. 

Recognizing variations in system design and the technologies employed by different vendors, the VSTLs shall design test procedures that account for these variations.

5.3 Initial Review of Documentation

Prior to initiating the software review, the VSTL shall verify that the documentation submitted by the vendor in the TDP is sufficient to enable:

a. Review of the source code; and 

b. Design and conducting of tests at every level of the software structure to verify that the software meets the vendor's design specifications and the requirements of the performance standards.

5.4 Source Code Review

The VSTL shall compare the source code to the vendor's software design documentation to ascertain how completely the software conforms to the vendor's specifications.  Source code inspection shall also assess the extent to which the code adheres to the requirements in Volume I, Section 4.  
5.4.1 

a. 
b. 
c. 

· 
· 
· 
· 
· 
· 
5.4.1.1 

5.4.1.2 
























5.4.2 

The VSTL shall verify compliance with the coding conventions specified by the vendor and all other requirements of Vol. I Sec. 4.2.
The following two requirements need to be moved to the section on error and status reporting.
a. 
b. 
c. 
d. 
e. 
f. 
g. 
h. 
i. 
j. 
k. 
l. 
m. 
n. 
o. Upon exit() at any point, presents a message to the user indicating the reason for the exit().

p. Uses separate and consistent formats to distinguish between normal status and error or exception messages.  All messages shall be self-explanatory and shall not require the operator to perform any look-up to interpret them, except for error messages that require resolution by a trained technician.
































�Expecting some recommendations from STS about COTS.


�C.f. 2002 VSS II.5.4.2.j.  DWF interpretation:  Use of a commercial code generator shall be treated the same as use of a COTS compiler.  The VSTL shall review the source code that is input to the code generator and evaluate the trustworthiness of the code generator as specified for COTS in [something from STS].


�All of the details in this section were made redundant by the revisions in Vol. I.  They were requirements, not test methods.


�Logic verification and security review will go here, when we are ready to adopt them.
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