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 What has changed?

sg « Update evolving standards & new IPv6 capabilities. SE—
§ « Remove failed technologies from ~2008. USGY6 Profile
£ - Improve profile utility for specifying user requirements. L
2 « Expand test program scope and completeness. ==
E  Test V6-Only capabilities R
§ * Maintain alignment with IPv6Ready testing program. SN
S « Simplify means of specifying requirements / capability. :;m
3 « Consolidate and simplify program documentation.

%8: « Enable other user groups reusing profile & test program. NIST-SP-500-267Br
%

Ml 11/4/19 USGv6 Program



National Institute of N INFORMATION

Standards and Technology 0:::::o$ V[ TECHNOLOGY

U.S. Department of Commerce Y V4 ‘ LABORATORY
Please Review omment!

DRAFT3 of USGv6 Revision 1 Specifications: https://www.nist.gov/programs-projects/usgv6-program

NIST and its partners in the USGv6 Program solicit public review and comment on the following revised
specifications:

« "NIST IPv6 Profile", draft3-nist-sp-500-267ar1.pdf , October 2019.

» "NISTv6 Capabilities Table", draft3-nist-sp-500-267ar1s.pdf, October 2019.

« "USGv6 Profile", draft3-nist-sp-500-267br1.pdf , October 2019.

« "USGv6 Capabilities Table", draft3-nist-sp-500-267br1s.pdf , October 2019.

« "USGv6 Test Program Guide", draft3-nist-sp-500-281ar1.pdf , October 2019.

« "USGv6 Suppliers Declaration of Conformity", draft3-nist-sp-500-281ar1s.pdf , October 2019.

 "USGv6 Test Methods: General Description and Validation”, draft3-nist-sp-500-281br1.pdf, October 2019.

Comments should be submitted to usgv6-program@nist.gov using the attached template: draft-usgv6-r1-
comment-template.xIsx .

REVISED DRAFT DOCUMENTS AVAILABLE FOR A 3RD ROUND OF PUBLIC COMMENTS. COMMENTS
DUE BY NOVEMBER 8, 2019.
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https://www.nist.gov/programs-projects/usgv6-program
https://www.nist.gov/document/draft3-nist-sp-500-267ar1pdf
https://www.nist.gov/document/draft3-nist-sp-500-267ar1spdf
https://www.nist.gov/document/draft3-nist-sp-500-267br1pdf
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https://mail.google.com/mail/%3Fview=cm&fs=1&tf=1&to=usgv6-program@nist.gov&su=DRAFT%2520USGv6-r1%2520Comments
https://www.nist.gov/document/draft-usgv6-r1-comment-templatexlsx
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NIST.SP.500-267
—
NISTv6 NISTv6-r1
Capability Definitions Capabilities Table . Ppags .
1 \ Generic IPv6 Capabilities Profile
QR r— B o — Requirements match new ETF

NIST IPv6 Profile

> Node Requirements

Doug Montgorsery
Mark Carson
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ST (RN e M. -
USGV6 Testing Program User's USGV6 Test Methods: General
A Profile for IPv6 in the U.S. Guide Description and Validation
Government - Version 1.0
National Institute of Standards and Technology National Institute of Standards and Technology
Recommendations of the National Institute
of Standards and Technology ‘SaphenNghtgao and Doug Monkgomay Erca Johnson and Trmathy
Doug Monigomery, Stephen Nightingalle, Sheila Frankel
and Mark Carson

NIST.SP.500-267 NIST.SP.500-281 NIST.SP.500-273

NISTv6-r1 \

Profile USGv6-r1 Profile USGV6-r1 Capabilities Table USGv6 Conformance UsGv6 SDOC USGV6 Accreditation

| ) \ N Y |

Iy 2014 DRAPT - e v commen. S — USGvé-r1 Capabilities Table (UCT)
NIST Special Publication 500-267Ar1 NIST Special Publication S00-267Ar1 Reference | section Title Capablities Most o Other NIST Special Publication 500-281A | |
ion 1 Revision 1 Basic Capabilties ion 1 NIST Special Publication 500-281B
RFC8200 Core_ M M Revision 1
Recasss e o M o
NIST IPv6 Profile USGV6 Profile e e P e USGv6 Test Program Gaide I USGv6 Test Methods:
e Doy fr st M W :
. Doogh RECASS: [Neighbor Discovery for IPV6 Core. ™M M General Description and Validation
Do ey g T ) e " " P
‘Sheila Frankel ‘Sheils Frankel RFC4343 ND Core. [ M _
e e S s BT
I
- s on u "
S v
s e s necesmo o M M
: f g e e =0 0 "
sty of e mgatie BEC7048 Neighbor Unreachability Detection is Too Impatient ND-Ext-NUD.
Fasterton Restency to Bowes S oy "
et et v, Ao
e e oo TR
REC4862 ‘Stateless LAAC 0:1=[SLAAC | DHCP-Client] M -
= oo T & M
73 e ) )
55 idr SLAAC 0:1=[SLAAC | DHCP-Client] M -
Ty Soe O1-HUA { ey e m
s e e o
Frindor S
Teme RS AT Tz
=
e — —_ ST — b o ~
NIST.SP.500-267Br1s - NIST.SP.500-281Ar1 NIST.SP.500-281Br1
REC6282 - - —y -
NIST.SP.500-267Ar1 NIST.SP.500-267Br1 o Lw ‘ OF. Ar NIST.SP:500-281Ar1s -or.
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USGv6-r1 Capabilities Table
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A LABORATORY

USGV6-rl Capabilities Table (UCT) - June 2019
Reference | Section Title Capabilities Host Router Other Flag
IPv6-only Capabilities

SP500-267Arl [ 4.1 |Install product over IPv6-only network IPv6-Only M M M N
() SP500-267Arl 4.1 |Product user Interface fully supports IPv6 IPv6-Only M M M N
C SP500-267Arl 4.1 [Manage product over IPv6-only network IPv6-Only M M M N
E SP500-267Arl 4.1 |Update product over IPv6-only network IPv6-Only M M M N
5 Basic Capabilities
; RFC8200 IPv6 Specification Core M M _ U
= RFC4443 ICMPv6 Core M M _
() RFC8201 Path MTU Discovery for IPv6 Core M M _ U
Z RFCA861 Neighbor Discovery for IPv6 Core M M _
> 8 Redirect Core M M
% REC6437 IPv6 Flow Label Specification Core M M _ N
(o) RFC5942 IPv6 Subnet Model: The Relationship between Links and Subnet Core M M _ N
; RFC6980 Security Implications of IPv6 Fragmentation with IPv6 Neighbor Core M M _ N
"a)' RFC7608 IPv6 Prefix Length Recommendation for Forwarding Core _ M _ N
S RFC4191 Default Router Preference Core M M _ N
l: RECA884 Extended ICMP for Multi-Part Messages Extended-ICMP
L RFCA821 Packetization Layer Path MTU Discovery PLPMTUD _ N
o RFC4429 Optimistic Duplicate Address Detection (DAD) for IPv6 ND-Ext _ N
o= RFC7527 Enhanced Duplicate Address Detection ND-Ext _ N
U_) RFC8028 First-Hop Router Selection by Host in a Multi-Prefix Network ND-Ext _ N
% RFC7048 Neighbor Unreachability Detection is Too Impatient ND-WL _ N
m REC7559 Packet-Loss Resiliency for Router Solicitations ND-WL _ N
— RFC8319 Support for Adjustable Maximum Router Lifetimes per Link ND-WL _ N
8 RFC3971 Secure Neighbor Discovery SEND
— RFC6494 Certificate Profile and Certificate Management for SEcure Neighbor SEND _
E RFC6495 Subject Key Identifier (SKI) SEcure Neighbor Discovery (SEND) Name SEND _
(&) RFCA862 IPv6 Stateless Address Autoconfig SLAAC 0:1=[SLAAC | DHCP-Client] M _
li) 53 Creation of Link Local Addresses Core M M _

5.4 Duplicate Address Detection Core M M

.GC) 55 Creation of Global Addresses SLAAC 0:1=[SLAAC | DHCP-Client] M _
-— RFC8106 IPv6 Router Advertisement Options for DNS Configuration SLAAC 0:1=[SLAAC | DHCP-Client] M _ N
(@)) RFC7217 Generating Semantically Opaque Interface Identifiers with SLAAC SLAAC 0:1=[SLAAC | DHCP-Client] _ _ N
E RFC4941 Privacy Extensions for IPv6 SLAAC PrivAddr _ _
-UC) RFC8415 DHCPv6 Stateless (Two Message Exchange) DHCP-Stateless _ — u
— RFC8415 Dynamic Host Config Protocol for IPv6 DHCP-Client 0:1=[SLAAC | DHCP-Client] _ _ U
o]
©
et
Ml 11/4/19 USGv6 Program




National Institute of ) INFORMATION
N H Standards and Technology ':::.’:‘é V‘t TECHNOLOGY
U.S. Department of Commerce Y 4 LABORATORY
UCTC t d Notation
—
L . USGv6-rl Capabilities Table (UCT) - June 2019
» |Pv6 Specifications [
Reference | Section Title Capabilities Host Router Other Flag
mapped into labeled IPG-only Capobites
SP500-267Arl 4.1 |Install product over IPv6-only network IPv6-Only M M M N
o Ly Py SP500-267Arl [ 4.1 |Product user Interface fully supports IPv6 IPv6-Only M M M N
C Capablll tles SP500-267Ar1 4.1 |Manage product over IPv6-only network IPv6-Only M M M N
: . SP500-267Arl 4.1 |Update product over IPv6-only network 1Pv6-Only M M M N
= » Grouped by logic and YT
. RFC8200 IPv6 Specification Core M M _ U
"q;__)' fu n Ctl on. . 3 ICMPv6 Core M M _
Z . RFC8201 Core M M _ U
RFCA4861 Core M M
- « Testable units. : - for M M -
% ° Al i ned to i n d u St REC6437 IPv6 Flow Label Swfication Core M M N
o) g ry RFC5942 IPv6 Subnet Model: 1\1e Relationship between Links and Subnet Core M M _ N
; . RFC6980 Security Implicationsvas Fragmentation with IPv6 Neighbor Core M M _ N
- te Stl n g p rog ra m S . REC7608 IPv6 Prefix Length RecoNdation for Forwarding Core I] _ M _ N
g RFC4191 Default Router Preference \ Core M M _ N
l: RFCA4884 Extended ICMP for Multi-Part MessagN Extended-ICMP
L RFCA821 Packetization Layer Path MTU Discovery T — PLPMTUD _ N
(@) o RFC4429 Optimistic Duplicate Address Detection (DAD) for IPv6 ND-Ext _ N
o= RFC7527 Enhanced Duplicate Address Detection ND-Ext _ N
U_) RFC8028 First-Hop Router Selection by Host in a Multi-Prefix Network ND-Ext _ N
% RFC7048 Neighbor Unreachability Detection is Too Impatient ND-WL _ N
m RFC7559 Packet-Loss Resiliency for Router Solicitations ND-WL _ N
— RFC8319 Support for Adjustable Maximum Router Lifetimes per Link ND-WL _ N
® RFC3971 Secure Neighbor Discovery SEND _
9 RFC6494 Certificate Profile and Certificate Management for SEcure Neighbor SEND _
E RFC6495 Subject Key Identifier (SKI) SEcure Neighbor Discovery (SEND) Name SEND _
(&) RFCA4862 IPv6 Stateless Address Autoconfig SLAAC 0:1=[SLAAC | DHCP-Client] M _
() 53 Creation of Link Local Addresses Core M M _
= 5.4 Duplicate Address Detection Core M M _
_GC) 55 Creation of Global Addresses SLAAC 0:1=[SLAAC | DHCP-Client] M
=) RFC8106 IPv6 Router Advertisement Options for DNS Configuration SLAAC 0:1=[SLAAC | DHCP-Client] M _ N
(@)) RFC7217 Generating Semantically Opaque Interface Identifiers with SLAAC SLAAC 0:1=[SLAAC | DHCP-Client] _ _ N
E RECA4941 Privacy Extensions for IPv6 SLAAC PrivAddr _ —
z RFC8415 DHCPv6 Stateless (Two Message Exchange) DHCP-Stateless _ _ ]
g REC8415 Dynamic Host Config Protocol for IPv6 DHCP-Client 0:1=[SLAAC | DHCP-Client] U
o]
S
Ml 11/4/19 USGv6 Program
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=
. . . USGv6-rl Capabilities Table (UCT) - June 2019
» Selection Criteria
Reference | Section Title Capabilities Host Router Other Flag
1 i 1Pv6-only Capabilities
° D efl n e d I n te rm S Of SP500-267Ar1 4.1 |Install pryodu?taover IPv6-only network IPv6-Only M M M N
o . SP500-267Arl [ 4.1 |Product user Interface fully supports IPv6 IPv6-Only M M M N
c fU n Ctl O n a | ro I eS . SP500-267Ar1 4.1 |Manage product over IPv6-only network IPv6-Only M M M N
: SP500-267Arl 4.1 |Update product over IPv6-only network 1Pv6-Only M M M N
5 i H ost / RO uter Basic Capabilities
RFC8200 IPv6 Specification Core M M _ U
2 » Client/ Server RECada3 e Core T i -
% - RFC8201 Path MTU Discovery for IPv6 Core M M _ U
RF bor Discovery for IPv6 Core M M _
> * Not Product Classes L Lo o - Core B v -
H 1 RFEC6437 IPv6 Flow Label Specifica Core M M N
‘g ° F u n Ctl O n a | ro I eS J u St REC5942 IPv6 Subnet Model: The‘RﬁeIBati\oNp between Links and Subnet Core M M _ N
; . . H RFC6980 Security Implications of IPv6 Fragnkntation with IPv6 Neighbor Core M M _ N
- I d e n tlfy d Iffe re nt RFC7608 IPv6 Prefix Length RecommendationWwarding Core _ M _ N
g . . RFC4191 Default Router Preference \ Core M M _ N
l: b e h aV I O r / re q u I re m e nt RFCA4884 Extended ICMP for Multi-Part Messages \ Extended-ICMP
L . RFC4821 Packetization Layer Path MTU Discovery L —— _ N
e CI asses |n RFCS RFCA429 Optimistic Dugllcate Address Detec?lon (DAD) for IPv6 ND-Ext _ N
RFC7527 Enhanced Duplicate Address Detection ND-Ext _ N
U_) RF(C8028 First-Hop Router Selection by Host in a Multi-Prefix Network ND-Ext _ N
% e RFC7048 Neighbor Unreachability Detection is Too Impatient ND-WL _ N
m REC7559 Packet-Loss Resiliency for Router Solicitations ND-WL _ N
— RFC8319 Support for Adjustable Maximum Router Lifetimes per Link ND-WL _ N
® RFC3971 Secure Neighbor Discovery SEND _
9 RFC6494 Certificate Profile and Certificate Management for SEcure Neighbor SEND _
E RFC6495 Subject Key Identifier (SKI) SEcure Neighbor Discovery (SEND) Name SEND _
(&) RFC4862 IPv6 Stateless Address Autoconfig SLAAC 0:1=[SLAAC | DHCP-Client] M _
() 53 Creation of Link Local Addresses Core M M _
= 5.4 Duplicate Address Detection Core M M _
_GCJ 55 Creation of Global Addresses SLAAC 0:1=[SLAAC | DHCP-Client] M
=) RFC8106 IPv6 Router Advertisement Options for DNS Configuration SLAAC 0:1=[SLAAC | DHCP-Client] M _ N
(@)) RFC7217 Generating Semantically Opaque Interface Identifiers with SLAAC SLAAC 0:1=[SLAAC | DHCP-Client] _ _ N
E RECA4941 Privacy Extensions for IPv6 SLAAC PrivAddr _ —
z RFC8415 DHCPv6 Stateless (Two Message Exchange) DHCP-Stateless _ _ U
g REC8415 Dynamic Host Config Protocol for IPv6 DHCP-Client 0:1=[SLAAC | DHCP-Client] U
o]
S
Ml 11/4/19 USGv6 Program




25

0..
5

S
x4

Se2es”

5

>

>
\l‘.
S

S

NIST st
UCT Concepts and Notation

INFORMATION
' TECHNOLOGY
A LABORATORY

=
. . USGv6-rl Capabilities Table (UCT) - June 2019
* Why not just cite RFCs?
Reference | Section Title Capabilities Host Router Other Flag
i I 1Pv6-only Capabilities
° O rg a n Izat I O n Of R F C S SP500-267Ar1 4.1 |Install pryodu?taover IPv6-only network IPv6-Only M M M N
. SP500-267Arl [ 4.1 |Product user Interface fully supports IPv6 IPv6-Only M M M N
8’ Ofte n CO n ta I n S bOth SP500-267Ar1 4.1 |Manage product over IPv6-only network IPv6-Only M M M N
: SP500-267Arl 4.1 |Update product over IPv6-only network 1Pv6-Only M M M N
= mandatory and E— YT
. . RFC8200 IPv6 Specification Core M M _ U
2 optional behavior. s | Jowe coe z v -
Z . . RFC8201 Path 'l‘\/IbIU Discovery ffor II:VVZ Core M M _ U
R — Neighbor Discovery for Core M M _
> « Behavior for multiple = To—— - for M M -
H REC6437 IPv6 Flow La cification Core M M N
‘g fu n Ctl O n al ro I eS . REC5942 IPv6 Subnet‘monship between Links and Subnet Core M M _ N
; . . RFC6980 Security Implications of IPv6 Nntation with IPv6 Neighbor Core M M _ N
-— b O rg a n |Zat I O n Ofte n RFC7608 IPv6 Prefix Length Recommendationwrwarding Core _ M _ N
g RFC4191 Default Router Preference \ Core M M _ N
|: based U po n paCket RFCA4884 Extended ICMP for Multi-Part Messages \ Extended-ICMP
L RFCA4821 Packetization Layer Path MTU Discovery \ PLPMTUD _ N
\49 fo rm atS ] RFCA429 Optimistic Dugllcate Address Detec?lon (DAD) for IPV6 N\ ND-Ext _ N
RFC7527 Enhanced Duplicate Address Detection \ ND-Ext _ N
U_) RF(C8028 First-Hop Router Selection by Host in a Multi-Prefix Network \ ND-Ext _ N
% — RFC7048 Neighbor Unreachability Detection is Too Impatient \ ND-WL _ N
m REC7559 Packet-Loss Resiliency for Router Solicitations \ ND-WL _ N
— RFC8319 Support for Adjustable Maximum Router Lifetimes per Link ND-WL _ N
© RFC3971 Secure Neighbor Discovery SEND _
LE> RFC6494 Certificate Profile and Certificate Management for SEcure Neighbor SEND _
c e Subiact Kevidantifier (K1) SEcura Maishbor Discoven [SEND) Mama SEME: —
(&) RFC4862 IPv6 Stateless Address Autoconfig SLAAC 0:1=[SLAAC | DHCP-Client] M _
() 53 Creation of Link Local Addresses Core M M _
= 5.4 Duplicate Address Detection Core M M _
() 55 Creation of Global Addresses SLAAC 0:1=[SLAAC | DHCP-Client] M
= (SRR T [TPVE Router AQVereement Optone 107 DNS ConTaoraton TARC O I=[SLAAC | DTiCP-Client] ™ | N
(@)) RFC7217 Generating Semantically Opaque Interface Identifiers with SLAAC SLAAC 0:1=[SLAAC | DHCP-Client] _ _ N
E REC4941 Privacy Extensions for IPv6 SLAAC PrivAddr - -
z RFC8415 DHCPv6 Stateless (Two Message Exchange) DHCP-Stateless _ _ U
g REC8415 Dynamic Host Config Protocol for IPv6 DHCP-Client 0:1=[SLAAC | DHCP-Client] U
o]
S
Ml 11/4/19 USGv6 Program
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USGv6-rl Capabilities Table (UCT) - June 2019
- -
L P rOfI I e evo I u tl O n Reference | Section __ Title Capabilities Host Router Other Flag
IPv6-only Capabilities
H 1 HEB SP500-267Arl | 4.1 |Install product over IPv6-only network IPv6-Only M M M N
* Flags indicate capability oottt |+ [Pt e e oy sppra G
() SP500-267Arl | 4.1 roduct user Interface fully supports IPv6-Only M M M N
C h . I t SP500-267Arl | 4.1 |Manage product over IPv6-only network IPv6-Only M M M N
E C a n g e S S I n Ce aS SP500-267Arl [ 4.1 |Update product over IPv6-only network IPv6-Only M M M N
5 . e Basic Capabilities
s revision RFC8200 IPv6 Specification Core M M _ u
- » S Vv — CMPv6 Core M M _
(O] ° - n O C h a n g e RFC8201 Path MTU Disco Core M M _ U
prd —_— RFC4861 Neighbor Discovery for IPv6 L —— Core M M _
= + U - updated requirement —— —~ . .
% u p a e req u I re e n S RFEC6437 IPv6 Flow Label Specification \ Core M M N
o) ° N n eW re u i re m e ntS RFC5942 IPv6 Subnet Model: The Relationship between Links and Subnet \ Core M M _ N
; q RFC6980 Security Implications of IPv6 Fragmentation with IPv6 Neighbor ‘\ Core M M _ N
-la)' RFC7608 IPv6 Prefix Length Recommendation for Forwarding \ _ M _ N
>S5 RECA4191 Default Router Preference Core \\ M M _ N
l: RFCA884 Extended ICMP for Multi-Part Messages Extended-ICMP _—
L RFCA4821 Packetization Layer Path MTU Discovery PLPMTUD _ N
e - RFC4429 Optimistic Duplicate Address Detection (DAD) for IPv6 ND-Ext _ N
0 RFC7527 Enhanced Duplicate Address Detection ND-Ext _ N
U_) RF(C8028 First-Hop Router Selection by Host in a Multi-Prefix Network ND-Ext _ N
] RFC7048 Neighbor Unreachability Detection is Too Impatient ND-WL _ N
m REC7559 Packet-Loss Resiliency for Router Solicitations ND-WL _ N
— RFC8319 Support for Adjustable Maximum Router Lifetimes per Link ND-WL _ N
8 RFC3971 Secure Neighbor Discovery SEND _
= RFC6494 Certificate Profile and Certificate Management for SEcure Neighbor SEND
C — _
c RFC6495 Subject Key Identifier (SKI) SEcure Neighbor Discovery (SEND) Name SEND _
(&) RFCA4862 IPv6 Stateless Address Autoconfig SLAAC 0:1=[SLAAC | DHCP-Client] M _
li) 53 Creation of Link Local Addresses Core M M _
5.4 Duplicate Address Detection Core M M _
_GC) 55 Creation of Global Addresses SLAAC 0:1=[SLAAC | DHCP-Client] M
-— RFC8106 IPv6 Router Advertisement Options for DNS Configuration SLAAC 0:1=[SLAAC | DHCP-Client] M _ N
(@)) RFC7217 Generating Semantically Opaque Interface Identifiers with SLAAC SLAAC 0:1=[SLAAC | DHCP-Client] _ _ N
E RECA4941 Privacy Extensions for IPv6 SLAAC PrivAddr _ —
_UC) REC8415 DHCPv6 Stateless (Two Message Exchange) DHCP-Stateless _ _ v
— REC8415 Dynamic Host Config Protocol for IPv6 DHCP-Client 0:1=[SLAAC | DHCP-Client] 0]
o]
©
et
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* Testing in IPv6 Only Networks
* New IPv6-Only Capability
» Users can require and vendors can declare support for IPv6-Only operation.

« Requires Full Life Cycle of product to be fully functional in absence of IPv4.
* |Install, Manage, Update, Ul

* Requires other claimed capabilities to be tested in IPv6-Only environment.
« Should we test other capabilities in IPv6-Only by default going forward?

USGv6-r1 Capabilities Table (UCT) - June 2019

Reference [ Section Title Capabilities Host Router Other Flag
IPv6-only Capabilities
SP500-267Ar1 | 4.1 |Install product over IPv6-only network IPv6-Only M M M N
SP500-267Arl | 4.1 |Product user Interface fully supports IPv6 IPv6-Only M M M N
SP500-267Arl | 4.1 |Manage product over IPv6-only network IPv6-Only M M M N
SP500-267Arl 4.1 |Update product over IPv6-only network IPv6-Only M M M N
Basic Capabilities

11/4/19 USGv6 Program
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National Institute of
Standards and Technology
U.S. Department of Commerce

NIST IPv6 Profile

« Capabilities Templates

» Defines broad capabilities groups
» E.g. Security Capabilities

* |dentifies functional roles
» Host, Router, NPP, Application.

» Defines individual named capabilities

* E.g., IPsec — support for the IP security architecture.

» Defines recommended requirement level
s M-> Mandatory
- O~ Optional
- Ol > Optional, must choose 1
e X2 Not recommended

M = mandatory in IETF Node Requirements specification.

* Provides guidance
» Text provides additional explanation of capability

11/4/19 USGv6 Program
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NISTv6-r1:Host Capabilities Template:

Basic Capabilities - see section 4.1
o [M]-Core - support for IPv6 core functions.
[O] - Extended-ICMP - support for ICMPv6 extended messages.

[O] - ND-Ext-Loss - support for packet-loss for router solicitations.
[O] - ND-Ext-DAD - support for enhanced duplicate address detection.
[O] - ND-Multi-FH - support for neighbor discovery in multi-prefix network.
[O] - ND-SEND - support for neighbor discovery security extensions.
[M] - SLAAC - support for stateless global address auto-configuration.
[O] - PrivAddr - support for SLAAC privacy extensions.
[O] - PrivAddr-Stable - support for SLAAC stable privacy extensions.
[O] - DHCP-Stateless - support for stateless (DHCP) configuration.
[O] - DHCP-Client - support for stateful (DHCP) address auto-configuration.
[O] - DHCP-Prefix - support for stateful (DHCP) prefix delegation
o [O] - 6Lo - support for IPv6 over low power networks.
Addressing Capabilities - see section 4.6
o [M]-Addr-Arch - support for address architecture and selection.
o [O] - CGA - support for cryptographically generated addresses.
Network Support Capabilities - see section 4.8
o [O] - DNS-Client - support for DNS client/resolver functions.
o [O] - URI - support for IPv6 uniform resource identifiers.
o [O] - DNS-Server - support for a DNS server capabilities.
o [O] - DHCP-Server - support for a DHCP server capabilities.
0] - DHCP-Relay - support for a DHCP relay capabilities.

00000000 O0O0O0O0

[O] - ND-Ext-NUD - support for extended for neighbor unreachable detection.

Security Capabilities - see section 4.7

[O] - IPsec - support for the IP security architecture.

o [O] - IPsec-loT - support for loT Cryptographic Algorithms.

o [O] - IPsec-CHACHA - support for ChaCha20 Cryptographic Algorithms.
o

O

o]

[O] - IPsec-SHA-512 - support for SHA-512 Cryptographic Algorithms.
0] - TLS - support for the Transport Layer Security architecture.

Transition Mechanism Capabilities - see section 4.4

o [O] - Dual-Stack - support for dual-stack functions

o [O] - Tunneling - support for encapsulation tunnels of IPv6 over IPv4

o [O] - XLAT - support for transition mechanism 464XLAT.
Network Management Capabilities - see section 4.8

o [O] - SNMP - support for simple network management protocol.

o [O] - NETCONF - support for network configuration functions.
Multicast Capabilities - see section 4.9

o [0] - SSM - require full support for multicast communications.

o [M] - Multicast - support for link-local multicast communication.
Quality of Service Capabilities - see section 4.3

o [O] - DiffServ - support for Differentiated Services capabilities.

o [O] - ECN - support for Explicit Congestion Notification.
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Security Capabilities

« Capabilities Requirements Definition o e o o o

ern o w . . v v IPsec support for the IP security architecture.
 Maps named capabilities to IETF specifications ‘v BECE301 ety rchtacure ot et Pt
. . N N RFCA4303 IP Encapsulating Security Payload (ESP)
By default, implies support of all the MUST v vy RECT296 e ey Exchange Protoco Version 2 (KEv2)

1 t 1 R F C RFC8221 Cryptographic Algorithm Implementation Requirements
re q u I re I I I e n S I n . U v v and Usage Guidance for Encapsulating Security Payload (ESP) and
Authentication Header (AH)

* Where necessary, requirements of IETF specifications REC8247 Aigorithm Implementation Requirements and Usage

U v v Guidance for the Internet Key Exchange Protocol Version 2

may be enhanced, with specific section references. (Kkev2)

IPsec-VPN  support for the IP security architecture gateways.

v
» Capability Combinations i e
Cap1 — requirements apply with capability selected. v e Gt Pl e 2066
Cap2 & Cap3 — requirements only apply when both S e ettty P 51
capabilities are selected. v G for the ntemes KeyExchange rovocalVerson .
Cap4 | Cap5 — requirements apply when either ‘v i st oo s
capability is selected. Algontom mplementation Requirementsand Usage Gullpcefor

Encapsulating Security Payload (ESP) and Authentication Header
(AH)

RFC7296 Internet Key Exchange Protocol Version 2 (IKEv2)
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User Requirements & Product Capabilities

« Capability Summary Strings
« CSS_NAME = Profile: Functional_Role + Capability
+ Capability + .
« Can express choice [IPsec|TLS]

* Only form of requirements specification
going forward.

» Profile provides capability taxonomy and selection
guidance.

» User develops named capability strings to describe
requirements.

* Product Capabilities

* Products don’t conform to the USGv6 profile, they
conform to specific capability strings.

» SDoCs express product capabilities in terms of the
same strings.

* Asingle “product” may support multiple capability
configurations.

11/4/19

Default-Desktop = USGv6-r1:Host + Core + SLAAC + Addr-Arch + Multicast + Dual-
Stack + DHCP-client + DNS-Client + URI + Link=Ethernet.

Default-App-Server = USGv6-r1:Host + Core + Addr-Arch + Multicast + Dual-Stack
+ [IPSec|TLS] + URI + DNS-Client + Link=Ethernet.

Default-Embedded = USGv6-r1:Host + Core + Addr-Arch + Multicast + SLAAC +
Link=Ethernet

Default-lOT = USGv6-r1:Host + 6LoWPAN + Link=802.15.4

Default-Enterprise-Router = USGv6-r1:Router + Core + Addr-Arch + Multicast +
[OSPF|ISIS] + [SNMP|NETCONF] + Dual-Stack + Link=Ethernet

Default-Intranet-Router = USGv6-r1:Router + Core + Addr-Arch + Multicast + OSPF +
[SNMP|NETCONF] + [IPsec|TLS] + [Dual-Stack|Tunneling] + Multicast-Routing +
Link=Ethernet

Default-CE-Router = USGv6-r1:Router + CE-Router + Link=Ethernet

Default-MAP-E = USGv6-r1:Router + CE-Router + MAP-E + Link=Ethernet

Default-Border-Router = USGv6-r1:Router + Core + Addr-Arch + Multicast + BGP + TLS
+ [OSPF|ISIS] + [SNMP|NETCONF] + Dual-Stack + Tunneling + Link=Ethernet

Default-SGW = USGv6-r1:Router + Core + TLS + IPsec-VPN + Link=Ethernet
Default-Firewall = USGv6-r1:NPP + Firewall

Default-IDS/IPS = USGv6-r1:NPP + IPS + IDS

USGv6 Program
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- <Label>=Profile:<Host|Router|NPD>+<Capabilities>
» Labels are groups of the requirements a procurement might want to specify.
» Can specify capability choice. e.g. [DHCP-Client|SLAAC]
» A single product might have multiple capability strings for different stacks / management.

« Agency-Default-Server=USGv6-r1:Host+Core+SLAAC+Addr-
Arch+Multicast+[IPsec|TLS]+DHCP-Client+URI+DNS-Client+Link=Ethernet

Standards User Group Procurement

Profile Profile Requirements
- User l SyStem Web-Server=NISTv6- ? IPV6 Capable

NIST Special Publication 500-267Ar1
Revision 1

Requirements 1:Host+Core+SLAAC Product
+Addr-

. Arch+Multicast+[IPsec o
|TLS]+DHCP-
E Client+Link=Ethernet

e o St ooy

NIST.SP.500-267Ar1 NIST.SP.500-267Br1
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« USGv6 Test Program committed to converge / harmonize
» |[Pv6 Ready Logo Test Specifications
* NIST and IPv6 Forum sign MOU
* DoD Generic Test Plan test cases FORUM

 Claims of compliance documented using Supplier’s Declaration of Conformity (SDoC)
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= USGv6 Accredited USGv6 Product IPv6

S Laboratory SDOC Capabilities

2]

o = iz Agency-Default-

§ IPv6 Capable [ Standard Test \ o Server=NISTv6-

- 1:Host+Core+SLAAC

3 Product Methods = Adar

= e — Arch+Multicast+[IPsec

S |TLS]+DHCP-
Client+URI+DNS-

|9 Conformance CI:ZEHLink:Ethernet

q) L memsecwawonow

S +

o)) TV e a3

-_ug) \ Interoperability / NIST.SP.500-281Ar1s

z
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* Quality Program for Test Labs.

* Allows for 1st, 2nd, 3rd party labs. T Pt 21
[] [ [ |
« Requires 3™ party accreditation. USGre Tt Program Guide GeneralDecrpton nd Y adaio

» Defines requirements for accreditation for

specific test methods.

» Defines methods for inter-laboratory

comparisons and quality control. €y

* Defines Detailed Issues of Testing e s
NIST.SP.500-281Ar1 NIST.SP.500-281Br1

* Product life cycles
» Composite and OEM products

» Suppliers Declaration of Conformity (SDOC)
reporting.
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USGv6 Test Program
« USGvV6 Tested Product List

 https://www.iol.unh.edu/reqgistry/usgv6
Hosts Tested (298

Routers Tested (142)

NPDs Tested (34

~1400 products tested for USGvV6
» Over 10,000 products listed.

Vendor Sends Equipment
Vendor Joins Acquire IPV6 Test or new Software to
Testing Service Software and Run Testing UNH-IOL 100% Pass

r------m S

| ! !
| ! !
] | ] )
' . ' | ' ) |
| \ | | | | |
| ' | . | ' }
| In-house | VendorSchedules | oL \
\ Pretesting [} Testing | fust Ropo‘rl ] YES
! ' : | — | Rssist with
L - - - - - [ S u— r-—————) sDocC
4 ’) - ) creation
i !
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University of New Hampshire
InterOperability
Laboratory

Company Product Name Type

Cisco Systems Cisco ATA 191 Host
Analog
Telephone
Adapter

Riverbed Riverbed Host
Technology, Inc. ~ SteelFusion

Microsoft Windows Server  Host
Corporation

Version Tested Hardware Software Test Suites SDoc

12.0(1)SR1

Windows 2016
Server

ATA 191 Analog Telephone 12.0(1)SR1 ® Basic View
Adapter Interoperability
v1.1(29915)
Basic
Conformance
v1.2(29913)
® SLAAC
Interoperability
v1.2(29915)
® SLAAC
Conformance
Vv1.1(29913)
Addr Arch
Interoperability
Vv1.1(29914)
Addr Arch
Conformance
v1.2(29912)

SteelFusion Core: SteelFusion  Virtual SteelFusion Core 6.0 Virtual Basic View
Core 3500 SteelFusion Edge 6.0 Interoperability
SteelFusion Edge: SteelFusion v1.1(29579)
Edge 2100, SteelFusion Edge Basic
2200, SteelFusion Edge 3100, Conformance
SteelFusion Edge 3200, V1.2 (29577)
SteelFusion Edge 5100 SLAAC

Interoperability

V1.2 (29579)

® SLAAC

Conformance
V1.1 (29577)
Addr Arch
Interoperability
v1.1(29580)
Addr Arch
Conformance
V1.2 (29578)

Windows 2016 Server and all ® Basic View
versions of Windows based on the Interoperability
Windows Server stack without any V1.1(29787)
significant changes that would ® Basic
affect the of the IPv6 c e
stack. v1.2(29786)
® SLAAC
Interoperability
v1.2 (29787)
® SLAAC
Conformance
Vv1.1(29786)
® AddrArch

Interoperability
Vv1.1(29789)
Addr Arch
Conformance
V1.2 (29788)
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C d . t. d C I [ d t. t '
ooraination an onsolidation of Efforts!

* Avoid Duplication of Efforts! * Profile / Testing Convergence

* Primary impact is creating undue « Conformance / interop testing of
burden on industry! commodity products should
- Divergent product requirements. converge to the maximum extent
» Repetitive, non-standard testing possible.
requirements. * Open, standardized test suites.
* Non portability of test results « Maximum leverage of industry driven
« Possible rejection of all profile / test test programs.
efforts. « Common test reporting mechanism.

* Already many profile / test activities , yge Case Specific Testing
» |Pv6 Ready, USGv6, DoD/UCR,
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Broadband Forum, ETSI, etc. * Free resources to focus more
« Country specific profiles / test important testing issues such as:
programs beginning to emerge !nformafuon assurance, systerr_l
. Malaysia, etc. integration, performance, scaling,
etc.
11/4/19 USGv6 Program


https://www.ipv6ready.org/
https://en.wikipedia.org/wiki/DoD_IPv6_product_certification
https://www.broadband-forum.org/download/TR-177.pdf
https://www.etsi.org/deliver/etsi_ts/102300_102399/102351/01.01.01_60/ts_102351v010101p.pdf
https://www.mcmc.gov.my/skmmgovmy/files/attachments/Guideline_IPv6_%2520Compliance.pdf
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» Specified as delta to NISTv6r1

S

&

NIST IPv6 Profile USGv6 Profile
« Changes to capability selection ( A L A |
recommendations. rarearease- 5 peenaeeens .
 Changes to conformance < | o W, | I ||
requirements. — "

............

 New example CSS strings.

* USGv6-Capable-Host = USGv6-r1:Host + IPv6-Only + Core
+ Addr-Arch + Multicast + [SLAAC|DHCP-Client] +

USGv6-rl:Host Capabilities Template:

e |Pv6-Only Capabilities - see section 4.2

(@)}
=
N

[

(@)
2

()
Z

>
=
=

o
2

n

>

—
|_

—
2
i

n

®
m
©
Q

c
{=

5
|_

()
=
-

(@)
=
L
L
o

©
-

n
L

[IPsec|TLS] + Link=Ethernet o [M] - IPv6-Only - support for full product functionality on an IPv6-only network.

. _ . e Basic Capabilities - see section 4.3
USGv6-Capable-Router R USGv6-r1:Router + IPv6-Only + o  [0:1=[SLAAC | DHCP-Client]] - SLAAC - support for stateless global address auto-
Core + Addr-Arch + Multicast + SLAAC + [IPsec|TLS] + configuration.

[SNMP | NETCONF] + [CE-Router | OSPF|IS-IS|BGP] + o [0:1=[SLAAC | DHCP-Client]] - DHCP-Client - support for stateful (DHCP) address auto-
DiffServ + [Tunneling-IP| Tunneling-UDP] + Link=Ethernet configuration.
e  Security Capabilities - see section Error! Reference source not found.

* USGv6-Capable-Switch = USGv6-rl1:Switch + IPv6-Only + o [0:1=[IPsec | TLS]] - IPsec - support for the IP security architecture.
DHCPv6-Guard + RA-Guard + M LD-Snooping + o [0:1=[IPsec | TLS]] - TLS - support for Transport Layer Security architecture version 1.2.
Link=Eth t o [X] - IPsec-loT - support for loT Cryptographic Algorithms.

INk= erne o [X] - IPsec-CHACHA - support for ChaCha20 Cryptographic Algorithms.

* USGv6-Capable-Application = USGv6-rl1:App-Serv + IPv6- o [X]-IPsec-SHA-512 - support for SHA-512 Cryptographic Algorithms.
Only + App-Serv=[TBD]

11/4/19 USGv6 Program
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USGv6 Profile Establish Vocabul

 Example: Use of NISTv6 Profile to Express DoD requirements:

+ Requirements from: “DoD IPv6 Standard Profiles For IPv6 Capable Products Version 6.0", DISR IPv6 Standards Technical Working
Group, July 2011. Online at: https://www.hpc.mil/images/hpcdocs/ipv6/disr ipv6 profile version 6 july 2011.pdf

« DOD-Host = USGv6-r1:Host + Core + [SLAAC|DHCP-Client] + Addr-Arch + DNS-Client + Multicast + IPSec + [Dual-
Stack|Tunneling] + Link=Ethernet

 DOD-Simple-Server = USGv6-r1:Host + Core + [SLAAC|DHCP-Client] + Addr-Arch + Link=Ethernet

« DOD-Advanced-Server = USGv6-r1:Host + Core + Addr-Arch + DNS-Client + Multicast + IPSec + [Dual-
Stack|Tunneling] + Link=Ethernet

 DOD-Router = USGv6-r1:Router + Core + SLAAC + Addr-Arch + Multicast + IPSec + DS + SNMP + [Dual-
Stack|Tunneling] + Link=Ethernet

« DOD-L3-Switch = USGv6-r1:Router + Core + Addr-Arch + Multicast + [Dual-Stack|Tunneling] + DS + Link=Ethernet
 DOD-IAD = Core + Addr-Arch + Multicast + Link=Ethernet

(@)}
=
N

[

(@)
2

()
Z

>
=
=

o
2

n

>

—
|_

—
2
i

n

®
m
©
Q

c
{=

5
|_

()
=
-

(@)
=
L
L
o

©
-

n
L

11/4/19 USGv6 Program


https://www.hpc.mil/images/hpcdocs/ipv6/disr_ipv6_profile_version_6_july_2011.pdf
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“USGv6 Conformance” - Misconceptions

 Products can’t “conform to
USGv6 Profile”.

« They can conform to a requirement
defined in terms of the profile.
* USGv6-Capable-Host = USGv6-r1:Host +
IPv6-Only + Core + Addr-Arch + Multicast +

[SLAAC LDHCP-CIient] + [IPsec|TLS] +
Link=Ethernet

» Tested vs Approved Products?

« USGV6 Test Program results in a
report of claimed and tested IPv6
product capabillities.

« Having a USGv6 SDoC does not mean
itis a USGv6 approved product!

* |tis up to users to examine the
results and to see if they meet their
acquisition requirements
requirements.

11/4/19

 FAR requirements

* “Unless the agency Chief Information
Officer waives the requirement, when
acquiring information technology using
Internet Protocol, the requirements
documents must include reference to the
appropriate technical capabilities
defined in the USGv6 Profile (NIST
Special Publication 500-267) and the
corresponding declarations of
conformance defined in the USGv6 Test
Program."”

* Defining Acquisition Requirements
» Appendix A of the NIST IPv6 profile
and USGv6 Profile contain numerous
examples of Capability Summary
Strings.

* Specifying a CSS for_ a specific type
of product effectively defines an
approved product list.

* Adapt examples to your needs.

* NIST-Laptop = USGv6-rl:Host + IPv6-Only + Core + Addr-
Arch + Multicast + SLAAC + DHCP-Client + TLS + Link=WiFi

USGv6 Program
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%

Standards User Group Procurement
Profile Profile Requirements
—— User / System 9
; NIST Spca Publcadon 00-47Ar1 . Web-Server=NISTv6-
2 I - Requirements M:Host+Core +SLAAC
= - : +Addr-
=< : I ‘ Arch+rMuIticast+[IPsec
g ' = - |TLS]+DHCP-
© ——— \r Client+URI+DNS-
[} = o Ea Client+Link=Ethernet
= /o o
c e =L
j = B
g NIST.SP.500-267Ar1 NIST.SP.500-267Br1
»
2
|_
S
i USGv6 Accredited Product IPv6
& Laboratory Capabilities
- I N e 1| USG
9O P Standard Test Server=NISTv6-
I — S — 1:Host+C SLAAC
£ Product Methods == o cor" P
12 TS 1P rogram
()} Client+URI+DNS-
E Conformance £ CI:Z:HLink:Ethernet
2 * " »
= \_ Interoperability W NIST.SP.500-281Ar1s
o)
3
u"j 11/4/19 USGv6 Program
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* For more information:
« USGv6 Program

» https://www.nist.gov/programs-projects/usgv6-program
e usgv6-program@nist.gov
« Advanced Network Technologies Division.
» https://www.nist.gov/itl/antd
 Information Technology Laboratory
» https://www.nist.goV/itl

- INFORMATION
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11/4/19 USGv6 Program
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https://www.nist.gov/programs-projects/usgv6-program
http://nist.gov
https://www.nist.gov/itl/antd
https://www.nist.gov/itl

