TGDC UOCAVA Working Group Meeting

Minutes: 7/7/11

Members Present:

· Andrew Regenscheid (NIST)

· Nelson Hastings (NIST)

· Bill Burr (NIST)

· Kristen Greene (NIST)

· Karen Yavetz (NIST)

· Belinda Collins (NIST)

· Matt Masterson (TGDC)

· David Wagner (TGDC)

· Don Merriman (TGDC)

· Linda Lamone (TGDC)

· Nikki Trella (Maryland State Board of Elections)

· Tammy Patrick (Maricopa County, AZ)

Topics Discussed:

· Review of “Update on the UOCAVA Working Group” presentation for the upcoming TGDC meeting.  There are 3 big objectives we’d  like to reach some agreement on:

· How are we going to proceed with the high-level guidelines?  The purpose of them, what to do about the verifiability and U/A guidelines, and how to incorporate FVAP’s comments.

· Risk assessment.
· Timeline for approaching the demonstration project guidelines.
· Brief summary of the guidelines:

· The purpose was to fulfill the task listed in the UOCAVA roadmap.  We interpreted it to mean high-level guidelines.  (One of the comments we received from FVAP was that these goals should be for the demonstration project). 

· FVAP wants the current UOCAVA voting process to be the baseline for which to compare the electronic demonstration project system.  The current system has limited auditability and accessibility, which may have been why they were questioning the inclusion of some of those guidelines. 
· The emphasis in the high-level guidelines was aspirational goals, and we recognized that some might not be achievable today.  At the TGDC meeting, we will step through each of the sections of the guidelines.  Sharon will present the UA guidelines section.  

· What to do about the auditability and verifiability guidelines: 

· We will have a discussion of that.  David Wagner and Ann McGeehan will prepare some remarks about the pros and cons of including the verifiability guidelines in the document.

· I also want to brief the TGDC on is the working group’s plans for the risk analysis.  The resolution the TGDC passed at the last meeting was for a narrative risk assessment.  Paul Miller started some of this work, but we didn’t go too far because we didn’t know what the demonstration project system was going to look like. 

· What we can do now would be to analyze risk in the current UOCAVA voting process – especially what FVAP has coined “transactional failures,” such as voter registration and ballot canvasing issues, problems returning ballots in a timely manner, etc.  These failures are measurable, to a certain extent.  We can get some data and create an estimate for an overall failure rate in the current system.  But transactional failures are only one type of risk.  
· Impacts are not always easily quantifiable in units. We can try to measure the impact in votes.  For example, low, moderate, or high impact, in terms of a few ballots, one jurisdiction, or across multiple jurisdictions.

· Matt –did we get word from the EAC about using the assessment tool?

· Belinda – yes, it’s pending the appointment of new Commissioners.

· Andy – also we can look into comparing the impact of lost ballots and tampered ballots, with regard to the impact on election outcomes.  
· David Wagner – it should be possible for us to do the comparative analysis of the impact/severity of different types of failures.  And for the probability of the likelihood, we can say: right now, a certain number are being disenfranchised every year, so we can assume that a systematic failure rate is 100%, look at the implications, and then move from there.  
· Next step could be to analyze the impact of different kinds of failures – comparing the current situation (more or less random distribution of ballots being lost) versus a systematic failure or attack. 

· Andy – transactional failures first? How many ballots are getting lost in the mail, how many are getting delayed, etc.

· David Wagner – yes, that’s a great one to start with.

· Belinda –yes, that’s the current reality, against which any comparison would have to be made.

· Andy – after that we should start to identify either malicious or systematic risks, and then do an analysis of how you would compare these different types of risks to one another.  
· Last item we need to address at the TGDC meeting:  path forward regarding the guidelines for the demonstration project system, implementing the system and deploying the system:
· Before we actually develop the demonstration project guidelines, we need to complete the high-level guidelines and the risk analysis work.  Then we need a better idea of how the system is expected to work, or the TGDC needs to be empowered with being able to state how the system should work.  We might need a concept of operations documents and a high-level system architecture document.  Is it just voting, or does it include voter registration? 

· It’s going to be important for us to have all of the pieces we need by December 2011, so we can develop the demonstration project guidelines.  (The implementation of which is expected to be 2016…but we will get confirmation of that at the upcoming TGDC meeting).

· Could we do this demo project in 2014? 

· Andy – that looks like an aggressive schedule…you would need the guidelines done in time for systems to be developed in compliance with the guidelines, and then go through some sort of evaluation process before use.

· Matt - How useful are the already developed pilot requirements, in helping to develop the level of specificity for this project?
· Andy – well for certain areas, we started with VVSG 2.0 requirements, instead of the requirements in the EAC’s pilot program.  But in the case of security, it was easier to start with the pilot requirements. 
· Matt – I think we need an answer to the question: when do we want to finish the guidelines and get them to FVAP?
· Discussion of scope:  Is this demonstration project progressive?  A stepping stone for projects to come?  Or is this the actual pilot?  Depending on the scope, the requirements will be different.  And the number of requirements we will want to write will be different.  
· This is the last working group telecon before the TGDC meeting.  But we will continue to try to talk to FVAP.  

· See you all at the TGDC meeting, July 26 & 27.
