TGDC UOCAVA Working Group Meeting
Minutes: 6/9/11

Members Present:

· Andrew Regenscheid (NIST)
· Karen Yavetz (NIST)

· Nelson Hastings (NIST)

· Bill Burr (NIST) 

· Belinda Collins (NIST)

· Kristen Greene (NIST)

· John Kelsey (NIST)

· Rene Peralta (NIST)

· David Flater (NIST)

· Ron Gardner (TGDC)

· Ed Smith (TGDC)

· Ann McGeehan (TGDC)

· Matt Masterson (TGDC)

· David Wagner (TGDC)

· Ed Smith (TGDC)

· Tammy Patrick (Maricopa County, AZ)

· Nikki Trella (Maryland State Board of Elections)

· David Bierne (FVAP)

Topics Discussed:

· The most recent draft of the UOCAVA high level guidelines was sent out, dated 6-7-11. We have reached agreement on most issues, expect for the auditability guidelines.  It seemed as though we weren’t likely to reach a consensus on that issue before the July TGDC meeting.  We will discuss it at that meeting and hopefully walk away with an answer.

· Please take a look at the 6-7-11 draft.  Unless we hear otherwise, this is the version we will discuss at the TGDC meeting.

· Today we will discuss the pilot project demonstration guidelines.  We need a model in mind so we can start developing requirements. We sent out some documents with a purpose being to lay out the different assumptions we have in this area.  

· Outline of practical security strategies for near term UOCAVA  internet voting:

· Bill – this document is just a cataloging of what I thought was possible, within the given constraints.  It seemed to me that you could do things 3 different ways:

· TLS server centric, except probably an authenticated TLS login to the server.  This would include some type of signature on the message.  
· Java Applet augmented voter client.  Use a java applet to move the signature onto the machine.  
· S/MIME Secure E-Mail voting.  The actual signing instrument is more S/MIME, which is email.  And there are some advantages to email, including the ability to communicate only briefly and get off the net.  I think it would be possible to do something that relied on the email signing capabilities of S/MIME plans, which I believe DoD has invested in, at least for their business capabilities.  
· Andy – well mainly our assumption so far was that voters would be casting a ballot within a web browser.  But we can also think about blank and completed ballots being sent via email, because there’s already a specially deployed infrastructure within the military.  

· Bill – yes, but a strong argument against that is that not all military are familiar with the S/MIME environment. 

· Andy – ok, also they already have the CAC card needed to cryptographically sign the email.  You can’t expect overseas civilians to have the means of signing emails in this way.  

· Andy – on previous calls we’ve talked about voters themselves possibly signing the ballots as they’re returned.  Doing that within a web browser poses some difficulties.  But doing that with S/MIME email seems fairly straight-forward for military voters.  

· A voter would receive a blank ballot through email, probably in pdf.  Then save it, fill it out, and send it in a new email to the election official or other office.  And they’d sign and fully encrypt it.  

· Group:  is there an interest in pursuing this option?  Or do we want to stay closer to web based systems?

· Doug – how universally available are pdf editors, in the kind of environment the military are used to dealing with?

· Ann – also do we know the extent to which military voters are going to have access to S/MIME?
· Andy – one of our assumptions up to this point is that the military voters would be voting on a specified machine.  (Professionally managed).

· Ann – ok

· Nikki – our state used an online ballot delivery system, and we used static pdfs.  We explored making them fillable, but there were issues with that.  If we explore the idea of making it an attachment, does that have to be printed, and then scanned?

· Andy – not necessarily.

· Nikki – can it be automatically tabulated into the system?  Even if not right away?

· Andy – in theory, there’s no reason to think you couldn’t do that.

· David Flater – another possibility would be to use the embedded programming capabilities of modern pdf.  The voter could return the filled-in pdf by email, but you could also have an extra channel where the data could be expressed in a bar code.

· Andy – yes, you can encode a lot of logic in a pdf.  
· Belinda – at one point we were going to get information from FVAP about .mil addresses…more information about known hardware, and so on.

· Andy – The TGDC resolution from January said that we’d only be concerned about the system working for military voters.  The second assumption was that we’d be able to use the military CAC card to authenticate voters.  And also that voters would be using professionally managed computers. 

· David – yes, and that’s what I’ve been briefed on.  My concern is not for active duty military (a .mil account won’t be a problem), but for the standardization of the network for those soldiers who are in various areas.  If they go to the equivalent of an internet café. The configurations may vary widely between locations. 

· Andy – OK.  Another thing-- will all of the machines have a reader that can even read the smart card?  

· Ron – imaging, graphics, pdf…those things are difficult to deal with when personal assistive equipment is involved.  
· Matt – one of the questions that’s been asked by the EAC is do these UOCAVA voters as a whole have an expectation of accessibility from FVAP?  And does a military computer need to be 508 compliant?

· Ron – also 508 is quite old, and is going through a refresh.

· David Bierne – we’re currently doing research with the Wounded Warriors program, and that’s where we’ll come up with information about what needs to be addressed for accessibility in UOCAVA.  

· Matt – OK, does FVAP expect the requirements that we’re creating to include accessibility requirements?

· David – yes

· Belinda – maybe that’s something that the UA working group can be looking at.
· Doug – there’s another way in which the FVAP situation is special, and that is that personal assistive devices are typically acquired and used over a period of time.  And in the Wounded Warriors program, many are recently wounded and at the beginning of the recovery process, and that is a particular, challenging process.  

· David Bierne – yes that is some of the information we’ve been able to pull from our research thus far.

· Andy – an email based system, I think, is not a long term solution.  If we’re looking for a demonstration project that could plausibly be extended more for the long term, we need to be looking at a web based solution.
· David Wagner – I agree, it seems more prudent to go with web based systems, where there are web standards.  So I think that makes sense.

· Belinda – can you use a browser with a .mil?  Would it allow you to use the existing infrastructure that the military has, but for a broader pilot?
· David Bierne – so can you get to the internet from NipRNet?  The answer is yes.

· Ann – as for a broader solution, will that affect the timeline?  How will it impact the 2012 cycle if we go with web browser as opposed to email?

· Also can we get a reminder of the mandate?

· Matt – EAC is to provide to the Secretary of Defense, a set of testable requirements, which DoD can then use to run a statistically significant demonstration project. 

· Ann – what’s our deadline? 
· Andy –12-18 months of the EAC establishing the guidelines.  

· David Bierne – for the demonstration project, FVAP is interested in a web based approach, especially since we’re talking about testable standards. 

· Andy – ok good, so what I’m hearing is that for this demonstration project, a web based approach is the way we want to go.  It’s more extensible, shouldn’t affect the timeline, and the security concerns are easier to overcome.  Are we all in agreement?
· Group: Yes.
· Possible architectures for web-based systems –

· Document titled UOCAVA Voting Demonstration Project Internet Voting System Architectures.  This lists what I expect, at a high level, a web based architecture would look like.  Things like a DoD managed workstation, with the ability to run Java applets, with appropriate accessibility accommodations, and a web interface, etc. 
· We just want a high level description of the architecture, because we want to leave the implementation up to the manufactures.

· Scoping for these guidelines --

· Tammy – does this include early voting?

· Also – opening and closing of polls: what if you have multiple voters coming in from multiple jurisdictions at the same time, where polls may have closed on the east coast, but are still open on the west coast.
· Will each of the participating entities somehow open and close the polls for the voters in their jurisdiction?
· Andy – for a voting period, I’m imagining people casting ballots for a week, maybe 2 weeks, depending on what state law allows. 
· The second question – I was assuming that states and counties would be responsible for setting up and managing these systems. They may choose to contract out for that but ultimately it would be individual jurisdictions maintaining it. 

· Tammy – so we’d need the ability to identify CAC cards? Because this is on the military system but it’s the states and locals who are running it.  

· What is the implementation for the states and counties, given the CAC cards?

· David Bierne – the assumption is that it’s meant to mimic the absentee voting processes.
· Andy – the idea is that voters would just be using the DoD machines they use on a daily basis.  So you wouldn’t need to have multiple voting stations. And each voting server would be a website that the voter can connect to.

· David Bierne – yes, we would serve as a gateway with portal authority, interfacing between the military stations.  

· Tammy - And that interface can manage the issue I raised earlier with timing of polls closing?  Will the portal be able to funnel what’s going back to the state?  

· Andy – the portal is really just a way of letting the voter know which website they need to go to in order to vote. 

· Tammy –Another question -- How do we determine if a voter participates in the demonstration project? I don’t know if we can download a list of voters, because UOCAVA voters have the option to register and vote at the same time.

· David Bierne – once you initiate the CAC login, it’s possible for us then to ask the person to confirm their last known residential address.  And then do a pass through to the appropriate portal, at which point the voter would be in the custody of the local election official for further authentication.  This is all just a conceivable option.  

· Andy –what if the voter wants to register and vote all at once?  I’m assuming they’d have to use the FWAB.
· Nikki – I would say just for this demonstration project, let’s keep it to people who are already registered and have requested a ballot.  

· Ann – one suggestion here is that if the mandate is a project for internet voting, then that’s what it is.  It doesn’t necessarily have to be this one application where you can go register and get the ballot, and so on.  I think if you get your official list of registered voters, maybe states can just send out an email to those voters and give them their options (you can vote one way, or you can use this demo project). 

· David Bierne – Yes, I don’t think we necessarily need to debate it now, unless it’s a factor we need to decide upon with guidelines for the demonstration project.  

· Doug – what if the person requests an absentee and chooses to vote through the demonstration project?  One of those has to be treated as the provisional ballot.   

· Andy – I suggest we think about this for a while, and I’ll contact some of you offline before our next call.  These are all important points.  

· David Bierne –one final point: tabulation and where it’s occurring. I think that’s going to be important to identify.  There’s some need for it to be one channel (helpful from a security standpoint). 
· Andy – OK, our next call will be Thursday, June 23 at 2:30 PM EST.
