UOCAVA Working Group Meeting

Minutes: 6-23-11

Members Present:

· Andrew Regenscheid (NIST)
· Nelson Hastings (NIST)

· Bill Burr (NIST)

· Karen Yavetz (NIST)

· Kristen Greene (NIST)

· David Flater (NIST)

· Sharon Laskowski (NIST)

· Belinda Collins (NIST)

· Matt Masterson (TGDC)

· Ed Smith (TGDC)

· Linda Lamone (TGDC)

· Don Merriman (TGDC)

· David Wagner (TGDC)

· Ann McGeehan (TGDC)

· Nikki Trella (Maryland State Board of Elections)

· Tammy Patrick (Maricopa County, AZ)

· Bob Carey (FVAP)

· Joel Rothschild (FVAP)

Topics Discussed:

· Today we will look at FVAP’s comments on the high level guidelines for uocava voting systems.  
· Bob – the resolution that was passed pretty much follows the same sequence as what I presented to the TGDC in January of 2011: First, prepare a narrative risk assessment, then prepare the high level guidelines, that meet that level of risk.  From my perspective, the high level guidelines are of little use if there’s not a standard of acceptable risk, which those guidelines must meet.  And from FVAP’s perspective, the level of risk is what is currently going on in the vote by mail system. 
·  Bob - also in the high level guidelines there were some comments regarding introducing a lot of new concepts as to how elections should be run.  And from our perspective, we want to mirror the current system as much as possible.  And with accessibility: If we can do it for a minimal cost and time, fine, but what the resolution talked about was for military voters only, over a secured network. The wounded warrior program will investigate accessibility issues further.  
· Matt – so from your perspective, accessibility is not mandatory in the demonstration project, but it will be taken into consideration if it doesn’t incur any extra costs or time?
· Bob – yes.
· Matt – ok, we need to have an idea of an architecture we’re comparing it to.  And based on your comments, it doesn’t sound like you want us to work from a defined architecture.
· Bob – I thought the definition of a specific architecture would come after the high level guidelines.

· Andy – I agree, for the high level guidelines, we didn’t need an architecture.  We started talking about architecture because we were working towards the low level guidelines.
· Andy - Let me back up into the acceptable level of risk.  Trying to articulate this acceptable level of risk.  We said in the resolution that it would compare the current system to the electronic systems used in the demonstration project.  But we haven’t defined the demonstration project yet.  But what I’m hearing now is just doing a risk assessment on the current system.

· Bob – correct.  From our perspective, we’re looking at the failure rate in the 2008 election.
· Belinda –you talk about the 300,000 voters that don’t vote.  If we were able to say that using secure ballot delivery should enable x percentage of that 300,000 to vote, would that work for FVAP?

· Joel – I’ve seen 2 different risk assessments – earlier on, a definition of catastrophic failure.  And in the latest version it’s defined as changing the outcome of the election.
· Matt – from my perspective I’ve seen 2 documents where other countries have compared acceptable level s of risk (mail vs. something else).  The TGDC could create a document that looks at the current postal system, where it assessed high, medium, and low for a variety of risks.  
· Sharon – ok also with respect to usability – we’re assuming the system is usable enough that you don’t have to go through 10 menus to get your ballot.  Hypothetically – what if it took the voter so long to download the ballot (and they’d rather use that time to talk to their family) so they don’t vote.  That is a possible risk. That’s why you do a demonstration project.

· Bob – agreed.

· Sharon – yes, so you have to design to avoid that risk. 

· Bob --Do the current high level guidelines introduce election administration requirements that are not the norm currently, and not necessary in order to mitigate the risks (same level of risk the current system has)?
· Joel – I read the high level guidelines, and what I saw where a number of comments that were intended to improve elections.  Which is great, but that goes far beyond our efforts – which should be to provide a similar representation of the current system, which provides better access to UOCAVA voters, via an electronic system.  Accessibility requirements were one example of that.
· Belinda – are there other areas in addition to accessibility where you and election officials feel we’re introducing “social engineering” requirements, as opposed to aspirational goals?
· Joel – auditability as well.

· Ann – as I recall we put the auditability issue on the shelf because we couldn’t come to agreement on it as an issue.  

· Tammy – some of the auditability measures are comparable to our existing system (allowing the voter to access the system and make sure their vote was received). But also allowing for them to verify and validate that is was tabulated as cast (the end-to-end system example), is a huge difference from most of our voters.  

· Joel – one thing missing in the high level guidelines is that if certain things are being recommended to mitigate risks, what’s lacking is a discussion of the risks. If they need to verify, we need a note to say that we’re recommending this to mitigate such and such risk, which is not an issue in the current system.
· Belinda – would putting a statement like that right in the document be helpful?

· Joel – yes.  And also note things like risks that do exist in the current mail-in system, that go away in an electronic system. 

· David Wagner – if FVAP could provide us with numbers about the typical breakdown of military voters, we could do some analysis.

· Ann – I think it would be very educational for us to see the scenarios.  We’ve been talking about the risks of the current vote by mail system, but what are the specific scenarios?

· David Wagner – I think that’s fair.  It should be possible to quantify.
· David Wagner – one thing we don’t know is the partisan breakdown, which will affect things.  And also it’s going to be hard to come to agreement of the likelihood of certain things happening. 

· Bob – can the analysis work if we assume the partisanship breakdown within the military is the same as with the general public?

· Joel – another approach is that one of the things we have to expect with electronic systems is that we balance the risk of intrusions, with knowing that the system might be able to detect that intrusion, and do something about it.  So we might want to look at the number of elections that are close enough where x might affect the outcome.  Compare that to the current system where x many ballots are not returned.  Then there is a certain threshold, and we would need to keep the error rate below that threshold.
· David Wagner – like loss of 300,000 has an equal chance of changing the outcome of the election vs. x systematic changes to 300,000 ballots, etc.  But it would be hard to estimate the likelihood of x event happening. 

· Andy –s o were talking about a mathematical analysis to compare the loss of ballots in the mail to malicious attacks where specific ballots are being changed, in terms of election outcomes. I agree that with some demographic information we can do a decent analysis on that.  But this is just one small piece of the puzzle.  And I don’t know how much this will help in the larger picture. 

· David Wagner – I don’t think it makes sense to compare random ballots lost with systematic errors.

· Bob – but I’d argue that the current system isn’t random, it’s pretty systematic.  It’s who has the longest military mail time and the least access to the internet.  And that is a young demographic (18 – 24 year old cohort).  

· Belinda – there seems to be some consensus that it’s worth pursuing this kind of analysis, with data from FVAP, and data from Tammy.  Is that what I’m hearing?

· Bob – yes, sounds good to me.  

· Tammy, Ed, David – yes

· David – risk is about the magnitude (severity of a loss), and the likelihood of that occurring.  So this will help us get at the magnitude/severity, but not the likelihood. Is that ok?

· Belinda – well we do also know that there’s the likelihood of 300,000 not voting in the current system, so that seems to be one our baselines.

· Group – yes

· Sharon – keep in mind, with usability it’s different.
· OK, NIST is going to have to go back and spend some time thinking about next steps.  And looking for ideas from all of you.  We’ll get info from Tammy and from FVAP.  And we will talk to David on how to do the impact analysis.  And Ed, we’ll follow up with you and see if you have any tools we might be able to leverage for this type of analysis. 

· Sharon – except the usability portion. I’m not sure how this fits in the picture.  There are some things we can do sequentially…it doesn’t all need to be done up front.

· Bob – yes, we can do some analysis on how the voter interacted with the system, how that impacted their decision to vote or not, etc. 

· Next call will be Thursday, July 7, 2:30 PM EST.
