UOCAVA WG Meeting
Minutes – 6/2/10 – 3 PM EST

Participants:

· John Wack -- NIST
· Marty Herman -- NIST
· Andy Regenscheid -- NIST
· Nelson Hastings -- NIST
· Karen Yavetz -- NIST

· Sharon Laskowski -- NIST

· Ben Long – NIST
· Matt Masterson -- EAC

· James Long -- EAC

· Don Palmer -- TGDC
· Patrick McDaniel -- TGDC
· David Wagner – TGDC
· Linda Lamone -- TGDC

· Tammy Patrick (Maricopa County, AZ)

· Rey Valenzuela (Maricopa County, AZ)
Topics Discussed:

· Herman - Our Highest Priority item – UOCAVA roadmap issues.  Specifically, meeting the deadlines in the Roadmap.  

· Masterson - All of these tasks listed in the roadmap build to the final task, which is the development of a set of requirements for remote electronic voting.  The EAC is required to develop and submit these to Congress.  The TGDC is going to help the EAC develop these, along with technical support from NIST.  (All of this is based off of the Defense Authorization Act).

· The UOCAVA roadmap continues into a set of pilots; it is a phased approach.

· Palmer – FVAP is a consumer for these guidelines, as per the legislation, the roadmap mentions high level non-testable guidelines for remote electronic voting systems are mentioned.

· Some states are already involved in remote electronic voting.  How is the development of these guidelines, going to affect the states?  Are we just going to work on a pilot for FVAP, or are we working on guidelines that can provide guidance to the states as well?
· Masterson  –We wanted the pilots to be usable by the states.  So states that want to try remote electronic voting can do so. 

· At the next meeting we’d like to turn the pilot requirements over to the TGDC, so that the TGDC can help make them more “usable” by states for the 2012 election.

·  Also with the development of the NIST Best Practices document – this document allows us to put some information out the states, so they can run better elections.  

· Email exchange with Dave Wagner – the point was made that we need to break some of these things down into smaller steps.

· The High Level Guidelines and Risk Management are very big tasks – these should be broken down into smaller chunks.

· Discussion of the 4 Major Milestone in the UOCAVA Roadmap
· 1st Milestone – EAC UOCAVA Best Practices - was based on the idea that we wanted to be able to help states that are already trying to do remote electronic voting (or at the very least the dissemination and return of electronic of UOCAVA voting materials). 
· Part of this is the NIST Document -- IT System Security Best Practices for UOCAVA Supporting Systems –this document provides summary of general computer security best practices that jurisdictions would want to use when doing electric transmission of UOCAVA voting materials.
· JW – Matt to email this WG with the 2004 report, (certain sections are out of date, but could serve as Best Practices).

· NIST to send IT System Security Best Practices document to this WG – for their review. 

· Comments can be made through the public comment method.  And we will discuss this document on one of the later calls.

· 2nd, 3rd and 4 the Milestones include High Level Guidelines, Risk Management Guide, and Common Data Format Update 

· Risk Management – using the methodology contained in NIST SP 800-37 – 
· This is the guide for applying risk management framework for information systems within the federal government – Low, Medium, High Impact (information categorization).

· NIST SP 800-53 – a set of baseline security controls, which should be applied to the system, based on the 800-37 categorization.
· We should do a full call later on to discuss this in details.

· At the July TGDC meeting we will present material on risk classification of systems, and we’ll ask the TGDC to make some policy decisions, in terms of risk classifications for voting systems.  

· Also – specifying architectures – how the system is defined -- what’s in and out of scope?

· Council of Europe – Procedural Safeguards document

·  How does that apply to Risk Management?
· Palmer– these recommendations are very high level; they are general in nature, and sort of laying out the roadmap.  

· UOCAVA Summit – August 2010  

· But the outputs of the workshop will feed into that process of developing high level guidelines for remote electronic voting systems.

· This workshop is about comparing the risks of different types of voting systems/voting system architectures.

· Wack - CDF – FVAP has their electronic ballot distribution wizard.  States can tie into it, and have UOCAVA voters go in and get their ballot.  It’s printed & filled out, and then expedited mailed back for counting.  CDF would make this much more doable.  It isn’t clear right now which CDF, of the ones out there, would be best to standardize upon for this wizard.

· Wack - Wrap-up: 
· Best Practices work is our highest priority – we’ll have email exchanges on.

· Our Next meeting is on July 23rd, at 3 PM.  The following meeting will be held on June 30th at 3 PM.
