UOCAVA Working Group Meeting
Minutes: 5/5/11

Members Present:

· Andrew Regenscheid (NIST)

· Kristen Greene (NIST)

· Karen Yavetz (NIST)

· Bill Burr (NIST)

· David Flater (NIST)

· Sharon Laskowski (NIST)

· Ann McGeehan (TGDC)

· Ron Gardner (TGDC)

· David Wagner (TGDC)

· David Beirne (FVAP)

· Tammy Patrick (Maricopa County, AZ)

· Nikki Trella (Maryland State Board of Elections)

· Paul Aumayr (Maryland State Board of Elections)

Topics Discussed:

· Today we will take another look at the draft High Level Guidelines for UOCAVA Voting Systems document.
· Comments from Ann, Nikki, Joel, Rene –
· One comment was on adding a guideline that would more clearly scope this to registered UOCAVA voters.
· Ann – well we need a tie-back to a governmental entity that is responsible for this.  I want to make sure we have a link back to the official VRDB that’s maintained by a state or county.
· Andy – we could add: the UOCAVA voting system shall allow UOCAVA voters to cast ballots in the jurisdiction in which they are registered…
· Ann – that definitely addresses the comment I had. 
· Tammy – I think that’s a really important clarification -allowing for the FPCA registration process to occur.  Maybe say that they were registered, or are entitled to be registered, in the jurisdiction.  
· Andy – yes, I can tweak the language so it’s about being eligible to vote in that jurisdiction.
· Andy – we still don’t have any references to the state run VRDB.  But that could start getting into implementation details…
· Ann – I think you’re statement earlier gets at the issue.  I was just looking for some reference back to the existing structure for running an election.  “Has submitted an FPCA to the appropriate authority,” or something like that.
· Comments on the Auditability guidelines:
· The auditability guideline we have doesn’t match up perfectly with the definition of auditability in the whitepaper.  It’s not clear how you would take that definition and determine whether a system is auditable or not.
· #2 -- “the audit system shall provide the ability to compare records and verify the correct operation of the UOCAVA voting system and the accuracy of the result, in an effort to detect fraud, to prove that all counted votes are authentic and that all authentic votes have been counted as cast.”

· Ann – if you make a requirement that you audit votes counted as cast, in my opinion you’re adding a new requirement that doesn’t exist in a lot of jurisdictions today.

· Also I don’t know how the system is going to know how the voter intended to cast their ballot.  You always have that issue.

· Wagner – is it true that this is changing the threshold? I think we have similar requirements in the VVSG 2.0.  
· Nikki – semantics issue:  in the auditability definition – I would argue that proving that all votes have been counted as cast, would be operating correctly.  So if others agree, then the operating correctly is just this bigger umbrella of those things that may not need to be laid out in the high level guidelines.

· Wagner – well I wouldn’t want to see this as something that we just say is implicit.  I consider this one to be – we know there may be concerns about security, and this is one place to point to that provides a solid answer to those concerns.

· #3 – “the UOCAVA voting system shall make it possible for UOCAVA voters to check whether their vote was cast and recorded as they intended, and shall make it possible for observers to check whether all votes have been counted and tallied correctly.”  

· Flater – are we all clear on the definition of an observer? 

· Andy – well one question I have is would it be observers as anyone (as with End-to-End systems), vs. an observer more like an election observer today.  (That they would have a more official role as an observer).

· Andy – I think this IS going a step beyond what we have with systems today.  I think the argument might be that the threat environment with internet voting is different that the threat environment in the polling place. 

· Ann – so the observer will know if it was counted as they wanted it to be, but not the voter?

· Flater – in fact the voters would have the opportunity, it just might be that they choose not to exercise it.
· Ann – also it’s going to need to require privacy of the ballot.  

· Andy – you wouldn’t be posting names in connection with the ballot.

· Ann – in E2E, is the voter the only one who can check their ballot?

· Wagner – 2 kinds of checking – the voter can check that their own vote ended up there correctly --Only the voter, and only their ballot.  Or, there’s a bunch of ballots up on the bulletin board, and anyone can check if the votes were tallied correctly.  And these would be encrypted ballots.  

· Tammy – I see this as a basic issue – not all voters can check if their ballot was tabulated as they cast it.  All voters would not have the right, only UOCAVA voters.  Also, some voters don’t remember how they cast the ballot.  And for smaller jurisdictions, there may be only 1 or 2 UOCAVA voters, and that would affect privacy. 

· Andy – I think there are a lot of measures you can take to protect privacy.  Crypto systems – when a voter checks their vote on this bulletin board or website, they don’t see how they voted.  They’d just see a number, which would match the number they were given when they cast the vote (like a transaction number).  Just a string of letters or numbers.  If the 2 match up, you have assurance that the vote you cast matches what was recorded by the system.
· Tammy – ok, so you’re just verifying a string of characters.  It doesn’t show how you voted?

· Wagner and Andy – yes.

· Wagner – and the observers also don’t get to see anything that compromises privacy.  They see the tally at the end, and they see some complex cryptographic info.  

· Ann –well how about saying “and shall make it possible to audit the UOCAVA voting system to ensure that all cast vote records were properly accumulated, and maintain secrecy of the ballot.”
· Tammy – also do we have language about having the voter have the opportunity to go back and change something before they cast it?

· Andy – it’s implied in the high level guidelines, but we’ll mention it explicitly in the demonstration project guidelines.
· Andy - I think it’s going to be critical that there be a feature on the system to let us know if a problem occurs.  There wouldn’t be frequent opportunities to check, as there are in online banking systems, for example.  
· Ann – when the UOCAVA voter checks if their vote was cast and counted as intended, can we have it that they do that right away, before issues come up – they may forget, their party may lose, etc…

· Andy – well there are classes of attacks where you wouldn’t be able to detect it until after the election is over.  So that’s another issue.  But, there doesn’t seem to be anything with End-to-End systems that would stop you from doing the check right away.
· Andy – keep in mind, we should be viewing these high level guidelines as aspirational.  But it still seems like we don’t have consensus on this issue so…

· Nikki – these guidelines are going to be presented for adoption by the full TGDC.  I wonder if before we move forward even more, we should run this by the full committee?

· Andy - ok, well if we can’t reach a tentative agreement within this working group, I think we have to table it, and make a full decision at the July TGDC meeting.  Because in order to write the pilot demonstration requirements, we will need an answer to this issue.  

· Ann – can we put it at the voter’s risk, and tell them to do a check for malware, etc?  
· Flater – my understanding was that with regards to client side security, there was agreement that we were going to rely on the professional administration of PCs within UOCAVA.  So these are not PCs people are using from home.  We’re assuming these shared UOCAVA PCs have been treated to antivirus scanning and similar due diligence.  
· The resolution passed by the TGDC did say that at least in this demonstration project for military voters only, there was the expectation that they’d be using professionally administered machines, which would be more free of malware than a typical machine might be.  But also we do need to be thinking about how these requirements can be extended to UOCAVA voters as a whole, not just the demonstration pilot project.  And these End-to-End systems might give us the tools to enable us to do that.

· Ann –If we do have confidence, and in fact we have been directed to have that assumption (confines of military machines), maybe we don’t need this aspirational goal right here?  And we could add some language to acknowledge, that in the demonstration project there will be some additional security checks, etc.

· Andy – well the use of DOD managed machines addresses one piece of the security issue.  Because there’s also the issue of securing the server.  

· Andy – we can keep the language in as is, with the change we noted earlier, but bring this up at the July TGDC meeting, as something that the working group could not reach consensus on.  There are some steps we can take before the meeting, which would help the TGDC reach a decision.  
· 2 other issues on the High Level Guidelines – 
· Andy – Section 4 – Reliability and Availability: Do we need a more precise definition of critical failure? 
· Flater –how much detail do you want to include? 

· Andy – my proposal would be adding your definition to the end of that section of high level guidelines.  

· Is adding the extra sentence OK?

· Wagner – yes, I thought that was reasonable.  Sounds good.

· Last issue – Section 6 – Security --#4: “The UOCAVA voting system and supporting procedures shall be designed to prevent a small coalition of trusted workers from causing an undetectable change in the outcome of the election…”
· Nikki – proposed rewording – remove “small coalition of trusted workers.”  Just say “shall be designed to prevent an undetectable change in the outcome of the election.”  I think that actually strengthens the guideline.  

· OK, we will make that change.

· Andy – OK.  We’re probably as close to completing these High Level Guidelines as we’re going to get within this working group. I will send out the changes.  And we can tweak the wording in this next draft, so let us know.  But I’m not going to bring up the auditability guidelines on a future call, other than to ask the group what information they’d like to hear at the TGDC meeting about this topic.

· On the last call, we discussed whether or not to include End-to-End as a verification method in the demonstration project.  We were looking at that as something we could do in conjunction with other auditing mechanisms.  At NIST we can do an analysis on each mechanism.
· Checking for the proper initialization of the voting system.

· Looking at system readiness checks and logic/accuracy.

· Availability of system logs and electronic records.

· Wagner –also how well it works for the users of the system, like maybe the local election officials.  Are the systems confusing?  Can we do canvassing level steps such as checking how many voters “signed in” compared to how many votes cast, surveys, basic things like that?

· Andy – yes we want to include things like that in analyzing how the demonstration project goes.  I was more thinking of auditing methods in terms of making sure the system operated correctly.

· Usability technology – we’ve brought up data logging in the Applications working group – the idea of what’s being logged, not just the format in which you do the logging. 
· Andy --We were trying to pinpoint what End-to-End adds, in terms of what in can detect that other systems can’t. I wanted to enumerate different problems (like poor ballot design, malware on machines, etc) and say for each one, how well each of the auditing mechanisms might be able to detect that problem.  

· In the meantime, let’s think about things we can introduce at the July meeting, to help the full committee reach a consensus on the issue we tabled.

· Next call will be Thursday, May 19, 2:30 PM EST. 

