UOCAVA Working Group

Meeting Minutes: 4/21/11

Members Present:

· Andrew Regenscheid (NIST)
· Nelson Hastings (NIST)

· Belinda Collins (NIST)

· Bill Burr (NIST)

· John Kelsey (NIST)

· Rene Peralta (NIST)
· Kristen Greene (NIST)

· Karen Yavetz (NIST)

· Tammy Patrick (Maricopa County, AZ)
· Nikki Trella (State of Maryland)

· David Wagner (TGDC)

Topics Discussed:

· Any additional work on the high level guidelines will now be done over email.  We are now focusing on the guidelines for the pilot demonstration project.
· Discussion topics for today – authentication requirements, and voter verification requirements.

· Authentication requirements for the demonstration pilot project –

· The scope will include voter authentication, and authenticating system administrators and election officials.  Voter authentication is the new topic that we haven’t touched on in our previous UOCAVA working group discussions.  In this case, we are assuming voters will be using a CAC card.

· We want to be able to verify that cast votes came from a voter.  You can authenticate them when they connect to the server, before they cast.  Or you can authenticate cast ballots, when they’re returned (might have to use a java applet for this option, as opposed to just the CAC card).
· Bill – most DoD people are capable of doing signed S/MIME messages.  In some logical way, you can imagine getting a ballot by an email message, filling it out in your email program, and sending it back as a signed email.  But this is not terribly user friendly.

· Andy – we’ve been assuming that votes would be cast from within a web browser.  

· The real question is – do we care about having a digital signature on the ballot, or are we happy to say that the voter authenticated to the system through TLS? (Which most everybody in DoD should be familiar with by now).  
· Andy – if you digitally sign the ballot itself, before you send it back, using the CAC card, it gets difficult to change that.  

· Tammy – when we’re talking about signing the ballot digitally, you’re not referring to any way that is a visual, printed, personally identifiable distinction on that ballot, correct?  We’re just talking about a digital signature for the set of information that’s going to be interpreted as the ballot.  Correct?

· Yes.

· Tammy – OK, in some states, if someone signs their ballot, you can’t count that ballot.  So I just want to clarify.
· Tammy – Also, signing the Ballot is very different than signing an affidavit, like on the envelope, or so on.
· David – yes, I think we’re fine.  In terms of signing, or a signature, cryptographers have a different definition for that – it refers to a crypto checksum that can be computed on data and stored next to the data, and can be used to detect tampering on the data.  So it’s like an additional piece of data.  

· David - Also the word ballot is confusing in this case.  The ballot here is just an electronic set of voter’s choices…there’s nothing tangible, it’s a list of choices.  If you wanted to print it out to run it through the opscan system, you’d print out the voters choices onto an opscan ballot.  The cryptographic signature wouldn’t be printable, meaningful, or useful…it’s like a really big number for lack of a better explanation.
· Tammy – OK, also authentication/verification on the front end or back end (after vote is cast).  We normally do not provide an official ballot to anyone, until we’ve verified that that person is eligible to receive that ballot.  So I’d weigh in on the beginning-of-the-process side.  
· David – one thing is that while the voter choice information is stored in electronic form, in these situations where there’s a crypto digital signature identified to it, it might mean that while in that electronic form, a voter’s choices are linkable to their identity.  Do you for-see any issues with that?  If the electronic storage of the ballot on the server is linkable to the voter’s identity?

· Tammy - I don’t think so, as long as it’s for a period of time, not permanently stored there.  If it’s only linkable until the ballot or data is removed for the continuation of its processing, then that’s OK.
· David –well, in electronic systems, it’s very hard to ensure that you haven’t retained a copy somewhere.  It’s not so easy to ensure that there will be a point, after which it’s impossible to re-link the information
· Tammy – well, given the special circumstances, and the limited number of people who will be voting on these systems, it may not be a problem.  The voter may not care, but I don’t know about any possible legal ramifications. 
· Bill -- the problem is that you loose transparency of what’s going on.  And you want to be able to back things up.  This is the hardest thing to get around…to get quite the properties you get in a paper system.
· Andy – there’s certainly properties you can use in an electronic system to ensure the voter’s privacy.  It’s just hard to get it up to the same level you’d have with a paper system.

· Bill – yes, how do you know you’ve destroyed every copy?  Because systems are designed to avoid loosing data.  

· Tammy – I understand.  How many copies of votes?  I see that as being very problematic as well.  There’s only one paper ballot.  Having multiple copies might be an issue.
· Andy – well to some extent you have that on a DRE system. There are multiple copies of the cast vote record on the EMS.  So I think it actually isn’t that difficult to deal with lots of copies on the system.  
· Andy – OK, let’s say we did have voters digitally sign.  One purpose of that might be for auditing.  For example, making sure that all of the votes came from a valid voter, making sure they were not modified at any point, etc. 
· Andy – David, how valuable do you think it is to have the voter digitally sign the vote using the CAC?
· David – well that really provides a strong way to address some of the issues, one being voter authentication and the other being ensuring that the vote can’t be tampered with.  That seems pretty attractive, if you can get there.
· Andy – its not a monetary cost, the issue is it involves using Java.

· Andy – if you do digitally sign the ballot using the CAC, once the vote is cast by the voter, it can no longer be changed.  So, definitely a nice property.

· David – If the CAC card-Java issue poses too much of a problem, maybe the primary defense against a malicious server is for the voter to check and make sure their vote was cast as intended.  Like some sort of acknowledgement code.  And then we could focus on the authentication that we get from the CAC card.

· Discussion of voter verifiability and universal verifiability --
· Andy - Voter verifiability – the voter being able to check that the vote that’s stored by the voting system server matches the selections the voter thinks they made.  Universal verifiability – election observers can check that all of the votes have been properly tallied.  Opscan and VVPAT solutions achieve these, if you trust chain of custody.  With mail-in systems, you really don’t get either of these.  But we know how to implement these techniques with End-to-End systems.
· The idea is that if voters are able to verify that their vote was properly recorded, then what do you do if a voter detects that it wasn’t properly recorded?  How many reports would you need before you know there was a serious problem, etc.
· Nikki – is it that you do some parallel testing?  Because a voter can say there was a problem, and then you investigate, and there wasn’t a problem. 

· Andy – if we we’re going down the route of voters digitally signing their cast ballots with the CAC, that would show, to some extent, that they were involved in casting the ballot.  

· Rene – if you simply allow the voter to print the cast ballot, that goes some way towards mitigating the problem of voters thinking they did one thing, but in fact they did another.
· Tammy – voter being able to verify that it was counted as cast.  This would mean that only UOCAVA voters would have that ability, potentially.  No other voter has that ability, currently, to go back and see how their individual ballot was tabulated. So this may be problematic.
· Nikki – I agree.  From a PR standpoint, with internet voting, it may be that we are going to have to prove it.  And how do you prove its working? These verifiability options are the way to do that.

· Andy – this idea of voter verifiability can be thought of as an electronic ability for voters to verify what they’d see with the VVPAT.

· Bill – the End-to End gives you a check against the back-end, and looking at the paper VVPAT doesn’t.  

· Andy – well if you trust chain of custody, that does the same thing, just against equipment malfunction.  

· David – so how do we make progress on this?  
· Andy – well we’ve been trying to organize an add-on workshop, post July 2011 TGDC meeting, which would talk about End-to-End systems for internet voting. And/or we could invite Scytl and Everyone Counts onto one of these calls and talk to them about this.
· Tammy – when you start talking about providing voters a receipt, that makes me rather apprehensive.  Is the voter going to retain it?  And having a voter have a receipt of how they voted can open up concerns with vote selling, voter intimidation, etc.  I think the ability for the voter to check the vote, before they cast it, and if there are stringent and robust testing mechanisms in place to test the system and make sure its tabulating and counting correctly, then that would be in line with our other systems, and the properties they offer.
· Nikki – I echo those concerns.  It seems to me that the verifiability requirement might help establish that the system is working as expected, and if there are other ways of achieving that, then I’d like to explore those.  Are there other testing platforms and alternatives to providing that level of confidence?

· Tammy – logic and accuracy tests allow the general public to see how the testing proceeded, but it’s not an officially counted vote.

· David – logic and accuracy doesn’t address all hacking concerns.

· Andy – parallel testing is an approach that I think is worth considering in the demonstration project.
· Tammy – also it’s not going to be a large portion of voters that go in to check if their vote was cast.  We should keep that in mind.

· Maybe look into TPM’s…?
· Andy – to move forward, I think we should talk more about the issues we’ve addressed today, after we’ve had a chance to talk about other auditing mechanisms.

· Andy – OK, next call will be May 5, 2:30 PM. 
