UOCAVA Working Group Meeting
Minutes: 3/10/11

Members Present:
· Andrew Regenscheid (NIST)
· Nelson Hastings (NIST)
· Kristen Greene (NIST)
· Karen Yavetz (NIST)
· David Flater (NIST)
· Paul Miller (TGDC)
· Nikki Trella (State of Maryland)
· Tammy Patrick (Maricopa County, AZ)
Topics Discussed:
· Our last call focused on gap analyses we’d done in core requirements, usability/accessibility, and security.  We looked at VVSG 2.0 and the EAC’s Pilot Program Testing Requirements, to see what would need to change for the UOCAVA pilot demonstration project.
· Today we’ll talk about the new draft of the high level guidelines.  We got a few suggestions from this working group, on the need for an introduction, and a few changes that could be made to the document.  
· The new draft of that document was included in the email announcement for this meeting.  Any remaining big issues with these high level guidelines?  If not, in the near future we will consider this document completed.
· Nikki – this new draft did incorporate many of the comments I had.  I have 2 new comments: first, should there be a reference to common data format?  
· Andy – there is a nod to that within interoperability.  “Open standards shall be used to integrate the various technical components or services of a UOCAVA voting system.” So we can tag something on to the end of that, referencing he work that’s going on at NIST and with IEEE.
· Nikki – should we go so far as to list it – OASIS EML?
· Andy – in general, we’ve kept these high level, so specifying a specific approach may/may not be an option.  We will check with John Wack on that.
· Paul - OAIS EML is what we’ll be going with, but there are still different use cases being developed for specific schemas.
· Andy – well this is an opportunity for the TGDC to affirm the decision to proceed with EML.  
· Paul – yes
· Nikki – Security section, bullets 4 and 5 – is this achievable?

· Andy – whether we expect these to be realistic goals or aspirational.  In the introduction, it does state that these should be aspirational.

· We could put language in 4, regarding it being detectable.  

· Tammy – “would be free of known vulnerabilities.”  So, if there are vulnerabilities that are out there, known, etc – that this pilot project could proceed without those.  

· Andy – again, it’s whether we’d like these goals to be aspirational, or clearly achievable.  If aspirational, the right thing to say is that the system should be free of vulnerabilities.  

· Kristen – maybe we need to reiterate that it’s aspirational, more strongly in the introduction?
· Andy - Tammy, is the concern here that we’re putting out a high level guideline, that a strict interpretation of isn’t achievable?

· Tammy – Well, more-so that we allow #4 and 5 to have a similar caveat.  But since this is aspirational, I was more trying to suggest possible language.  Those of us in election administration will have some who want to hold us to every piece of it. Even though it says it’s aspirational.  

· Tammy – by putting in that it could be known vulnerabilities, it acknowledges that there are vulnerabilities out there that are unknown to us, which we may not be able to address.  That might be a way of acknowledging that. (But that we’re going to address all of the vulnerabilities we DO know about.  I think that alone is aspirational).

· Andy – how about “free of known vulnerabilities and weaknesses that would allow a remote attacker to take control of the system or add, modify or delete important election records.”

· Let’s wrap up the discussion we had 2 weeks ago on the Gap Analysis of the requirements: 

· David – my plan, as laid out in the demo requirements core analysis section – I talked about starting with the VVSG 2.0 baseline, striking out the requirements, making some global replacements in terms of what devices we’re working with.  What I envision doing is taking a current version of the 2.0 baseline, and doing a redline version of that, huge sections to be deleted.  Part 2: Documentation Requirements – those parts that are tightly bound to the EAC’s certification process go away, whereas other things that remain pertinent to the demonstration project would remain, or at most be tweaked.

· Kristen – We are definitely using 2.0 as the starting point, and we’re also using the AU Considerations Whitepaper.  For 3.1 (overview), minimal level of effort.  For 3.2 (general usability requirements), a little more effort.  A lot of the sections can be left as they are, since they’re based on universal design principals. For 3.3 (accessibility requirements), we’d need to write some new requirements or clarifications.  

· Andy – Security side of things, EAC’s document is a better starting point.  The architecture of the kiosk machine is more similar for our scenario.  We’ll use the authentication section as a starting point.  That’s one area where we know there’s going to be some specific changes – because in a remote voting system that is an issue we’ll have to cover, and that was NOT an issue in the kiosk scenario.  We have a good idea of how we will cover that (CAC card).  Auditability will also be a big area.  At the end of the demonstration project, how do we determine success? One way is to do an audit of how the system performed during the election.  It does seem to be within scope for us to develop recommended practices for auditing this demonstration project.  Paul…we need to think about how we are going to audit this. Could you put together some notes?  What are the actual voting procedures election officials can use to audit, and what does the system need, so that the audit will be possible?

· Paul – yes, I’ll start working on that. 
· Andy – use of end to end crypto systems to include auditability. We’ve been talking at NIST about what we could do in that area.  In July 2011, we might be able to have a daylong meeting, after the TGDC meeting, to discuss end to end…perhaps do some demos.  This would be end to end, particularly for use in UOCAVA systems.  

· Next meeting in 2 weeks – March 24th at 2:30 PM.
