UOCAVA Working Group Meeting
Minutes: 2/24/11

Members Present:
· Andy Regenscheid (NIST)
· Karen Yavetz (NIST)

· Nelson Hastings (NIST)

· Kristen Greene (NIST)

· John Wack (NIST)

· David Flater (NIST)

· Rene Peralta (NIST)

· Sharon Laskowski (NIST)

· Ed Smith (TGDC)

· Paul Miller (TGDC)

· Ron Gardner (TGDC)

· Tammy Patrick (Maricopa County, AZ)

· Joel Rothschild (FVAP)
Topics Discussed:
· During the last UOCAVA working group call we discussed the high level guidelines.  NIST will work on getting a new draft out, based on our last UOCAVA discussion, as well as input from this week’s Usability and Accessibility working group call.
· Today we will walk through the NIST write-ups on input on the demonstration project (regarding core requirements, security, and usability and accessibility).

· Core requirements:  

· Flater – We’re assuming that messing with the hardware is out of scope, and we’re taking into account that we want to try to keep in requirements that might apply to elections in general, as opposed to a one-off pilot demonstration.  Proceeding from that specification, VVSG 2.0 draft vs. EAC’s testing pilot requirements document? It appears that the VVSG 2.0 draft would be the best starting place, and then also adding in additional information from the EAC’s doc.

· Part 1 – Equipment Requirements – a great many of them are hardware specific, because in this case we’re assuming we’re using an off the shelf, PC type system.  Example – accuracy requirements in the VVSG – if we’re only looking at software, then essentially accuracy should be perfect because there’s no physical markings at all.
· Reliability -- looking at the approach in the high level guidelines, we probably want to shift it into a more processed approach of “building requirements in.”  

· Procedural requirements that were declared out of scope for the VVSG, which may be in scope for a demonstration project -- we probably will want to include those.  

· Anything dealing with a paper based devise is out of scope, but other things that apply to DRE’s may be applicable.

· Reporting functionality -- this is an important section of the VVSG.  If the demo project system is not going to be a complete jurisdictional voting system, does it need to have any recording capabilities at all?  

· Joel – If it’s an essential part of making the system operate, it needs to be in there. If it’s discretionary, then probably not.  And given that this is a demo, we’re going to do heaving instrumentation of reporting anyway.
· Tammy – what I would think is that as long as characteristics of the subset are being captured for those votes cast…as long as we can isolate who used the demonstration project (within the larger vote cast record), that would be the baseline of what we would have to do.

· Flater – so we would like to have reporting within the scope of the demonstration project, essentially for auditing that subsystem…

· Tammy – also to see which of the UOCAVA voters are actually using what mechanism/method (e.g.  is it domestic military, overseas military, overseas citizen, and who chooses to vote on the system, who chooses paper, etc).

· Paul – Tammy, good point.  That information is usually captured in the voter registration or election management system.  It would be captured in the things David is talking about.  

· Tammy – for the practical application of it, does the reporting need to come from the subset or the main system?  To review the quality of what’s being used in the demo, I would think we’d need information from the subset.  

· Joel – one of the things we want to do is a post vote survey, after they’ve cast their vote.  
· Flater – so what I’m getting is that I should keep those requirements that would allow us to retain information from the subset. 

· Paul – yes, agree.  But also note that I don’t know of any way these systems would be able to transfer data (from what you see, into a larger system…without some type of intermediate report).

· Flater - OK, point well taken, this helps.

· Flater – do we know anything about testing and certification plans, to help scope this?

· Joel - FVAP is using the applicable software standards in the UOCAVA Pilot Program Testing Requirements (we’re testing those against our blank ballot delivery systems).  We’re doing a test with the VSTLs on that. We’re also testing the two electronic voting systems from Scytl and Everyone counts.  
· Joel –Also FVAP is relatively opposed to vendors testing anything related to the security or integrity of the system.  That should be independently tested. Compliance issues can definitely be tested by the vendors though.
· Flater - Last question, are primary elections in scope?

· Joel – I don’t think we’re planning on that at this stage…the requirement is to do it in a general election.  The logistics of doing it in primaries is significant…our minimum threshold is general elections.

· Tammy – Well, there might be an issue in using a demonstration project in half of an election cycle, which would be the general and not the primary. So that could be very problematic.  Or we could start with the general, test it, work out the kinks, then add in the requirements to be able to use it in a primary election (where there are thousands of ballot types, etc).
· Flater – we could leave it as an optional voting variation.  So if someone chooses to use it for a primary there will be some requirements they’ll have to satisfy.  But they won’t need to use it in a primary, to use it at all.

· Usability and Accessibility : 

· Kristen – so our assumptions: UOCAVA voters will be using a professionally administered system with a network connection.  The system should be compatible with personal assistive technologies, shall comply with WAI, WCAC, and 508.  User testing is expected as part of the development process by the vendors. It’s assumed that real user testing and gathering of data will be collected during the process.

· Andy – while the issue of how these systems will be tested or certified is still up in the air, I’m assuming there’s some type of evaluation process that will go on before the system is used? 

· Joel – in the case of this one demonstration project, we will select a vendor that meets these requirements.  

· Kristen – 3 Levels of Effort (LoE’s) – 
· Minimal = simple, self-contained edits…some change that did not cause a chain reaction

· Moderate =moderately complicated – an edit that then necessitates changing other requirements 
· Significant = these edits are involved and time consuming.  Significant changes to multiple connected requirements. 
· We did a step by step analysis of the LoE’s needed within Chapter 3 (Usability and Accessibility requirements)…

·  3.1 (overview) – minimal LoE. 
·  3.2 (general usability requirements) – moderate LoE.  Many sections can be left the way they are.  Those are based on universal design.  But some subsections aren’t applicable to UOCAVA voting. But these can be modified or removed.  
· 3.3 (accessibility requirements) -- significant LoE.  Time consuming edits will be needed here.  
· Paul – question about testing with multiple browsers.  Do you call out which browsers and versions should be tested?

· Sharon – we’d probably get stats on the top most common browsers that are used, and make sure the system is compatible with those.

·  Security:

· Andy – I did a brief analysis of the security requirements in the EAC’s UOCAVA Pilot Program Testing Requirements document.  I think that document had in mind an architecture that is much more similar to what we’d be looking at. 
· Access control – these guidelines were very similar to what’s in the VVSG 2.0.  These are good start and probably don’t need to be changed much.

· Identification and Authentication – the requirements called for 2 factor authentication for election judges and officials.  Also remote authentication vs. local authentication differences aren’t discussed much.  Logging onto a system remotely is very different that standing at the machine, so we are going to have to make a distinction.  NIST has a remote authentication guideline, so we may be able to pull some information from there.

· Cryptography – we won’t be able to piggy back on NIST’s existing system for cryptographic modules.  But I think as we continue with other sections, we’ll probably come up with a list of new crypto requirements we’ll need to write.

· Voting System Integrity Management – protecting the integrity of cast ballots using digital signatures.  (We may want to broaden this).
· Communications Security – it doesn’t include any guidelines on the firewall configurations, or intrusion detection systems within the environment. That will be a fair amount of work.

· Logging – it’s similar to the event logging requirements in the VVSG 2.0.
· Incident Response – it’s very short, so we may need to add on here.
· Physical and Environmental Security – largely, this is probably out of scope for us.  Obviously we expect the server to be in a secure location.

· Penetration Testing - it’s always a little vague and open ended. I’ve gotten the impression so far that we don’t really need to get very specific with that.
· We really will need to deal with identification and authentication.  We said in our resolution that it would be voting from a professionally administered system (e.g. probably a DoD managed system).  We could write requirements for how we want those systems to be administered (the client side security).

· Paul – I’m not sure what we can do there – if were limiting it to military voters, who can use their CAC cards, were making the assumption that they’re working from a professionally administered network.

· Joel – yes, that’s the most contested area.  The more clarity we can put in this, the better. 

· Paul – I think it would be best for us to clarify what we mean by professionally administered, and/or what we’re assuming is included in a DoD network.

· Also, Joel, are you interested in standards for something like network infrastructure?
· Joel – yes

· Another area to keep in mind, we might have to look at the ballot secrecy requirements. We’ll address this when the proper time comes.  

· Do we want to expand our scope to cover specific procedures (e.g. continuous monitoring, etc)? 

· Joel – I think you can assume that the people deploying the systems already know how to do that sort of thing…at least in this one specific case.

· OK, next call will be on Thursday, March 10, 2:30 PM.
