UOCAVA WG Meeting
Minutes: 12/2/10

Members Present:

· Nelson Hastings (NIST)

· Andrew Regenscheid(NIST)

· Karen Yavetz (NIST)

· Sharon Laskowski (NIST)

· Linda Lamone (TGDC)

· Doug Jones (TGDC)

· David Wagner (TGDC)

· Nikki Trella (State of Maryland)

· Tammy Patrick (Maricopa County, AZ)

· Josh Franklin (EAC)

· James Long (EAC)

Topics Discussed:

· Minutes from previous meeting were distributed, along with minutes from the meeting on November 12th (to clarify one comment). 

· Status update on UOCAVA Pilot Projects Whitepaper.  On the last call we discussed this and we agreed that we are ready to present this at the January TGDC meeting.  
· At the January meeting, we are looking for the TGDC to make a resolution, recommending that we focus on one or more of the pilots listed within this document.

· High level guidelines document:

· We have 2 draft documents now – one based on CoE recommendations and requirements, and one started by the EAC .  We need to make a decision on which one of these papers we will continue to work on.

· One question that came up had to do with scope –how these high level guidelines might be used.  James/Josh – thoughts on this? Vision for how this document would be used?
· Long:  scope – high level, non-testable, perfect world scenario.  High level requirements that can be fleshed out more, and/or boiled down to more specific things.  We tried to get the starting point at the highest level.  
· Overview of different types of requirements in this document: first sheet of spreadsheet is scope, charge to the TGDC (which is what we worked off of).  First we took the characteristics of a system.  These mostly came from the summer 2010 UOCAVA summit, among other things.  Next we took the voting process: these are the actual tasks that the system would be asked to do.  Pre-election, voting, and post-election stages.  From there, we started with requirements, at a high level.
· Comments/Questions:

· Q - Can you explain the color coding system? 

· A - We used that internally, it doesn’t need to be there, we can take it out.

· Q - Where did you pull the requirements from?  
· A - Anywhere we could find a source that was talking about the requirements or operations of remote systems.  We can provide you with a list of the documents.  

· Q - How will the high level guidelines we’re supposed to write be used? Who is our audience? What does that audience want to get out of them?
· A - From the EAC’s POV, these high level guidelines are a milestone on the roadmap, a progress report of sorts. These are the high level requirements that will be used to work down to the small, fully testable requirements for UOCAVA systems. 

· Wagner – the important question in devising UOCAVA standards is to think about what’s new about the UOCAVA setting.  Identifying the key gaps or key new challenges involved.

· Long -- Authentication of the voter, and security, and privacy of the vote.

· Wagner – I wonder if we’re ready to start breaking down those gaps, and just start writing requirements for them.  We may be ready to identify the gaps and start thinking about testable requirements.

· Jones – going into the testable requirements realm right now -- we could write testable requirements that are very nice but would be difficult to meet. But it might be constructive to write them even if we’re defeated, just to get these issues out in the open.  

· Long– these should be written to the level that people are comfortable working with, not necessarily all of the technology that’s available.  

· Which area of gaps can we make progress on immediately?  

· It might make sense to think this through in terms of a few different classes of systems.  IE - attended kiosk, unattended kiosk, voting from a home pc (individual computer), voting from a shared computer...

· Jones – nontransferability, when voting in the precinct as opposed to the kiosk.  Nontransferability of the vote becomes far more technical when you move to the unattended kiosk.  How do we really verify that it is Fred Smith standing in front of the computer, and not someone to whom Fred Smith has loaned his ID card…short of biometrics?
· Tammy Patrick – are we asking more of a new system than we have currently?  For example, if I mail a voter a ballot, we currently don’t have a way of knowing that the ballot wasn’t loaned to someone else, other than signature verification upon return.  

· We do have some guidance in this area -- Bob Carey did say that the current UOCAVA systems are our baseline.

· Regenscheid -- What if we looked at different security levels for voter authentication? Also communication security (security of the communication channel).  This is also something we know how to deal with.  Things get trickier in dealing with auditability in some of these systems.  And at some point, the subject of end-point security is going to come up.
· Laskowski -- Starting points in Usability/Accessibility areas – any authentication that’s not in the kiosk, any new type of functionality, or new type of implementation would definitely require a U/A analysis.
· 2 primary gaps – if you’re introducing authentication and using some sort of captcha, and/or if someone is going to be voting from their desktop with some type of web application.   

· Next call is December 16 at 3 PM – on that call we’ll talk more about the new information that came up during today’s call, and we’ll discuss how we might present this at the TGDC meeting. 

