UOCAVA Working Group

Minutes – 11/12/10

Present:

Nelson Hastings (NIST)

Andy Regenscheid (NIST)

Karen Yavetz (NIST)

Sharon Laskowski (NIST)

Joel Rothschild (FVAP)

Ron Gardner (TGDC)

Linda Lamone (TGDC)

David Wagner (TGDC)

Don Palmer (TGDC)

Diane Golden (TGDC)

Nikki Trella (State of Maryland)

Paul Aumayr (State of Maryland)

Tammy Patrick (Maricopa County, AZ)

Josh Franklin (EAC)

Topics Discussed:

· Review of minutes from last meeting – no objections.

· December 16th – when we will freeze versioning of our documents.

· TGDC meeting resolutions should be sent in ahead of January TGDC meeting – during next call we will go over the due date for these resolutions, and a draft agenda of the January 2011 meeting.

· Update from FVAP – Joel Rothschild:

· FVAP efforts for the current year – mainly gearing up for 2012 election cycle.  Ballot delivery was our most recent effort in the 2010 election. We had 5 contractors, 20 different states participate.  

· We’d like to have VSTL’s test security sections of EAC’s pilot guidelines.  

· Also this year we are looking at how to address National Level Threats – what national level threats might be able to do to affect the outcome of an election. 

· Also re-baseline our internal data systems – MOVE act required us to establish a voter information portal.  So we will have an expanded information portal for the 2012 election. 

· New starts for 2011 – continued threat mitigation for national level threats, continuing to enhance our FPCA and FWAP wizards, also pursuing data migration tools; hopefully marry that with NIST’s Common Data Format efforts.  

· Issues we, as a WG, would like to hear Bob Carey discuss at the January TGDC Meeting:

· Info on how the pilot projects went this year.

· Does FVAP have a report regarding an update on data of the UOCAVA population?  

· Wagner – TGDC’s been asked to craft a document suggesting possible pilots for the next 2 years.  Do you have any suggestions for us?

· Rothschild – developing tools to extract data information and put it into a common format.

· Regenscheid – this WG is trying to identify various pilot projects that FVAP could run in 2012 or 2014.  Our document lists 6 basic pilot projects:

1. Additional work on blank ballot delivery

2. Attended kiosk based internet voting pilot

3. Kiosk, unattended, using widely available commercial technology

4. Specification for ballot definitions

5. Common Data Format for getting data off and onto election management systems

6. Some type of public evaluation of the available systems today (Scytl and Everyone Counts systems), similar to what DC did this year when they used their system.

· Wagner – export of ballot data – is there anything the TGDC can do to support that?  If you see any opportunities for pilot projects, that would allow for making it easier to export ballot data?

· Rothschild– for 2012, instead of focusing on states, were going to look at counties with the highest number of UOCAVA Voters.  Also thinking of using a common data format, maybe one just for UOCAVA voters, as opposed to a broader format.

· Hastings – Common Data Format (CDF) work – next phone call or after, we want to discuss NIST’s CDF work in a more depth but one portion of CFD work is related to UOCAVA related.  We’re thinking of working together with IEEE, and using that as an avenue for developing a standard for CDF. 

· Regenscheid - Use UOCAVA as the primary use case for CDF right now, as opposed to trying to come up with an all encompassing CDF right away.

· Regenscheid - Does this group have any thoughts on what we can do for tying voters to ballots?  

· Wagner – a simple XML that handles the very common case – need a list of contests, number of people in each contest, selections that can be made, etc.  We might be able to get a first cut of a very simple standard, which would deal with the majority of overseas voters. 

· Regenscheid – of the 6 pilots we’ve talked about, they all seem to fall in line with FVAP’s plans.  Any comments or proposals for other pilots we should be looking at?

· No, ok.  Then how can this group assist with FVAP’s near term pilot projects?  Can we contribute by working on a common data format?  Or is FVAP interested in us working on requirements or guidelines for UOCAVA systems?  

· Rothschild– our biggest challenge to delivering materials to voters overseas is the data format.  We need some way to get the information out of election management systems.  Kiosk models will have the same problem – it’s hard to get the ballot information out from the local election officials’ election management systems. That’s the biggest hurdle.  

· High Level Guidelines – purpose of these guidelines and how FVAP plans to use them.  FVAP was  the main group looking for these guidelines, initially.  Roadmap says EAC and TGDC, with technical support from NIST, would work on high level, non testable, goal oriented guidelines for UOCAVA Voters.

· Rothschild– for the next 2 years our main effort is going to be focused on blank ballot delivery, and making that secure.  And if we’re able to do that effectively, we’ll have to look back and see if that brought the UOCAVA Voting rate up to that of the general population.  If not, we’ll look at the reasons behind why, and re-evaluate, which may or may not involve technology initiatives.

· FVAP is still on the hook for the electronic voting demonstration project for the military.  Our current thinking is that we’ll use that strictly on the military networks, using CAC Cards.  But we’d like to hear alternatives to that approach as well.

· Don Palmer – question for FVAP – you mentioned there’s a study just beginning on the kiosk system, and how that may work for DoD’s needs.  Were you looking at PC based system?  What was the electronic pilot, that might be coming down the pike?

· Joel – we looked at the models by Scytl and Everyone Counts (the 2 manufacturers certified by the EAC).  We may not look at everything, but we will be looking at cost, location, how many machines would be needed per thousand voters at that location, etc.  For this particular round we were looking at manned kiosk models, but nothing more specific that.  

· WVA pilot activities discussion -- Lamone –the states are going to be moving to that WVA model.  With the pressures on the states to get their ballots out to overseas voters, unless a lot of states are going to change their election calendar, that’s the only way they’re going to be able to meet their election requirements. There is a preliminary injunction that it MAY BE a constitutional right for voters to have their materials within 45 days of the election (all overseas voters, and perhaps even some of the domestic absentee ballots).  And how can you get it to them? You have to transmit it electronically.

· WVA is going to be doing a report on how it went in the primary election, and how it was to use their program.  They used Scytl and Everyone Counts.  Has anyone looked at the security of those systems?  

· Rothschild – yes, and one of our questions is what is the testable standard that we would look at them with?

· Wagner – Open evaluation of these systems would be helpful -- open security evaluation periods/open access to the system to allow security experts to go use the system.  Also the source code was publicly available, for the same reason.  An alternative would be to conduct an evaluation, sponsored or hired by an organization, to do some type of red team or pen testing.  That might be an alternative if the manufacturers did not want to do an open evaluation.

· Any specific information you’d like to see us put together on the WVA pilots? Palmer – the core Scytl stuff with the encryption, broken off to whatever you need, be-it ballot delivery or ballot return.

· Next call will be Thursday, November 18th at 3 PM.

