UOCAVA Working Group Meeting
Minutes: 1/26/11

Members Present:


Andy Regenscheid (NIST)
Karen Yavetz (NIST)


Sharon Laskowski (NIST)
Nelson Hastings (NIST)
Kristen Greene (NIST)
John Kelsey (NIST)
Helen Purcell (TGDC)
Linda Lamone (TGDC)
Don Palmer (TGDC)
Patrick McDaniel (TGDC)
Doug Jones (TGDC)
Paul Miller (TGDC)
Joel Rothschild (FVAP)
Topics Discussed:

· Some new members on these working group calls – new to NIST, Kristen Greene, who will be working with Sharon.  Also John Kelsey from NIST.  And Joel Rothschild from FVAP.

· Today we will discuss the demonstration project guidelines resolution, which was introduced at the TGDC meeting.

· This resolution has 3 pieces: 
· directs this wg to develop a narrative risk assessment, comparing the current uocava voting process to electronic absentee voting systems used in a demonstration project with the military.

· finish the high level guidelines, taking into account existing risks already accepted in the current uocava voting system.

· directs this wg to focus on guidelines for a demonstration project for military voters only, assuming that voters will have a CAC card and access to professionally-administered systems with appropriate accommodations.
· Andy - Today I’d like to step through each of these 3 pieces and get the ball rolling.  We think that we can do these 3 pieces in parallel.  We don’t necessarily need to handle them one at a time.

· Joel – I’d like to talk through the slides that were in the read-ahead email.  These slides present FVAP’s thinking of how we’re going to comply with the law. 
·  Slide 2 mentions the 3 different laws that instruct us to do a demonstration project.  

· Who this needs to be done for? Military service members plus their eligible dependents.  

· Doug – definition of eligible dependents.  Do the dependents have a military issued ID, which might be compatible with the CAC card scheme?

· Joel – the short answer is no.  There is work being done to get dependents a logical access card.  This is going to be a standard smart card, with probably 3 certificates on it (identification, encryption, and an additional certificate).
· Joel – FVAP’s Objectives: to comply with the law, to fully meet the intent of the law, and at the lowest possible cost.  Also we want to make sure that any tests give us informative results, and we fully flush out any issues.

· The minimum bar is military service members, better would be their dependents, and then we can go above and beyond and cover overseas citizens, but that is not required by the law.

· We can certainly use the CAC infrastructure for authentication.  We can certainly use the NIPERNET.  But keep in mind that although all military members have a CAC, they may not all have easy access to a NIPERNET machine.
· There are other networks available to the military. Virtually all military service members have access to the NWR – typically found at forward deployed bases.  These are professionally administered.  I believe that most of them have CAC readers.  However, most do not have a printer.
· System hosting – it is possible for us to host a server within the NIPERNET enclave?  We’d like to connect the voter with the election jurisdiction, as much as possible. 

· Andy – this touches on a couple of important topics – so we have the legal mandate to run this demonstration project, and learn something about the auditability and security for these systems.  We’d talked about limiting this to military voters only.  This will allow us to potentially use military networks, and use CAC cards.

· Andy - Is there anything specific we want to learn from this demonstration?
· Helen – some states out there are doing their own thing in the internet voting area.  Are we looking at those at all?
· Andy – I think we can look at this as an opportunity to learn about internet voting in a very controlled environment, like we have in the DoD, in the hopes of learning what we could do with internet voting in the broader population.  I don’t think that this wg necessarily has to focus only on this demonstration project, but I’m not sure that we have the time and resources to do much else in the meantime.

· Helen – Also, the number of service men we’re hoping to reach?
· Joel – the only guidance we’ve received is that is has to be a statistically significant number.  We’re talking tens of thousands, if not hundreds of thousands, for it to be statistically significant.

· Andy – the issue of how wide we want to cast this net might impact some other things.  If we use NIPERNET, that may prevent some military voters from using the system.  Joel, what % would we leave out?

· Joel – I’d guess about 20%, mostly the younger, more junior service people.
· When we assume “professionally managed machines.” What do we mean by that? The tightly managed NIPERNET machines? Or the USO machines? Morale services machines?
· Paul – I was thinking probably the USO machines, which sound like they’re managed by volunteers, would not be eligible.  But many of the networks that would have intrusion detection and firewall certainly apply as professionally managed systems. 

· Andy -- How might we evaluate the success of the pilot? 

· Doug – clearly if there are security breaches that lead to ballots being hacked, sold, etc…we need to be vigilant of detecting that.

· Helen – also maybe a survey back to us that says “this works for us, or not, etc.”

· Patrick – maybe one way to get started with metrics is to identify the specific, tangible things we can measure, and then that will lead to a great discussion.  Example – what’s the success rate, how long does it take for a person to vote from being to end of the session, etc.  

· Doug - Can we measure things like frustration and difficult, the frequency of mouse clicks? (I.E. if it takes someone a large number of clicks to select a candidate, something’s going wrong). Whatever the system is, we should log that information.

· Patrick – also looking the number of failed requests, number of ballots delivered in a timely way. 

· Helen – if we’re tracking the time it takes for the voter to complete his ballot, we need to keep in mind that ballots are different for every jurisdiction.

· Patrick – we can certainly evaluate the logs, see if they are consistent among the clients, pushing all the logs that are generated on the client side (the remote system), making sure those are consistent. 
· Sharon – could we also log information about the client side machine that’s being used? I.E. are all the patches up to date? Just to get an idea of how many machines would be vulnerable?

· John – I suspect this might be too slow and maybe intrusive but there are virus scans you can run remotely.  Something like that might make sense.  The point here might be to test the hypothesis that if we rely on professionally managed machines, we wont’ be as susceptible to malware that’s already out there. 

· Andy – browsers and operating systems people are using, that information would be relatively easy to get.  I don’t know what level of access we’ll have to patch levels; that may require admin rights.

· Joel – no new software can be added to the NIPERNET.  So keep that in mind.

· Is there any way to install plug-ins or other software on the machines?

· Joel – there may be a very small amount of wiggle room.  But overall, adding any software on these machines is a big deal.

· Andy - What’s going to be the goal in terms of accessibility for the demonstration project?  One thing that I’ve talked to Sharon about is that the interface should at least be compatible with screen readers. 

· Paul – I think it should be at least 508 compliant. Part of the reason why we talked about the military computers was that from Diane’s perspective, my recollection is that she believes they would already have any accommodations a service member might need. 
· Next steps that we should try to do before the next call:

· Patrick’s suggestion: document and identify what kind of things we could measure. 

· Also looking at the EAC pilot testing project guidelines, and the VVSG, and see what kind of things we can fill in.  

· Andy – we can do a gap analysis, and distribute that to the group.
· Andy – next topic is the narrative risk assessment.  I asked Paul to start thinking about what the risks are in the current by mail voting process.

· Paul – this is a rough outline kind of a document, which lays the background for an overall analysis of vote by mail versus internet delivery.  The characteristics of the two tend to be the same, but the key difference is that postal mail is far more vulnerable to accidental disenfranchisement of the voter (mail getting stuck somewhere, misaddressed to the wrong person, etc).  Whereas with an internet delivery return system, you’ve opened it up for someone deliberately disrupting the system, and at a greater volume than what the attacks could be in any postal mail setting.

· Andy – we sent this document out this morning, so from here I’d like all of you to look at this and start sending in your comments over the mailing list.  NIST will incorporate more directly what some of the risks are in the electronic voting case.  After we get done with the electronic voting guidelines, we can look back and see how successful we can be at mitigating some of the risk seen in vote by mail scenarios.

· One thing that doesn’t necessarily come across is the scale of some of these attacks.  If the election officials can give us some info on the scale of the problems they see in vote by mail scenarios that would be helpful.  OK, Paul and Helen will work on that.
· Andy - Last thing for today: how we’re going to proceed on the development of high level guidelines.  What should they look like? After the TGDC meeting, it was clear that identifying a small number of high level goals would be most helpful.  Thanks to Kristen Greene, Sharon, and David Flater for helping me flush out an initial set.

· We now have 25 high level guidelines along the lines of auditabilty, security, usability and accessibility, along with some basic things voting systems should do.

· Suggestion – maybe not use “shall” statements.  Maybe we can say “use best practices in ______”).

· Don – maybe use “should.”

· Paul – it makes sense to me that these guidelines should be top level, aspirational (the standards or guidelines would be testable).
· Sharon – if that’s the case, we shouldn’t use should and shall.  Should is a requirement that’s optional.  

· OK, so everyone please look at the email attachments before the next call.  And on the next call we’ll have a discussion about these.

· Changing the schedule for these calls: How about 2:30 EST instead of 3 PM EST.  On Thursdays?
· Fine, no problems.  

· We’ll talk again in 2 weeks.

