UOCAVA Working Group Meeting
Minutes: 2/10/11

Members Present:


Andy Regenscheid
Patrick McDaniel

Helen & Tammy from Arizona
Matt Masterson
David Flater

Rene Peralta
Doug Jones
Sharon Laskowski

John Kelsey
Joel Rothschild (FVAP)

Kristen Greene
David Wagner

Topics Discussed:

High level Guidelines

· Andy:
· CoE recommendations vs. EAC draft.
· Discussed how to proceed with HLG after the TGDC meeting.
· Maybe making it more difficult than necessary.
· Make it shorter and higher level.
· There's a new draft.
· Comments?
· Helen, Tammy & Ray Valenzuela had two comments.
· Last sentence 1st paragraph, "used [BY UOCAVA VOTERS] outside a traditional polling place."
· Under reliability & avail, #2, would best practices encompass a backup system requirement?
· DWF:  Backup as in spare equipment?  (yes)  It's a management concern to have enough spares to maintain availability; agree could add a requirement to reiterate the need to have spare equipment.
· Doug:  If we descend to the level of defining each of the best practices, then we start looking like the CoE guidelines; if we don't, we leave it difficult to know whether someone is actually using a good practice or not.  We can flesh it out with specific practices, but should we?  This is a nice outline of good ideas.  How much flesh does this need, or should it stay a skeleton?
· Matt:  Intended purpose is to create the skeleton, leading into requirements for the demonstration project.

Section-by-Section Comments
· Voting functions
· Joel:  Scope of voting system vs. procedures?
· Doug:  Important enough to add a note up in the introductory notes that this document covers the administrative procedures as well as the stuff included in the VVSG definition of voting system.  Procedural assumptions such as fallback to federal write-in absentee ballot should be documented.
· Andy:  Could somebody outline those key assumptions?  We could run into problems since different states use different procedures.

· Helen:  Agree that if we get down into it we'll run into the differences between states.
· Joel:  Just define system to include the total elections process then you're OK.
· Tammy:  Getting into the administrative part of it can get very tricky.
· Andy:  We’ll update the introduction to more clearly define system.

· Auditability

· Doug:  Add one word to the second guideline:  All counted votes are authentic and all [AUTHENTIC] votes have been counted.
· QA & CM
· Doug:  Worried about limitation of the first one to COTS components. Must include open source components too.  The C in COTS.
· DWF:  mea culpa
· Doug:  Just replace COTS with OTS (off-the-shelf including the Internet).
· Auditability (again)

· Rene: Go back to auditability. Point 2 requires too much, can't prove
· DWF: From CoE, fudge the wording
· Rene:  As long as not an unsatisfiable requirement, that's only concern.
· Doug:  Impossible to prove because always possible that all records were similarly compromised.  Auditing is never going to address that issue. Weasel wording that might work:  to prove, barring extraordinary events,
· Kelsey:  Punts the problem to the definition of extraordinary
· Doug:  Should be stated up front that verify correct operation is a higher priority than identifying the cause.  [Meteorite striking data center is detectable]
· Doug:  Second should say to prove WHETHER all authentic votes were counted
· DWF:  AGREE
· Rene/Doug:  Fraud and malfunction, not always distinguishable
· Andy:  Make clear up front that the requirements are aspirational, might help with Rene's concern.
· QA/CM (again)
· Matt:  Can the COTS discussion and commercial be brought up again?
In our testing program, this idea of commercial has become vitally important because of things that are presented as COTS that are not. E.g., memory sticks that are actually only sold to one vendor.  They are not commodities.

· DWF discussion of COTS fitness for use.

· Doug: Software e.g. fitness of RNG for cryptographic use.
· Andy: fit for use taking too long, move on.
· DWF:  Take out the word COTS.
· Reliability & availability
· No more comments.
· U&A
· Doug:  Ballot format as formatted for a specific election. Don't have control of that.
· Sharon:  Somebody should at least look at them.
· Doug:  Bothered by recommendation to be electronic to the extent possible.  That's not a goal, it's a technology choice.  It's the how not the what.

· Sharon:  Agree.  E.g. rephrase per form-filling example.  Maximize the advantage.
· Andy:  Citing laws in 7); inconsistent
· Doug:  Agree that lots of other citations could be made. e.g. civil rights one-person one-vote is basis for strong requirement to prevent crooks from inserting extra votes. Suggest checking which of our top-level requirements are traceable to laws.
· Tammy:  Also cite Voting Rights Act.  Section 203.
· Discussion of language requirements

· Andy: We’ll go back and update this section based on the discussion.

· Security
· Joel:  #3: How prevent a small number of local officials from compromising?
· Andy:  There is that limitation.  Reword.
· Joel:  Not put higher restriction on this than in practice now.
· Joel: #6 pen testing, underscore that it should be independent third party.
· Interoperability
· DWF:  Open standards shall be used to INTEGRATE the various ... [delete everything after the comma].

General Comments on High Level Guidelines
· Andy:  Anything missing, general comments?  Should we stick with “shall” statements in the guideines, or move to a different style.

· Doug:  Don't go there.
· Andy:  So we agreed to tweak the language and work on the intro; will do that and ship a new draft.  Assuming we do that, do we think these are in pretty good shape and that would be it?
· Doug:  It's a good start...
· Andy:  Trying to figure out at what point we'll be transitioning to focus on demonstration project guidelines.
· Helen:  Think we're nearing the end of this.
· Doug:  Tend to agree with the caveat that you don't find out what you forgot to do until you try to use it; so we should move on to start on the demo project guidelines.
· Andy:  OK, "tentatively finalize"

Next Call
· Andy:  Next call, gap analysis on requirements

