TGDC U&A Working Group Meeting

Minutes: 2011-10-12
Members Present:

· Kristen Greene (NIST)

· Sharon Laskowski (NIST)

· Ed Smith (TGDC)
· Don Merriman (TGDC)
· Phil Jenkins (TGDC)

· Diane Golden (TGDC)

Agenda
1. Review minutes from previous U&A WG telecon 9/14/11 

2. Update on Applications & UOCAVA WGs

3. Recap of ITIF visit to NIST 10/6/11

4. Recap of VoteID in Estonia and follow-up meeting in Norway (9/28/11-10/3/11)

5. Discuss schedule for future U&A WG telecons

Topics Discussed:

· Review of our last call, 9/14/11
· Highlights: great discussion on the ITIF visit to NIST & NFB, what machines they should see, either during the visit or at a future date via the manufacturers themselves. Thank you to Josh Franklin for following up with the list of systems currently in certification.

· Recap of Operation Vote observation in San Antonio.

· Update on Applications & UOCAVA WGs
· Applications WG: last call was 9/29/11. Weren’t on the last call, but reviewed emails from John Wack: standard is mostly complete. FVAP is pushing forward with its data migration tool and we expect that this standard will be used as part of the application. David Bierne of FVAP may join us on the call today to provide an update on their data migration tool procurement.

· Next Apps call is tomorrow, Thursday 10/13/11, from 1-2pm ET.
· UOCAVA WG: last call was 10/6/11. 
· FVAP and EAC are still exploring the idea of a competition for the UOCAVA demo project. 
· UOCAVA WG is in process of conducting risk analysis on current UOCAVA process. At this time just vote by mail. In the future: risk analysis of electronic BBD and postal return. Andy Regenscheid has done a lot of work creating flow charts of process, created simplified risk assessment methodology that TGDC members can use to identify risks and identify where in process those risks are. 
· TGDC members agreed to use those templates to ID risks themselves, estimate in their jurisdictions what likelihood and impact of risks are. Andy Regenscheid will combine info from TGDC members. May need additional data collection at that point to more precisely ID impacts and probabilities

· If U&A WG members have examples of risks/failures in usability/accessibility, want to help identify risks, they should call in to UOCAVA calls and become involved in risk analysis early. Don’t want to wait and chime in after they’ve completed everything and are ready to move forward. SL will send out those materials.
· Next UOCAVA call is 2 weeks from now, Thursday, 10/20/11, 2-3pm ET.
· ES: good data from Helen Percell’s group from Maricopa. I envision that for risk estimation: next to each step you have a number, maybe from zero to unity, and in a separate doc, have some type of key that says this is how we determined that number.
· Recap of ITIF visit to NIST 10/6/11
· NIST hosted ~10 visitors: ITIF, U of Washington, GA Tech, U of Colorado, NFB. In addition to spending hands-on time with the NIST accessible voting systems, had two conference calls: Don DeFord of Oregon Alternative Ballot and Everyone Counts.
· During visit to NIST, ITIF conference call with Don DeFord of the Oregon Alternative Ballot:

· Described the system developed in Oregon to complement their state-wide vote-by-mail system, including what they are currently working on to improve it.
· Oregon had wanted to buy AutoMarks from ES&S to meet HAVA reqs, but contracts fell through so Oregon designed their own accessible systems to meet legal obligations but they’ve never been successful. Too many different pieces of AT and software that did not interoperate: issues with drivers and settings. Only 6 people in entire state voted on it last election. 36 polling stations in entire state.

· Oregon spent a lot of money trying to rescript ballot for people with cognitive disabilities. 

· Testing a system in Nov. that only covers 5 counties, Everyone Counts is building the ballot for them. Will test 4 devices: iPad, laptop PC, tablet PC that’s fully touchscreen, Android device with 4G wireless hotspot with an HP printer. iPad: native screenreader and switch access via Bluetooth. PC: ZoomText and NVDA open source screen reader. Android: screen reader app.   

· On Oct. 20th, will take the 4 devices up to the Oregon Commission for the Blind, where ~500 people on-site will give feedback.

· These will be ballot-marking devices: people still have to mail the ballots in. Every voter will be mailed a ballot with secrecy envelopes. Note that physical size differentiates inner/outer envelope, and there are holes punched on the two ends of the signature line. 

· DG: issue is how to verify what’s on the printed paper, the issue that’s been haunting us for 5-6 years

· Discussion of independent barcode reader that was accessible (in one Oregon county, testing a 2D printed barcode)

· During visit to NIST, ITIF conference call with Everyone Counts:
· Everyone Counts is the vendor supporting the Oregon alternative ballot. 

· They described their systems that support remote voters, including iVote in New South Wales.

· KG noted that there was a paper at VoteID by people from U. of New South Wales and U. of Melbourne that described significant security vulnerabilities with the iVote system however.

· Recap of VoteID in Estonia and follow-up meeting in Norway (9/28/11-10/3/11)
· VoteID conference and meeting at Tallin University in Estonia:

· Many aspects of electronic voting were presented and discussed at the VoteID conference. Following the conference, a one-day meeting was held to discuss aspects of Internet voting of particular interest to NIST’s UOCAVA work. About 15 people from industry, government, and academia stayed for this meeting. 
· Of note during VoteID conference: issue of accessibility with paper systems brought up during presentation on feasibility analysis of Pret a Voter for German federal elections (nice that accessibility is receiving explicit mention).

· Info about Estonian system: 

· Since 2002 Estonian citizens have been issued National Identity cards, two RSA secret keys used for authentication and for signing. These ID cards are used in the voting process, something we couldn’t do in the US
· Paper votes trump i-votes (internet voting). I-voting is early voting only

· In March 2011, there were 140,846 ivoters. 24.3% of participating voters and 56.4% of advance voters were i-voters. Tally of ivoting has potential to significantly influence the election outcome. 
· Issue that ivoting system is only in Estonian, but significant part of population only speaks Russian

· Estonian system compatible with screen reader; they test for accessibility

· Important that they provide help tech-support during elections

· Meeting in Oslo, Norway:
· Met with a group of government officials and academics at the Norwegian Ministry of Local Government and Regional Development. The Norwegian Internet voting system was explained and discussed. They were extremely open in discussing the whole experience of the recent elections, including the problems encountered prior to and during elections. 

· About the Norwegian system:

· The main manufacturer of the voting system is Scytl
· Voters authenticate using their MinID4 account (two-level authentication). All people get an ID# when they are born

· Select their preferred parties and candidates and cast their vote, they receive an SMS containing personalized verification codes corresponding with the vote received by the voting servers (one code representing the selected party and one code per candidate position of the party list). If the codes correlate with the expected codes of the voting card they previously received by postal mail, voters may be confident that their vote has reached the servers as intended.
· 75% of Norwegian votes were via internet

· User interface issues in polling place vs. at home: good reviews from users at home, but issues in polling place. Example of older woman who couldn’t click radio buttons, no experience with a mouse.
· System will be gov-owned and managed. Focus on trust and openness: source code public, they video taped all talks with vendors, etc. Very explicit that this wouldn’t work in a country where you don’t fully trust the government

· 5 prototypes initially considered

· Ingvar Tjostheim, from the Norwegian Computing Center, gave an entire talk on accessibility testing of the Norwegian system

· Report will be released next June

· Recruited participants with vision, hearing, physical, and cognitive disabilities

· Tested prototype before actual election

· Worked with multiple disability groups: NABP Norwegian association of the blind and partially sighted, CP Norwegian Cerebral Palsy Association, Norwegian Association for Persons with Developmental Disabilities, Dyslexia Association, Norwegian Association of the Deaf

· 2 hour visit in the home, paid participants ~$90

· 30 interviews across 3 municipalities

· Told people who to vote for

· Recruited people who planned to use the system in election

· Some findings: 30min time limit, you don’t get a warning, error message is uninformative, system simply boots you off. System requires you to update Java, but the link provided takes you to a Java page in English

· They are doing follow-up phone survey
· U&A WG member raised question on the availability of screen readers/AT in Norway: do people get free screen readers? Training on them?
· Discussion of schedule for U&A WG telecons

· Telecons are scheduled for the second Wednesday of each month, from 3-4 pm ET
· Next call was originally scheduled for November 9, but group members decided to hold call on November 30th instead. 
· U&A WG member suggested to use the Nov. 30th meeting to review the typical U&A risks in the UOCAVA process flow so group members could all sign off on it before Dec. TGDC meeting
· Summary: NO telecon November 9th, but one on the 30th instead
