NIST Small Business Information Security Workshop 2011 Feedback Form

Your response to this feedback form is extremely important to us. Date (mm/dd) I

It will be used to develop future programs. Thank you! ___/_____,2011

OVERALL

(Please use the following scale to indicate your response: SA = strongly agree; A = agree; U = undecided; D = disagree; SD = strongly disagree)

1. This workshop presented useful information to operate your

. OsA Oa Ou Opo asb
business more safely:
2.  What caused you to decide to come to this workshop?
[ I need a practical information [0 Academic or Job/career training purpose
O I need to know where to start [ As an IT/IS specialist, continuing education credits
[ Business networking opportunity [ Other
[J Request from management
3.  What is/are your current information security concern(s)?
[ Physical security, office/building/facility [0 Malicious code, computer viruse infection
[0 Personal Identity Information breach [0 Network security, hacking
[ Espionage, trade/business secret breach [ Compliance issues
[ Internet fraud scams [ Other

[ Personnel security (i.e. background check)

4. Which is your biggest challenge/need to implement information security in your business?

[ Budget/fund for implementing information security

[ Training/education opportunities

[0 Self-training/guidance resources on information security

[0 Latest information about information security threats

[ Relationship with law enforcement, authorities

[ Local community/common interest group on information security expert groups
[ Other

5. How did you learn about this workshop?

PERSONAL BUSINESS
1. Gender: [ Male O Female O Employee O Other
1. You are a(n): O Owner
[ Alaskan Native or American Indian O Manager
[ Asian or Pacific Islander
2. Racial: O Black or African American O Not in business [ Other
D White 2. What type of [ Construction
01 Other business are [ Manufacturing
you engaging [ Retail
in or planning .
L [ Service
3. Are you Hispanic or Latino? [ Yes O No on being in? O Wholesale
[115-24 [d25-34 [135-44 3 Total number 01 d2-5 de6-10
4. Age: [J45-54 [J55-64 [ 65-74 ) of emplovees: d11-20 [ 21-50 [J51-100
O 75-over PIOYEES: M101-250 [C251-500 1501 over

Please continue on next page 1o——, >



TOPICS

1. Please give your evaluation for each of the topics below which were presented during the workshop.

Evaluation

Subjects (circle one) Comments
very not
useful useful

General e Comprehensive security concept

. 5-4-3-2-1
Information e Confidentiality/Integrity/Availability

e Threats (i.e. Identity theft, Insider threats)
Security Issues | ® Hacking/Theft of data and resources 5.4-3-2-1
e Malicious codes and viruses

e Identifying critical information assets (Exercise 1 - 3)
e Cost benefit/avoidance analysis

Information .
i e Legal and regulatory compliance
Security e Security policies 5-4-3-2-1
Management

e Security risk assessment/management/mitigation

e Security incident management

e Safe Internet practices
e Safe e-mail practices
o Safe desktop practices

Best Practices/ . 5-4-3-2-1
e Safe personnel practices

Procedures
e Backup/Password/Virus control
e Wireless security precautions
o Staff awareness training
Security e Data content filters

Mechanisms e Antivirus software

and ¢ Firewall software/hardware

Technologies | o Operating system and applications patches

2. Thinking about the topics presented/discussed in this workshop,

| wish | knew more about

3. If you are interested in helping us improve future NIST Small Business Information Security Workshop,

please provide your email: (PLEASE PRINT)

Thank you for your participation!



