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Introduction to NICE

« The National Initiative for Cyber Security Education
(NICE) is a nationally coordinated effort focused on
cybersecurity awareness, education, training, and
professional development.

« The mission of NICE is to enhance the overall
cybersecurity posture of the United States by
accelerating the availability of educational and training
resources designed to improve the cyber behavior, skills,
and knowledge of every segment of the population,
enabling a safer cyberspace for all.
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NICE Component 4 — Workforce Training
and Professional Development

* This component is responsible for:
— defining the cybersecurity workforce; and

— Identifying the training and professional development
required for the nation’s cybersecurity workforce.

* Lead by the DoD, ODNI and DHS, in
coordination with academia, industry and state,
local and tribal governments.
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Understanding the Cybersecurity
Workforce
We need the answers to questions such as:
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Who is a cybersecurity professional?

Do we know in our Federal Government employee population, who works in
cybersecurity and what their capabilities are?

How many cybersecurity professionals receive annual performance awards
iIn comparison to professionals in other occupations?

What is the average starting salary of an System Architect within various
Federal Government organizations? How does this compare to private
industry?

What are the average promotion rates of different cybersecurity specialties
compared to one another and to other occupations?

What are the attrition rates?
Etc....




NICE Workforce Plan
Overview
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Need for Standardization

« Today, there is very little consistency throughout
the Federal Government and the Nation in terms
of how cybersecurity work is defined, described,
and how the workforce is trained.

« Establishing and implementing standards for
cybersecurity workforce and training is a
foundational component for every workforce
plan.
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Component 4 Work Plan — Task Overview

B Task 1 — Population Review — Defining the Workforce — The Framework

Task 2 — Training Catalog — Identifying the Training Per Level

Task 3 — Workforce Baseline Study — Assess the Quality

Task 4 — Workforce & Training Analysis (Identification of gaps in capabilities and
available training) — Identification of Gaps

Task 5 — Professional Development Roadmaps — The Pipeline
Task 6 - Communication

NICE
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Federal Department and Agency Support

Over 20 Federal Departments and Agencies participated to develop the

framework, including:

Department of State

Department of Education
Department of Labor

Office of Management and Budget
Office of Personnel Management
Department of Defense

Department of Justice

Information Sciences & Technologies
Department of Homeland Security
(including NPPD, TSA, USSS, Coast
Guard, ICE, CBP, CIS, DHS OI&A).
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Central Intelligence Agency

Defense Intelligence Agency

Director of National Intelligence
Federal Bureau of Investigation
National Security Agency

National Science Foundation
Department of Defense /DC3x
National Counterintelligence Executive
Federal CIO Council




N .

Non-Profit & Government Organizations

In addition, NICE has worked very closely with non-profit and
governmental organizations to socialize the framework. Including, but

not limited to:

*FedCIO Council IT Work Force
Committee (ITWFC)

« Committee of National Systems Security
(CNSS)

* FedCIO Council Information Security
and Identity Management Committee
(ISIMC)

» National Cybersecurity Alliance (NCSA)
» Federal Information Systems Security
Educators Association (FISSEA)

* Colloquium for Information Systems
Security Educators (CISSE)

* Colloguium for Advanced Cybersecurity
Education (CACE)

» Washington Cyber Roundtable

» CyberWatch

NICF
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*US Cyber Challenge

» National Association of State Chief
Information Officers (NASCIO)

» Multi-State Information Sharing and
Analysis Center (MS-ISAC)
sInformation Systems Security
Association (ISSA)

» National Board of Information security
Examiners (NBISE)

» Cybersecurity Certification Collaborative
(C3)

« Institute for Information Infrastructure
Protection (I3P)

» Association for Computing machinery
(ACM)

* Institute of Electrical and Electronics

Engineers (IEEE) -n




Cybersecurity Workforce
Framework

NATIONAL INITIATIVE FOR €YBERSECURITY EDUCATION



Framework Development Process

Conducting Internet searches and collecting
documents (reports, websites, briefings, etc.) from
across the government related to workforce constructs
such as:

Computer network defense (CND) service provider
organizations, Computer network operations (CNO),
Cyber investigation, Cybersecurity , Counterintelligence,
Counterintelligence in Cyberspace, IT infrastructure,
operations, development and information assurance.

Sample reviewed documents included: Some of the
reviewed documents were:

Office of Personnel Management’s occupational
standards (OPM, 2010), Job descriptions from the
Department of Labor’s O*NET database (2010), DoD
8570.01-M Information Assurance Workforce
Improvement Program (DoD, 2010), DoD Cybersecurity
Workforce Framework, DoD Counterintelligence in
Cyberspace Training and Professional Development
Plan, Federal Cybersecurity Workforce Transformation
Working Group Report on Cybersecurity Competencies

NICE
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Refine existing definitions of cybersecurity specialty
areas based on collected information

4
Conduct focus groups with subject matter experts

to identify and define specialty areas not noted in

previous documents

New specialty areas included Investigation,
Technology Demonstration, Information Systems
Security Management, etc.

Review existing task and KSA statements that define
the work within specialty areas.

Identify, collect, write new task and KSA statements
where appropriate.

Gather SME input on task and KSA statements.

9
Refine framework as necessary through workshops,

meetings, and stakeholder input. :
ongoing



Framework Categories

The Framework
organizes cybersecurity
Into seven high-level
categories, each
comprised of several
specialty areas.
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[/ Categories — Each Comprising Several Specialty Areas

Securely Specialty areas concerned with conceptualizing, designing, and
Provision building secure IT systems.

Specialty areas responsible for providing the support,
administration, and maintenance necessary to ensure effective and
efficient IT system performance and security.

Operate and
Maintain

Protect and Specialty area responsible for the identification, analysis and
Defend mitigation of threats to IT systems and networks.

Specialty areas responsible for the investigation of cyber events or

Investigate crimes which occur within IT Systems and networks.

Specialty area responsible for highly specialized and largely
Analyze classified review and evaluation of incoming cybersecurity
information.

NICE
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OPRPERATE AND MAINTAIN

Specialty areas responsible for providing the suppor, administration, and mainienance necessary to
ensure effective and efficient IT system pesformance and security.

Data Administration

Develops and administers databases andior data
management sysiems that alkvw $r the Sirage, querny,

and uilization of dats.

(Enample job fifle=: Corfient Sinqing Specinitsl Dedn drchiec Date
ianager Deds Waehouse Specisich Detntese Adminismdor, Dedatese
Developer; informedion Ok

Information System

Security Management

Oversees the information assurance program of an
informiatian sysiem inar sutside the netwon envirsnment;
may incude peocuremant duties (2., 1I550).

(Enzrmple jobs o= l.-fl..h"u;e-. H*E:r:-ﬂ-.:;..’rxi-t'u.'—._. Offcer,
e Systems Jecurty Officer (1350), informeafion Securdy
Progrm Manager]

Knowledge Management

Manages and administers processes and iooks that enable
e ceganization 1o dentify, document, and access intellieciual
capital and infarmation coment.

= Busine=s Anabet Busine sz nfeligence Mansger, Conlend
- Decumend Siowars Freeem of infbemedion ot O
e e '.2 reeger; information Jwner information Rescurces Manager]

Customer Service and
Technical Support

Addresses peoblems, installs, conhgures, troubleshoots,
and provides mamisnance and raming in response o
CusimEr requiements of inguiries (2.9, tered-level
GUSIDmEr support).

._u"':a.rr:-t-:q-: Compuler Suppost Specids; Cirdomer Suppord Help
Desi Repmsenintwe: Serace Dok Cpensdor Syslers Adminisistor;
Tecnica' Support Soecais]
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Metwork Services

Instalks, configures 1ests, operales, maintains, and
manages networks and Meir frewals, including
hardware (hubs, brdges, seitches, mutiplexsrs,
routers, calbies, Proky SETVErS, and protective
gistrinuior systems) and software Mat penmit the
sharing and Fansmission of all spectrum ransmissions
o infarmation 10 suppon the sacurity of Inarmation and
informatian 5ysiems.

[ Enample job ides- Cabiing Techinizian; Coverged Metwordk
._'u."lcc-' e twork -.n:"T' -"r-"'..n:r-'\-c ?.ﬁ'u =D signe«

System Administration

Imstals, comfigures, troublesheats, and maintains

server configurations (hasware and software) o “

ensure thelr confidentialty, imegrity, and availability. SO .. What else
AisD Manages accounts, frewalls, and palches. 2
Responsible for acoess control passwords! @ocount dO l get7

u:re:lti:n and administratin:un

N
7

Systems Security Analysis
C:onducts the inlegrationtesting, cpertons, and
maintenance of systems securty.

fEmmhp:.‘ﬁE; mwmwm.-mm—

SHMTEW Faatrm wﬂ-’ﬂa

Mrlu.ﬁ'uh'&mn?.ﬂra}*s: Sevuriy Confrol Assessor




Category: Operate and Maintain

Specialty Area: Systems Security Analysis

Responsible for the integration/testing, operations and maintenance of systems security

Typical OPM Classification: 2210, Information Technology Management (Actual information provided by OPM)

Example Job Titles: Information Assurance Security  Information Systems Security

Information System Security

IA Operational Engineer

Job Tasks

1. Implement system security measures that provide confidentiality, integrity, availability, authentication, and non-repudiation.
2. Implement approaches to resolve vulnerabilities, mitigate risks and recommend security changes to system or system components as

needed.

3.  Perform security reviews and identify security gaps in security architecture resulting in recommendations for the inclusion into the risk

mitigation strategy.
4. Etc.....

Competency

KSA

Information Assurance: Knowledge of methods and
procedures to protect information systems and data
by ensuring their availability, authentication,
confidentiality and integrity.

Skill in determining how a security system should work.

Knowledge of security management

Knowledge of Information Assurance principles and tenets.

Risk Management: Knowledge of the principles,
methods, and tools used for risk assessment and
mitigation, including assessment of failures and their
consequences.

Knowledge of risk management processes, including steps and methods for
assessing risk.

Knowledge of network access and authorization (e.g. PKI)

Skill in, assessing the robustness of security systems and designs.

System Life Cycle: Knowledge of systems life cycle
management concepts used to plan, develop,
implement, operate and maintain information
systems.

Knowledge of system lifecycle management principals.

Knowledge of how system components are installed, integrated and optimized.

Skill in designing the integration of hardware and software solutions.

NICE
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Exercise 1: Review of the

Cybersecurity Workforce
Framework
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Overall Framework Review
General Overview

 What does the NICE Cybersecurity Workforce
Framework cover?

 Whatis a specialty area?

Let’s Begin Part

* Take 5-10 minute eview the “paint
chip” booklet

— Look at the overall structure of categories and the specialty
areas within them

— Read the definitions of the each specialty area and consider
how well it fits into the category
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Questions to Consider

* Can you identify a specialty area that describes your
primary job responsibilities?

* Are the specialty areas appropriately grouped within
each major category (i.e., Securely Provision, Operate
and Maintain, Protect and Defend, etc.)?

 What specialty areas are missing?
* Should any specialty areas should be deleted?
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Part 2 — Specialty Area Deep Dive Review

* Group 1 - Independent review
of Tasks/KSAs

* Group 2 — Group discussion of
Information Systems Security
Management, Security Program
Management, and Strategic
Planning and Policy
Development

* Group 3 —IT Program
Management

Small Group Faclilitators will provide additional Guidance
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Case Study:
DHS Pilot Implementation
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DHS Cyber Workforce Initiative

The Secretary of the Department of
Homeland Security has identified the
acquiring, growing, and sustaining of a
cyber workforce as one of the
Department’s priorities

» The cyber security mission of DHS will require a
federal workforce that possesses the necessary skills
to lead cybersecurity missions and solutions, while
ensuring the future security of the national critical
infrastructure

» In response, the Office of the Chief Human Capital
Officer (OCHCO) and the National Protection and
Programs Directorate (NPPD) has established a cross-
component team responsible for the development of
this initiative

NICE
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Secretar)

US. Department of Homeland Security
Washington, DC 20528

% Homeland
"% Security

December 21, 2010

MEMORANDUM FOR: Component Heads
FROM: Secretary Napolitano q\/

SUBJECT: The U.S. Department of Homeland Security Workforce Strategy
for FY 2011-2016

I am pleased to share the U.S. Department of Homeland Security (DHS) Workforce Strategy for
FY 2011-2016, developed collaboratively to enrich and strengthen the entire DHS community.

Much progress is being made across the Department with regard to the recruitment, hiring, and
development of a top-notch workforce, yet there is much work still to be done.

The DHS Workforce Strategy appropriately takes a broad and long-term view. Nonetheless, |
expect to see immediate impacts in a variety of arcas within the first 90 days. six months, and
year of implementation, including:

Developing 1 DHS-wide leader development framework. An integrated, Department-wide
framework for leader development will provide a cadre of leaders able to maximize the
Department’s performance and strengthen a culture of joint operations and planning. A seamless
continuum of leader development that cuts across levels will enhance employee engagement,
development, and retention, and hence the Department’s mission effectiveness. | have asked
Deputy Secretary Lute to work closely with Chief Human Capital Officer Jeffrey Neal to ensure
this framework is developed and implemented expeditiously. With cross-Department planning
underway, I will look for a strategic framework to he in place by January 31, 2010, with specific
training to be completed by September 30, 2011,

Implementing a Balanced Workforce Strategy. Ensuring a balanced workforce where
governmental functions are performed by federal employees while appropriate functions are
undertaken by contractors will ensure full governmental control of mission. enhance institutional
knowledge. and potentially generate cost efficiencies. The use of a consistent Balanced
Workforce Strategy across DHS will result in an appropriate balance of federal employees and

contractors and aid in the identification of crucial workforce skills needs. [ expect the Balanced
Workforce Executive Steering Group to have completed initial balanced workforce plans based
on results of the Balanced Workforce Strategy by January 31, 2010, and then to add balanced
workforce plans each quarter of FY' 2011, after examining work that has been prioritized for
review.

ng a cybersecurity workforce recruitment and development strategy. The
asingly sophisticated and pervasive nature of cyber threats to our national security dej

www.dhs.gov
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“Eating a Pack of Elephants”

With all the organizational considerations in building and
sustaining a Cyber Workforce for DHS, where should we start?

e Strategic Plan — 4 Major Goals

|Identify parameters for building an effective, mission-focused
cybersecurity workforce;

Recruit highly qualified cybersecurity workforce professionals and
leaders;

Grow individual and organizational capabilities to promote a highly-
qualified workforce; and

Sustain an engaged cybersecurity workforce and leadership cadre by
sharing institutional knowledge and promoting a unified DHS culture

* Implementation
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Implementation: First Steps

To start, Cyber Workforce Development is focused on defining Capability
needs, which is accomplished by building competency models

*  Why Cyber Competency Models?

» Objective: Competencies define the skills/capabilities critical for successful job performance
across Cyber roles, and the behaviors that exemplify the progressive levels of proficiency
associated with these competencies

» Impact: Provides a solid foundation upon which targeted recruitment, selection, and
employee development (learning and training) initiatives can be built to increase Cyber
Workforce capabilities

|
Customer Service and Technical Support: Addresses probl installs, figures, troubleshoots,and provides maintenance and
training in response to customer requirements or inquiries (e.g., tiered-level customersupport).

What makes a Competency Model?

Behavioral Indicator (BI)

> CO m p ete n C i eS I Basic (BI) Intermediate (BI) Advanced (BI)

> Prguigles guidance on configuring change » Conducts brown bag sessions (term used for
ref y creating trainingand written internal training), training users on how to use
o eg¥s (e.g., manuals) in a clear format for various tools and products (how to run queries,
ow to complete change requests generate reports)

» Provides approval/disapp on role-based
access/content/active channel requests by
reviewing whether requests comply with
organizational standards and procedures

> Delegates change actions to the systems

> Configures change requests with guidance by
reviewing request, determining whether request is
valid/reasonable, communicating with user —if.
necessary, and by making the appropriat 3|
in the system

R

Competency Definition

Penetration Testing Designs, simulates, and executes attacks on networks and systems. Leverages existing and emerging methods to
attack systems and exploit vulnerabilities. Documents penetration testing methodology, findings, and resulting

business impact.
NATIONAL INITIATIVE FOR €YBERSECURITY EDUCATION

> Behavioral Indicators
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Implementation: Challenges

* How do we minimize the time impact on the managers,
supervisors and SMEs?

* How do we ensure consistency in terminology across all
agencies and components?

 Who are the DHS Cybersecurity professionals?
 What competency work has been accomplished?

* With so many Occupational Series involved with
Cybersecurity, how should the models be built?
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A NICE Solution

Although we still have some outstanding challenges, the NICE
Framework presented an exceptional solution for time and
consistency. Using the framework as a foundation, DHS can

* Compile initial technical competency models in a compressed
timeframe

* Maintain consistency in terminology across all agencies and
components, as well as alignment with NICE and OPM
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Rollout Experience: The story we had to tell

People need/want to know where the Framework came from and why it was developed

The Comprehensive National Cybersecurity Initiative — Initiative #8 — requires building a national
Cyber Workforce and serves as the foundation for the National Initiative Cybersecurity Education

(N I C E) National Initiative for Cybersecurity Education (NICE)
Relationship to President’s Education Agenda

18 April 2000

Teq Fatioma] Inttiztive for Crhersscmnty Education (WICE) momsezts the contmmal
avolution of Comprahszsie Natiozal Cybemsecurity Instiative (CWCT) B, a5 t2s scope bas
mecamtly beez sxpanded from 2 Foedaral focus so 2 larger Mational focus. The Natomal
Institute of Standards and Tack=ology (WIST) has assumed the ovenall coardizafice role
for the efforr 2zd is comeedy idmtifying meources to be applied to this Imitizsive

bt mviemizg all malxted previons actvites, and developizg 2 soategic Samemvock and 2
‘The Comprehensive National Cybersecurity Initiative sactical plan of operation to support that Iremework. This expezsion and e zew overnall
- ot coardination rale by KIST ars m rasponse to the Prosident’s priorities 2z sxpressed =
o, bttt s St o ire"“ar:‘eﬂ:: focuseson Maspe(es necessary 1o enabe practical mission bridging across the elements of 15, Chagaar 11, Huilding Capacity "iY @ Digiral Metion, of '-h;.h““d“r‘ Crbergpace -"5""-'{'
prepared 10 coumzr. shortly aftes tking offce the President thereforz ordered a thorough reviewof Eandwith and o Review, aed pumilt from docisinns smda by tho Natinal Sossity Staif's ':\E
thell rureand pokgy ks itk and Cybamecurity Dinctomie and &s Ofice of the Director of 14 2cioml Intelligemca’s
o h to saci collshoratne technalogies. (ODNT) Joint Intaragezcy Cybar Task Force (TLACTE).
n Ny 2005, the Presklent accapted therecommendationsof the resulting qmmmpﬂ‘“ Review, “The National Cybersecu ity Center INCSC) within the Department of Homeland Security will pliya
ncluding the sekection of cybarsacumy Coondinator ey us. derthis inkiah tingand NIET wnll emsurs the coordinzsion, cooparation,
the President. h wwi”h‘p‘ave«snuscmm and reporting cn the sate of US nd =l Tansfir, exd mstzingbelicy of MICE iz erdes to ackisne its objectrves. MIZE will sstablsz
. coodnaton an opecetionz], sostainzids, amd contizmally Eproving cybemecaiy stucation peogran
that S st Inthe. Initative #6. Devalop for mmltipls sepmeets of e netion on comect applcaticn of sommd cyber prachces
forthe ovesy o mest the dig ges of our campaign to s it et i Success for this affort will ses ths aubancamez: of tie oveall secarity poste of the
promotz: e e " pebaate sactor To accomplish these goal yber United Statss
ors and analyss, ncressesmployes avaren:
m;m&;x:;mﬁmmm?:::nme privacy fahts e chlbafies uaantz=d in co“abo,a,m':c,;ﬁmgm,fm Ta zoaet NICE objectivas, offorts have bese sucturad izt the followi=g four tracks:

aegyofhetnmed ates # Track 1: Natismal Cybersecuricy Awarensss (Lesd: DES). Public sarnce
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on NG launched by President George W, Bush

s l hiting, o - - .
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enhanc| threats, and i continued tec futur *‘”E‘”ﬁ # Track 3: Federal Cyberscurine Workforce Struceore (Lead: OPALL
stete focal ltake i totheefior: 43 he Porionnal menagsennr fezctioss, to inchode definizg cybarssomity jobs in the
sector parmers—and the bilty toact quickly to raduce our curient vulnerabilnes 3nd pravent
Inrusions. 1950, 0 mestthis chillzngs. fodaral gowormmonr and kills and compssancis: raq_ul:n:l How siratagios b5
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o Subtrack 1: Geearal IT Use (Co-Leads: DEHS, Federal €TI0 Couzcil)
o Subkack 20 IT Imfrasmucturs, Operatioss, Maimezancs, and Infomeation
Aszzzance {Co-Lands: DD, DES)

NICE
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Rollout Experience: The story we had to tell
Helpful to highlight the comprehensive nature of NICE Framework

Made up of multiple components, NICE Component 4 focuses on the standards and development
of the Federal Cyber Workforce

Nasiogl v o CoberscaisEducation (NICE) Component 4: Cybersecurity Workforce

e S s Gy B 01 s s Training and Professional Development

wvolution of Comprahsmsive Natiezal Cybamsecuricy Inftixtive (CHCT) B, as 25 scope bas
secemtly besz sxpandsd from 2 Fodaral focus s 2 larper Metional focus. The Masional
Inseimuts of Standards and Tack=clogy (WIST) hes assumed tha everall coondi=aten rols
for the effort a=d & cameedy ifying sesources 1o be IFFLi;d to this I=fiative,
gz all Nlah-d PraTiosE s, axd developi=zg & statemic Samevock and 2

:.ciu::]]:lm cpeniiz i sppar that framework. This @ lqn_:lnnand. wrarall
coordinzsion rola by KIST ars im response to e President’s priontes wed =
Chagaar 11, Suilding Capacity for a Digitel Mation, of the Prasidant’s Cyberspace Polley
'u'vxw 2zd mesult fom Sacisions made by the Medonal Secemiy Smifs (NES)

Functional Area 1: General IT Use

Functional Area 2: IT Infrastructure,
Operations, Maintenance, and Information
Assurance

amecuriey Directoram and fea Office of the Diractor of Nasionsl l:mr']]m a5
'DD}-'DJ int Intaragemcy Cyisar Task Farcs (TACTE).

NIST will smrurs the coordinesion, cosparesion, Scus, public snEagemsst, tecknclogy
'.r.ln:i.: 2=d m stzinzdliny of MICE iz cr d.rbo dﬂ!""ﬂll 'an-cn 5. MICE will satabilisk

bz, xnd conti= ‘_ sducation program
ic r moaltisle segmesss of fhe masion sm comact apphic au.cn of sommd eyber F 1.an:
Success for this affert will ss the anhamcames=s of the overall sscmmisy pose:
Unized Stazes

Functional Area 3: Domestic Law
T T 1 v Coeracat: s (st St e Enforcement and Counterintelligence

cammaiz=s to promets cybarsecuricy and rerpons 'hlnusn .
makimg cybamiacusior popalar Sor chiléren 25 wall a
cr:u:p'urmit Sor aldes sexdents.

* Track I: Formsl Cybersecuricy Educag

o o« Functional Area 4: Specialized
i iy s s g s s o Cybersecurity Operations

® Track 3: Federal Cyb rm Wa ]d':\u Srucrore (Lead: OFAIL
. to inchude dafinizg crbersscarity jobs in the
ills mi compatazciss raqm:r-:l Hew siratagies oo
atmace, recruie, and reesin sidlled snmloveas to azcomplish

bersecurity Workforce Training snd Professiozs] Development

e e e This effort reaches across the Federal

o Subtrack 1: Geearal IT Use {Co-Leads: DHE, Fadaral CT0 Coumcil)

s T fr e i e Government with included support
" from DHS, OSTP, ODNI, NSA, DoD,

NICE
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What are Competency Models? — Nuts and Bolts

CYBER ROLE

provides technical analysis and automated scans to assess their completeness and identify sy: ‘em vul~ _rabilities and weaknesses.

Cybersecurity Tester: The Cybersecurity Tester provides compliance-based security testing leveraging automated tools. The Cybersecurity Tester
assists in the preparation, development, modification, and management of security products in supper~ ~f the C&A process. The Cybersecurity Tester

CYBER SKILLS BEHAVIORAL INDICATORS ‘\_ PERFORMANCE STANDARDS

analyses for total systems

» Analyzes all levels of total system
products to include: acquisition,
concept, design, test, installation,
operation, maintenance, and disposal

» Translate operational requirements
into technical requirements

» Organizes and analyzes stated
requirements into categories
throughout the system lifecycle such

T2 O 0

» Penetration Testing

=

» Certification &
Accreditation

o < -n

» Secure Network
Design

operational, security, etc.

» Proficient at using a requirements
management tool (e.g.. DOORS)
» Identifies and documents security

requirements

as functionality, usability, performance,

Ririty requirements into secure design technical

ntation to determine security impact and

ndations for gap mitigation.
Broficiencyatevel2
» Leads the definition and flow-down
functional, performance, and design

» Systems

Requirements

Analysis :L

. d
» Testing |
¥ - depth/breadth of secu
> Vulnerability § Performs gap analyses 8
3 Rroficiencyilteve
Assessment \F , | * Performs technical planning, vster
'Y & integration, verification and va  .aon,

» Threat Assessment and supportability and effectiveness requirements

» Performs functional analysis, timeline
analysis, requirements allocation, and
interface definition studies to translate
customer requirements into hardware
and software specifications

» Distinguishes testable requirements

» Conducts gap analyses between
requirements and proposed
architecture to identify security
performance and other weaknesses in
the system

» Verifies security requirements through
collaboration with DAA/IA/Engineering
& Systems Administration

» Conducts vulnerability & risk
assessment analyses

Proficiency/Level 2]

» Advises on new techniques and
estimated costs associated with new
or revised programs and utilities,
taking into consideration personnel,
time, and hardware requirements

» Interprets mission objective and
applies knowledge to requirements
and implementations

» Advices customer of gaps in security
policy and guidance; provides
recommendations

» Monitors industry developments and
evolving instruction/policy/guidance on
IT security concerns

» Oversees large-scale requirements
development and management efforts
to include the definition of new
requirements and the implementation
of changes to existing requirements.

CYBER SKILL & PERFORMANCE
PROFICIENCY LEVEL
STANDARDS FEL
Systems
Requirements 2 3 3
Analysis
Testing 2 3 3
Vulnerability 1 > 3
Assessment
Threat Assessment 2 2 2
Penetration Testing 1 2 2
Certification &
Accreditation 1 2 2
Secure Network 1 1 2

Design

NICE
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Applying the NICE Framework

DHS SPECIFIC CYBER ROLE

Cybersecurity Tester: The Cybersecurity Tester provides compliance-based security testing leveraging automated tools. The Cybersecurity Tester
assists in the preparation, development, modification, and management of security products in support of the C&A process. The Cybersecurity Tester
provides technical analysis and automated scans to assess their completeness and identify system vulnerabilities and weaknesses.

SPECIALTY AREAS BEHAVIORAL INDICATORS PERFORMANCE STANDARDS

» Systems
Requirements
Planning

» Test and Evaluation

» Investigation

» Computer Network
Selected by

Component SMEs
from NICE
Framework

Specialty Areas

Ll

== 0O

TV O O o0

=

o < -n

NICE
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» Performs technical planning, system
integration, verification and validation,
and supportability and effectiveness
analyses for total systems

» Analyzes all levels of total system
products to include: acquisition,
concept, design, test, installation,
operation, maintenance, and disposal

» Translate operational requirements
into technical requirements

» Organizes and analyzes stated

requirements into categories

throughout the system lifecycle such

as functionality, usability, performance,

operational, security, etc.

» Proficient at using a requirements
management tool (e.g.. DOORS)
» Identifies and documents security

requirements

Built by SMEs with alignment to respective
NICE Framework KSAs

» Leads the deflnmon and flow-down
functional, performance, and design
requirements

» Performs functional analysis, timeline
analysis, requirements allocation, and
interface definition studies to translate
customer requirements into hardware
and software specifications

» Distinguishes testable requirements

» Conducts gap analyses between
requirements and proposed
architecture to identify security
performance and other weaknesses in
the system

» Verifies security requirements through
collaboration with DAA/IA/Engineering
& Systems Administration

» Conducts vulnerability & risk

assessment analyses

» Advises on new techniques and
estimated costs associated with new
or revised programs and utilities,
taking into consideration personnel,
time, and hardware requirements

» Interprets mission objective and
applies knowledge to requirements
and implementations

» Advices customer of gaps in security
policy and guidance; provides
recommendations

» Monitors industry developments and
evolving instruction/policy/guidance on
IT security concerns

» Oversees large-scale requirements

development and management efforts

to include the definition of new
requirements and the implementation
of changes to existing requirements.

CYBER SKILL & PERFORMANCE
PROFICIENCY LEVEL
STANDARDS FEL
Systems
Requirements 2 3 3
Planning
Test and Evaluation 2 3 3
Investigation 1 2 3
Computer Network 2 2 2

Defense




N .

Impact of DHS use of NICE Framework

Accelerated role specific model development cycle time

Establishing consistency in terminology across all DHS
agencies and components

* Alignment with NICE efforts and future NICE related
programs

 Real time feedback from field on framework back to NICE
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Exercise 2. Linking
Training To the
Framework
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Why map competencies to training courses?

e Effectiveness

— ensure that training has “right” content at right level to
support needed competencies

— optimize usefulness of training — enable a robust number
of variables to be used for search capabilities to enable
very targeted searches to identify applicable/relevant
training

e Efficiency — allocate training resources to most
benefit

— eliminate unnecessary redundancy in courses

— facilitate use of courses to greatest extent possible

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION
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Guiding principles

 Competencies and other job-related information to
course mappings, in addition to all other required
training course information, are an important
foundation

 Completing the mapping according to common lexica
and taxonomies adds exponentially greater value

* |deally mapping is done by Subject Matter Experts

 Mapping is not just an exercise — especially in time of
increasing scarcity of resources

NATIONAL INITIATIVE FOR €YBERSECURITY EDUCATION
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Process - Mapping Existing Courses to Job
Information

e 15t |dentify courses to be mapped. May start with a
mission critical occupation (e.g., cybersecurity) or by
IC element (e.g., DIA)

e 2nd Ensure information about the course is available
so that it can be accurately mapped (e.g., has
learning objectives documented)

e 3rd Process of successive approximations - - map all
fields to the greatest extent possible and with the
highest level of consistency/accuracy

« 4th Review and establish a quality assurance process
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Session Format

* Linking Courses: What You’ll Need
 Example

* Group Exercise
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What do you need?

“Things”

 The Cybersecurity
Workforce Framework
— Must have

* Specialty areas with
complete descriptions

* KSAs/Competencies
* Job titles (helpful for SMEs)

* Training Courses

— Must have
e Title
* Description

e QOther data considered in

aggregate
— Obijectives
— Target audience
— Pre-requisites

— Number in a series (e.g., 1

of 6)

Worksheets to record
linkages




What do you need?

“People”
e Subject Matter Experts * Facilitator
— Must have — Must have

* Knowledge of course content OR

i * Familiarity with the process,
* Can become expert in course

content through purpose
— Review of materials * Ability to guide SME, either
— Audit course — In person
— Ideal SME is the ISD or instructor of — Remotely

that training

— Preferably 2-3 SMEs

* Supports reliability & validity of
linkages

NICE
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Example from a
Facilitated Session

The output shown here came from a
facilitated SME session with a
cybersecurity training provider from
academia

These samples illustrate a portion of
the populated worksheet from Step 1
of the process.

Links are shown between six courses
and four specialty areas (formerly
“work roles”)

Note: SMEs were also asked to
indicate the level of the intended
audience for each course, and type of
learning

NICE

NATIONAL INITIATIVE FOR €YBERSECURITY EDUCATION

File

1}

Home Insert

ol @B e [=]

Print |Full Screen Web  Outline Draft
Layout| Reading Layout

Document Views

Review View

[l one Page

(33 Two Pages

Fagelayout  Referances

l:l [#] Ruler
[ Gridiines
[T Mavigation Pane

Mailings
Q LI
Zoom 100%

Show Zoom

Booz Allen

Table Tools

Desigl

Layout

? E . 31 View Side by Side

New Amange Split

Sl Page Width | window Al

{ synchronous Serolling

Window

E§ =

Switch Macros

eset Window Position | windows~ |+

Macros

W -

aTe

[N S N SN B S B SO

[E[ 5

o

i

7 [E[ 1 - -

e [

Work role

¥ If course relates to role

Course 1

Course 2

Course 3

Course 4

Course &

1

@

. Information Security Officer - Responsible for the information

security strategy within an organization, toinclude
developmentand enforcement of organization's security
policy and es, security
continuity and disaster recovery plans, and all industry and
government compliance issues.

program, business

1

”

Information Systems Security Professional - Oversees the
information assurance program of an information system
within the network environment; may include procurement
duties.

1

l

Infrastructure Support Specialist- Tests, implements, deploys,

maintains, and administers the infrastructure hardware and
software, which are required to effectively manage the
computer network defense service provider network and
resources. Monitors network to actively remediate
unauthorized activities.

=

1

»

Knowledge Manager - M d administers p
and tools thatenable the organization to identify, document,
and access il capital and information content.

1

@

. Network Infrastructure Service Specialist - Installs, configures,

tests, and maintains networks and their firewalls, including
hardware (hubs, bridges, switches, multiplexers, routers,
cables, proxy servers, and protective distributor systems) and
software that permitthe sharing and transmission of
information to support the security of information and
information systems.

20.

=

Network Operations Manager- Plans, organizes, and directs

the operation, administration, maintenance, and provisioning,

of networked systemsinorder to ensure availability and
integrity of information.
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Advanced
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Beginner

Advanced ___
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Beginner ___
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Advanced ___

Type of leamning
Factual  __X
Concaptual
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Factual  _X_
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Type of learning
Factual  ¥__

Conceptual

X

QOther

QOther

QOther

f X

Other

Other

Notes:

4 [

» (&)

]

“« o w4

Page: 5 of 5 | Words: 965 | I~ |

IEEEE

»
e —




Example from a
Facilitated Session
continued...

] o]
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f k I d d H f [ B2l - fe | Task >
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the process. course 1 course 2 course 3 course 4 course 3
o 'Write instructional materials (e.g., standard operating procedures, production
as! manual) to provide detailed guidance to relevant portion of the workforce
24 H
1 1 Knowledge of network architect pts including topology, protocels, and Infrastruct:
This sample illustrates that several of a5 R el ek arhche concens ncudineispelop prokals ond | W | :
. ) sh Knowledge of network communication protocols such as TCP/IP, Dynamic Host Infrastructure
the prOVIder S cou rses su pport the 26 Configuration, Domain Name Server (DNS), and directory services Design * i
. . . 27 KSA Knowledge of operating systems Operating Systems x x
KSAS W I t h I n t h e S p e C I a Ity A re a 28 KSA Knowledge and experience in the Instructional System Design methodology T::L::\I;';::; % X ®
“ Ed u cat i on an d Tra i n i ng" . - anwlgdggufand experience in InsifierThreal investigations, reporting, Computer Netwark
investigative tools and laws/regulations Defense
30 KSA Knowledge of applicable statutes in Title 10 of the U.S. Code. Legal, G_avernment
and Jurisprudence
_— Knowledge of applicable statutes in Title 18 of the US. Code [Crimes and Legal, Government
31 Criminal Procedure). and Jurisprudence
N Ote N Seve ra | of t h ese CO u rses S u p po rt Knowledge of basic physical computer compenents and architectures, including s
. . . . . KSA the functions of various components and peripherals (e.g., CPUs, Network Electronics X x
| | h h | 12 Interface Cards, data storage]
mu tl p e KSAS Wlt In t IS speCIa ty area @ Knowledge of laws that affect cyber security (e.g., Wiretap Act, Pen/Trap and [
33 Trace Statue, Stored Electronic Communication Act)
KSA Knowledge of multiple cognitive domains and appropriate tools and methods Teaching Oth X X X
3 for learning in each domain e i
. . . Ability to develop curriculum that speaks to the topic at the appropriate level for| _ X *® X
These linkages, captured in this B betoden [eones | x|
. KSA Knowledge of virtuzalization technologies and virtual machine development and AT SRS
ksh h d h 36 maintenance
WO r S eet' a re t e n e nte re I nto t e 37 KSA Skill in developing and executing technical training programs and curricula Computer Forensics x x x ® x L
O n I | n e Cybe rsecu r|ty Tra | n | ng Cata I Og M4 r M Data Administration Digital Forensics | Education and Training .~ Enterprise Architecture Incident Response Information Assurli] 4 w 0|
Ready | Count:0  Sum:0 |[EH|C M 100% (=) [} (+)
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Now Let’s Try It...

* Your Table Group Will Test the Linkage Process
e Scenario-based Exercise
e Supporting Materials

We’ll Answer Questions

Time
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Task Guidance

* To begin, focus on 1 specialty area

* Using the Framework, take a close look at the KSAs
that comprise that specialty area

* Apply your “expertise” (the course information
provided) to identify those KSAs that you think are
covered in the course

* On the worksheet, write in the KSAs you have
identified

* Repeat the process, selecting KSAs for the remaining
2 specialty areas
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Wrap up

* How did you do?
* The actual linkages are...
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Call to Action

« Help advance the Framework!

— Provide your input for what we missed, either current or future-
oriented

« Adopt the Cybersecurity Workforce Framework

— If you have existing competency data for cybersecurity within your
organization, first map to the framework and then adopt the new
labels and definitions

» Volunteer to be a Linkage Expert for Cataloging
Cybersecurity Training

— Work with us to get your courses cataloged and linked to the
Framework

« Spread the Word

— Promote awareness and adoption across the federal government

and the Nation
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