Trustworthy Suppliers Framework Forum

Co-hosted by the Institute for Defense Analyses and the National Institute of Standards and Technology

Wednesday, May 25, 2016
100 Bureau Drive; Gaithersburg, MD 20878

DRAFT AGENDA

8:30-9:00 AM Registration

9:00-9:10 AM Welcome

9:10 AM -9:40 AM  Introduction
Jon Boyens, National Institute of Standards and Technology (NIST)

Nadya Bartol, Utilities Telecom Council (UTC)

9:40 AM -10:30 AM Trustworthy Suppliers Framework Concept

Brian Cohen, Institute for Defense Analyses (IDA)

10:30 AM - 10:45 AM Break

10:45 AM -11:15 PM Scenario 1 - Technology Company IP Protection

Participants will be taken through a scenario using the Trustworthy Suppliers
Framework in order to understand the framework’s intended use. Participants
will assume the role of a technology company buyer who must protect their

intellectual property in a situation where a supplier is also a competitor.

11:15 AM -11:45 PM Assessment: Benefits, challenges, gaps

11:45 AM - 1:00 PM Lunch

(Food not provided; Cafeteria and local restaurants available)

TIMES AND SCHEDULE SUBJECT TO CHANGE
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Trustworthy Suppliers Framework Forum

CONFERENCE AGENDA

1:00 PM - 1:30 PM NIST ICT SCRM Project Update

Jon Boyens and Celia Paulsen, National Institute of Standards and Technology

1:30 PM -2:30 PM Standards’ Experts Panel

Moderators: Brian Cohen, Institute for Defense Analyses (IDA)

Sydney Pope, U.S. Department of Defense, Office of the Secretary of Defense

Panelists: Nadya Bartol, Utilities Telecom Council (UTC)
Bruce Mahone, SAE International
Gery Mras, Aerospace Industries Association (AlA)
Dan Reddy, Thomas Edison State College
Fred Schipp, U.S. Navy

2:30 PM — 2:45 PM Break

2:45 PM - 3:15 PM Scenario 2 - Critical Infrastructure ICS Replacement

Participants will use the Trustworthy Suppliers Framework to work through a
scenario where they face a critical threat to public infrastructure when an
industrial control system component in a power grid is replaced with a newer

component and risks unintended consequences.

3:15 PM -4:00 PM Assessment: Benefits, challenges, gaps

4:00 PM -4:30 PM Wrap Up and Next Steps

TIMES AND SCHEDULE SUBJECT TO CHANGE
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