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NIST IMPROVING U.S. VOTING SYSTEMS

TGDC PLENARY MEETING
DECEMBER 9-10, 2009
(START OF RECORDING AUDIO CD 1)
DR. GALLAGHER:     Good morning, everybody.  According to the NIST official clock it is 8:33 and 28 seconds so if it’s okay let’s go ahead and call this meeting to order.
We will come back and do a round of introductions and you will see our agenda today, we begin very gently with a lot of orientation but it starts this morning with the pledge of allegiance and roll call.  Karen.
MS. YAVETZ:
Patrick Gallagher.
DR. GALLAGHER: Present.

MS. YAVETZ:
Steven Bellovin.

DR. BELLOVIN:
Present.

MS. YAVETZ:
Ronald Gardner.

MR. GARDNER:
Here.

MS. YAVETZ:
Diane Golden.

MS. GOLDEN:
Here.

MS. YAVETZ:
Phillip Jenkins.

MR. JENKINS:
Here.

MS. YAVETZ:
Douglas Jones.

MR. JONES:
Here.

MS. YAVETZ:
Linda Lamone.

MS. LAMONE:
Here.

MS. YAVETZ:
Ann McGehan.

MS. MCGEHAN:
Here.

MS. YAVETZ:
Paul Miller.

MR. MILLER:
Here.

MS. YAVETZ:
Donald Palmer.

MR. PALMER:
(No response heard).

MS. YAVETZ:
Helen Purcell.

MS. PURCELL:
Here.

MS. YAVETZ:
Russell Ragsdale.

MR. RAGSDALE:
Here.

MS. YAVETZ:
Edwin Smith.

MR. SMITH:
Here.

MS. YAVETZ:
David Wagner.

DR. WAGNER:
Here.


MS. YAVETZ:
Twelve members present.


DR. GALLAGHER:     Let’s all stand for the Pledge of Allegiance.

(Pledge of Allegiance)


DR. GALLAGHER:     Well, good morning, everybody.  It’s great to have the TGDC reunited after a period of time and I thought what we could do to start out is to get to know each other with some introductions.

As I said, our agenda this morning allows us to really explore the roll of this committee and to go to the charge at some depth.

So let me start by introducing myself.  My name is Patrick Gallagher.  I’m the Director of NIST, having been confirmed by the Senate November 5th of this year so I will rank as your newest member and you’re going to see that in a couple of ways.  I will be the resident non-expert among a group of very distinguished experts.

My background, actually I’ve been at NIST for 16 years.  I’m a physicist by training and came here actually as a research scientist doing neutron scattering at our neutron facility here at NIST, and then in 2008 became the Deputy Director and Acting Director of NIST until the appointment by President Obama.  So it’s my great pleasure to be here.

Let me introduce my colleague here from the Election Assistance Commission.


COMMISSIONER DAVIDSON:     Hi, my name is Donetta Davidson and I am one of three commissioners.  The other two commissioners will be joining us throughout the day.  They should be here shortly.

And I just want to tell you what my background is.  I was a local election official along with being a state election official and then I ended up Secretary of State of Colorado before coming to the EAC and believe it or not I was one of the first members on the TGDC committee so it has a fond spot in my heart.

And I serve as the designated federal official for this committee as an officer so that’s why you see me here and doing presentations instead of somebody else.


DR. GALLAGHER:     So let me suggest that we continue the round of introductions by going around the table.  Please introduce yourself, say a little bit about who you are and your background.

And what I find interesting about this committee, you’re all wearing two hats, one of them is your expertise.  Give us a little bit of background from that perspective, but the TGDC is also made up basically having representation from the various boards and its technical experts so let us know as well what perspective you bring to the committee.  So I’ll begin with David.


MR. WAGNER:
Good morning, everyone.  I’m David Wagner.  I’m here from UC Berkley.  I’m an academic.  I’m a professor of computer science at UC Berkley.  I just gave my last lecture this semester last week.  It’s a pleasure to be here.  My area of expertise is in computer science and computer security and related topics.  I’m looking forward to working with all of you.


MR. SMITH:
Good morning, my name is Ed Smith.  I’m currently with Dominion Voting Systems out of Toronto, Canada and Denver, Colorado.

I’ve been in the industry -- I started indirectly.  I came out of manufacturing and built equipment for Hart INSTERCIVIC back in the late ‘90s when a gentleman named Neil McCler who some of you may be acquainted with came by with this thing made out of literally plywood sticks and cardboard that later became the (unintelligible) that we see used in many jurisdictions around the country.

And then after 2001, when that business evaporated quite a lot I joined Hart Intercivic and that was my entree into this industry.

So I bring the perspective of someone who has actually built the equipment and someone who has been a manufacturer for many years and all of the interesting changes in the industry, certainly the interesting changes in the technology and the deployment of those systems.  And it’s great to be here, thank you.

MR. JONES:
I’m Douglas Jones.  I’m one of the technical experts and I’m an academic from the University of Iowa.  I am a computer science faculty member and I’ve been involved with voting system certification since 1994 when I joined the Iowa Board of Examiners for voting machines.  I served on that board for a decade and then became somewhat of a gadfly on the sidelines but now I’m back in the certification game from a different perspective.


MR. MILLER:
Paul Miller, I’m one of the National Association of State Election Directors or NASED representatives.  I’m currently working for the Secretary of State in Washington.  My title there is Senior Technology Policy Advisor.

Way back in my past I worked for 11 years for King County elections which is one of the largest counties in the country with their voting systems and when I went to the Secretary of State I was certifying the election equipment at the state level.


MR. JENKINS:
Good morning, Phill Jenkins.  I think in the book here it says Phillip but I go by Phill.  I’m a member of the Ivan Research Division and also I was appointed to the Access Board.  My background is computer science but also more specifically system technology in our research and development and I am also a member of the EAC Advisory Board.


MR. RAGSDALE:
I’m Russ Ragsdale, sitting county clerk from the city and county of Broomfield, Colorado.  It’s a small community with about 55,000 in the northern edge of the Denver metro area.  I’m here as an appointee representative of the AC Standards Board, local election official.


MS. PURCELL:
Good morning.  I’m Helen Purcell.  I am the recorder in Maricopa, Arizona serving my 21st year in office.  I’m one of the original members of the TGDC representing the Board of Advisors.

MR. GARDNER:
Good morning.  My name is Ron Gardner.  I’m the legal -- I’m from the west and it’s not time to get up yet.

(LAUGHTER)

I am the Director of Field Services for the National Federation of the Blind which is a membership organization of blind people across America and we have an interest in voting as well.  And I also serve on the United States Access Board.  I’m an appointee there to that board and thus my attendance on this committee.


DR. BELLOVIN:
Hi, I’m Steve Bellovin.  I’m a computer science professor at Columbia University.  I’ve only been there about five years.  I spent most of my career at Bell Labs and AT&T labs.  My research in the last 20 plus years has focused on as I describe it, network security, especially why the two don’t get along, with a strong privacy component.

I’m also on a long list of other government advisory committees for this that and the other thing but mostly concerned with cyber security.


MS. GOLDEN:
Diane Golden and actually I’m technically retired.  I’ve spent about 30 years working in government positions dealing with assisted technology.  My entire career has been around people with disabilities and technology access and I got involved in voting.  I live in Missouri and I got involved there to begin with, with equipment reviews and did some contract work for the National Disability Rights network on voting accessibility.


MS. LAMONE:
Good morning, everyone.  Linda Lamone.  I’m the Administrator of Elections for the State of Maryland.  I’m also a recovering attorney.  I’m here as the NASED appointment to this Board and this is my first meeting, and I’m also on the EAC Advisory Board.  Thank you.


MS. MCGEHAN:
Good morning.  I’m Ann McGehan.  I’m the Director of Elections for the Texas Secretary of State’s office.  I am a member through my affiliation with NASED like Paul Miller.  I have worked in the Secretary of State’s office for 20 years and my first assignment there was voting system certification so we’ve seen a lot through those 20 years and I’m very excited to be here today.  Thank you.


DR. GALLAGHER:     Great, now that we all know each other let me cover again just a few orientation comments.

We’ll start as we often do at NIST with a quick discussion about safety.  It’s like getting on an airplane, the first thing you talk about is how to get off.  You’re in what’s called the employee lounge.  They’ve actually changed the name but for our purposes we’ll leave it there.

The exits are marked behind us and there are exits in all directions, the nearest one actually being right here on the side.  So if there’s an alarm or some sort of evacuation requirement the NIST folks will help guide you but the exits are out behind you.

The other important logistical piece of information is where the restrooms are.  There are restrooms located actually just through this door here around the corner and also back out this exit door back in the marble area, actually two locations by (unintelligible) and over here in between the corridors so those will be important stops for all of us today so I wanted to bring that to your attention.

Also just logistically so that everybody can be heard and understood, please remember to use your mic, hit the button and speak clearly.  Don’t be afraid to move it around.

We also have some assistance for sign language for anybody who is hearing impaired.  That’s available upon request so please let us know if we can provide that service.

And you also were given the agenda books that we have here.  It’s a tabbed book with the agenda, the membership, and slides for the presentations.  Now there were two late addition slides that may be in the slip pockets in the front of your booklets, and then some reference material including the TGDC charter and a copy of the HAVA legislation.  So I’m sure we will have an opportunity to be using our books pretty extensively today.

Are there any questions on that?  John, do I need to add anything on that?  Yes.

MALE SPEAKER:     Mr. Chair, I have a question.  Will this be transcribed or will there be minutes so to speak of the whole discussion here?


DR. GALLAGHER:     John, why don’t you cover both the transcription and the web cast video.


MR. WACK:     Sure.  Yes, we are being web cast and the web cast is being recorded and starting tomorrow people will be able to view today’s and that will up on vote.nist.gov and we will have it closed captioned.  People can actually save the closed captioning as kind of an interim transcript.  We will have an official transcript.  Typically that takes roughly seven to ten days.


DR. GALLAGHER:     Any other questions on just the logistics?  We are going to have a chance shortly to talk about the mechanics of the committee and how we will operate as a committee.  That’s also an important early discussion.

But before we get into that I think both Donetta and I wanted to make some opening just welcome remarks.  Mine are actually very brief.  I want to start by welcoming you to NIST on this rainy winter day.  Just glad it was rain and not ice as we were afraid it might be last night.

As your hosts, if there is anything we can do to make your visit more productive or more enjoyable please don’t hesitate to grab any of us.  We’re here to assist and we’re happy to help.

I also want to start by thanking you very much for your service.  As I think all of you already know but you’re going to hear again as we go through this, the role of this committee is very important.

It was really built into the HAVA legislation.  It’s providing an essential piece of technical guidance to the Commission as they carried out this very important role in providing voting guidance.

It simply could not be done without your expertise and your input and of course the law also goes to say you can’t be compensated for this so this is really public service and the real spirit of public service.  So I want to thank you for agreeing to do this and for giving of your time.  It’s really important.  Donetta.

COMMISSIONER DAVIDSON:  Thank you.  Again welcome to each and every one of you and I’d like to also thank you for your time and your expertise for sitting on this committee.  You know, the previous committee set a high bar and laid a foundation but we’re asking you to build upon that foundation as we move forward.

I also want to thank the NIST and EAC staff for all their hard work in preparing for this meeting and obviously all the work that they do through the year in working towards the goals that we all have and set for today.

Everybody has worked very hard to put this meeting together and I think as you see the presentations you will realize their expertise and their commitment to this project.

The TGDC is very important.  Whether you served on it before or you’re a new member to the TGDC, we know that you are all very busy people and we want you to know how much we appreciate it and we know that your work is also divided up in other areas.

Your commitment is very important to us as we move forward and we just want you to know we really appreciate it so if the EAC can be of any help to you in any of the issues please let us know.

Well, to get started, in August of 2007, the TGDC delivered 2.0 to the Election Assistance Commission which we refer to as EAC.  You’re going to get a lot of acronyms today and I’ll try to at first try to let you know what they stand for.  Obviously TGDC is Technical Guidance Development Committee.

So it’s important that we kind of make sure that you do understand what those areas are, but when we got this, one of the things that we did is we put this out for comment.  By law we had to.  We put it out for 180 days for public comment and all these things that we did is why I’m going to talk to you about the tasks that we are going to set before you.

So as we put it out for 180 days, then we received over 2,000 comments from different individuals, stakeholders, individual people.  We held seven roundtables.  Some of you were involved in those roundtables.

We had election officials, we had the advocacy community, the accessibility community, academia, the security community, manufacturers, and labs.  We tried to cover every base of the election world and that is what we were trying to do.

So as we get into the slides you can also see that we got congressional mandates and we also had input from NIST on needed research, also we had formal resolutions and motions from the EAC Board.

Underneath HAVA they’re required to review the VVSG and give comments and resolutions.  It depends on the board itself how they do that.  We have a Board of Advisors which is 32 members and you all will learn more about that a little bit later and we also have a Standards Board with 110 members.

The technical advisors are what I’d really like to talk to you about today.  Being the designated federal officer I’m going to advise you on all of the tasks that EAC requires your assistance in developing the alternative to software independence and you’ll hear that referred to as SI.

The Election Assistance Commission directs the TGDC to develop draft requirements for audit methods to achieve the goals of software independence.  The goal is to develop requirements for the audit-ability of election systems without requiring a specific technology.

The starting point for these requirements should be the work already completed by NIST on alternatives to SI, accommodated format requirements.  The EAC directs the TGDC to research the possible implementation of a common data format for voting systems in order to allow for a more wide open market.

Solution to voting system concerns and to allow for possibilities of performance testing and inoperability voting system components, the goal would be to create an inclusion of base common data format requirements for VVSG 2.0.

Vote by Phone requirements on the next slide is the EAC directs the TGDC to develop draft requirements for Vote by Phone systems.  Currently the VVSG 2.0 does not have any requirements that are geared to phone specific and several of our jurisdictions are using this technology.  The starting point for these requirements should be the work already completed by NIST on Vote by Phone systems.

Accessibility and usability research update, the EAC directs the TGDC to continue ongoing research and requirements updates to the usability performance benchmarks already contained in the draft version of the VVSG 2.0.

Registration and database e-poll book requirements, EAC directs the TGDC to create draft requirements for testing e-poll books and e-poll book interfaces to the voter registration system.  You’ll hear that referred to as VR.  We want it to be for the databases that is possible expansion for the requirements for the VVSG.

To include a greater e-poll book requirements, many states and jurisdictions have asked EAC to look into the development of these requirements as all states are required to have a VR database and many are leveraged in the technology of e-poll books.

Open ended vulnerability testing, EAC directs the TGDC to develop new requirements for open ended vulnerability testing and you’ll hear that referred to as OEVT.

To update the requirements already presented in the VVSG 2.0, this effort should look into the accurate ability and the intersection of OEVT testing and current performance testing.  The focus of this research should be on improving the requirements in the VVSG 2.0 to offer for more consistent testing across test campaigns.

Uniform and Overseas Absentee Voting Act requirements which is called UOCAVA, the TGDC is tasked with the development of guidelines for testing and certifying of electronic absentee voting systems.

The EAC is tasking the TGDC with this in order to meet statutory mandates of the 2000 Defense Reauthorization Act which requires EAC to certify to the Secretary of Defense, guidelines to be used to develop an electronic absentee system for the use of UOCAVA voters.

The laws actually refer to the development of this remote access voting.  That’s the Help America Vote Act, the Electronic Voting Demonstration Project, and the Military and Overseas Voter Empowerment Act which is called MOVE act.

Trends in this area are already being set throughout the United States.  States have already moved towards overseas electronic voting.  Thirty-two states authorize local election officials to send ballots to overseas voters either by fax or e-mail and this information came from the National Conference of State Legislatures.

Arizona is one of the states that successfully is using technology for registering and voting and hopefully your fellow TGDC member and Arizona’s election official Helen Purcell can add more insight during our UOCAVA discussion later on this morning.

In conclusion, there will be more extensive discussion regarding all of these items and topics as we move through the agenda.

And again I want to thank you for lending your expertise to this vital work of the TGDC.  Our goal here as all of you know, is to insure that American citizen can exercise their right to vote and do so securely, accurately, and I’ll add reliable and accessible systems to the voters.  Thank you.

DR. GALLAGHER:    Thank you, Donetta.  So we’re well ahead of schedule which is always a happy occasion for a Chair to be dealing with rather than being behind schedule.

Let me make a couple of additional remarks and then see if there is any discussion before we move into our first presentation.


In looking at the agenda you will see that the way our two day session is scheduled is recognizing the fact that many of us on the TGDC are new to this role and the committee has actually not met since 2007, so there’s a fair bit of orientation type presentation to the committee, and sort of like the frog you put in cold water and slowly increase the temperature and it doesn’t know it’s cooking, we’re going to be boiling before we know it as we move later in the day into more substantive discussion of particular areas.

Let me just make a few editorial comments as sort of a new person looking at this process.  I have dealt with federal advisory committees for many years and this one is unique in the way it is structured.

In statute it has some likeages and roles that are not normal to a federal advisory committee and I think it’s worth sort of discussing that momentarily because it will affect the way we operate.

What makes this interesting, first and foremost this is a federal advisory committee and its primary function is to assist the EAC in the development of guidelines and of course that is its essential role.

We’re talking to the Commission and that dialogue between the Commission and this committee is a two way discussion.  We are really here to represent technical input.  We’re talking about this interplay between voting and technology and the role of this committee is really to provide technical input to the Commission.

So clearly we are talking to the Commission in terms of recommendations with regard to the guidelines themselves and how to apply this technology in a meaningful way to assess voting in the United States.

Similarly technology has to be informed by the policy objectives of the Commission and so it will also be true that we are listening to the Commission in terms of their guidance, in terms of their policy objectives that they’re trying to achieve so that we can provide the technical input in that context.

Technical input is rarely given without that kind of context and I think one of the things we should all be watching as we move forward is to make sure that we understand that there’s a meaningful two way dialogue going on.

The other thing that makes this committee quite interesting to me is the relationship of NIST.  So I’m sitting as a Chair of this committee and NIST has also been asked specifically in the HAVA legislation to provide technical assistance to this committee.

This is quite unusual to basically imbed not just one federal representative on the committee but by extension a federal agency in service of a committee and so what it means to you is that you actually have two audiences.

In some cases you’re going to be talking to the Commission and providing advice and on other occasions you’re going to be talking to NIST because one of the things this committee can do is charge NIST with providing technical activities in support of what the committee has to do.

It becomes in essence your working area and this can carry out that function in a number of ways, either by directly performing research or technical support activities or convening a process to carry those activities out on your behalf.  So already we have a degree of complexity that is typical in a committee of this type.

The other complication is that Congress in setting up the way the Commission works introduced several other boards that interact with the Commission.  Those boards carry out very important roles also providing advice and guidance to the Commission as they in the end prepare their guidance on voting.

It’s not that we have to all link hands and have the two boards and the committee all doing the same thing in concert but it is very important for us as a technical committee to understand what’s happening on the boards and the input that they’re providing and that’s why the TGDC is actually designed with representatives from those boards imbedded.

So that a key piece of the dialogue as we talk about this is if you’re a board member please help inform the rest of the committee about some of the context about what’s happening.  So there’s a lot of moving parts in this process.

I will need as a Chair all of you participating because you all play a key role in how this all comes together and as we have our discussion later today about how we want this committee to work, I kind of view this, particularly with the long hiatus and where we are, this is somewhat of a new beginning.

When HAVA was set out it was very clear the role of the TGDC was focused on a very specific activity to produce the initial guidelines, in fact there’s some rather specific language in the legislation regarding that.  Half of that phase has really taken place and we’re moving to the next steps.

This is a real opportunity for us to put this process on a real operational basis that we’re all comfortable with and continue to provide the input to the commission that it needs to have.

So again I think we’ll have a chance several times to come back and have a discussion about that but I have certainly found this to be interesting as I look at this in some detail.

So since we have a few moments let me just ask if there are any questions or comments on Donetta’s opening remarks before we launch into our HAVA 101 crash course.

COMMISSIONER DAVIDSON:
Obviously for everybody to know, the presentations will also talk to each one of the areas. As we go through the morning, you’ll get more details at that time.  If you don’t have questions now there is more information that’s coming forth in the presentations.


MR. JENKINS:
Phill Jenkins.  Commissioner Davidson, do each of these mission statements, do they come with budgets, funding timeframes, or any of the scopes besides this statement?


COMMISSIONER DAVIDSON:
NIST receives a funding that is set out each year.  I don’t know if you want me go through what they’ve received in the past and what they’ll receive this year but they are funded through the EAC budget and they get a few million dollars from us each year.

So the budget is already in hand and in place and obviously NIST has to work with the amount of money that they get.  That may affect how quickly they can get the projects done.

We’ve talked about timing, that was your other question, and I think as we see what the tasks are that you task NIST folks to do they will have to respond on how long will those possibly take because some of the tasks will take obviously more time than others.

Even in the two years that we developed the first or this last 2.0, I think that Sharon Laskowski would tell you that she needed more time in developing some of the research she was doing in her area.

So it’s very difficult to put a timeframe on it.  We would like obviously to get it done as quickly as possible but I will tell you that I think we need to figure out what the tasks are going to be and then maybe we can give you an idea of timeframes a little later on after NIST really evaluates their projects ahead of them.

And if I can interrupt just a second, I did say that Chair Beech arrived and I would like to introduce her.  She is in the audience and so I just wanted to say hello to her this morning.  So thank you.


DR. GALLAGHER:    Good morning.  Any other comments?  Phill, I think we’re going to have a chance to come back on that discussion too in terms of this interaction between the committee and NIST.

There was actually even another complication I didn’t address.  NIST works directly with the EAC on other activities including certification so just to make sure it’s not easy on you, we’ve added new complexities in this relationships.

But it’s important to realize that we will take the committee’s direction in terms of priority setting and there is also a discussion we can have about the way that NIST conducts things.

So it doesn’t necessarily have to be that the level of effort is limited to just what the NIST can do with a given budget.  We can also talk about ways where a given activity can be amplified by engaging with outside participants so that’s certainly something.  I think that’s best addressed as we go into each specific area.

COMMISSIONER DAVIDSON:
I think as we do the orientation you’re going to see how everything kind of fits together.  As Dr. Gallagher mentioned, NIST does other things in the certification of our labs and so you’re going to see how everything kind of plays in with HAVA because it’s all specifically addressed in the law.

DR. GALLAGHER:    Well, very good.  If there are no other comments let me introduce Matt Masterson from the EAC and he is going to give us an overview of HAVA.

And while he’s setting up, I should have said something during my introduction.  You should probably call me Pat because if you call me Dr. Gallagher I may not know who you’re talking to.  So let’s just lower the formality.

(LAUGHTER)


MR. MASTERSON:    Good morning.  My name is Matt Masterson.  I am the Deputy Director of the Testing Certification program at the Election Assistance Commission.

It’s my pleasure to be here with you all today.  I want to thank you for the opportunity to brief you throughout the course of today and tomorrow and on behalf of the EAC staff and I think the NIST staff, I can tell you we’re excited to get back into this and get working with VVSG 2.0 again.  So thank you in advance for your efforts on this.

My task here at first is to give a very, very high level overview of HAVA.  I assume that most of you already know this but we figured it was important to at least provide perspective on why you’re here, how you fit in to this process.

And that will sort of be a theme through the course of today as far as what’s the TGDC’s role in all of this as you begin your work, understanding the taskings that Commissioner Davidson just gave you.


So with that, the Help America Vote Act, or HAVA, was passed in October of 2002, in the wake of the Bush v. Gore election.  The idea behind HAVA was to improve the voting process and provide money to states to improve their election systems.


HAVA provided over $3 billion to the states to improve the administration of federal elections.  An important item in that is it’s the first time that the federal government has provided funds to states to help pay for the cost of federal elections so that was sort of a landmark moment as far as funding goes.


HAVA requires voting systems to do certain things and this is important because the VVSG in its creation of the requirements for the systems has to make sure that the systems at the very least do these requirements that are included in HAVA.


So HAVA requires that the systems allow the voter to review selections privately and independently before casting a ballot, requires that the voter be able to change selections privately and independently before casting a ballot, notify the voter when they make more selections then permitted, what’s known in some places as an over vote although I’m sure there’s other jargon depending on which election jurisdiction you’re in, and finally provided accessibility and minority languages for voters with limited English proficiency.

So that’s just base level and there are other requirements in HAVA as far as what the system should do but that just gives a little overview.


So the EAC, I just wanted to give one slide on who we are and give you perspective on that.  The EAC was created by the Help America Vote ACT.  It’s got four commissioners, two democrats and two republicans.  Currently we have three commissioners actively participating.

The commissioners are appointed by the President, approved by the Senate, and our basic duties are first and foremost that’s important to you all, is to develop and adopt the voluntary voting system guidelines.

The first set of VVSG was done in 2005 as required by HAVA.  Since then as you know the TGDC gave draft recommendations to the EAC that we call VVSG 2.0.  In addition, the EAC is working on revising the 2005 VVSG and that’s currently what we’re calling VVSG 1.1, and we’ll go into detail on all of that, sort of explain the process, but that’s one of our duties.


In addition, we test, certify, decertify voting system hardware and software.  That’s what we refer to as our voting system testing and certification program.  A question from Mr. Gardner.


MR. GARDNER:
I don’t mean to interrupt but you said 1.1 and then you said something, I’m sorry, that I missed.  So what did you say about 1.1?


MR. MASTERSON:    If I’m remembering correctly I think I said that the EAC was working on 1.1 which is a revision to the 2005 and that we will be going into the detail of how 1.1 and 2.0 are being developed and the plan moving forward.

In addition, the EAC accredits voting system test laboratories in conjunction with NIST for the testing and certification of the voting systems.


Also we conduct studies to promote effective election administration.  We provide guidance to states on implementation of administrative requirements.  We carry out some duties related to the NVRA and we make information available regarding UACOVA voters.


So the TGDC which obviously as you all know, comes about from Section 221 of Help America Vote Act and under the duty section of 221 your tasking is to assist the Executive Director of EAC who is currently Tom Wilkey, who is in the back of the room with us today, in the development of the voluntary voting system guidelines.  So that’s your duties under HAVA.


In addition, Section 221-E provides you all some technical support from the National Institute of Standards and Technology and specifically it allows you all to request from NIST that technical support and it can come in the form of research or development, and then HAVA lists some areas that might be interesting for research to be developed including computer security, detection and prevention of fraud, voter privacy, human factors, and remote access voting including via the Internet.

So I think that was HAVA’s way of indicating some possible areas of interest in working with the guidelines.


Your membership is 14 members directed jointly by the EAC and NIST.  It’s important to know that the Standards Board and the Advisory Board are both represented on here and I’ll talk about both of those very briefly next, as well as the American National Standards Institute, the Institute of Electrical and Electronic Engineers, the National Association of State Election Directors, and then other expert persons that represent the EAC and NIST on the Board.  So currently we have four of those that make up the 14 member body of the TGDC.

The EAC Standards Board which again is represented on the TGDC is a 110 member (unintelligible) committee representing all 50 states and the territories.  There’s 55 state election officials and 55 local election officials on the Standards Board and one democrat and one republican must be represented.  So for instance if the state election official is a democrat then the local election official needs to be a republican.


The duties of the Standards Board are to review and comment on the draft VVSG and review and comment on the management guidelines and other best practices by the EAC.  So they’re very directly involved.  They have to weigh in on the VVSG prior to adoption by the commission and they typically do so in the form of resolutions (unintelligible).


Because the Board is so big, the Standards Board operates with a nine member executive board which sort of helps to manage the Board and for instance the VVSG development process, the EAC is to submit the draft guidelines that they are considering to the executive board who then develops comments and submits it to the board as a whole for comment.  So we sort of work through the executive board in that way.


The other FACA that we deal with is the EAC Board of Advisors and I won’t bore you by going through the list but suffice to say that the Board of Advisors is comprised of basically every major group that handles or is involved in elections in America from election officials, to the Department of Justice, to various advocacy groups.

The Board of Advisors is a 37 member group that has the same duties as the Standards Board that our VVSG work

-- as well as our other guidance.  The Board of Advisors doesn’t have an executive board and doesn’t work that way.  Well, they have an executive board but we don’t have to work through them in that way.  They’re a smaller group and a little bit easier to manage in that way so they’re also represented on the TGDC and serve a role in the vetting process that you all do on the TGDC.

So that’s our other FACA committee.  That’s sort of how we all fit into this process and the advice that the EAC receives when it’s developing standards.

I’ll talk a little bit later today about the EAC’s testing certification program and how the standards fit into that process on the work that you do.

And for now I’m happy to answer whatever questions you may have on this very high level overview of HAVA and the TGDC.  All right, thank you very much.
DR. GALLAGHER:    Thanks, Matt.  If there are not other questions on that, we’re going to continue to get ahead of our schedule here if that’s okay.

Tamar Nedzar is next.  She is going to provide a discussion about our role as a Federal Advisory Committee.

MS. NEDZAR:
My name is Tamar Nedzar.  I’m the Associate General Counsel for the EAC.  I also serve as the agency’s alternate agency designated ethics official, ADEL.  I’ve come to know some of you through that role and I apologize for all of the e-mails but we are through the process.  I look forward to getting to know the rest of you.

Dr. Gallagher and Commissioner Davidson invited me here today to give you a brief overview of the Federal Advisory Committee Act and what that means for your service on the TGDC.

Before the Federal Advisory Committee Act, the federal government used experts to advise their work but there was no standardized format procedures in place and what the government found was that there was a great deal of inefficiency with the system that was in place.

Agencies were using the same people over and over.  They were asking for advice on the same issues.  One example is the Postal Regulatory Commission and the U.S. Postal Service had about 50 percent of the same people serving on the committee giving them the same advice and so there was a great deal of inefficiency with that system.

Federal Advisory Committee Act mandates that each agency go through specific procedures to establish a Federal Advisory Committee and to run that committee.

Perhaps the distinguishing characteristic of a Federal Advisory Committee is the requirement that it be chartered.  Charters are for up to two years.  The TGDC has a charter that started in August of 2009 and expires in August of 2010.

Charters must be renewed.  They must be filed with the General Services Administration and the EAC is required as the administrating agency to report on the activities of its Federal Advisory Committee and to report on the costs associated with that.
Another distinguishing factor is that Federal Advisory Committees are permitted to provide consensus advice to the government.  Any time a group of people get together they certainly can provide information to the government, they can express their opinions.

There are several procedures through which the federal government solicits public information but the federal advisory committee act provides us with the resource to allow people to provide a consensus opinion to a federal agency.
There are two important people to your advisory committee.  One of course is Dr. Gallagher who chairs the committee, runs the meeting, determines what procedures you will use to discuss, create recommendations in terms of information.

The other is Commissioner Davidson.  She serves as a designated federal officer.  She is responsible for approving the agenda, calling the meetings.  The two work very well together to insure that we have a smooth operation as this is a joint committee and they do joint appointments which is unique.

There are a couple of other organizations that have joint appointments but this one is particularly unique in the way it’s set up.  There are two types of people that serve on Federal Advisory Committees and both of those types are represented in this room.

The first is a representative.  A representative is someone who comes to the organization with a particular point of view from the agency organization state that they represent and here’s a good example.  The person who’s here from NANC is here to tell us what NANC’s view on a subject is.  That’s one type.  Those people are not considered government employees at any time during their service.

The other side of that is that four of you are serving as special government employees and those are the four that have gotten e-mails from me.  And while you are serving on the TGDC, you are considered federal employees during the time that you are serving.

That means when you are at meetings where there’s a quorum that may mean if you are asked to present the TGDC’s views on behalf of the TGDC you’re serving as an employee and the reason that’s important is because employees are subject to ethical rules including conflict of interest analysis.

So the four of you that I asked for a ton of personal information have all been reviewed and we found no conflict of interest.  There may be some of you that due to your outside work will require recusal at some point.  You need to continuously update on your status if any of your financial holdings change, and those are confidential so I’m not going to run around telling your colleagues.

And the role of the TGDC as it relates to the EAC is particularly important because this is a very small field and so we will rely on you to give us the best advice you can.  You were selected because of your expertise and we look forward to getting your recommendations.

And if you have any questions I’d be happy to entertain them.

DR. GALLAGHER:    Thank you, Tamar.  This is usually when everybody pipes in about how miserable all that paperwork was.

Thank you.  That was a great introduction and it highlights again one of the things that will be a key for us which is as a Federal Advisory Committee this is one of those rare opportunities where we are allowed to speak collectively to an agency and that means as a committee, and so our next topic coming up is how will we operate as a committee and provide that input

Because the guidance on our agenda has been sort of publicly announced I don’t want to get too far ahead here so I’m going to suggest unless there is any additional questions or comments form the committee that we actually do an early break and I will suggest -- we’re at 9:25 a.m.  We were scheduled for 15 minute breaks.  Let’s make this at least 20, a 9:45a.m. break.  Is that fine?  Does that mean we got ahead of our service or is it just over here?

So if you get thirsty or hungry there is a cafeteria self-serve right across the hallway here.  Again, if there’s anything we can do to help please, don’t hesitate to ask and then we’ll resume at 9:45 a.m. with the rest of the business.

(BREAK)

DR. GALLAGHER:    Thank you everybody.  Don’t make me get a gavel.  Let me call this back into session.  Before we get started I wanted to turn this back over to Donetta to cover something that may have been missed in the opening presentation, just to make sure everybody heard it.

I think we’ve got the generator turned off which was giving us some unneeded background music, and if anybody else has any trouble hearing please let us know.  I know I’ve been having some trouble myself so hopefully we’ve got the system working here.  Donetta.


COMMISSIONER DAVIDSON:
Thank you.  It was on my screen but I felt like I needed to go back and admit that I left out one of the tasks.  Probably three fourths of you caught it and said oh, jeepers, she goofed, so I’m admitting that I made a mistake.

And that was the one area and it was on screen number nine, but it was Ballot on Demand requirements and the EAC is directing the TGDC to develop basic requirements for the Ballot on Demand system focusing on accuracy and functionality.

Currently our VVSG 2.0 has no requirements on Ballot on Demand so this would be an addition.  Many states are using Ballot on Demand and asking for this to be put in.

So I’m sorry I forgot that portion but we are now caught up I think with any errors that I’ve made.

DR. GALLAGHER:     Thank you, Donetta.  So again, moving right along, let me talk a little bit about our meeting operations and procedures.  This is a spectacularly official title to what will be a spectacularly unofficial discussion.


And this is basically an opportunity for us to quickly sort of calibrate as a committee how we want to operate and the reason we bring this up, one, is the committee has not met since 2007, and again this is an opportunity to sort of set things up.  It is very important as I said because of all the moving parts in this process that there be very open and frank conversation and discussion.


I tend to run a more informal committee and yet it’s very important that you feel that you have every opportunity to raise things for discussion.

In the past the committee has used a fairly formal process including Roberts Rules of Order and a process of resolutions whereby a formal resolution was submitted to the Chair for consideration and then brought to a formal vote.

What I’d like to do is make a proposal and then open it up for discussion, but my inclination would be to do the same thing in a slightly less formal way and that is allow any member of the TGDC to raise to the Chair an item for discussion at any time, that can be during the meeting or in between, by e-mail, or to some of the NIST’s supporting staff.

What I will try to do is make sure that those items are brought up into discussion at the part of the meeting where that’s the area that we’re addressing.  I think particularly for this meeting where we are not dealing with very specific -- you know, we’re not looking at an actual guidance document that we’re trying to move through and produce a recommendation.

The nature of our information to the EAC may be much more in the form of recommendations and so what I’d like to do is allow a discussion to proceed, explore consensus, and move formally to a resolution process if we feel that the nature of the activity is one where that would be a beneficial way of reaching consensus.

Otherwise I think we can have the discussion and then explore how much consensus we have as a group on that particular topic and use the voting as a way to make sort of a final decision.


The reason I say that is only because in my experience if the voting process is brought right up at the beginning -- I hesitate saying this to a voting group, but if we bring the voting process right up in the committee process it becomes very much about positioning and I really think the discussion may be one of the most invaluable parts of this to make sure that we get all the viewpoints on the table.

Our job is to inform the EAC and I think the best way we can do that is to make sure we draw from the best ideas from the group, particularly given the diversity of viewpoints that are built into this committee.

And so let me open that for discussion and see if anybody has any problems with that, whether that would result in any confusion on your part about how it would go.  As I said, I’m willing to get as formal as you want but I also don’t want to inhibit the discussions we have.

In that sort of role, what I will do is act predominantly as a facilitator.  You know that I’m not going to be a voting systems expert so I will act as a facilitator in the process, try to encourage discussion and debate, keep us on schedule and move us to conclusions in a way that you know what’s being concluded and of course you’re going to be able to see that in terms of our work product to the Commission.

So let me open it up and see if anybody has any comments, questions, or concerns about that type of meeting approach or whether it even makes any sense.

MR. JENKINS:
Phill Jenkins with the Access Board.  Well, maybe just to test the concept here, just a minute ago we talked about this task that we missed, about Ballot on Demand and it specifically says accuracy and functionality.

I don’t know if it’s a motion, I’d like to suggest that we include the word usability and accessibility since we have a section on that and I think we should also address that, specifically and overtly so to speak but maybe adding that in on the tasks that we have as the TGDC.  You know, bringing that up, is that the kind of informality you’re thinking of?


DR. GALLAGHER:     Yes, that’s exactly right.  So as we go through that charge, I mean we could have had a discussion at the time of this, sort of charge discussion, committee members could make observations about things they’d like to see included.

What I will do is work with Marty Herman, by the way, Marty from NIST is the head of our HAVA program at NIST.  He will be really acting as our executive secretary.

We have a lot of NIST folks here.  I’m not going to go through the whole list because there’s quite a group here in support, and to make sure that one, that item is on our agenda for discussion, and two, when the item comes up Phill, that we bring that point up and have the full discussion with the group.

That makes sure that we all have the opportunity to drive the discussion and as I said that can be brought up formally in discussion.  It can also be brought up to me in between sessions.

The main thing is to make sure you just bring to my attention something you want to raise and we’ll make sure that at that point in the agenda we get those points on the table.  And I think that was probably more then an example so you want to make sure we get those --

(LAUGHTER)

Unless there’s any more discussion, everyone’s smiling and nodding.  So noted, so I will make sure we have that in our -- now I’m assuming this group is just saving their ammunition for later.

(LAUGHTER)

The reputation of intense discussions we’ve had in the past has proceeded you.


Well, very good.  As I said, this is our committee and so the process is very much your own.  At any point if the process is making you uncomfortable, if this is not working for you, please bring it to my attention.  That too is always a germane subject for discussion and we can recalibrate and move.

As I said, there are many ways of doing this but one of the tings I wanted to do was as I said to open the lines of communication as much as possible because of the interplay between the Commission, this committee and NIST, and this committee and the various boards.  I just think that we’re going to benefit from very strong and robust discussions there.

Okay, very good.  So again, let me then introduce Alice Miller.  We have had a couple of changes here.  Alice is the Chief Operating Officer for EAC.  She is also a former TGDC member, one of the originals.  So Alice, thank you very much for doing this, and she is going to talk about the EAC Accessibility Grants program.


MS. MILLER:
Good morning.  I congratulate you all and I’m happy to give up my seat to each of you.

(LAUGHTER)
And I wish you luck in your future endeavors.  Trust me, it is quite a rewarding experience, one that was unique for me and I’m sure it will be unique for you.


I’m going to just talk a little bit with respect to research grants program.  Our Director of Grants, Dr. Mark Abbott was unable to be here due to illness so he has prepared some remarks that I’m just going to basically introduce for the record for everyone.


He has an initiative concerning the EAC accessible voting technology and that will be presented to the TGDC and the purpose of the initiative is to fund research and technology adaptation that makes voting systems including paper ballots more accessible to all voters and in general makes the entire election process more welcoming and accessible to individuals with disabilities.


The initial $5 million in funding for this initiative was provided in the FY2009 OMNIBUS Act.  EAC intends to use a grant competition to identify a national partner to help us carry out this important mission by conducting research directly and by holding additional grant competitions to identify and fund the most promising technologies and practices in this area.

We are determined to create an initiative that builds our capacity over the long term to make elections more accessible.  We’ve undertaken a number of preliminary steps to insure that the best possible partner is found and an optimal research agenda is proposed and funded.

Some of the things that we’ve done thus far is we had a public meeting on July 14th and solicited written testimony from interested parties on the types of research we should fund, solicited written feedback on our plan approach to this initiative, hosted a roundtable discussion at Galluadet University that brought together leading researchers, advocates, practitioners from different types of disability communities from physical to cognitive, federal research funders to better understand the challenges and lay the groundwork for developing our research agenda.

At the roundtable we asked three fundamental questions.  One, what is the state of the field?  What successes that should be built upon and challenges that need to be addressed through research investment in both technological and non-technological solutions to identify problems.
This question laid the groundwork for the afternoon dialogue which focused on identifying areas for possible EAC investments that could improve on our accessibility in the very near term and shape the future generation of voting machines and how the industry approaches the issue of accessibility.


The second question, what are the most effective ways to administer this type of federal research and development effort so focused on supporting applied research?  What can EAC learn from other federal entities that administer research funds geared toward applied research?  What are some attributes of a well run federal effort?

Three, what should be the main thrust of EAC’s research agenda?  Our discussions included significant emphasis on technology development but also included research and dissemination of effective practices to address accessibility of the voting process more generally.


We would encourage you to visit the EAC website to watch a recording of the roundtable.  The dialogue by our panelists was excellent and has greatly informed development of our funding notice.


One of the areas that was discussed at the roundtable was NIST’s involvement in the initiative.  Aside from helping to find potential research topics as described in HAVA, the EAC and panelists at the roundtable envisioned substantive involvement and support from NIST on this important initiative.

Possible involvement includes technical support and input in developing the RFP including developing selection criteria, assisting in the technical review proposals, providing ongoing support for our national partner and eventual research projects, making a test lab available for testing proof and concept, and technical review and transition plans for approved research.


We intend to issue the funding notice just after the first of the year and we will make the award and identify our national partner in early spring.


So those remarks are prepared by Mark Abbott as I indicated, the Director of our grants program and I’m sure he’ll have more ongoing interaction with everybody.  Thank you.


COMMISSIONER DAVIDSON:
This is Donetta Davidson and one thing that I would like to add is that serving on the panel we have members on this committee that might like to add some type of statement to what happened that day.  And Phill, and Diane, and then Sharon Laskowski were on that committee so if any of you would like to add anything I think that we certainly have time.


COMMISSIONER DAVIDSON:
I’m sorry, I left one out.  Ed was also on the committee.


MR. JENKINS:
I’ll take the microphone first.  This is Phill Jenkins with the Access Board and IBM.  I appreciated the opportunity to participate and I thought that it was well run and congratulations to Mr. Abbott for all that he did there.


I would like to recommend that the rest of the committee do get a little more involved in reviewing the agenda and providing comment back that is appropriate there so that our efforts are coordinated as best we can.

I think we have a good opportunity here to decide what we can work on as a guidelines committee and what could be put on the table for research for future work.  I think that’s the way I’m approaching it.


MS. LASKOWSKI:    Thank you, Donetta.  I think that from a lot of our deliberations as part of the TGDC and during the TGDC meetings, we have pointed out a lot of ongoing issues with accessibilities so when I speak tomorrow I’ll point out certain areas where we can use input from the research out of the grants program to help inform the direction of requirements and other guidance that comes out of this committee.  Thank you.

MS. GOLDEN:
Diane Golden and I have high hopes.  I’m very, very optimistic about an investment in R&D.  Ed and I were having this conversation from the disability committee’s perspective.

We had a couple sort of major barriers to accessibility that we just haven’t gotten solved and it’s one of those -- the community keeps hearing promises and they’re not materializing so we have really high hopes that finally with a focus on research on development we’ll actually get a couple of these persistent barriers resolved and we can move on to bigger ideas of actually improving accessibility overall rather than just fixing these two nagging problems.

MALE SPEAKER:
I have a question Alice.  In the discussion that happened in the public meeting, is the idea behind this that these would be cause for technology solutions to specific let’s say grand challenge type issues where technology can apply, or was this more underlying research for sort of enabling technology development?

MS. MILLER:
I think the latter.  Donetta, you can correct me if I’m wrong but I believe it’s the latter.


MALE SPEAKER:
Okay.  And was there any discussion in the meetings about the mechanics of the grants program in terms of the size of grants that they were sort of envisioning?  With a $5 million effort, I’m interested whether there was any discussion about how that would best work.


COMMISSIONER DAVIDSON:
There was some discussion, very little on that part though.  It depends on the proposals that come in and how successful those proposals are.  It could end up to be one or it could end being a couple, three.  So I think that they’re really waiting until the proposals come in and they’re evaluated and really reviewed before that decision is made.


MS. MILLER:
They will have a selection criteria that will be looked at and then they’ll go through and rate them and then try to figure how much money should be applied and which ones should get the funding based on the criteria that they use.


MALE SPEAKER:
The only reason I asked is I certainly appreciate the fact that this is determined through the review and approval process so it’s proposal pressure driven but notices of federal funding opportunities often signal sort of the desirable attributes of the proposals and they have an uncanny influence on the shape of proposals so I was interested whether that was discussed.


COMMISSIONER DAVIDSON:
We’ve been through several grant opportunities in other areas and I think we’ve learned a lot.

You’re absolutely right.  You have to be very careful how you write it and that was one of the reasons why Dr. Abbott wanted to do the roundtable to be able to search out some of the issues to collectively learn a great deal more about what the needs are and how we really move forward.

And so I feel like the first step was really a big important one of doing that roundtable and getting people together so that we can move forward now and really look at how we should develop that which you might call them RFT, going out requesting their proposals.


FEMALE SPEAKER:
I’ll ask an uninformed question but I was curious what are some of the existing barriers Diane that you were mentioning, if you want to tell the committee a little bit in particular just so we have a better feel for that.

MS. GOLDEN:
Yeah, actually I was going to suggest part of that roundtable -- I had to leave in the afternoon and I didn’t actually hear (Unintelligible) summation.

For those of you that know Greg, he’s kind of good at this sort of -- no, not that one because there are some problems in there.  But he verbalized in the transcript of that roundtable like six things and I actually pulled those out and then inserted some comments with them.

So there are some large kind of issues in terms of accessibility but the two problems that have just haunted us in the disability community when we moved from pure electronic voting back to paper because of all the security concerns, the use of paper ballots introduced two just daunting problems, one is verification of the content of the paper ballot for those people who have vision issues and the second is the handling of the paper ballot for the people with motor issues and we have yet to completely solve those two problems.

Ed and I were having this discussion.  From the disability community’s perspective we had a reasonable shot at fully accessibility voting when it was purely electronic and then the train did a 180 on us and went back to paper and we’ve been told for the last five years or so, oh, we’ll get it fixed, we’ll get it fixed and we’re still waiting.

So those are kind of the two really short term issues that if we could get those addressed then we could move on to those much bigger issues of how do we designed something universally accessible that everybody uses which is where we all want to be in the end I think.

MS. MILLER:
And if I might, in your spare time you can go to the EAC website and look at a recording of it.  That’s www.eac.gov.


DR. GALLAGHER:    Let me pick up on that point that Phill I think you raised which is that this committee itself would be encouraged to really take a look at this and one of the things I want to ask is, you know, there’s a couple venues here.  Donetta has sort of indicated that she’s still open for input, at least I think that’s what she said.


COMMISSIONER DAVIDSON:
Yes.


DR. GALLAGHER:    Since we had fairly significant participation from TGDC members in the forum, that can be as a committee continued, or it can be the individuals on this given your input.  Did you have a preference, or Phill do you want to comment on how we might best provide input?


MR. JENKINS:
I’m Phill Jenkins.  My initial idea is as we work through some of the guideline issues if there’s something we can’t get a consensus on perhaps, or something that’s obvious, that may need to go as a suggestion to the research -- an example I can think of might be the ability for a person with their own assisted technology be able to plug into a voting system so they could use their switches or their own technologies if you will, and they perceive issues with security.

So we may be able to agree on some technical guidelines quickly and then there may be some more areas where we would want to do further research and so we would provide that back to the Donetta as a, here’s a strong suggestion that we focus research in this area.

I think that was one that came up Diane, if I remember right, using personal devices.  There are people in wheelchairs, motorized, and have special communication devices and switching devices they call switches.

It would be nice if they could independently roll into the poll booth, be able to connect to a system, have the ballot read to them, you know, vote and get the paper, have it communicated back to them so they could verify it was what they voted for independently, and have all that compatible with their technologies that’s been customized to their needs and their abilities and so that allows them to be independent and be able to vote as well.  I think that’s the vision I have anyway of where we want to go.

So that’s an example of an issue where in some guys minds perhaps we can put some technical guidelines in place for compatibility of assisted devices as well as make sure they’re secure and then ask for the research.

DR. GALLAGHER:    Thank you.  Are there sufficiently standard compatible assisted device standards?


MR. JENKINS:
Yes and no.  We may want to defer this discussion because it gets into some pretty technical stuff about switch access and the scanning software because the switch is just the peripheral.  It’s the scanning software that operates the switch.

So to the extent the switch works with the software yes, the jacks are standard so the answer is the peripheral -- I was having this discussion with Ron.  It’s just like swapping a headset for a (unintelligible) or speakers.  You know, the jack, the peripheral is the same and alternative input is the same.

There’s a standard jack and I can’t remember if it’s a half or a quarter inch, or whatever it is, but the software has to be compatible.  If it’s a dual switch and it has an A and a B then the software has to be dual switch scanning software.  If it’s a single switch it has to be single switch software if it’s more than dual so that’s the hitch.


DR. GALLAGHER:    Well, picking up on Phill’s suggestions, your raising accessibility, usability research update and tomorrow’s agenda, so what I suggest, that gives committee members a chance to take a look tonight on the website and that would be a good point to comment.

There’s some interesting discussions here in terms of the type of guidance that might be useful to the AC in developing this federal funding opportunity notice that goes out in January.

Obviously we’ve already heard about the interplay between accessibility and security and the other one between personal assisted technology and the voting system so there might some interesting comments we can provide and let’s raise that as part of the discussion.  So Sharon, if you could help us out with that tomorrow that would be great.  Any other comments or discussion?


COMMISSIONER DAVIDSON:
I think another area that I think -- really I would truly suggest you look at our website and go into that this evening because one of the areas that really surprised me that came out of that meeting is how much they talked about education so that was one thing that really -- whether it’s educated poll workers, educating the public before -- You know, it was education that came out of that a great deal.

And Diane, you may want to add to that but it really doesn’t have anything to do with the standards but I think it’s important that you see that this grant is trying to accomplish more then just the technology of the equipment.


MALE SPEAKER:
Absolutely, and this is sort of an issue with the disability (unintelligible) assisted technology in general, but familiarization with the voting system is -- I mean you just can’t emphasize it enough because so many people with disabilities have to have that opportunity to become familiarized with whatever the system is and whatever the alternative input and output options are.

Asking a poll worker to do that that day for the first time when somebody shows up is not a good plan quite frankly so yeah, there was a lot of discussion about that needs to somehow put together some best practice strategies for how to make sure the community is familiar with the equipment.

MALE SPEAKER:
The issue of good human factors and familiarization goes far beyond the normal access issue.  A lot of people have trouble with -- some of you may know Don Norman who has worked a lot on computer human interaction and he wrote a wonderful essay a few years ago and the way he phrased it, this is a direct quote or almost a direct quote, “We’re not going to solve these problems by blaming it on the bubba factor.  If repeatedly people don’t understand your computer system, your voting system, your anything system, it’s not because people are stupid.  It’s because the system wasn’t designed properly or people weren’t taught how to use it”.


MS. PURCELL:
This is Helen Purcell.  One of the things in talking about education particularly of your poll workers, we include in the training of our poll workers people from the disability community so they are there kind of live while we’re training the poll workers and I think that’s an absolute necessity.


MR. JENKINS:
Phill Jenkins, if I might.  I think there’s also the notion of accessibility for poll workers.  In other words, could a poll worker, and where, and when, and why not, should a poll worker be able to participate who has a disability as a poll worker specifically.

And in my experience with IBM and with clients when we include a person with a disability, not only do we solve the disability problems, we actually end up inventing these new ads if you will because of the differences in the way we approach the problem and it’s amazing how much intellectual capital that IBM has developed because of that.

Some of our biggest patent producers are actually people with disabilities that have a knack for approaching a problem differently.  Including them on the team as you mentioned earlier, is a beautiful example.  They understand and they get it and they can train each other and take away some of that fear and misunderstanding.

That would be an example of where we would want to include people.  This goes in the training process.  I think that’s an excellent guideline.

MALE SPEAKER:
It’s worth pointing out that for poll workers it’s not merely accessibility but also just plain usability.  The poll worker interfaces with many of our voting systems and are miserable from a plain ordinary usability perspective.  We’re got to do better.


DR. GALLAGHER:    This is great.  So we’ve already brought in intuitive design and all these interfaces.  This will be quite interesting, and let’s bring this up in tomorrow’s accessibility discussion.

My observation in listening to the discussion and that it might be something we should talk about is the tone of a lot of these -- these are near term barriers that we’re looking at and the focus on how this grants program goes in terms of addressing and stimulating which is what grants do, technology solutions to these problems versus sort of underpinning research that will enable is something that you might want to consider.

You have it sounds like a (unintelligible) set of actual technology challenges here and, you know, grants work in both spaces and so the focus in your FFO, your federal funding opportunity in terms of what you’re looking for may be again something we would want to discuss.  I think that could be interesting.

All right, we’re not going to eat lunch at 10:30 a.m. so don’t worry about that.

So what I’m going to do is ask Matt to come up and we’ll start our after lunch discussion on the overview of the standards and certification program by the EAC.


MR. MASTERSON:    Thank you.  I’m actually glad to be doing this now because the after lunch is always the one that puts people to sleep.

Hopefully this update on the EAC’s testing certification program will lead to some discussion amongst you all.  I know all of you are familiar with it.  I’m going to try my best to give you a broad overview of how our process works, where we’ve come from, where we are and where we’re headed, and then try to answer your questions.

And I’ll tell you, you have a large bar to live up to with the other FACAS because this is typically where I’m here for an hour to an hour and half answering questions.  So hopefully I can answer all your questions at that point.


So we’ll start just with an overview of our process and how we test and certify the systems and what role the VVSG plays in that, and then like I said I’ll provide you an update of where we are.


So the diagram up on the screen, I’ll describe it for you, represents the program roles and structure and as you can see at the very top of the program roles and structure are the appeal authority, the EAC is the decision authority.

And it’s important to note that there are different people and different roles.  For the EAC’s program the executive director makes all decisions on certification.  He’s the one that issues the certification documents upon recommendations from our program director.


The commissioners serve as the appeal authority on this so if there’s a question where we denied certification or there’s decertification and the decision is appealed, the commissioners make that decision and the reason for the separation is pretty obvious I think to most of us, the person who made the initial decision you don’t want ruling on your appeal, you know, much like the justice system.

So that’s how we set it up, The executive director being the one that makes the initial decisions and then the commissioners serving as the appeal authority.


Underneath the decision authority is the program director who is currently Brian Hancock.  He makes recommendations to the decision authority regarding certification and decertification and whatnot.


Underneath Brian are three groups of people with various roles. Within the EAC program we have a project manager.  Each testing engagement has someone from the EAC’s testing and certification staff assigned to it to manage that testing engagement.

We divvy it up amongst ourselves pretty equally in order to make decisions and to run the every day process of testing these voting systems.

Along with the project manager are our technical reviewers.  We have technical experts that work within our process and review things like test plans, test cases, test reports and work directly with the project manager to go over the testing process.  They’re the ones that provide their expertise to us in order to insure that the systems are being tested to the level that the EAC expects.  And they cover areas of expertise from software development to security to hardware and usability in elections.

Finally the EAC just recently, actually it wasn’t too recently anymore, hired two computer engineers from Kennesaw State University who worked on elections down there and they serve as our in-house technical experts.

They’re extremely familiar with elections and election technology and they help us with all the in-house technical questions that we have because the technical reviewers are limited in the time and scope of reviewing effort that they can provide.

Finally underneath that process are voting system test laboratories and the manufacturers of the voting systems.  So that’s sort of the hierarchy of our testing process.

This is a representation of the manufacturer registration process and I’ll go through this pretty quickly because it’s not real important that you understand every detail but it is important that you understand that we have a manufacturer registration process and that’s important because this is the EAC’s way of gathering information about the manufacturer to insure that they have things like a quality insurance process and a configuration management process that rises to the level that we need them to have.

We also collect information about their employees and their corporate structure so we understand how they operate and can identify possible conflicts of interest if those exist or other issues of that nature.  Our manual goes into that.

So for the manufacturer registration process, basically the manufacturer submits a form to us.  There are certain requirements on what information needs to be in the form.  We review the form with a checklist to insure that everything is met per the requirements of the manual.  If everything is in there we notify the manufacturer and we register the manufacturer with EAC.

We can’t submit a system to the EAC’s testing and certification program without first being a registered manufacturer.  We can also suspend a manufacturer’s registration if they’re not complying with EAC program requirements.

And so what you’ll see on the EAC’s website is correspondence between ourselves and a manufacturer saying hey, want to let you know you may not be in compliance and you may want to get into compliance so we don’t have to suspend your registration and we post all the correspondence publicly so that everyone can be aware of how our process is going and the status of the manufacturers.

So that’s just a high level overview of the registration process which is important.


MALE SPEAKER:
I have a question.  Is the database of the vendors who may help create that, do they need to be registered or is the database separate from the actual voting system?


MR. MASTERSON:    The voter registration database as it stands now is not part -- we don’t make those manufacturers -- and we don’t test the registration database per se.  We test the interaction that the system has with the registration database to a certain level per the standards but we don’t test the database itself.


MS. GOLDEN:
Can I ask you, on the previous slide and you don’t have to go back, you talked through the technical experts or whatever, they’re outside and internal.  Are any of those folks assisted tech people or people that have technical expertise in accessibility?


MR. MASTERSON:    No, not specifically.  They’ve all worked in elections but I mean not to the level of your expertise for instance in that realm.  Steve Burger who is one of our technical experts deals with audio in assisted technology in that way.  Steve did work on the 508 the first time around so I know his background.

MS. GOLDEN:
So are those the people that EAC uses when they issue advisories, when folks are asking questions for clarification about the VVSG standards?


MR. MASTERSON:    Sure, we certainly lean heavily on them for that but we also use our in-house technical engineers.  We reach out to VSDL and the manufacturers for input on that as well and sometimes we’ll reach out to NIST as well on our notices of clarification in our RFI’s, and I’ll talk about that a little bit because that process is very important to our process.


Any other questions on that?  Great.


So the slide up now is the decision on certification process and I’ll describe it because this really does go through our entire testing certification process.  I won’t go into great detail on this slide because my following slides actually walk through the testing process.


So the first step in any certification effort of a system is the manufacturer submits certification of application, or an application of certification to us.

This application identifies the voting system to be tested.  The components of that voting system identifies the test laboratory they want to test and that’s an important point for us because once the manufacturer is identified a voting system test laboratory to test the voting system they can’t switch unless the EAC grants them permission to switch.

And we did that to prohibit lab shopping where a manufacturer can try to jump from lab to lab depending on what test they like or how they feel they are being treated in that way.

In the same regard, we had issues with a laboratory and we allowed the manufacturer to switch at that point because it wasn’t good for our program to just have the manufacturer sitting without testing going on.  So we’re not totally adamantly against that but there needs to be good cause to switch the lab in that way.


After the EAC reviews the application package and it’s completed the manufacturer is given the go ahead to begin the testing process and that -- I’m sorry, go ahead.


MR. RAGSDALE:    Matt, Russ Ragsdale.  Just on that topic of the lab switch potential, has there been anymore discussion, I know there was at some point, about the EAC actually assigning the laboratory to the manufacturer?  Is that a closed issue?  Would you characterize that as closed?


MR. MASTERSON:    Yes, currently that’s a closed issue given the nature -- the requirement in HAVA requires non-federal independent laboratories so we can’t run the laboratories so we’re using these independent laboratories and therefore we can’t pay the laboratory either.

We don’t pay for the testing in that way and therefore for the contract to exist between the manufacturer and the laboratory they need to be able to choose their laboratory right now.

If we were given the flexibility to create some sort of revolving fund or something where labs could be paid, perhaps that would free up that availability but as HAVA is currently written in, our ability to put money through it doesn’t allow us to choose the labs in that way.

Any questions on that?  That’s a good question that we’re asked a lot.


So once the manufacturer has gotten an approved application they submit their technical data package and their system to the VSDL to begin testing.  The VSDL does the document review.  It creates a test plan.  The EAC reviews the test plan, hopefully approves the test plan.

Testing can then begin to that test plan.  Once testing is completed we receive a test report that’s reviewed.  If the test report meets the requirements that all standards are met by the manufacturer then the EAC program director will recommend to the decision authority that the test report be approved and that the initial decision on certification be issued.

And we call it an initial decision on certification because there are several steps after this in order to receive full certification and I’ll go into those on the next slides.  So that’s sort of a very high level overview of how the testing process moves through but now I’ll go into a little bit more detail on the testing process.

As I said in an ideal world we get the application for testing, we review the test plan, approve the test plan, look at some test cases, allow testing to go on, and then get a test report and approve it.

Certainly what we’ve found, and if any of you have looked at our website and at the test plans and test reports, it hasn’t always gone that way.  We’ve worked very hard on streamlining the process and I’ll talk about that in a little bit.

But there is a lot of give and take.  There’s a lot of approval and comments by us, several iterations of test plans and test reports, and the manufacturer has the choice at their own discretion to begin testing prior to approval of the test plan, understanding that if the test plan is changed that they may have to redo some testing and so we’ve seen some of that as well.  But this is sort of the process in an ideal world, you know, with how we envisioned it.

So just to go over sort the various aspects of the testing process, the test plan package continues high level test methods for the testing engagement.

Really what this is supposed to do is the VSDL is telling us how they’re going to test the voting system.  It includes a requirements matrix which is posted on our website which lists every requirement contained in the VSS or the VVSG and what we do is use the requirement matrix to check to make sure that every applicable requirement to that voting system is in fact covered in the test plan somewhere.

Sometimes that can be difficult because as I said these are higher level test methods and it’s hard to lock down to an exact requirement because testing as we know isn’t this requirement, this test, this requirement, this test.

You’ll have one test that covers several requirements for a lot of different reasons but that requirement matrix is used throughout the process as our way of insuring that the standards are being met and that every applicable standard is being tested.

So once the test plan package is submitted to us, we review the test plan.  Our technical reviewers do a technical review on it and we issue comment back to the VSDL on everything from we don’t think the standard is being covered, we think you should describe in more detail how you’re going to test this because it’s not exactly clear, you know, anything in that realm, you missed a section, whatever, and then the VSDL makes changes and hopefully submits a new version of the test plan that we can approve.

As I said this can at times involve a lot of back and forth.  We’ve tried to create some efficiency so that there’s only two or three versions of the test plan as opposed to five or six.

The only other thing I’d note on the test plan package is that we recently issued a notice of clarification which is our way of clarifying program requirements that goes into a great deal of detail about what we expect to see in the test plan package from the VSDL.

And the goal of this notice of clarification really is to make the test plans more readable by third parties, interested third parties outside the process, that they can understand how we’re testing because it came to our attention through a lot of different sources that we may understand what’s going on but people reading the test plans from the outside were having a hard time understanding how the systems were being tested.

So that was important to us because we do post all the test plans publicly and we do want the public to be able to review and understand our testing process.

MR. JENKINS:
Matt, Phill Jenkins.  Question on the explicit role of NIST in this process.  If you could just maybe comment on that.


MR. MASTERSON:    I would say it’s none except for the help in the request for the interpretation process if we go to NIST for clarifying the standards but the daily activity, the test plan package review, NIST doesn’t have a role in that.  But in the VVSG there are requirements regarding the test plan so I guess in that sense, you know the TDGC and NIST have a role in that sense.  Any other questions on that?


Okay, next is the test case submission.  Test cases are the system specific test protocols that the labs use to test the system.  These are the step by step instructions given to the testers to tell them how to test the voting system.


The EAC is notified by the VSDL once these are developed after approval of the test plan.  EAC then does an auditing of the test cases.  There are thousands of them.

You know, if you have 1200 requirements and you’re talking about step by step instructions on how to test 1200 requirements, they are quite large documents.

And so we focus on various aspects either because we know something about a system, or we’re interested, or perhaps we didn’t look at one portion of it the last time, or sometimes we’ll review an entire section of it to make sure that we feel comfortable with the testing, just depending on our interaction with the labs and how well we know the system and how the testing is proposed to go forward.


MALE SPEAKER:
With that many separate requirements, how do you test for interactions of different parts of the systems?  How do you make sure that they can fulfill two of the requirements or 12 of the requirements simultaneously?


MR. MASTERSON:    That’s a really good question and quite frankly something that the labs struggle with and do differently.

And one of the things I’ll be talking about in a moment and then David Flater from NIST will talk about it, is our test sweeps development and that’s one of the reasons why we want test sweeps created by NIST is because that’s been a struggle for the labs and quite frankly the consistency on that has been a challenge.

MS. GOLDEN:
Sort of a follow-up, but I will assume that the standards range from things that are fairly metrically based and there’s kind of a clear path sail and a testing protocol that is pretty easy for someone to lay out in very concrete terms and then somebody to implement at the test lab level.

Then I’m guessing there are standards on the other end that are not at all easy to lay out in very simple straightforward metrics and required a lot of judgment on the part of the person implementing the protocol.

So my question is sort of the interaction factor but then also you’re approving test plans, and protocols, and procedures.  What about the expertise level of the folks implementing that?  Is that part of the approval of the lab itself and the extent to which -- I mean it would seem to me that those folks need to have a whole lot of expertise in a whole lot of different areas.

MR. MASTERSON:    Absolutely, and that’s a great question.  You know, one of the things I guess I should have had a slide on is our voting system test laboratory accreditation process but to give a brief overview that will answer your question I hope, it’s basically -- that’s part of the VSDL accreditation process.

NIST using the National Voluntary Laboratory Accreditation program recommends labs to us that have the capability and qualifications to be able to test the voting systems.  EAC then conducts another review of the lab to look at various aspects of conflict of interest and whatnot so the technical review is done by NVLAP lab.  We do another review of documentation and whatnot and that’s one of the things they look at.

On top of that of course the EAC’s program allows for this concept of core and non-core testing and so the core and non-core sort of gives a level of important assignment which is (unintelligible).
Basically the core requirements are those areas that the lab must be able to test itself, must have that in-house expertise and whatnot and that include security functionality whatnot right now.

The non-core stuff is a lot of the hardware testing and the non-core stuff can be contracted out to a third party test laboratory that’s got certain accreditation requirements that we put into it.

So for instance the hardware testing, except for Wiley Labs most of our other VSTLs would contract out that hardware testing so they’re not required to be hardware experts in that sense so that eliminates some of the requirement to have all of that expertise but certainly that’s one of the things this (unintelligible)lab looks at as part of its review and when we go in for re-accreditation we certainly look at that as well.


MS. GOLDEN:
I would be the first one to say I would be the last person on earth you would want looking at security issues.

To what extent are those folks in those test labs familiar with accessibility, and assisted technology, and how people with disabilities interact with the equipment?  Those access, usability, and accessibility standards in my mind are pretty judgmental and if you don’t have a really good understanding you’re apt to completely misinterpret them unintentionally.

MR. MASTERSON:    Absolutely, and that’s a great question.  They have some familiarity but we’re always trying to make it better which I know is probably not a satisfactory answer at this point but that is certainly one of the reasons why the improvement to the standard in the form of the test sweeps and then VVSG 2.0 is so important to us with that because our labs recognize some of their struggles in that way.

The 2005 VVSG as you know has accessibility requirements but not to that same level as 2.0 and so that’s something that we’re struggling with and quite frankly one of the things we’ve looked that hasn’t been decided yet is perhaps that sort of testing needs to be moved to non-core testing so that they could contract with experts that way and that seems like a reasonable solution as well.

So that’s something we’ve talked about but that’s a great question and certainly a struggle that we take on.

Any other questions on that?  They were really good questions.  Go ahead, Mr. Gardner.


MR. GARDNER:
You raised a question about who determines whether it’s core or non-core, and not only who but how is the determination made and who would be involved in moving that from core to non-core testing or verification?


MR. MASTERSON:    Sure, that’s a great question.  The EAC and NIST NVLAP lab in their 150-22 document has the listing of core and non-core and the determination was made basically based on the lab’s experience before, who the lab had in for testing, and what we knew their capabilities to be.

The decision to change it would be part of changing our EAC program manual and then working with NIST NVLAP on 150-22.

MR. GARDNER:
So it’s internal?


MR. MASTERSON:    Yes.  Any other questions on that?  Good question.


Okay, so to get back to the test cases again, there’s a step by step test and we look at a good percentage of them but not all of them for every testing engagement and, you know, a lot of the test cases we look at will be similar to the ones we’ve looked at before from the lab with changes based on how the system is configured and the make up that exists.


The next step is the actual testing of the voting system.  Once the test cases are finalized and the EAC has looked at them and offered comments the lab will test the system.

You know, we just talked a little bit about the VSTL and the role of the third party laboratories.  It’s important to know that within our program the VSTL is still responsible for all the testing.  Yes, they rely on the expertise of these third party laboratories but in the end the buck stops at the VSTL and them taking responsibility for the testing.


They are also responsible for maintaining the independence of the testing process, you know, from the manufacturer or what other influences might be out there.

And one of the required program requirements is that they document all substantive communications with the manufacturer so that when the EAC comes in and audits the labs we can see what kind of conversations were they having, what was the nature of the testing process and whatnot, and look for that sort of independence.

And we have a high bar when it comes to testing independence and the requirements we put on our labs as far as shielding away from improper contact or influence in that way.

Finally we get the test report.  So once all testing has been conducted and the system has hopefully passed all of the requirements, although we can get a report saying they haven’t passed all the requirements and that they should fail, the VSTL submits the test report package which includes the requirements matrix fully filled out showing that they tested every requirement applicable to that voting system, test report which documents that the testing process and the results including all discrepancies found, the resolutions to those discrepancies, and any engineering change orders that came about as a result of those discrepancies.

And the VSTL has to attest to us with signature that they are either recommending the system for certification or not and that all testing was done per the test plan.


Now I will say that given the nature of testing and because of discrepancies and changes that are made, we do get an as run test plan at the very end of the testing process which basically says here’s our original test plan and here’s the adjustments we had to make due to discrepancies or whatnot because the testing process doesn’t obviously always go exactly as the plan states.


So if we get that test report from the test lab and it recommends certification and we review it and say okay, that report looks good, the system appears as tested to have met all of the requirements, the decision authority will grant an initial decision on certification.


Once that starts there are several steps after that that need to be completed in order to receive full certification.  Those steps are that the manufacturer subjects the system to a software and a (unintelligible) bill that’s submitted to us by the laboratory.  The manufacturer deposits the software in an EAC approved repository.

We receive system identification tools from the manufacturer which can be used by jurisdictions and us to identify that a fielded system that’s being represented as an EAC certified system is in fact an EAC certified system.

Those tools are intended to be used by either jurisdictions or ourselves and jurisdictions can request them to identify their system and make sure that it is as it’s represented and that it doesn’t have a different setup or components than what it was certified by the EAC.

And the manufacturer also submits various documentation or representation to us as far as warrant statements saying that they won’t change the configuration of the EAC certified system and hold it out to be certified and that all engineering change orders will be brought to the EAC for evaluation and possible testing so that we can know what is in the EAC certified system.

Once all those are submitted and looked at by us for completeness, the program director makes a recommendation to the decision authority regarding either certification or not.  If they receive certification they’re issued a certification number as well as a certificate of conformance which also includes our scope of certification document.

And I really want to highlight the scope of certification document because I think it’s something that’s useful to jurisdictions when they need to have an EAC certified system.

The scope of the certification document provides an outline of what is the EAC certified system, the components, the makeup, all the various aspects of that system so at the very least a jurisdiction can look at their system, look at the scope of the certification document and say okay, is this the system that was certified and is this what I’m running?  Does it meet those requirements?  And then if they have concerns they can request the system identification from the EAC and check it that way.

So we try to put as much information up on our website as possible to give jurisdictions the tools to ask the questions they need to ask regarding EAC certified systems whether it’s about the testing process, what is an EAC certified system, or what is being given to them as a jurisdiction.

Decertification, just real quickly, there’s really three areas that we look at as reasons for decertification.  If the systems show not to meet applicable voting system standards we can decertify the system.

If the system has been modified or changed without following our program requirements, you know, we see a system to be decertified or failure to follow our manual procedures so the quality configuration or compliance of this system is in question, and I’ll talk about our investigatory process, but the decertification process does have due process and we’re not just going to one day out of the blue issue a decertification with a surprise.  We do have an investigatory process and a review process as far as looking into this.

The first step that’s not up on the slide is actually an informal investigation.  Within our program manual if we receive information from wherever that is indicating that a system might not meet a requirement or that it’s being fielded, you know, not configured in a way the EAC certified it, the EAC can start an informal investigation process and that really is just us reaching out to a jurisdiction, maybe a state and finding out what’s behind this story.

Now if it’s the jurisdiction or the state coming to us telling us, that’s a pretty good source but we’ll reach out to the manufacturer, maybe a VSTL person is in that jurisdiction, to get to the bottom of the reports.

So that we’re not issuing formal investigations on every report we hear but informal investigations can come about from any information we receive.  It doesn’t have to be through one particular source or another and that’s our way of starting the process.
If something rises to a level that we believe that there might a non-compliance out there, we can begin our formal investigatory process.  At that point the decision authority authorizes the investigation, you know, informs the manufacturer of the nature of the investigation, the scope of the concern.

FEMALE SPEAKER:
Matt, going back to that, does this mean that anyone can notify you that they believe that there is an issue?

MR. MASTERSON:    Sure.

FEMALE SPEAKER:
And you will always or sometimes start an investigation or do a preliminary investigation?

MR. MASTERSON:    Right.  Anyone certainly can notify us and we certainly get those notifications regarding the EAC certified systems.

A good example is newspaper reports.  If we see a report about an EAC certified system in the newspaper that perhaps doesn’t meet a standard or whatever, we’ll probably call the jurisdiction and just find out the details on it in order to understand the nature of the problem, the anomaly, and whether a formal or informal investigation needs to be launched in that way.  To say always I don’t think is correct.

FEMALE SPEAKER:
You have both substantive and non-substantive requests come in.
MR. MASTERSON:    Sure, absolutely, absolutely.

MR. RAGSDALE:    Matt, Russ Ragsdale.  If the decision is made to decertify, is there a plan or procedure in place to notify the customer base?

MR. MASTERSON:    Yes, absolutely.  That’s in our manual, outlined in our manual about notifying users of that system.

First of all we’ll notify you prior to even the decertification.  You know, we’ll let you know when the decertification process begins.  There are procedures in our manual outlining that the manufacturer really has to let you all know that the decertification process has begun so that jurisdictions are not hung out to dry.

MR. RAGSDALE:    Can you give us some specifics on how that’s handled?  I mean how are you sure that the manufacturer is notifying the customers?

MR. MASTERSON:    We’ll follow-up with those customers.  I mean to be honest we haven’t done it, and I’ll get to that, so people were creating SOPs for that and we’ll post those so that everyone can understand.  But absolutely, we will insure jurisdictions know about a decertification process.

MALE SPEAKER:
I’m taking you back to just a moment ago.  I’m trying to stay up with you.  I think you said that if we see it in the newspaper, we may or may not begin an investigation then.

Can you give me an example of who would have raised that, how would that have come up?  Who would have put it in the paper?  In other words, what generated that?  I guess I’m confused as to how that would happen that we wouldn’t know about it.  Now see you don’t understand my question.

MR. MASTERSON:    Let me see if I understand your question, how’s that.  I think the nature of your question is where is that report coming from in the newspaper and I guess that my response would be I don’t know what the source is unless they report the source I guess in the newspaper.

I think the point of my comment and hopefully this will help clarify it, is only that we receive reports through various outlets and we’ll follow-up on concerns about EAC certified systems to at least find out the nature of the report.
You know, as we know, sometimes things get reported and it turns out not to be that way and if that’s the case we’ll say, oh, okay, but at least we got the investigation, we documented.

MALE SPEAKER:
After for example an election has taken place?  I don’t know where in the process you’re talking about then.

MR. MASTERSON:    Yes, typically that’s when it would be but it could be prior to -- in testing, pre-election testing a problem is discovered, that’s a possibility.

You know, the tightrope we’re walking of course is that we have no ability or desire to storm into a jurisdiction and interrupt what they’re doing there but we certainly have an interest in gaining information about our certified systems.

And so the challenge for us is maintaining the integrity of our program while not -- you know, we don’t want to step on toes.  We want to gain the information without overstepping the boundaries that are laid out for us in HAVA.

MR. JENKINS:
Matt, Phill Jenkins, question.  Since 2005 the VVSG has been out there.  Could you characterize how many investigations there have been and has there been any root cause analysis that might be input to this committee on how to improve that?

MR. MASTERSON:    That’s a great question.  The answer is zero because we didn’t have EAC certified systems because we can only look into EAC certified systems.

And so prior to or post the last federal election is when we received all the EAC certified systems so this next federal election will be the first federal election using EAC certified systems.

MS. GOLDEN:
Just to clarify though, most of the systems are still certified to 2002 VSS correct, instead of 2005 VVSG?

MR. MASTERSON:    All but one of the systems is certified to the 2002 VSS.

MS. GOLDEN:
So there’s only one system certified to the 2005 VVSG 1.0.

MR. MASTERSON:    But we still will investigate a system that’s certified to the 2002 VSS, you know, that’s still an EAC certified system.

MALE SPEAKER:
So I’m still interested in perhaps a process where we gather that feedback and determine is it the guideline.  You mentioned often you publish clarifications so I’d be interested to see that (unintelligible) a little bit at the end as well.
MR. MASTERSON:    So feedback to you all from the investigatory process.

MALE SPEAKER:
Right.

MR. MASTERSON:    That’s an interesting idea to explore.

MR. MILLER:
I wondered if you wanted to clarify between what -- if I’m understanding you correctly, you’re saying that NAVSET certified systems aren’t going to be investigated under this procedure.  I would also ask you to clarify what you mean by failure to follow manual procedures in the previous slide.

MR. MASTERSON:    Sure.  We can only investigate those systems which we certify.  Now it may be that a system was NASED certified and it is now (unintelligible) certified although that’s unlikely because of the changes made.

So yes, we only investigate the eAC certified systems.  The statement, failure to follow manual procedures, the manual is just referring to our testing and certification program manual as well as there are VVSG requirements as well regarding quality configuration and compliance, but that’s referring to our program manual, the requirements in our program manual.

Any other questions on that?  Go ahead.

MALE SPEAKER:
Do we have a process in place whereby a complaint or a problem or whatever is required to be reported?

MR. MASTERSON:    Yes.

MALE SPEAKER:
Could you tell us a little bit about that?

MR. MASTERSON:    Sure.  The manufacturer is required to report to us any --

MALE SPEAKER:
Let me stop you.  If the manufacturer knows it, is there any process in our VVSG or anywhere else that requires the reporting of a problem at polling sites, in the actual usage, because see this goes back to my other question, when are these problems being reported, when are they occurring, and how are they being reported?

MR. MASTERSON:    Sure.  Well, the answer to your question I think is the EAC can’t force a jurisdiction or a person obviously to report something.  We can make the manufacturer report it.  That’s where our stick is so from the sense that the manufacturer receives that information whether from a jurisdiction or whatnot regarding a problem, a found anomaly, they then report it to us.

So the answer as far as a question of timing would be it’s going to come to us after it occurs, you know, when the manufacturer finds out about that.

We have an anomaly reporting form on our website that can be used voluntarily by election jurisdictions to report anomalies to us if they choose.

MALE SPEAKER:
(Unintelligible) what if the reporting requirement somehow, or not requirement but the opportunity for jurisdictions -- in other words, a polling judge receives a problem, you know, some sort of complaint, where would we put such a process in place?  Would that be also included in the VVSG or is it already?

MR. MASTERSON:    It is not.  The VVSG takes great pains to keep their requirements to testable requirements for the system and I think, and I certainly wouldn’t speak for them, that the election officials on this committee would have some interesting thoughts about your suggestion for reporting it and the way that’s handled because I’m sure every jurisdiction has a reporting mechanism for themselves.
MALE SPEAKER:
(Off microphone, unintelligible).

MR. MASTERSON:    Yes, I believe that’s correct.  

MALE SPEAKER:
There are some disturbing things that have come in various reports.  The most telling I think was a report commissioned by the State of Ohio in response to reports that came out of Maryland.

And what the state of Ohio report pointed out is that although the state required that the counties report election incidents to the state, those election incidents went basically into a file cabinet in the state which no one was ever tasked to look at.

I think this is a fairly common problem nationwide.  It’s one of the big contrasts between the process with say Ateonics where the FAA requires mandatory reporting of every incident no matter how small and then the FAA has investigative teams who are tasked with trying to understand those and inform the standards process among other things so that the risk of those incidents is reduced in the future.

We don’t have that kind of feedback.  I think we’ve always needed it and I don’t think we have any leverage from this group to get it other than just pleading.

I know that the democrats and republicans run election incident reporting systems during elections which accumulate huge databases which are then shredded at the end of the election because they’re afraid that that’s information which might allow their competing party to endanger them.

There are public interest groups that have gotten together and produced a comparable big election incident reporting system that works at a national scale and analysis of those publicly reported incidents could probably be a very useful way to deal with this although those are outside the party lines and if you look at those databases, half of it has to do with very procedural things, someone campaigning at a polling place.

But there is an undercurrent of, you know, so many polling places opened late because people couldn’t figure out how to start the machines or components weren’t delivered to the polling places.

This undercurrent of things would be something that could be analyzed and could be used to inform this process.  It’s a lot of work going through those and a lot of intelligence required to filter out the pure garbage from the reports but it would be really interesting to see the analysis of those reports in terms of things that relate to the standards.

MR. MASTERSON:    There is a mandatory reporting requirement.  It may not be in the source that everyone desires but the manufacturers distinctly have -- they are required to report field anomalies to us and so that is a mandatory reporting requirement.

And the other thing I would add is we do also have our voting system reports clearinghouse where we encourage states and jurisdictions to provide reports to us.  For instance we have the Ohio-Evers study.  We have the top to bottom review from California and those reports are used directly in our testing process to help inform our testing process.  They’re related back to the standards and used in our testing process.

So in that sense we do use what information has been voluntarily submitted to us by states to help inform our testing process.

MR. SMITH:
The one thing I wanted to comment on segue into your comment about the manufacturer being the point of mandatory reporting, is that the one part of reporting that is robust is the county jurisdiction and the state jurisdiction to the manufacturer, to the vendor because believe me when there are problems with the system the people who paid for it and the people who are using it will let you know.
And I have sat through a number of workshops where there was every issue imaginable brought to the table.  Those generally, at least in the more sophisticated jurisdictions deriving from the help desk calls on election day which for jurisdictions like Cook County, the suburban Chicago area has incredible semi-automated all electronic systems out to when you take a call on the help desk you fill out a paper form.  Those are then collated into some kind of an Excel spreadsheet.  But that is the norm.

And the one thing that I can assure you happens, and that is that the county jurisdiction comes back to their vendor and says we want these items fixed and where there is an anomaly and where there is something systemic, whether it be documentation, whether it be the function of the equipment, the manufacturers are required to bring that forward to the EAC and so there is a chain that exists.

Matt’s commentary is right.  It’s probably not the one everybody would find most desirable but there is a solid chain there that exists.

The issue is simply we’re just getting EAC certified systems online to actually enact those requirements.

MALE SPEAKER:    Matt, who was just speaking?

MR. MASTERSON:    That was Ed Smith.

MALE SPEAKER:    Okay.  And second, it just occurs to me that we ought to invite the FAA I guess.  You know, both the FAA and the FDA have good reporting systems like that in place and you see in the news media at times their flaws in those reporting systems but the one difference between the EAC, the FAA, and the FDA is that all of the entities associated with aviation are regulated by the FAA, the people doing the maintenance, the airline, the parts manufacturers, whether it be (unintelligible) entertainment systems up to General Electric and Pratt & Whitney engines.

They’re all under that same umbrellas which unfortunately is not true due to the way the Constitution is written for the EAC where the county jurisdictions, the state jurisdictions, they’re not under the EAC.
COMMISSIONER DAVIDSON:
Matt, maybe I can help with just one little thing and I think it’s a real important statement for this committee to realize now and for the future, is the EAC is not a regulatory authority so that may clear up a lot of, why can’t you do.  So that maybe will help you as you go through this.

MR. MASTERSON:    Thanks.  Go ahead, Mr. (Unintelligible).

MALE SPEAKER:
Okay, I’m going to try to make this be my last crack on this issue, at least for now, and that is that often times when a person with a disability, at least this is my perception, when a person with a disability goes to a polling place and has some sort of difficulty, okay, the general thing that happens is that that poll worker or whoever is trying to help with the problem whatever it is, it is 99.9 percent of the time perceived as being the problem of the person with the disability rather than with the item.

And my point is that it really may be something with that item that’s not functioning correctly and therefore it never gets reported on up because the poll worker and the county, the people that paid for it and really want to make sure it’s working properly, discount it because the problem went out when the person with the disability went out.

And so I know, and I’ve heard you say that we don’t have the stick here, this is the wrong forum but it is an issue I believe.

And so I just throw it out so that we can be mindful of it and raise it wherever the appropriate place is because we don’t have the stick, we’re not regulatory, I understand that but the problem still exists and sometimes it really isn’t the person as much as it is the item was not functioning as advertised.  Thank you.

MALE SPEAKER:
I’d like to underline that and say that this applies to almost all of the usability problems, that oh, we were confused.  We didn’t understand that part of the instructions is the kind of thing you tend not to report.

Once you’ve gone through the half hour run around with the help desk and finally figured out how to do it, you’re just embarrassed and it doesn’t end up reported as an incident and I think this is the area where the whole usability world suffers as a result.

DR. GALLAGHER:    I think this has been a very important discussion.  Let me recap before you jump back in because we may be able to bring this back up again as we start talking about some of the guidance, particularly tomorrow.

There is a strong sense of the committee that the certification and testing is a major feedback process into the standards development.  Of course we know that we want standards development informed by the application, the standards and practice.  This is an important piece of data for this committee to deal with.

And your slides sort of pointed out that your non-conformance, you know, there’s a couple of different root causes here.  The system itself could be non-compliant.  The system was compliant and it was changed or the system was compliant and it’s misused and that includes some of the issues we have just been discussing with accessibility.
One of the things we can discuss is to what extent we strengthen either through guidance information going to the jurisdictions on reporting, that could be part of the guidance that comes out so that we try to at least encourage as part of this voluntary system the feedback loop.

But even in cases where it is beyond our control, the limitation, the non-regulatory commission, it is certainly within the TGDC’s purview to comment on the implications of that limitation.

So to the extent that that is provided in your view a limited feedback and that it’s impacting your ability to comment on that, that’s certainly something we can say and comment on and it would be important to do so and I think in your view that was important.

MR. JENKINS:
Phill Jenkins.  Just a comment on that.  I was wondering if there is some funding that’s being given to the states and if the EAC has any strings attached and if we could as a committee make recommendations to the EAC to more formally require some feedback without strings?

COMMISSIONER DAVIDSON:
Underneath they set a pretty -- straightforward of what the states can actually do.  They need to meet certain requirements, the first money, to be able to spend it to improve elections.  Obviously if you guys certified to us that they have done that they could spend the money to improve the election.

And I think the one area that we need to realize that we’re trying to gain is through this grant process and education while we brought that up, I think talking about it tomorrow, in giving a suggestion in that area, that might really help because I mean we know that education is one of the biggest things there is, whether it’s of poll workers, whether equipment has been designed properly, to you’ll move forward and get over a lot of these barriers.

As Diane said, I think that those are the areas that we can work at, but no, we do not have the authority to tell the states they need to spend a certain amount of money in a certain direction.  That’s up to their state plan.  Each state has to go through a plan on how they’re going to spend their money.

So it does say they have to buy accessible equipment and it has to -- what you’ve seen there in the past that Matt has talked about.  They also have to have a voter registration system that ties in their state voter registration system.

And it goes into some of the disability requirements that the state has to meet but we don’t have the authority to say how much they put into it and how the state divides out that money down to the location and what if the state even does give their location money to assist them in certain areas.  Does that help any?

MR. JENKINS:
It does.  What I was really talking about was expanding the definition of improving the voting to include the process of the feedback loop.  So not about really saying in order to improve the voting system we need you states to feed us back the issues like -- and maybe we can’t force them but we can definitely ask and tell them how we want it, slice to dice.
COMMISSIONER DAVIDSON:
We do a lot of data collection after the election and some of the information that we ask for we’re just beginning to analyze because we’ve asked a lot more questions this time around than what we did before.

And certainly there may be areas there where the states can give us information.  We have talked to them before about giving us any type of information that might help us with the certification, you know, if there are anomalies out there, what we can do.

We’re beginning to look at the 2012 type of data that we collect and I think that this committee, you know, in giving the suggestions of what we collect at that time may be helpful.

We’re pretty much tied into what we’re collecting in 2010 because states, by the time they get the questions, put it into their system to collect a field and do it electronically, they have to work with their vendors or their own in-house programming staff to actually set that up and then to educate their locals and to go through the whole process, it takes months.

So it’s too late to do anything pretty much to the 2010 survey.  Our states would tell you please do not change a thing.  We’re moving forward with our election.  But we can definitely think about it for the 2012, the kind of questions that we can ask.

MALE SPEAKER:
Just to add, and I know you’re talking about a feedback loop on a broad base but there are two little tiny grant programs out of HAVA that the EAC doesn’t administer, that have to do with people of disabilities and accessibility.
One goes out to the states, the 261 grants or whatever the heck they’re called, that are really tiny but for a lot of states they used them initially to do accessibility audits of all the polling places and then put in place procedures to try to deal with the architectural barriers

And those grants are still going out to states and they’re completely open-ended so using those dollars to set up a feedback system related to polling place or polling equipment accessibility problem reporting is completely doable.

And then the other is each of the states protection and advocacy agencies have fundings through HAVA but it goes through HHS and so all of them have funding in place and many of those state PNAs doing exactly that feedback.

After each election they collect that information about polling place access problems, equipment access problems and they’re working then with their local election jurisdictions to try to address those issues but nobody has done any kind of collection of that on a broader scale other than it just working at a state level.
MR. JENKINS:
This is Phill.  Just to comment real quick.  I’m thinking beyond disabilities so this is security as well.

I mean I wouldn’t want to create a bunch of separate independent silos if you will.  We really need to look at a one process and tick whether it’s accessibility, security, disability, whatever, but we still need to take advantage as Diane said of the funding to fix some of the problems, like make the ramp there, and (unintelligible), remove those.  That still is going on.

DR. GALLAGHER:    I’m going to try to segue back so Matt can finish his comments.

Like I said, I think this is an important discussion.  I just want to make one observation, that the certification stamp is a high value ad stamp.  It’s providing a trust factor for users of these systems,that the systems need certain attributes, and this works very well in non-regulatory environments.

There are a lot of other examples where certification processes work very effectively without regulatory muscle so the sticks and carrots discussion is something we have to watch.

My sense is that we are early in this process and I think the committee is sensing a potential weakness in our feedback but we don’t really have a lot of data yet to know whether this is actually realized or not and I think we’re going to have some opportunities as I said as we go through -- it’s very important, and I think this discussion is illustrating that we have confidence that we’re seeing the feedback that certification means something and they meaningfully reduce the practice.

One of the things we may talk about later is to make sure that that kind of information is coming from the EAC as you gather this information so the committee can have a stronger sense about whether the current reporting structures with manufacturers is strong enough or whether it needs to be strengthened in any way.
MR. MASTERSON:    Thank you.  I’ve never had the Director of NIST segue for me but it segues perfectly, thank you.

(LAUGHTER)


To our quality monitoring program, and this is a lot of what we were already talking about, and that is we have three major feedback loops that come into our quality monitoring process which is sort of our other cornerstone.
Outside of testing and certifying the systems, the way that we know that we’re doing the job we’re supposed to do, and quite frankly as was mentioned here, we could provide feedback to the TGDC and NIST on how standards need to be improved to do our quality monitoring program.

And the three sources of information are the field anomaly reporting for the manufacturers which as I mentioned is required of the manufacturers to report to us, the fielded system review and testing which is a concept in our testing and certification program where the EAC has some concerns or has decided to follow-up on a report, we will work with jurisdictions.

We can’t just go into the jurisdiction to look at the systems that perhaps are having problems and review them, test them.  But again, that’s incumbent on us working with the jurisdictions to be able to do that.


In addition, the EAC has the builds of the systems and the capability if need be to rebuild the EAC certified system and explore the issue ourselves without going into a jurisdiction on, you know, our own version of the system to be able to look in that way.  So that’s an option for us as well.


And finally our manufacturing site review.  Our program manual requires us to go to various manufacturing sites for registered manufacturers every two years to make sure that they’re meeting their own configuration management quality assurance policies.

We’re going to be beginning that at the middle of 2010 and going out to various manufacturing sites and looking at how the systems are produced.  So that’s another feedback loop for us as far as the systems in our testing.
So with all that, I just wanted to talk briefly about how the EAC’s program started, where we are and where we’re headed.  And I’ll try to kind of go through these because now I’m the unenviable person that stands between us and lunch so I’ll work quickly I promise.

The EAC’s program came about from HAVA where we were tasked to test, certify, and decertify systems.  The first version of the VVSG was approved on December 13, 2005, by a vote of the Commission.

In January of 2007, the Commission approved the EACs testing certification program manual and the process began.  On January 18, 2007, we received our first two labs, CIS test labs and IBETA quality assurance.  We received a recommendation from NIST to accredit them and they were finally accredited on February 21st.

So you can see just from that timeline that it took us a little while to get up and running and to receive lab recommendations and to accredit those labs, so we couldn’t do testing until we had labs.

February 22nd, the manufacturers were on it, the day after the labs were approved.  The first application for testing was received by the EAC.  January 22, 2008, we approved the first test plan and then we certified our first system on February 6, 2009, which is was Micro Vote EMS 4.0 and that was to the 2005 VVSG.

So where are we now?  We have 23 registered manufacturers with us right now.  We’ve certified three voting systems, the Premier Sure 1.2, ES&S Unity 3.2, and the Micro Vote EMS 4.0.  All certification information is up on the website.

We have currently four accredited voting system test laboratories, Cyber, Wiley, IBETA, and CIS Test.  At one point we had five but one of the labs dropped out of our program.

Currently we have six voting systems in the process so that means that they’re not certified yet, they’re in testing.

As I stated before, out of the three systems that we have certified, the Premier and ES&S systems started in 2002 and the Micro Vote is in 2005.  Of the systems that are in testing with us now, two of them are to the 2002 and the rest are in the 2005.

MALE SPEAKER:
Two questions, one is, is there any requirement that people continue to update their systems to the later standards as they’re approved, and second, is there any sort of expedited review for minor changes to the system to changes in the standards, they’ll have to redo everything they hadn’t done?  Granted if there are systems (unintelligible) and you can sort of break one thing by fixing another.

MR. MASTERSON:    Two good questions and the answer to both is yes.  In the 2005 VVSG there is an effective date that said December 13, 2006, any systems submitted to the EAC program after that point must be to the 2005 VVSG so all system applications received by the EAC prior to that date, they had the choice of testing to either the 2002 or the 2005, and then after that date they have to test to the 2005 VVSG.

Remind me of your second question.  I know the answer is yes though.

(LAUGHTER)


MALE SPEAKER:
Expedited procedures.


MR. MASTERSON:    Absolutely, yes we have a process by which modifications can be expedited and that includes the dominimous change evaluation where a manufacturer can bring a piece of hardware in and say hey, this is just a dominimous change, our labs will evaluate, issue us an opinion on that and say yes.

So the reason why the baselining process, what we call the baselining process where we’ve done full (unintelligible) testing on the system so far is because we started, we didn’t have any certified systems.  So now that we have certified systems that modification process is intended to be a much more expedited quick process depending on the changes that are made and all modifications are tested in 2005.

MR. WAGNER:
Dave Wagner.  Matt, I just wanted to add something in case not everyone is aware, point out in response to the question about are manufacturers required to update their systems, the voluntary voting system guidelines are from the federal point of view voluntary.  They’re not mandatory.

It is up to the states what level of certification if any is required.  That will vary tremendously from state to state and I’m sure Matt could say a lot more about that.  So depending on the state, the state may or may not require voting system manufacturers to certify their systems to more recent versions of the standards.


MR. MASTERSON:    I appreciate that point.  That’s probably the first point I should have made about our program quite honestly, that it’s a voluntary program, that states decide how much or how little of our program they choose to use.

Some states like Florida do all of their own testing and don’t use any of our program and some states require EAC certification to the most recent set of standards.

So it really does vary state to state as far as what is required of our program and that’s the way HAVA intended it to allow the states the flexibility to determine whether or not they wanted to use it.

MS. LAMONE:
Linda Lamone.  Could you tell the committee about how long it takes for a system to get from scratch to the end in certification under normal circumstances and what is the approximate cost of the manufacturing?


MR. MASTERSON:    Sure.  The second part is a little bit harder for me.  I mean I can give you the numbers that I’ve heard.  Obviously we don’t get involved in the cost as much but we certainly hear the numbers.

As far as time, and you’re talking full system testing I assume, the time we’ve seen, I mean if you look at the systems that are up there, some of them had their applications in with us in 2007 so we’re talking two, two and half years for some of those.  The Micro Vote System was under that, it was about a year and a half.

But as another example, the Unison System that’s in with us now, we are going to receive the test report this week and that’s right now about a six to eight month timeline so we’ve seen variation.


And one of the things I’m going to talk about on the next slide, it actually segues nicely into that, but I don’t want to skip the request for interpretation, but one of the things we’ve seen is it depends a lot on our process maturing which I think we’ve looked at and created better efficiencies.  You know, we were all new at this when we started.

Two is the preparedness of the system for the testing as well.  We’ve seen those systems which have been ready for testing fair pretty well and move quickly through -- as well as our labs at times, so I’ll talk about that next, but that’s a good question.


As far as money, I mean we’ve heard estimates anywhere between $2 to $4 million.  A lot of those estimates are hard for us to put a value on because we don’t know level of retest due to issues we had with our lab or retesting due to the issues, you know, discrepancies found in the system.

So that’s a metric although it will be sort of a loose metric because we don’t get involved in the money -- that we’re going to keep a close eye on.

The EAC has held to date three meetings on the cost of testing and analyzing ways to reduce the cost of testing because we know it’s something we need to be aware of so I appreciate that question in that area and again I’ll talk about those things on the next slide as well.

MR. JENKINS:
Matt, Phill Jenkins.  I had another question.  Perhaps the way to rephrase what Steven said, does the certification ever expire, not could it.  In other words, after a certain period of time it’s no longer certified and should be recertified for the new standard.

MR. MASTERSON:    The certification itself doesn’t expire but in our manual there’s outlined a procedure where modifications can build up to the point where it’s no longer the system that we certified so you can’t just tack on 50 modifications and try to maintain it in that way.  At some point we’re going to require full testing of the system because it has become a different system.

And so no, the certification itself doesn’t expire but certainly if a system changes to a degree where it really isn’t the system we certified we’re going to require full certification at that point.

MS. GOLDEN:
This is Diane Golden, and I think I’m following up on that.  I remember at one point in time I think it was the VVSG 2005 there was a discussion about -- I think this is getting to the mandatory upgrade question and I vaguely remember some of those discussions.

I think the question I’m asking is, is that even possible as part of the VVSG and the charge of this committee to talk about a mandatory upgrade.

I think I remember the discussion was that it was on the table and it does have an influence on the degree to which you’re willing to write the standards in a different way if you think it’s something that you can fix in a mandatory upgrade in the next version.  It’s a different issue but I seem to remember that was not a possibility.

These standards are what they are and they are in effect for a lifetime and you can’t assume a mandatory upgrade so that makes a difference in how you construct the standards.

MR. MASTERSON:    Yes, I think if I’m understanding your question, the idea would be that the upgrades come about as users decide that they need those upgrades and they come into us.  We don’t have a requirement that a system manufacturer come in for mandatory upgrades in that sense.

MALE SPEAKER:
In looking at it from the jurisdiction’s point of view as well.  They want to keep a system for let’s say 12 years and you put a ten year expiration so now it’s towards the end of the life of that product, it becomes suddenly decertified, and how does the public view that, how does the jurisdiction deal with that, what about seeking the budget process?
MR. MASTERSON:    Yes, it becomes a big can of worms.

MS. PURCELL:
The jurisdictions are very aware of things that they want and need as an addition to that system so as it was mentioned earlier, they’re going to push the manufacturer to make sure that they get those upgrades and get them certified and get (unintelligible).

MR. MASTERSON:    Yes, and as a follow-up, I would say it’s our responsibility at the EAC to continually look at our process to make sure we test them appropriately while getting you all the upgrades that you’re demanding from the manufacturer.  And that’s the challenge, that’s why we want to make the modification process as smooth as possible because we know those upgrades are out there.
DR. GALLAGHER:    Matt, this is Pat Gallagher.  Let me introduce one quick process question just on timing.  We’re still ahead of schedule but I’m looking at the clock.  I’m going to suggest that we break kind of wherever we’re at, at ll:45 a.m.

And the reason for that is not that anyone looks like they’re ready to pass out for lunch but there is a very large conference that’s here on forensic science standards and if they break at noon plus the NIST staff going in, it’s going to clog things up.

So I want to suggest we get a 15 minutes head start on them and then pick up wherever we’re at right after our one hour lunch.  Is that okay with everybody?  So Matt with that, we’ll basically try to corral the discussion at ll:45 a.m.

MR. MASTERSON:    All right, I appreciate it.

MALE SPEAKER:
Where the leverage comes in if there’s leverage and just to make this point, is as was suggested earlier when the jurisdictions are in their budgetary cycle they can upgrade or there are upgrades that they need to have.

And again, this depends on state to state but the states that have put in requirements that pass the national testing program are in a position where if they want to do the upgrade that upgrade has to have been certified by additional standards in which case it becomes mandatory for that state to have that upgrade in order for them to be able to upgrade their equipment so that’s the place where it becomes manic.

MR. MASTERSON:    Yes, for those states that require the program in that nature.  That’s a good point.  Anything else on that?  Good questions.

Okay, just real quick on the bottom of the slide it mentions 21 requests for interpretations issued by the EAC.  This is important because it really speaks to what you all are doing with the TGDC and the challenges we face in our program.

Those 21 requests for interpretations represents 21 times that the EAC has basically issued it’s interpretation of the standard where either a VSCL or manufacturer has come to us and said this is unclear, it’s ambiguous, we have questions.  They submit to us a factual scenario involving their system that needs to be answered regarding the standard.

And that’s important because I mean that’s a lot, 21 was more than we anticipated, and those interpretations in that effort led to our desire and what we’re going to talk about later, to improve the standard as far as ambiguity with VVSG 1.1.

You know, at those places where the 2005 VVSG is ambiguous it could be improved relatively quickly.  We really wanted to do that to help improve the testing, the quality and the consistency of testing but also improve the efficiency of the testing.

You know, we’re happy to issue the interpretations.  We think they’re necessary but 21 of them that quickly was really I think a surprise to us, and the manufacturers, and the VSDL’s.  There were a lot of questions about ambiguity and if you get on there you can see there are pretty tough decisions to be made as far as that goes so that’s important.
The 13 notices of clarification represent the 13 times that we’ve interpreted or issued a decision on our manual, provisions in our manuals, our voting system test laboratory manual, and our testing certification manual.  So that also changes the process a little bit but has a lot less impact on the testing of the systems.  First is the request for interpretation.

So what have we learned?  And this is perhaps the most important slide because we’ve learned a lot and I think all three of the legs of the stool as it were in the certification process have learned a lot since we started.

Certainly we’ve had to adjust it to starting a brand new program.  We started from scratch.  The federal government had never tested and certified voting systems to a set of standards before.  This is the first time the federal government had done it and we learned a lot getting started and we certainly recognized as we went along some efficiencies that we needed to create in our process and ways that we can improve.

The labs certainly have had to adjust to a new oversight and new expectations I’d say.  Some of these labs have tested voting systems before under the NASA process and it took an adjustment to adjust to the EAC’s program expectations and the way we were doing things and certainly that’s reflected in some of the correspondence that we have up on our website and some of the challenges we face in the testing engagements.  And so the labs needed an adjustment period and I think we’re really running efficiently with them now.
And finally the manufacturers have had to adjust.  This is a different program.  This is a new program.  We have a little bite to it as far as enforcement with the manufacturer, quality assurance and independence and whatnot, and you can see again on our website some adjustments the manufacturers have had to make as well as the number of discrepancies you see in our testing process.  
I’d encourage you all to go look at the test reports and look at the number of discrepancies that are listed on the test reports.  Those reflect places where the system wasn’t meeting the standards and where changes had to be made.

Some of the systems and there’s quite a few, but to the manufacturers credit they stepped up and met the standards and that’s all that matters.  They made the changes that needed to be made in order to meet the standards so certainly we’ve all learned from the process.

From our side in looking at the efficiencies we really have focused on three main areas.  First we’re creating internal standard operating procedures that work off of our two manuals to insure a consistent and streamlined process and so once those standard operating procedures are done the EAC testing certification program will work under those in order to insure deadlines are met, insure that timeframes are fair, that we’re not holding up the process on our end and that was really important.

We didn’t have that to start.  We had this manual and we sort of just started because it had to be done.  Now we’re getting to the point where we are getting I guess a little more bureaucratic but I think in a good way by creating the standard operating procedures.

Now we’re also looking to create more efficient testing.  Again, this goes into VVSG 1.1 as well as the test sweeps which David Flater is going to talk to you about after this.

The consistency and the level of repeatability of testing is something that we’re always trying to improve.  We want our labs to be able -- you know, the systems to be tested the same from one lab to another as much as possible.
These test sweeps which Dave will talk to you about are our attempt to try to do that.  We want the labs working from the same playbook basically so that a manufacturer knows how they’re going to be tested when they go in and they know what to expect.

But that variability is not good for our process.  We’d really like to improve that as well as updating the standards.  Like I said VVSG 1.1 is a stab at that in a small sense and then VVSG 2.0 is a much larger change.

To make the standards more testable, more clear, less ambiguity, is good for our process and leads to an efficient testable process where everyone understands what’s expected of the system.  So that’s another area where we’ve looked to improve.
COMMISSIONER DAVIDSON:
Matt, before you get to the final one and I know you’re hurrying, but the test sweeps, I think it’s important for the committee to also realize not only would the labs be testing the same way but this will cut down on time to do the test plan.

It will cut down on time to really go through the whole process of the testing and it should reduce costs so again we’re keeping in mind time factor and cost as we move forward in our program.

MR. MASTERSON:    Yes, that’s a great point.  All the labs are required once we issue the test sweeps, to use the test sweeps and that’s absolutely right, it’s going to create we think shorter timeframes and certainly less cost because everyone is going to know what to expect and how to test it.

The final bullet is just to improve communication and this was a big one for us.  We’ve really reached out to our labs and our manufacturers.  We now hold weekly conference calls with all of our manufacturers that are in testing with the labs, as well as to try to understand where the system is in testing, where the challenges lie, where we can help improve the process, and what to expect.
In conjunction with that the EAC tries to sync their review process with the testing schedule so we have the labs submit to us weekly the testing schedule, we sync with the labs in order to insure that the process isn’t held up by our review process.
One of the complaints that we heard loud and clear over and over again is that our review process was just the stopping point in the testing process and so now we work with the labs to have the review process work in sync with their testing so that our process and our review of the test plans and test cases isn’t the reason that testing is being held up.  We heard that loud and clear and it was really good feedback blasted at us which is good, we appreciate it.

So with that, that’s all I’ve got.  I appreciate the questions.  Again, after lunch or whenever I’m here to answer questions about that and thank you for your feedback.

COMMISSIONER DAVIDSON:
Before we break for lunch I just want to note that she has been here quite some time but Commissioner Hallman has joined us and so I wanted everybody to realize that and that way when we are all having lunch you can visit with her as well as the other commissioners and staff.

DR. GALLAGHER:    Very good.  So just so you know, any creative juices you have going on about testing or certification they will stay right with you because we’re going to come right back into this topic after lunch with a talk about testing and also about the NIST NVLAP program which does the accreditations program.  So we’ll have an opportunity to continue this line of discussion.

So with that let me adjourned until 12:45 p.m.  The cafeteria is across the way.  One suggestion that has come up, the cafeteria is sort of a seat yourself arrangement.

MALE SPEAKER:
Everybody if you could listen just for a second.  We reserved part of the cafeteria for you to sit in and as you’re going out the door it’s to your left.  You really can’t miss it.  When you get your trays and so on and so forth, walk all the way to the back of the seating area and you’ll see off the to left where we’re sitting.

(LUNCH BREAK)
DR. GALLAGHER:    Let me call us back into session.

We were having a very good discussion about testing and certification.  We’ll continue in that vein.  David Flater is coming up to talk about our test sweeps.
MR. FLATER:
Thank you.  To give you some context about the world as it exists into which the NIST test sweeps have immerged, the way we found it, the status quo is that test labs, accredited test labs, have been doing conformity assessment to the 2002 VSS and the VVSG version 1.0 also known as 2005.

These labs were accredited as being able to develop their own test methods for those parts of the VVSG for which sort of commercially available standard test methods didn’t already exist and they have done that.  Each test lab has quite a large collection of their own test methods that they use to do the conformity assessment.

Now the EAC and the TDGC tasked NIST to develop test methods for the draft of VVSG 2.0 towards the goal of eventually reducing the variability in the conformity assessment that’s done by having more publicly available standardized test sweeps.

And I apologize for the parenthesized numbers on the slide to 1.9 after 2.0 and so forth because I am responsible for some of the test method development these test methods have to trade to particular requirements in a particular document and it would intolerable for me to have more then one document called diversion 2.0.  So these are my own internal numbers that I use to distinguish the first draft of 2.0 and the last draft of 2.0 that will be appearing.

So NIST did define test method as appropriate for the entire scope of version 2.0 and one of the nice things that we have the benefit from here as we’re doing the review and release of these test methods is that in the worst case if there’s something that was missed or an outright error in the test cases that were developed and distributed, we still have these accredited test labs that are accredited as being able to develop test methods.  So in the worst case we can always fall back to the way things are being done now.
Now subsequent to the release of the 2.0 tests we had the May 2009 draft of 1.1 came out with selected materials from version 2.0 of the VVSG back ported and integrated with what was the text of the 2005 VVSG, and corresponding to that we’ve also back ported the applicable subset of test methods that were developed from 2.0 back into 1.1 covering only the material that was back ported.  And everything else in 1.1 where we have existing test methods being used for VVSG 1.0, those same test methods would continue to be used.

Now there’s a table here that’s getting a numeration of the different chunks of the test methods that are currently being distributed from the NIST website.  They’re called usability and accessibility security test sweep.  Vote test, volume testing guidance, reliability accuracy and (unintelligible) rate is actually a special case.  For historical reasons that’s actually incorporated in the draft of the VVSG.  Hardware workmanship, test sweeps, and (unintelligible) compatibility tests.

And finally there is one extra which is a source code analyzer tool assessment guide and test sweep.  I’m going to be going through each of these in more detail on future slides.

The important thing to note is that just because there is a test sweep with the same name for both 1.1 and 2.0, that does not mean that they are identical.  As I said, there’s been a subset of tests that’s been back ported and possibly other changes as necessary to harmonize that testing with the differences that exist in 1.1.

Some general principles for the test method development that happened, we need to understand that our ability to specified tests is limited by the variability and voting systems signs, the unavailability of the system specific details, and in some cases by the nature of the requirements themselves.

Quite often if it would appear expedient, we could get a more rigorous test method if we made certain assumptions about the design and implementation of the voting systems which would go beyond what is written in the VVSG itself.

We have to resist that temptation in order to keep the test methods applicable to the standard and not to some constrained subset of the standard and to avoid creating your requirements through the implementation of the test sweeps.

So we are limited then by the requirements that we have and the information that we have.  When possible when there is a measurable quantity, a benchmark specified, we specify a completely rigorous measurement and from there we go down this continuum or rigor.

If we have something that is not measurable like a physical quantity but we can still specify a procedure for evaluating it in a methodical fashion using test narratives, checklists, pass/fail criteria, and so forth, then we do that, and so on down the line.

The minimum level of rigor that’s required would be assessed by qualified experts.  And this is something we discussed earlier, that even though there is going to be some appraisal or analysis done by a human being and different human beings may do a slightly different appraisal or analysis, there will be a discipline to it.  It will be made as repeatable as possible under the circumstances and that’s as low as it goes on a scale of rigor.

Now when some folks review the test sweeps that we put out there --

MR. JENKINS:
Excuse me, Phill Jenkins.  Question, on the qualified experts, you have that underlined, does that mean for every test sweep you have a definition of a qualified expert to run that test sweep?

MR. FLATER:
It means in those cases where we have neither a measurement specified or a specific procedure to be followed and I believe in some cases there are assessments that need to be done, the qualifications of those experts are not specified in the BSSG itself.  This is something that I believe is handled through the accreditation process.
MR. JENKINS:
Thank you.

MR. FLATER:
When folks have been reviewing a test sweep some of them have been surprised to find that there is not sort of one requirement, one test, one requirement, one test kind of traceability throughout these test sweeps.  This is not a defect.  This is in fact a feature, that there are different kinds of requirements that we’re dealing with.

Some of them are that kind of requirement where it’s a very specific sort of requirement where you have a very specific test.  It doesn’t touch on anything else.  In those cases you would have one requirement, one test but at the opposite end of the spectrum you have requirements such as the system shall have the capability and let you define contests and so forth.

Requirements like that, you cannot avoid testing in every test case you run so these are sort tested incidentally for every end to end test of the system that you do so we have different kinds of coverage for different kinds of requirements.

And there’s also cases of requirements that say things that shall never happen in a conformity voting system, these kinds of requirements are tested by exception.  If that happens then the system fails so it’s not like you have a requirement like that and you rate tests for like that.  That can’t ever happen under any circumstances.

So moving right along.  One of the chunks of test methods that we’ve distributed is the usability and accessibility piece.  This contains system independent test narratives that test criteria for evaluating usability and accessibility.  It also includes a common industry format template along with documentation on how to use that.

There is a highly structured process surrounding the conduct of usability tests, whether they’re conducted by the manufacturer or by a test lab and if you look at the template you’ll see there’s also a highly structured process for reporting results of that.

Now version 2.0 and version 1.1 differ in fact in where usability testing is done and to what end.  Only in version 2.0 is there a requirement to perform what’s called the voting performance protocol where there are specified usability benchmarks included in the draft standard and these benchmarks are evaluated by the test lab.

There is the security test sweep which includes procedures for evaluating cryptography access control, event logging, and other security specific features.  Also included in there is some secure configuration information that the system makes use of certain specific software packages.  There is some advice on how to configure those.
This does not however include OEB-2 (unintelligible).  Nelson Haysinker is going to talk about OEB-2 tomorrow.  This is just what is being distributed as part of this package from our website now.

Vote test is another piece.  Vote test is just the name of this chunk of test that’s being distributed.  The scope of this basic essential voting system lodging, the system shall be able to define elections, capture, count, report votes and also the different voting variations that the manufacturer says the system is capable of supporting, variations such as straight party voting, rank order voting, vote for however many people in a contest as opposed to just vote for one, et cetera.
Now these are not stress tests nor are they volume tests in a sense of a mock election.  These tests are also conducted as part of the certification process but this particular chunk only includes intentionally simple tests that cover the breath of different functionality in a way that using small and simple tests tries to isolate the features in question so that if you have concerns about interaction of different features for example, those interactions are minimized in this kind of approach.
But they do exercise the complete election and voting process.  Each one of these small simple tests is nevertheless an end to end test where you have an election definition that goes in, and reports that come out, and results that you expect to be reflected in those reports.

Volume testing guidance, in version 2.0 of the VVSG there is a requirement to conduct a volume test.  There are some perimeters for that test provided in the VVSG itself but there were some comments that folks wanted additional guidance on the specifics of that test so there’s a separate document available from the website now that gives additional guidance for conducting that test.

With regards to reliability accuracy and miss-feed rate, benchmarks that are specified as requirement from voting systems are in the VVSG.  The test method for these is in fact included at the end of the documents and it is in both version 1.1 and version 2.0.
Because the test method for these was historically included in the VVSG, a critical change that was made besides just updating the benchmarks from for example, gained time between failure to a reliability benchmark based on volume, the test method now looks at data that are collected throughout all of the tests that are funded by the test lab.

They don’t just run one isolated test and say okay, the system is reliable enough and then go on and then not know what to do if it fails in some other respect.  You look at all of your tests as a whole and you do an evaluation of what they demonstrate with regards to reliability, accuracy, and so forth.

Hardware workmanship including such things as the famous shake and bake test, there’s a revised set of test methods for that.  In this case there is only one part of it which has been back ported, the 1.1, and that is for operating humidity because that was the only part of hardware workmanship that was added from 2.0 and 1.1 is now an operating humidity test.

Electric magnetic compatibility, EMC, this is actually still undergoing NIST internal review but it should be coming soon on the website for 2.0.  I don’t believe any of that was --
MALE SPEAKER:
Compatibility was what, hearing aids

or --

MR. FLATER:
I believe this refers to the tolerance that the system has for electric magnetic radiation.  It’s for an attic as well as refraining from generating excess amounts of electric magnetic radiation that would interfere with something else.  I don’t know if this is specifically about hearing aids.  I’d have to let someone else answer that question.

MALE SPEAKER:
I also had a question about fluctuation in the power.  You test just power failures or also spikes and radiation in the --

MR. FLATER:
(Unintelligible) environmental (unintelligible) swells over voltages, under voltages, and surges.

MALE SPEAKER:
Is it just to see that it keeps operating or what sort of climb it does?

MR. FLATER:
There’s something called the operation of status check.  This is I think defined better in the new test methods than it was in the sort of status quo test method but the idea is the system is going to be operating, you’re going to hit it with this test, and then you do a procedure to convince yourself that it is still operating, and that’s the operational status check.

The last thing on that list of test materials was the source code analyzer tool, assessment guide, and test sweep.  This is not a tool for doing conformity assessment on the voting systems.  This is a tool for evaluating the fitness for use of other tools that are used to do a conformity assessment on voting systems.

So this is not directly tied to either of the VVSG versions that we’re dealing with.  This is just sort of an add on, something that might be useful for test labs.

MR. WAGNER:
David Wagner.  There are many kinds of source code analyzers.  I’m wondering if you could say a little more about what the source code analyzers this test is intended for, what kind of analysis they’re doing.

Are you talking about the kind of shallows and tactic level requirements in the standard saying things like signal entry functions or functions must not contain more than a few hundred lines of code per function?  Is this kind of some tactic level or is this intended for source code analysis tools that are doing some other kind of more semantic level analysis?  Can you say anything more?
MR. FLATER:
I can tell you that the providence of this tool, it actually began as a set of tests for evaluating the capability of analyzers to find things like buffer overruns.

It was originally from the perspective of finding programming defects that could have security implications and it was then modified and expanded to include the kind of syntactic requirements that were written into the VVSG.  So I think it’s more of the semantic concerns and less of the arbitrary syntactic rules.

So where we are is that all of these test methods are available on the NIST website for public review and comment.

And where we go from here, there is going to be a process at some point to talk about how these can be integrated into the certification process but we’re not there yet.

We do however have these in the public domain and basically anyone can use these to whatever ends they find to be productive including manufacturers themselves, jurisdictions, or even the general open source community can go and grab these tests and run with them or change them completely, or send us comments on how to improve them.

So this is one input to a broader effort to reduce the variability in testing.  Don’t think this is the end of that road.  So this is going to be a process that is going to involve the test labs and the experience that they have and we will see where it goes.
DR. GALLAGHER:    Thank you David, that was excellent.  Any comments or questions?

MS. MCGEHAN:
Ann McGehan.  For clarification, are these test sweeps going to be used with the 1.1 revisions?  I thought you were saying they were optional.  Could you clarify how these tests -- I thought these test sweeps were going to be used with the revised 1.0 voluntary standards.  Am I wrong about that?

MR. FLATER:
Well, with regards to optional versus mandatory, that is the EAC’s jurisdiction to determine what requirements they are going to put on test plans.  You shall include these test methods or what have you.

But with regards to coverage of 1.1, the coverage here of these NIST provided test sweeps is solely those parts of 1.1 that represent things that were carried back from the 2.0 draft.  It does not cover the entire scope of 1.1.  There are parts of 1.1 that are unchanged from the status quo 1.0.  The test methods also are assumed to be the test methods that are currently being used for 1.0.

COMMISSIONER DAVIDSON:
If we could have Matt also add to our perspective of the EAC I think that would help you with this question.

MR. MASTERSON:    I think Dave answered correctly.  I would just add, all the test sweeps that are finalized are required as part of our program that the labs use them.

As far as 1.1, NIST is developing test sweeps for those portions of 1.1 that were ported over from 2.0.  The plan at the EAC is then to work with the labs in conjunction to try to come up with an agreed set of test methods or whatever that the labs can then work across themselves.

So the challenge was that NIST for the 2005 VVSG version 1.0, a lot of the requirements were ambiguous and hard for NIST to develop test sweeps to so we’re going to work with the labs in those areas where 1.1 didn’t port over stuff in 2.0.  So that’s the plan.
MALE SPEAKER:
I have a related clarification question so help me understand where things are in the finalization process.  1.0 is obviously final, in place, et cetera.

Where’s 1.1 and then where is 2.0?  I mean I know they are not final but I don’t know if they’re kind of final, or both of them or neither of them, or what the process is, and specifically is there any role that this group plays in whatever the process is?

MR. MASTERSON:    Sure.  And that’s something we’ll be briefing on later.  I can’t remember if it’s later today or tomorrow.

The answer real quickly is, 1.1 is currently under a policy decision for the commissioners and it will be finalized in the near future.  2.0, the work that Commissioner Davidson tasked you with earlier today, that’s work that we hope will find its way into 2.0 and we’ll go into a lot of detail on all that for all tomorrow.

DR. WAGNER:
Dave Wagner.  I have a question maybe for David Flater.  I’m not sure about these test sweeps.  So there’s some requirements for which you don’t have test sweeps that cover those requirements I guess but there are some requirements where you do have test sweeps that cover those requirements.

Are the test sweeps intended to be sufficient, complete, all you need to do to check conformance with that requirement, or is the idea that these are only partial and the test labs would have to do some additional testing beyond checking the NIST test sweeps?

MR. FLATER:
Well, that is a sophisticated question because we’re talking about a kind of risk, certification risk if you will.  You can never do enough testing to demonstrate 100 percent compliance with 100 percent confidence to everything.  So it’s always a question of how much testing you’re going to do and how much testing is sufficient.

I described with regards to a vote test that it is supposed to be used in conjunction with a volume test and stress testing which was separate and that’s actually an open issue.  I think as we’re looking at 1.1 specifically that we brought vote test back and yet the volume test did not come along with it.

So there’s sort of a dangling loose end there with regards to -- I think in order to have a complete test plan there needs to be either a volume test or something analogous to the high volume testing that was specified in version 1.0, not only for the purpose of accuracy testing, to generate sufficient volume for the testing.

Certainly it will be a matter for the EAC to look at as it is evaluating the quality of test plans to determine whether the use of the NIST materials is sufficient to give the level of confidence that is required to issue a certification.

I believe that NIST has done what diligence it can certainly to build -- I mean once again, I’ll use the word adequate confidence.  You know, what is adequate within the scope of the test sweeps that it was possible to develop, what’s possible to distribute.

Something you have to keep in mind is that not having the design of the voting system in front of us, not having the specifics in front of us, we cannot drill this all the way down to exactly what precisely is going to be done.

I mean we can’t give you a paper ballot and say run this through the system.  What we can tell you is I’m going to define a contest that has the following choices and so forth but each system is going to be different as to what sort of ballots it’s going to accept.

Some are going to take paper ballots, some aren’t and then that abstract test method is going to be realized to a specific test case and that process of realization will introduce some variability in the process too.

So we are limited in what we can do at the level of abstraction that we’re at, working from the standard alone, not having the design of the system.  The question is, is this enough?

I think that’s something that has to be given a great deal of scrutiny when evaluating test plans to make sure there isn’t something that is specific to a given system that would incur additional testing that needs to be required.

I’m sorry to be tap dancing like this but I think it really is the sort of question that there’s not a fixed yes or no.  There’s a level of risk that is going to always be in the process and that risk has to be reduced to what it can be reduced to subject to the cost constraints that we have.

DR. WAGNER:
Dave Wagner.  So if I could follow-up, maybe a piece of feedback would be -- if you’re not already doing it, it might be helpful as you develop test sweeps in the future to indicate for those if you have an intent in mind whether they were intended -- you know, if it was not intended to be complete, to make that explicit and clear in the test sweep that this was not intended -- you know, it was never the intent for this sweep to be complete, or if it was the intent for it to be complete.

The reason I’m thinking this might be helpful is I have an impression that sometimes testing groups are asked to check a requirement that may be somewhat abstract.  If they’re given a checklist, let’s say the checking conformance requirement may call for judgment but maybe also involves some well specified procedure for testing.

It would be very easy, very natural for a tester to follow the checklist they have in front of them and stop there and do nothing else.  So since they have a checklist, that the checklist is all they need to check, that there doesn’t need to be any kind of additional steps or any additional professional judgment or additional assessment.

So just a piece of feedback may be something to keep in mind about where you could be explicit about what the intent or what your expectation was in your assignment of test sweep.

MR. FLATER:
I think there is the expectation across the board that a level of diligence will be applied.  You know, as you say, there is a temptation to simply go down a checklist and then say, there, it’s done and if you do that certainly it should be maximally reproducible testing but that extra level of diligence is required to have confidence in the process, that someone does have to at least sign on the line and say, yes, I agree that this checklist is sufficient.
DR. WAGNER:
David Wagner.  So I’ll follow-up again, amplify a little more.

I can imagine that this may vary from requirement to requirement.  There may be some requirements where the specific test sweep you’ve provided is a very reasonable, complete, you know, enough to test the requirement.

There may be some other requirements where quite a bit additional is needed and so I think it probably needs just more than just general diligence across the board from the testing lab in the abstract, but I think it might be helpful to provide some guidance to the test labs specifically about this requirement, this is all you need, or this other requirement is going to need quite a bit more.

MR. FLATER:
Fair enough.

DR. GALLAGHER:    Let me interject here.  We have now finally consumed our morning time cushion so now the Chair becomes -- keeping us back on schedule.

So I’d like to suggest that we bring Gordon Gillerman up unless there is somebody with a really pressing question that they really want to ask David now.  Gordon’s presentation and discussion to 1:45 p.m.

MR. GILLERMAN:    Thank you.  It’s interesting, the concept of confidence has come up already quite a bit.  It’s one of the underlying concepts that’s involved in conformity assessment as well as the role of accreditation generally in conformity assessment, and specifically here in laboratory accreditation.

So accreditation is a third party attestation of conformity with standards.  There are standards for most things in the system including conformity assessment operations, laboratory operations, and other kinds of conformity assessment.
Most of the time these operations are done in compliance with international standards created by the International Organization for Standardization and the International Electric Technical Commission who run a joint committee called CASCO on creating documents which guide the operation of conformity assessment processes.  They have a document called 17025 and it is the general requirements for operating a laboratory.

In addition to that, NIST takes those requirements and puts them in a publicly available handbook called Handbook 150 which has additional administrative requirements for NIST’s National Voluntary Laboratory Accreditation Program to execute a third party attestation of conformity to those requirements.

So generally the document is for the laboratory, that gives the laboratory guidance on how their operations should be run, what kind of a quality management system should be in place, some general requirements on competencies and equipment capabilities that are necessary in the process.

The NVLAP documents contain the entire standard plus additional administrative requirements that are involved in NVLAP evaluation, decision making process, and eventual attestation with accreditation of conforming to those requirements.

For every specific program NVLAP develops, it develops a program specific handbook as well which guides the implementation of the general requirements for a specific sector of testing.  For voting equipment, it’s Handbook 150-22.

It’s always interesting to talk about what accreditation isn’t so accreditation is not the certification of products or test data, or even the laboratory.

It’s a process by which the accreditation body indicates publicly normally that a laboratory meets the requirements of an international standard for laboratory accreditation and some specific competency requirements to run tests in a specific central area.

So NVLAP doesn’t certify voting equipment.  It doesn’t certify the test results that come of the laboratories.  It attests through accreditation to the compliance of a laboratory with the contents of these two documents here.  Both of these documents are publicly available at the NVLAP website which is housed with the NIST website.

Like most documents that are involved in these kinds of processes, these documents are open to discussion and improvement.  Generally the improvement cycle happens during a review when new tests requirements are put in place in the system or when a new addition of the standard is implemented.

We need to look at the competency requirements, especially those in 150-22 and make sure that they are reasonable and adequate to guide the requirements of accreditation for laboratories that are conducting the tests which are defined in the new or newly implemented test methods and standards.

The accreditation process includes several steps.  There’s an administrative application to the process by the laboratory.  The real process begins when the laboratory submits its quality manual.

The laboratory has to document its management system in a very formal way.  There are very formal requirements in both the general requirements and the specific requirements for the content of the management system.  The management system is reviewed in a desk top exercise against the requirements of the program.

Once there is a good level of confidence that the documented management system from the laboratory meets the requirements, the implementation of that system at the laboratory is evaluated through onsite assessment and audit.

You can see that this is not a short process.  Typically the onsite itself is a three to four day process.  There’s a core set of these test methods from the voting standard that are the primary subject of the technical competency area of evaluation.
One of the questions before was what about the people involved.  Generally there are guidelines for the competency of these individuals in these documents but the laboratory itself in its own management system is required to express its minimum competency requirements for individuals who perform key tasks in the testing and then in a systematic way.  They have to demonstrate that the people who at the lab do those processes meet their requirement.

Documented training, if they have individual certifications in certain areas, those may be the forms of evidence that the system provides and those things are reviewed during the assessment and audit system as well.  Yes, sir.

MALE SPEAKER:
I have a question.  I was a past certified ISO-9001 auditor.  It sounds very similar to ISO-9001.

MR. GILLERMAN:    Systematically the process is very similar.  ISO-9000 requires that a quality management system, usually for the provision of goods or a service, most of the time excluding laboratory operations, has documented system and then the same process takes place, a desk top review against the requirement and then an implementation review during an assessment audit function.

It’s very similar.  The one real key difference is that generally ISO 9000 applies to everything from making handguns to delivering air travel services.

This is a specific set of requirements for laboratory operations and then an even further specific set of requirements for competencies and capabilities required to do these tests.

Actually in the quality management systems sector, my division does a lot of work for the assessment and the quality management system sector.  You see a lot of use of sector specific standards for quality management which add to the requirements of ISO 9000.

As a matter of fact, I’ve been involved in a very successful adventure where we’ve just done this for the body armor industry.

So these kinds of methodologies are very common and commonly applied and the way this is done is very organized and very functional.

So during the process a lot of methodologies are used to gather the objective evidence.  That’s the real key here, the gathering of objective evidence to demonstrate that the laboratory meets the requirements of the general handbook as well as the sector specific handbook.

Observations, interviews, reviews of documentations during the desk top review as well as specific documentation during the audit, looking at actual test reports, looking at some of the agreements that the laboratories strike with their customers for testing to make sure that the requirements are all implemented, and witnessing of the testing to insure not only do they have the competency but they can actually execute the tests as required.

Most processes do not run without citing non-conformities.  There is a very specific process for the citing of non-conformity and observations, things that don’t rise to the level of non-conformity and there is a corrective action process for the laboratories to undertake.

NVLAP accreditation is not executed until the laboratories have demonstrated that they have implemented a reasonable correction action that brings their processes and their competencies into compliance with the requirements.

On a cyclic basis, NVLAP does a reoccurring, reassessment and re-audit of the laboratories compliance with these requirements.

After the initial grant of accreditation there’s another series of onsite assessments and audits that happens at a year out and then it goes to a rolling biannual basis for the onsite work although the laboratory has to reapply and maintain its accreditation on an annual basis.  So part of this system is a paperwork exercise and part of the system is an onsite assessment exercise.

COMMISSIONER DAVIDSON:
Can I ask a question?

MR. GILLERMAN:    Of course.

COMMISSIONER DAVIDSON:
When you first went out, and obviously they weren’t testing equipment yet, there wasn’t the step of actually watching them test it, so when you go back out to do the labs, that’s really when you’re going into that portion of your exercise?

MR. GILLERMAN:    A lot of different accreditation systems operate differently.  Sometimes a laboratory accreditation program grows when the laboratories are already a well oiled machine for testing products in your areas.
You grew up simultaneously and one of the problems you have there is that because the laboratories don’t generally have a lot products in the process, you have to make some other accommodations to the process.

And I think what you’re describing is some of those accommodations that were made, it is anticipated that certainly during the one year of visits to the laboratory that we would want to witness real products beings subjected to real tests, absolutely.

So some of the things that can happen in the laboratory accreditation beyond just this cyclic operation of the program is a laboratory requesting to expand its scope of test methods.

So laboratories have a specific scope of test methods that they’re accredited to perform and they can ask to expand that scope of test method.  It applies much more strongly in some programs than another.  Some programs require a laboratory demonstrates competency to do everything.

And I’ll use the same example I used before, in body armor we actually use a test method where we preconditioned body armor to simulate the wear over the (unintelligible) of an officer’s experience with the body armor and then we shoot it a second time.  So we shoot it once brand new out of the box and then we wear it out a little bit and we re-shoot.

Some laboratories only do the conditioning and so their scope of accreditation is only for this torture chamber conditioning test that’s run as a prequel to the performance test against the ballistic threats.

Some laboratories can do it all so they had a more expansive scope.  Sometimes laboratories have a business reason to grow in their services and so we can expand their scopes and (unintelligible) but that has gone through an assessment of their capabilities to run those additional tests.

Monitoring visits occur to verify laboratory’s competency.  On a normal cycle and for cause, if NVLAP obtains information that there’s cause to doubt a laboratory’s continuing conformity with the requirements, both the management system and the technical competency, NVLAP can do a monitoring visit and go out and try to gather objective evidence to determine whether the laboratory still meets the requirements of the program.

In that it occurred, and the laboratory can’t continue to meet it, NVLAP can suspend that laboratory’s accreditation so this removes the third party attestation from NVLAP that demonstrates their compliance with the requirements of the handbook 150 and 150-22.
So as I’m sure you’ve all heard, I know (unintelligible) a commodity now.  There are a set of core test methods.  There’s a technical data package review involved, a phasical configure audit.  Source code review, we just build in the system functional configuration audit.  System integration testing and telecommunications and security testing.

So these are all the various piecemeal parts of the testing.  All of them require different sets of competencies.  Some of them require different capital resources for the laboratory to maintain.

So these are the kinds of things that we would look at.  We look on a test method by test method basis at a laboratory’s capabilities, and competencies, and compliance with the requirements.

The expression of NVLAP’s accreditation is the inclusion in the laboratory on NVLAP’s list of accredited laboratories for this sector and you see the list here.  This is again publicly available information on NVLAP’s website.

The laboratories are also able to use a logo for NVLAP on test reports which have been developed in compliance with their scope of accredited operations.  So some laboratories actually run lots of tests some of which are within their accredited scope and some which are outside of it.  They can only put the logo on test reports that are wholly within their scope of accredited testing.

MR. JENKINS:
This is Phill.  I have a question.  On that list of core test methods, earlier we saw a presentation and it used usability and accessibility as a set of test sweeps.

Is there any specific accreditation process that accredits our ability to execute those feasibility and accessibility tests?

MR. GILLERMAN:    I’d probably have to defer to my expert.  John, are there specifics?

MALE SPEAKER:
(Off microphone, unintelligible).

MALE SPEAKER:
Core test methods were gleamed from the standards.  There are no specific test methods that we can cite, for example, by test number or something in the standards that say you have to follow this method.

Hopefully when test methods are documented in the upcoming standards, we can research this specific test method and actually cite them in the scope of accreditation.

What you say is the core test method, that’s actually a restating of the scope of accreditation.

MR. JENKINS:
But maybe it’s a timing issue.  So the test sweeps that cover usability and accessibility aren’t part of the accreditation process.

MALE SPEAKER:
Right, but at this point the test should be developed by the labs using --

MR. JENKINS:
With this created sweeps as examples

of --

MALE SPEAKER:
Correct, (unintelligible) qualify the labs.  You saw at the beginning that the core test method, we cited to 2002 and 2005 versions also of the standards and those subset A through G were (unintelligible) disciplines that we could get out of those and reference that what would be the core method test sweep.  But they’re not explicitly stated in the standards.

MR. GILLERMAN:    John Kirckenburger is the (unintelligible) manager for the voting laboratory accreditation program.

And I think what you’ll see is that all of these documents evolved together in many ways so as the voting standard itself becomes more articulate, more specific and you can have more details in it, so will the laboratory competency requirements in the associated (unintelligible).

MS. GOLDEN:
Just a really quick question.  Can you give me a feel for the kinds of people who are performing these tests in the test labs?  I mean just out of curiosity, I don’t know, are they kind of engineer types, are they computer science types, I mean what kind of folks are they?

MR. GILLERMAN:    I think typically you would see a mix of individuals.  Most of the time their specific education is not really an issue but it’s their experience and their ability to demonstrate competency in actually performing the test methodology.

One of the interesting things about the 17025 standard and most of the standards in this field is what really happens is what the laboratory itself and its own management system has to say.  If this is your job in the laboratory function, run a test, evaluate the quality of the output of the test.

Here are our requirements for your competencies and then the system has to have documented evidence that the people who are performing that function meet those requirements.  Where it’s possible, the specific accreditation documents provide minimum requirements or guidance on what those requirements should be but that’s not always possible.

Many times it’s really a matter of experience.  If some specific skills are necessary, they might set a set of alternatives forward.  Some kind of an IT certification, a personnel certification might be valuable, maybe somebody who has been in the field for a period of time running those tests, maybe somebody who has been involved in the execution of so many product tests programs.

Those would be a different set of requirements that are possible for the laboratory to implement as its own requirements and then the system would one, look and say are its own requirements reasonable, and two, are you really enforcing your own requirements in situ.
And that’s probably where we are at this point in time, and as I said these documents evolve together and so the more information we get and specificity we get the more we can be specific.

You really want to strike balance between over specifying because if you give the laboratory too narrow of an opportunity you end up with two people in the whole world who can run the test and that doesn’t help the capacity of the laboratory’s capability to serve the industry so it’s a bit of a balance between those two.

MR. WAGNER:
Dave Wagner.  Let me share with you a concern, and I (unintelligible) to hear your response.  I think the testing lab’s job is to figure out does this voting system meet the standard and your accreditation is trying to figure out will the test lab be able to do their job.

I think what I hear you say is the way the accreditation works is it’s an exercise that happens before the fact.  You look at a lot of manuals and documents and then the accreditors try to predict is the testing lab going to be able to do its job effectively.

What I notice is that it doesn’t seem to incorporate much of a component of after the fact, closing the feedback loop, looking then after there’s been some experience of the testing lab, that it is looking back at, have they done their job well.

So in the voting world we have many opportunities for doing that kind of assessment because the testing labs are not the only ones who have evaluated voting systems.  We’ve also had external review of voting systems from the state initiated or entirely independent reviews of voting systems and there’s a certain bit of history here where some of the same testing labs that are accredited under the NVLAP system had done some testing for the prior certification review regimes, the NASA testing regime.

I’ve read a bunch of those test reports.  Let me tell you it’s a great way if you ever have trouble getting to sleep.

(LAUGHTER)


But I’ve read a number of those testing reports and I’ve also read a number of the independent assessments of those very same voting systems and what a number of the independent assessments found were for instance in the security area, serious and systemic security flaws that were completely missed by the testing labs that had tested those.


So we don’t yet have that similar experience but with the new certification (unintelligible) and with the new systems that have been certified under the new (unintelligible) certification regime, but I think we should be prepared for the possibility that in the future we may continue to see independent assessment of voting systems.

And so it feels like this is a lost opportunity to take advantage of those to evaluate how effectively the test labs are doing their job.  Can you comment on that?

MR. GILLERMAN:    There are a few points that are very important.  So a laboratory’s management system that complies with 17025 requires the laboratory to implement a continual improvement process, a plan to have a continuous improvement process very similar to the ones that are outlined in ISO 9000 that the gentleman indicated.


So those things A, have to be inherent in the laboratory.  The laboratory is required to have a documented (unintelligible) complaints handling process and the accreditation body also operates in accordance with the standard.  It’s standard is ISO C1711.


The accreditation body has to have two processes.  One process is for complaints and information that has come in relevant to a laboratory’s continued compliance with the requirements of the program, in this case 17025 plus the program’s specific handbook and the accreditation bodies operation.


So there’s a lot of places to communicate into the structure of this conformity assessment system issues having to do with the laboratory continued conformity with the programmatic requirements.

So that’s how the structure works once we understand what the requirements of the program.


Another issue I think here is that this whole system of requirements is moving I think as we’ve heard, from a level of subjectivity toward greater and greater objectivity and more and more, well documented test methodologies.


As that takes place it becomes much better suited to have a rigid structure of laboratory accreditation.  When somebody brings you a rock and says test the rock and make sure it’s good, it’s very difficult to scrutinize how the laboratory does the job of evaluating the goodness of the rock.

If they give you the rock and say I want you to test the hardness of this rock, so the test method that I described in AFCM X,Y,Z standard, that’s much more available and objective for an accreditation program to really get a hold of.

And I think what we’ll see is we’ll see kind of a ramping up together of the technical requirements for the voting equipment and the ability of the accreditation programs to affect the kind of system you’re looking for.  I hope that’s helpful.

COMMISSIONER DAVIDSON:
Maybe I can add just a touch.  I think it was before Gordon was put into his position that this happened, but we had a lab that we had some issues with that we brought to the attention of NVLAP and together it was -- and I made need the terminology and I see Matt’s not in the room, but we did not take away their certification.

They were suspended is what I think was the language that we used and all this documentation got on the web and they could not continue testing at all until they brought their standards up to the compliance.  And NVLAP and EAC went back out later to see if they actually could meet the needs.  So we put them on suspension.  And so it has worked as it’s supposed to.

And definitely we watch the labs very closely.  As you know, it’s new, and along with our partners, with NIST and NVLAP I think the process as he explained in the first step is really working and hopefully it just keeps working even better and better.

DR. WAGNER:
David Wagner.  A brief comment.  Thank you for the comments and the elaboration.

My comment on that would be that I think what I heard you describe, most of the elements I heard you describe in the NVLAP re-accreditation process remain on the form looking at documents and trying to predict in the future whether the test lab will do a good job rather than making an attempt to actually affirmatively go out and identify other evaluations of the voting systems and compare what the other evaluation findings have been to the test labs.  And you use that as a way to assess the objectiveness of the test labs in the past.

So that could be an opportunity that NVLAP could look at to improve its program for the future.

MR. GILLERMAN:    So just a comment.  There is also a standard for the operation of certification programs.  That standard is ISOC Guide 65 for product certification programs.

So that NVLAP says the laboratory meets a set of requirements, the product certification says this product meets the technical requirements that are prescribed for it.

So I think in many ways what you’re talking about is more looking at, are the requirements for the product well defined and are the requirements for the product well implemented in the testing.
Again, it’s very difficult to look at these situations when we don’t have really, really specific test methodologies because there’s a lot of subject and opinions about how these things are good or not.

And so what we have to do is we have to think about does that kind of input feed the technical requirements for the products, does it feed the certification process, or does it feed the laboratory accreditation process and they are all avenues that are ripe for improvement in the system continually because that’s the way the system evolves is with those three things working together and continually improving for the better outcome.

DR. GALLAGHER:    Gordon, let me ask you to go ahead and raise your last slide.

MR. GILLERMAN:    And this is just showing NVLAP’s role in the system.  So this is really a representation of what the entire certification program looks like.

Down here in the lower hand corner, NVLAP evaluates as I described, the laboratories for compliance with the requirements of the accreditation program.  After this, NVLAP makes a recommendation to the EAC for that laboratory’s accreditation by the EAC as well.

And laboratories that are successfully accredited in this system are allowed to develop test data which is used in the certification program and then we have purchasers out here who look at the list of certified products to inform their purchasing decision.

So that really is kind of what the role of laboratory accreditation is in this conformity assessment system.  Other questions?

DR. GALLAGHER:    Very good.  I do want to ask the committee because we didn’t get a chance to sort of bring the discussion back together, to let me know if there are some open questions on the certification testing and accreditation programs and I will try to make sure we have room to have that discussion in our agenda.

I do want to give us a chance to have at least this 12 minute break.  I would like to propose that we adjourn until two o’clock.

The session that starts in the afternoon I believe is going to stimulate a lot of discussion.  We’re really going to move into the question of threat assessment and (unintelligible) so I want to make sure we have room for that and we do have to finish by 4:30 p.m. so that’s sort of a hard boundary there.
So let’s adjourned until two o’clock and we’ll try to start at two o’clock sharp.  Thanks.

(BREAK)
DR. GALLAGHER:    I want to thank the last speakers.  I noticed with some amusement that Gordon Gillerman managed to fold into his remarks, talks about bullet proof vests so we already alluded to the fact that we’ve got the forensic folks going there.

(LAUGHTER)


If you had just worked in something about (unintelligible) you would have dealt with the fact that there is a smart group panel group meeting over there so good NIST advertising.

(LAUGHTER)


So thank you to everybody for coming back.  I know particularly the afternoon breaks are where we need them the most maybe.  That’s what starts to happen.


But we do have a busy agenda from here to the finish line and I’d like to welcome Matt back to the podium to begin a discussion on the EAC threat assessment.


MR. MASTERSON:    Thank you.  I’m going to make this brief and just introduce the team.  Here to present to you today is the team from the University of South Alabama to talk about the EAC’s election operations assessment.


The goal of this assessment is to provide the EAC with a work product that analyzes the various risks to various types of voting systems that we can use to help inform our work with the VVSG.

And so it’s certainly applicable to you all in the TGDC in that it can also help inform your work in looking at various standards, the cost benefit analysis that needs to be done when analyzing the standards, and what we’re putting in there for voting system to be able to support.


So Lisa Ann, Harold, and Jeff are going to present to you about phase two of the process.  Lisa Ann will bring you up to date on phase one since I know the TGDC didn’t get a briefing or didn’t meet to discuss phase one of this process.


Both the Board of Advisors and Standards Board got an opportunity to review phase one and will have opportunity to review phase two and comment as well.


Dr. Alec Yasinsac is here as well and he’s the head of the team and the project coordinator but it’s my understanding he’s not speaking today.  Just thanks for being here.

So now Lisa Ann will brief you all and then if you could hold your questions until the very end, they’ll answer questions at the end.  Thank you.


MS. BENHAM:
Good afternoon.  My name is Lisa Ann Benham.  I’m the project manager for the election operations assessment.  We’re very pleased to be able to present and share our work with you today.  Presenting today as Matt mentioned will also Harold Pardue and Jeff Landry and we’re joined by Alec Yasinsac who is our principal investigator.


The goal that the EAC expressed when they put the RFP out was a scientifically founded voting systems risk assessment to help them facilitate making informed decisions about the voting system standards.

As Matt mentioned, this presentation today begins the formal review of the phase two work product.  As required by the RFP, there are formal reviews at the end of each phase before we continued.


This presentation is therefore targeting not just to the TGDC but also to the EAC Board of Advisors and EAC Standards Board to help facilitate their reviews.


At the end of phase one when we did our reviews there were a few changes.  One change was that the title of the program was changed from the Voting System Risk Assessment to the Election Operations Assessment and there was also a change in the scope of work that the team worked through with the EAC to help better meet the EAC’s needs for the projects.


There’s a lot more work to be done in this area.  The team understands that but this is a solid foundation that we think that that work will be able to build on.


From the inception it was not the EAC’s goal to rate voting systems or to identify a best voting system.  They wanted tools to assist them in building broad based consensus on proving acceptable degrees of risks for voting systems and they wanted to do this by evaluating tradeoffs, running sensitivity analysis, performing cost benefit analysis, and reviewing proposals for any system security requirements.

They also wanted these tools that we created for them to be reusable, both the models and the tools.


The project team, we’re a very small part of it, less than half, we’re based at the University of South Alabama.  We’ve had on the team election officials, also other technologists, and legal advisors.  Since we were a university based team we did have student investigators.


From the beginning of the project, one of the critical components for us was to have an advisory board which we assembled with input from the EAC.  These are individuals who work very closely with the team, helped us with concept development, and vetted earlier versions of our work products.


We’ve had a number of other project advisors and

participants in addition to the core group and these represent a broad array of experts and they again reviewed our work and provided us with important feedback.

At the EAC we were working with Brian and Matt, Carol Burkett, Joshua Rangelman, and James Wong.  We appreciate all the work that they’ve done to assist us.


This is a very collaborative project.  There’s a lot of peer review, one of the most critical components to everything that we did.  The Advisory Board helped us by doing document reviews and participating in web conferences, but then a lot of direct contact to both the concepts and final work products.


And we’ve held three in-depth meetings in Atlanta, a roundtable, and two review panels where there was detailed discussion of the work products.


The project was originally two phases.  In phase one, we created election process and voting system reference models.  These are based on an extensive literature review.


In phase two, which we’re reviewing today, we analyzed these models to identify the threat and to develop a tool which will facilitate the assessment of the harms possible mitigation.  Prior to moving forward with that tool we did do an assessment of other existing tools that could possibly fill that role.


MALE SPEAKER:
Pardon the interruption.  Your conference contains less than three participants at this time.  If you would like to continue press star 1 now or the conference will be terminated.
(LAUGHTER)


MS. BENHAM:
I know this is dry stuff guys but --

(LAUGHTER)


Okay, I’m going to just give you a very brief detail on phase one.  The election process models really defined the operational context in which the voting systems are used and the voting system models identify the variations and the characteristics of these systems to look at potential impacts across a wide range of voting technologies.


And these are the voting technologies we reviewed.  DRE’s, Peacock, Central Count, Vote by Mail, Vote by Phone, (Unintelligible) Voting, and hand counted paper ballots.


It’s important to realize that when we say generic we mean generic.  We did not analyze any specific voting systems either in use or under development.  We analyzed characteristics of these seven types of voting systems.


But today we’re going to look much more in-depth at phase two.  There are two major deliverables in phase two.  The first one is a set of threat trees and matrixes.  These describe the potential failure points of the systems.


What those threat trees do is provide a semantic representation of potential failure points and we’ve done this in both a graphical format of diagrams that give you a real visual representation.  There is also a tabular format that is targeted towards the NIST 830 standard and looks more in-depth at the attributes of the systems.

Why are these important?  Because these will really help identify whether controls can be applied and will help to balance the cost and benefits as analysis is done of the different systems and the potential requirements.


So now I’m going to turn over the presentation to Professor Jeff Landry.  He’s going to go into more detail about the threat trees and matrixes.


MR. LANDRY:
I’m Jeff Landry, University of South Alabama, to discuss the threat trees and matrixes.


In assessing risks to election operations, a necessary step in risk assessment is the identification of threats.  The two terms as we use them, risk and threat, a risk is formally defined as a negative impact of the exercise of a vulnerability considering both the probability and impact of a current, whereas a threat is a potential for a particular threat source to successfully exercise a particular vulnerability.  Threats are modeled as a threat source vulnerability pairs.


Now how do we go about identifying an election operations threat?  These threats come from various sources.


In phase one, we conducted an annotated bibliography development with over 200 articles and reports identified in the literature.

We looked at existing threat taxonomies such as the Jones 2005 taxonomy.  We created voting system models in phase one which included activities diagrams and other diagrams that modeled the various voting activities, election operation activities.  That was particularly useful in helping to identify points of vulnerability.
We utilized all of the experts on the team that you’ve seen in Lisa Ann’s presentation for whom threats were elicited among other ways in a facilitated group process.

We also identified additional threats from the three rounds of review that have taken place.  We’ve identified various types of attacks such as insider attacks, mal-wear threats, and absentee ballot fraud, just to name a few.

Now how do we go about modeling threats?  We model threats as threat source vulnerability pairs in accordance with the widely cited government guideline for risk assessment, the NIST 800-30.

Vulnerabilities are simply weaknesses in voting systems such as fragile or faulty equipment, the susceptibility to fraudulent acts by election officials, poll workers, or voters, flawed processes such as an error prone ballot counting procedure, or a lack of access protections perhaps on machines or ballots or even voters in the voting process.

A threat source is any circumstance or event with a potential to cause harm to the system.  So a threat source vulnerability pair.

There is also a threat action.  A threat action is the primary descriptive element when we depict threats as threat trees and it’s basically a realization of the threat by virtue of some accidental event or an intentional act taking place.

And you’re seeing on this slide just two depictions of models about threats, one is the threat tree and the other is threat matrix, and we’ll talk more about those.

We have got a graphical depiction of threat tree shown on the first slide in a Microsoft video diagram with a threat action depicted.

Now although they show the threat action, it’s also possible to take other threat attributes and depict them on the graph.

In the threat tree each node represents a threat at some level of abstraction.  The root node represents the most general view of a threat.  It encompasses the entire set of actions needed to accomplish the attacker’s goal or otherwise in the case of unintentional attack to exercise the vulnerability.

Nodes are decomposed by specifying the steps to complete the threat, in other words to achieve the goal or to bring about the high level result for the tree.
The leaves which are nodes without children represent threats that are not broken down further because further decomposition is not thought to be useful in risk assessment.

A threat tree represents many events that could happen.  It is a model for a category of threats that are related by either the perspective attack or goals, nodes with children or steps, nodes without children.

The shapes in the figure represent whether the nodes are and/or terminal nodes.  And/or node is one that is broken down further in which all of the children are necessary to complete the attack and an/or node signifies that the children are options to achieve the attack goal.  The terminal nodes are not broken down further.

The second way that we depict threat trees is in outline form and directly in our Excel spreadsheets.  That’s a high rockacal outline number indicating the parent relationship, an indented list, and again with that, the and/or or terminal indicator is there as well just as in the other depiction.

What you’re looking at now is a threat matrix.  When we identify threats we catalogued them in a threat matrix, implemented the spreadsheet, tabular in form and containing hundreds of entries across all of the multiple threat sources, voting system activities, and for all seven voting technologies.

The attributes chosen for describing threats were primarily motivated by the threat classification guidelines provided by the NIST 800-30.

We document threat source category, the threat actions, and the vulnerability which I’ve mentioned already, also the vulnerable element which people process or technology element that is vulnerable, the scope of the threat by the activity and sub activity that it applies to, a more detailed description of the threat, any reference sources from which the threat was obtained, a narrative threat scenario which is sometimes useful for illustrating the threat in more understandable terms and also recommended controls which in many cases were motivated by the NIST 800-53 guidelines for computer security.
The major categories of threats represented across the different threat trees include the following.  In a couple of the examples we have seen the attack voting equipment, threat tree, which also can be called computer based threats.

The election officials and poll workers are the primary threat sources for the insider attack sub-trees.  The subvert voting process sub-tree consists of situations where legal voters are complicit with attackers because they either sell their vote, get (unintelligible) to vote as the attacker would want, or else maybe be a no show at the polls.
The commit errors and operation sub-tree includes poll workers making honest mistakes.  We’ve also got non-human threats represented such as technical threats, such as software bugs and equipment failure in the experience of technical failure sub-tree.

And we also have natural threats such earthquakes and weather events that impact election operations, and environmental threats such as power failures which are both modeled in the disrupt operations sub-tree along with terrorist threats.

We designed the trees, the sub-tree so that we were able to place threats neatly into a category without a lot of overlap classification confusion and therefore enable a holistic understanding of a sub-tree that would generate a convergence thought about the riskiness of threats to an analyst.

Understanding a few broad trees, the analyst can then drill down into the trees looking at different variations of threats within a tree to more deeply assess risk.

Finally let’s look at the issue of these trees as being complete.  Well, basically they can’t be said to be complete. 

First of all it’s probably impossible to prove that there are no missing threats in our artifacts.  Also with the computer security and then security in general being thought of as an escalating war and continuous process, we don’t want to try to claim completeness.

We do want to say that you can look at our threat trees in terms of the comprehensiveness for various points of view.

We can say for example that the threat tress have been defined for each of the seven voting technologies.  They are representative of the Jones taxonomy and documented where it is so it overlaps.

It provides coverage across the NIST 800-30 threat source categories.  It addresses the various voting system activities modeled in phase one work.  It directly cites 54 of our reference sources and it exhausted the ideas of our project team in a summer brainstorming session.
Additionally the threat trees have undergone three rounds of review, one by our own team, another by our Advisory Board, and a third review by a panel of experts.  That was one of the Atlanta meetings and included various expertise computer security experts, election officials, testing lab and vendor representatives, and (unintelligible) omissions.

So the purpose of these threat trees is to then feed into our risk assessment tool for assessing risk in election operations.

I’d like to introduce now Harold Purdue who is going to describe the threat source tool and then lead in a demo of that tool and I’d be happy to answer questions later at the end.  Thank you.

MS. BENHAM:
So as Jeff just mentioned we’re going to move into the second of the two deliverables that we had for phase two which was to develop a risk assessment tool to be able to evaluate the relative magnitude of potential threats.

There were a couple of goals of the EAC as we developed this tool.  Their most important requirement is that this be something that could be used independently without the assistance of specialized experts.

It needed to be something that was accessible to people who are familiar with basic computer technology and for this reason we developed a tool in Microsoft Excel and we have included in the tool facilities for both importing and exporting by (unintelligible) documents.

The other requirement was that the tool create a rank order list of threats.  The purpose of these rank order lists of threats is to help decision makers to optimize the allocation of resources.  This rank ordering is not going to be precise because the determination of likelihood is an imperfect thing.

So what the tool does is create ranges and the way that you can think about this is similar to something you would see in a consumer magazine where you’d have a list of washing machines or tires that rank the relative benefits of each of the options but as in those comparisons rather small values in their relative weights are not significant.

And part of the reason that we did this is from a psychological standpoint people aren’t good at making point estimates but they’re very good at understanding relative magnitudes so if you say that the chance that you’re going to be in a car crash this afternoon is 1 in 10,000, but the chance that you get run over by a bus is 1 in a million, you can see that these are two very different things.

And so again, one of the important things was not the small, what’s the difference between 1 and 10,000 and 1 in 10,002, it was what’s the difference between 1 in 10,000 and 1 in a million.
So we created TIRA, which facilitates the analysis of TIRA as based on the absence or presence of mitigation controls, audits, and recovery mechanisms.

What this allows you to do is to evaluate one of the voting systems types and then add the presence or remove mitigation controls or audits recovering mechanisms and evaluate what the residual risk, the inherent risk is without those controls and the residual risk after you’ve then put in those controls.
So at this point Harold Purdue is going to provide you more information about the TIRA tool and a demonstration.

MR. PURDUE:
Good afternoon.  I’m Harold Purdue and I’m really glad to be here.  I just hope I don’t need a (unintelligible).  And I’m going to kind of follow my script because I might tend to be a long winded professor so I’ve got to keep on task.

I’m going to be describing threat instance risk analyzer.  As Lisa Ann said, we pronounce that TIRA.

Now TIRA is a tool developed in this project to conduct voting system risk assessment.  The tool has two major parts, threat trees which Jeff just described and the computer simulation.

Now the threat trees, as TIRA uses them, the threat trees model or catalogue threats to voting systems.  The simulation uses Monte Carlo to quantify the analyst intuition of risk for a specific scenario or threat instances in a threat tree.  And that’s a lot.  I’m going over this in detail.

Now we use intuition to mean expert opinion based on experience, subject matter knowledge, perceptions and expertise applied to election operations.  That’s what we mean by intuition.

Now TIRA also captures qualitative data (unintelligible) analyst explanations and justifications for threat instance selection and the quantitative data.  So it does both qualitative and quantitative.
So what does it do?  TIRA as Lisa Ann has alluded to produces an estimate of the relative magnitude of risk for a threat.  The threats can then be rank ordered from most risky to least risky and thereby facilitate as the RFP requires evaluation of tradeoffs and sensitivity analysis, cost benefit analysis, and estimation of residual risk of current and proposed voting systems.  That’s the big goal.
TIRA is not however designed to provide accurate (unintelligible) estimates and that’s an important point.  Further because this estimate is based on explicitly defined threat scenarios, both quantitative and qualitative data, TIRA provides a powerful tool for consensus building and I want to talk about how we actually implemented that.

What’s really important is it enables an apple to apples comparison of large numbers of threats, technologies, controls, and context.

Now I’m going to describe to you in detail, but first I want to summarize other approaches that we examined.  As part of our phase one literature review we rigorously investigated three alternative tools for voting systems risk analysis, Astral, Little Jill, and Attack Dog.

And by the way, I debated whether to make this 14 point or 18, and I’m getting older, 18 is what I should have gone for because I’m still having to hold it up to my face.  I really wanted to have -- but 18 points, just to let you know, it’s got to be pretty big.

First we have Astral.  We have Astral, Little Jill, and Attack Dog.  Astral, if you don’t know much about, it’s a specification language that is a software development language that is designed to create high level functional descriptions while supporting semantic representations that allow the developer to prove properties about the implementation that is written in the language.

That’s a lot to say about it but it was created over ten years ago in the computer security lab of the University of California, Santa Barbara’s computer science department.
Now it was originally intended for specifying real time applications with stringent security requirements but due to the interest in voting systems assessment it’s now being applied to a new domain.  It’s really a very powerful tool.

As it was presented to our team, Astral is a text based specification language, though it is as powerful as many programming languages.

One of its strengths is that it requires the analyst to capture the system requirements in great detail which as we were doing our literature review and our model building, that’s why we were attracted to this approach, this explicit modeling of the semantics.

Astral is a complex system that allows computer experts to rigorously analyze complex voting system properties.

Now Little Jill like Astral is a specification language that’s intended to be used for a specific functional area.  Now Astral was intended for real time applications while Little Jill targets programming autonomous agents.
Unlike Astral, Little Jill is graphics oriented allowing (unintelligible) to create graphical threat trees by inserting those from pulled down menus.  Little Jill powerfully integrates the HUMAS lab toolset.

These tools include in the protocol, properties such as specification language, a consistent checker, and a property verifier.  After several collaborative calls, this culminated in an online (unintelligible) demonstration.

And I’m going over this so you know the richness of these tools.  There’s a lot of very powerful tools out there.

And then the last one is Attack Dog.  Now the others have been around for awhile.  Attack Dog on the other hand is an emerging voting system risk assessment tool, however the developers of this tool are long time voting system analysts and both are also principal investigators on the NSF accurate voting system analysis project.  And in fact some components of Attack Dog were resourced under the Accurate Project

Attack Dog is an integrating voting system risk assessment toolset that provides three primary functions.  What it does is it creates a threat tree context assisted editor.  That is it lets you build trees.

Metric editor, which at the bottom of Attack Dog is a collection of metrics that allow you to transform these numbers into a consistent assessable value and then an attack generator, because essentially it takes the tree and looks at all the possible combinations and it assesses cost.

The user friendly editor that’s common Windows, pulls down menus for (unintelligible) attributes creation.  Like our tool as Jeff showed you, it presents hierarchy through indentation, effectively presenting several tree depths and so on.

Now Attack Dog emphasizes the need to assess and analyze attack metrics, and again we’re going through this as sort of comparison and contrast.  It integrates a sophisticated computational language, the R language for expressing complex metrics up in those levels making Attack Dog like the others a very powerful tool.  It also adds to the system’s complexity and need for a special expertise in order to exercise the system.

Now we engaged the Attack Dog team early in this project and we enacted a sub-contract with the developers to allow us to gain unfettered access to the most current Attack Dog system at that time.

The interactions with Attack Dog developers were very helpful for our team and in fact provided us the only formally documented threat tree that we were able to acquire in our phase one of this project.  Now that’s sort of what we had before and what we looked at.

Now what abut TIRA, the fourth option, the fourth alternative?  Now in terms of risk assessment, the results of TIRA are not based on empirical data, for example, weather instruments or sensors and that sort of thing but rather on the perceptions of experts or as we put it, the analyst’s intuition or expert opinion.
The primary purpose of TIRA is the quantification of the analyst’s intuition.  Now quantification simply means calculating a number to represent the analyst’s perception of risk.  The focus of TIER as I said before is not obtaining accurate point estimates but rather a quantification of the relative magnitude.

Now that is, and this is an important point, an assumption of our model.  TIER is not intended to establish the actual risk of a threat.  That’s not its point but rather how risky a threat is perceived to be, to be relative to other threats assuming comparable threats scenarios.  That’s what this is about.

Further TIER allows the perception of one analyst, and this is very powerful, it allows the perceptions of one analyst to be compared to another analyst because relative magnitude is an apple to apple comparison and this supports the second purpose of TIER which is consensus building.
Okay, risk assessment, that’s the purpose, that’s what it is about, and that is somewhat how it contrasts with the previous tools, the alternative tools.

TIER performs.  Here’s the mechanics.  It’s really very straightforward how this works.  I hope you’ll agree with me when you see the demonstration.  TIER performs risk assessment by presenting the analyst with a collection of threat trees and Jeff has given you an overview of what those contain.

For each threat tree the analyst identifies a collection of specific scenarios or instances they wish to assess.  So Jeff gave you a picture of a bunch of trees.  For each one of those threat trees the analyst specifies a scenario.

Now the result of the computer simulation is an estimate of the relative magnitude of risk for a threat and its estimate is a unit less value.  Again, another data assumption.  A unit less value as you’ll see ranges from zero to 6.  Zero means the impossible, can’t happen.  Six means you’d better be ready, it’s going to happen.  So it ranges from zero to six.

A unit less value, this is why we went with a unit less value, a unit less value allows risk to be compared across, and this is part of the RFP requirement, across technologies and technology systems because in a sense it normalizes the analyst intuition.

Everybody is on the same scale.  It turns out to be the same scale so I can compare my 1.5 to Alec’s 1.5, you know, he has a value 3, I have a value 1.  I know that 3 is three times bigger than 1 so I can understand that comparison.  And following this, at 30 we translate most of these into high, medium, and low.

Now Steven Hawkins, Professor Hawkins, of course he said for every formula he puts in his books sales drop by a half, right, and so I make a risk here of actually putting in an equation in the slides but I think it’s important that this is based on an actual formal specification of risk.

The computer simulation is based on a scientifically arrived, and not just scientifically, this actually embodies the NIST 800-30 definition of risk.  And we’ve added a few things but that defines mathematically how the simulation performs risk analysis.

And essentially it is the likelihood of a threat occurring and the impact where that product or those two things are modified or conditioned by the complexity and motivation, and I’m going to go through those one by one.

And again, I’m going to stick to my script so I don’t wander off.

DR. GALLAGHER:    Let me just make a comment for the team.  We want to try to make sure that you are able to show the demonstration by about 2:45 p.m.  I want the committee to have time to ask some questions.


MR. PURDUE:
Okay, I’m about maybe three minutes -- in fact we can skip the definitions if you like.  Let’s do that.


Okay, so once you have the threat instance -- one of the challenges that we had early on in this project was how to deal with these relatively compact threat trees.


When we first started thinking about this the problem we had was these trees are very complex.  You know, for any non-trivial threat tree there may be hundreds of combinations of leaf nodes or steps that accomplish an attack.


Our approach to deal with this states space explosion is to allow the analyst to indicate which combination of leaf nodes they intend to analyze.  The analysts have complete control of how they define the threat scenarios and furthermore as we’ll see later, that’s how we document the assumptions, is you actually say this is what I mean by this threat and I’m picking these nodes to say I mean this combination.

I’m skipping a few things.  We can come back if we need.

TIER has implemented using Microsoft Excel 2007, that was what we decided to use with our technology platform, and the selection of Excel we believe is consistent with the requirement of the RFP, the AC request that requires --the EAC and other stakeholders can utilize these tools independently without the assistance of specialized experts.


And so each component of TIER is a worksheet.  Now Paul Lutz once commented, yeah, but it’s a 48 acre spreadsheet.  I mean it’s a big spreadsheet but it is tables, right, it is spreadsheets, and it’s relatively straightforward.

The scripting that we wrote, the programming was in visual basic and where possible we used (unintelligible) functions so it’s all very transparent.  That was another goal we had upfront was this should not be a black box where you just put numbers in and something pops out and you don’t know why.  It’s very transparent.  Everything is open and documented.

Okay, so now I want to do a little demonstration.  So like in a Toggle, what I’d like to do now is go through those sheets.  I said this was all built into sheets and so this is a 48 acre spreadsheet which goes right off onto the right hand side for quite a long ways.

The first sheet we have is the threat matrix and essentially this is what Jeff showed you.  This is the core database if you will.  It contains most of all the attributes associated with nodes to the threat tree.


The next sheet is the print tree.  Now this is what we call the pretty print and it’s an outline form based on the data in the threat matrix and so if you make changes to the threat matrix then you can rebuild that pretty print and this pretty print then will become the input into the TIER assimilation.

And so that’s the text base.  Indentation represents a tree, right, and so A means an node, O means or node, and T means terminal or leaf node.  So it’s a textual representation of the tree.

And it was our last panel that looked at this representation of trees.  You know, some liked the graphical, some liked the text based.

And then we have the threat list and this is where the actual -- this sheet contains a list of threats to be analyzed and the risk column contains the numerous estimates of risks for each threat, and then the button re-deal worksheets reconstructs the sheets for threat trees and threat instances.

Worksheets have to be reconstructed if the threat matrix is changed or threat instances are created, modified or deleted.  And then the button set, default values will be discovered.  You want to save your values when you’re rebuilding the sheets and so that allows you to set your current settings as a default so it maintains state if you will.

Then we have threat instance.  This is the sheet that maintains the definition of threat scenarios for the analyst.  So for each threat tree, for example the threat tree tracks voting equipment.  You can see that I have defined three threat instances, one is a collapsed door, the hardware attack, and a software attack.  So that’s how I approached analyzing it in this example.

Then what we have is two sets of templates.  We have a template for the threat sheet and we have a template for the threat instance.  Two sets of templates.

Now these two worksheets are prototypes for threat tree and threat instance worksheets.  Then the worksheets are reconstructed.  They are cloned from these prototypes.  This allows changes to formatting to the worksheets to be done in one place.

So if you want to change the way TIER represents the trees, you change the templates.  It’s perpetuated, propagated to the rest of the sheets.

And then finally we’re going to have a collection.  This is the 48 acre part that goes off beside the sheet.  We have a threat tree.  This is right out of the threat matrix and then we have the prompts, and I’m going to go through these in a minute.  I’m just giving a high overview.

So this is the actual threat tree sheet and in each threat tree there is a collection of threat instances.  There’s my hardware one, there’s my collapsed door, and there’s my software one.

Now what I’m going to do next is, and I think I’m not going to go back to the slides for a minute, I’m going to just talk through this.

I want to do an example of a risk assessment demonstration, that is I want to go through the steps of how the analyst would actually put in these values and what they mean.

Now the methodology underlying TIER is a pervasion analysis.  This technique solicits from an analyst a reasonable range of values for each perimeter associated with overcoming a given defense.

And this idea was put forward by Dr. Jones in his 2005 Threat to Voting Systems paper which we read and thought this is a really interesting way to approach this problem and this is in fact an implementation of that idea he puts forward in that 2005 paper.

This approach allows the evaluator to quantify the analyst’s intuition without having to construct sophisticated models that require estimates that in our view are difficult if not impossible to attain.
The TIER methodology also avoids the complication of estimating costs likelihood, impact, and so on in those multi-step independent attacks you see in a tree.

Our approach is give us the values for the whole scenario and what this does is it greatly simplifies the task without reducing the quality of the result.

Now here I have the threat tree for attack voting equipment and I have the prompts and I’m going to read these prompts in case they are not clear to everybody.  This is how we approach getting the input from the analyst and here’s the prompt.

Arbitrarily consider 100 federal elections.  Assume a specific voting system, configuration, threat counter measures, controls, and protocol.
First of these 100 elections, and that can be 1,000, whatever, in how many elections do you think this attack will be exercised?
Second, express how confident you are in your estimate by including the maximum and minimum number of elections in which you think this attack will be exercised.  Interpret this range of numbers as, and this is that idea of the range, I think the number will be, that’s your most likely but, you know, it could be as high as, that’s your maximum, it probably won’t be any lower than, that’s your minimum.

Now for Harold, and of course these numbers are for instructional purposes only, they haven’t been vetted, have not been validated, just for this illustration, in my view hardware attack probably is going -- it could have possibly happened never, probably 6 out of 100 times, not more then a dozen, or a little less than a dozen.  And these are sliders so the analyst can either type the numbers or they can slide the numbers back and forth.

And here’s my rationale.  My sense is that these attacks could be rare but if successful, have a huge impact and so here what you interpret this as, when I answered the question consider these, if this threat were exercised how many of these elections would the impact be low, medium, and high.  And then we have a table actually for definitions of what that means.  It’s based on the NIST 800-30 definitions.

And my analysis was I thought well, you know, probably it really happened, 90 out of 100, this would be a wholesale attack.  It would probably be a big deal, probably 8 out of 100, it would be moderate and there would be a few cases where it’s low.  And that’s my interpretation, that’s my analysis.

Now what you do next, the analyst then would go and either at this point develop a scenario because this is the ballpark figure for the whole tree.  This is the ballpark figure for the entire threat.

Now we want to go through and I want to think about specific scenarios.  And one of the specific scenarios that is a default is what we call the collapsed or node and what that essentially does is for each threat tree we collapse all or nodes, an nodes beneath the root nodes level.

This represents the threat tree at the lowest level of (unintelligible) or said differently, this is the trees highest level of abstraction in dealing with that states base explosion.

The analyst is prompted for estimates for motivation and complexity for that scenario so what you see here is my values for this illustration.

And here’s the prompt.  Consider the type of attacker that might exercise this threat.  If arbitrarily 100 attackers were to attempt to exercise this threat, how many attackers would be highly motivated, somewhat motivated, and poorly motivated to exercise the attack?
Motivation here does not refer to the innate motivation of the attacker but rather how motivated the attacker would be to exercise this attack.  Motivation is situational.

And I want to thank our earlier panel in Atlanta for helping us work out these prompts.  This has been vetted through several panels.

And so here are my values.  You know, I figure this is a really hard attack.  They’re going to be highly motivated.  There are going to be very few script weaners who are even going to try these.

Am I running out of time?

DR. GALLAGHER:    I was going to say, I don’t want to miss your conclusion because I want to give a chance for questions.  So why don’t you try to do the conclusion part so we make sure the committee has a chance to ask questions.

MR. PURDUE:
Yes.  And so very quickly the value you see on the side, those are the multipliers.  Those are totally in control of the analysts.  They can change those multipliers.  As you see, everything is transparent, nothing is hidden.  It’s all very open to understanding.

I’m going to run a simulation now.  That is what I would do next, and I’m going to talk while this runs.

Now I’ve set this to 500 but if I set it to something that was really more appropriate like say 10,000 it would take probably an hour to run on my little notebook so I’m going to set it for 500.  You get the same effect.  You get the same results.

While this is running I’m going to talk a little bit.

As I said, TIER uses (unintelligible) simulation to (unintelligible) and distributions created from these reasonable ranges of values.
These iterations allow us to describe the risk of an attack over a wide range of values per likelihood impact that incorporate the uncertainty and variance inherent in real human technical systems such as voting systems.

For example in one random sample the likelihood might be high, impact low, motivation high, complexity low.  In a random sample probability might be moderate, impact low, motivation low, complexity low.
Each random sample is stored and used to construct a frequency distribution.  Now the avenue result of assimilation is a quantification of the analyst’s intuition of risk for a given scenario.  Well, I’m not asking for that level of precision.

Now another way to think about it, if you’re not somebody with Monte Carlo, here’s another way to think.  This just kind of reminds us of the gambling industry that it was from.  Another way to think about assimilation is consider the likelihood of receiving tails on a single coin toss.

If you flip ten coins the results might be four heads, six tails.  If you flip the coin 100 times it might be 45 heads and 55 tails.  As the number of tosses occurs, it’s (unintelligible) the number will get closer to 50/50 or 45.

Now each perimeter in our risk model is like estimating the number of tails of the coin toss however to complete this model you’ll have hundreds of perimeters.  So the Monte Carlo simulation in TIER is analogous to having the computer independently flip hundreds of thousands of coins each.

As the number of flips increases, the risk estimate will converge on the result that more completes that reasonable range of values for a given collection of perimeters.

Now the moment we’ve all been waiting was the result and I’m going to sort this so that we can get a rank order list.

And so what we see is Harold’s analysis which I’ll tell you up front, this has not been vetted or validated, it’s for instructional purposes only, and I’ll go over this quickly instead of reading.

My number one, my two top threats are technical failures and errors and my interpretation is stuff happens, however stuff happens, but that number is relatively low.  It’s no where close to six and that’s because the impact in my analysis is it is kind of low.  It’s high probability but it is low impact and so that number tends to be kind of a little closer to zero.

At the bottom I’ve got equipment attacks and audits.  Equipment attacks because they are very, very hard to do and so that sort of pushed the whole thing down on the list.

Audits, my assumption was well, the thing I was assuming, audits are going to be after certification so they’re going to be very likely to be discovered and the impact will be somewhat limited.  And then the rest of them fell somewhere in the middle.

But the relative merits of my assessment notwithstanding, this will provide a mechanism for me to document and provide justification for my analysis and I can compare it to someone else’s, and that’s what happened in our validation panel

By the way, I should say we had a panel of attorneys, election officials, NIST was there, we had testing lab people, we had faculty, and we had security experts.  And they used our tool and they all produced a list like that.  At the end they were able to talk about their list.

Well, mine was high, why is mine high?  Well, because I was thinking this.  Oh, well, I was thinking that, and then we had this very rich discussion and at the end what they discovered was they all agreed that this made our process more organized.  It really organized and structured our thinking to go through that 48 acre spreadsheet one at a time in this organized way.

DR. GALLAGHER:    Let me open the floor for the committee.  I think one way we can approach this is to ask questions either of the team or of the EAC in terms of how they’re going to use this tool and that might be a way of making sure that your questions get addressed.  So let me just open up the floor to the committee.

One quick question I had is, was the intent to generate an analysis or to enable an analysis process to occur?  In other words, were you more focused on developing the tools or the final product, some sort of analysis that would come to the EAC?

MS. BENHAM:
The focus was typically to develop the tools to facilitate the analysis.  The EAC, what’s been asked of us is to provide them with something that would facilitate their analysis as they work on the VVSG and other standards.

The important thing about it is that it’s again the documentation that this allows in whoever the analyst is.  When you look at this list and you say, well, experienced technical failure seems awfully low, one, there were comment areas that Harold didn’t have a chance to show everyone where they should have put their thinking at the time.

But even if they didn’t do that, you can go back through and see where they set the motivation, where they set the likelihood and again, it just quantifies the discussion to the point of not just I disagree with you, it is well, why did you say that this was high?  I don’t think this is high.  I think this is low.  What happens if we change this to low?  What happens if we introduce this control, you know, does that change it, how does this rank order list -- now what’s the largest risk?
DR. GALLAGHER:    Another question I have is to what extent do you have to develop the threat tree model for each particular instance of a system or is a lot of this generalized and the model and most of the debate is about perceptions of risk by different analysts?

MR. YASINSAC:    This is Alec Yasinsac.  In order to implement the tool to the fullest extent, you need to assess your system.

That means you need to have an inversion, a model number, a specific implementation of the voting system to be able to get down to the grassroots and then you can compare, well, what if we have this control in place.
But we didn’t do that.  The trees that we produced did not target a specific voting system vendor or a voting system model and in fact it didn’t even target by the technology for example a precinct count optical scan system as implemented in county X.  We didn’t even go to that level of detail.

We simply created threat trees that were generic threat trees at a high level that folks can use as a starter point.  But in evaluating systems for VVSG we expected the EAC will be able to take these down to the model number level to get some very detailed information.

They may also back up at a higher level to be able to determine things that are applying standards in some way more effectively that can make the standards better at a certain cost in terms of the resources that the EAC determines that need to be required or in terms of the money that was there.

So it’s a variable.  It’s up to the assessor, the analyst.

MS. BENHAM:
And I want to emphasize two points about that.  First of all that was the purpose of developing the threat tree so you’re selecting from that.

But the other point is that this tool works independently of our threat trees and because you are able to import (unintelligible) based documents, future threat tree that are developed can be used easily with this tool by importing that new threat tree into the tool and then conducting the analysis.

MALE SPEAKER:
The question I’ve got is, it’s not clear to me what the meaning of the numbers are that you’ve got there for risk.  I can see that they’re rank -- you know, it’s a way of ranking these different elements of risk.  Is it significant that that top number is one and not six for example?

MR. PURDUE:
Yes, actually that’s the idea Paul, of the unit less value and so we can say relative magnitude.  And so if the maximum is six, what that says about Harold’s analysis is he thinks this is not very risky at all.  The whole thing is not very risky.  The threats from this particular threat tree are not very high.

That’s what you can infer from those numbers but then (unintelligible) technical failure was a three, three times larger, then when I start thinking about applying my resources I’d say well, if I apply this amount of dollars and I only reduce that risk by 50 percent was it really worth it and we can talk about relative -- well, why do you think it was twice as risky as I did.  Does that help?  But it is unit less.  It has no meaning outside of its relative magnitude.

MALE SPEAKER:
And then how do you get at -- and you had a brief discussion and I’m probably just being slow here but how do you get at different analysts functions -- you know, I can easily see somebody say in state A evaluating a risk much differently than in state B.

What are you thinking about as far as getting at those kind of -- maybe even more subjective even?

MR. YASINSAC:    Any type of a resolution process, any type of process after a resolution process frankly at this point this is up to the EAC to be able to compare, to display the analysis they do of these syStems if they’re going to make decisions on, make it public, generate the discussion, and then come to a conclusion.

And so there’s no way that you are ever going to get everybody to agree no matter how great a detail you go into.  There’s just no way to do that.  It’s not possible.  What this does is organizes the discussion, gives you some well known sound statistical methods for applying scientific method to it and then it relies on the expertise of the evaluator.

And as we all know, two different experts can have very different opinions of things that are in many ways equally valid and at some point there has to be a resolution mechanism in place when that comes down.  Steven had a question.

DR. BELLOVIN:    I actually have two questions.  One is what sort of controls do you have that your evaluation process, all the formulas that you come up with, the final numbers, actually produces a reasonable result?
I drew up systems where all the input numbers look right but when I crunch through the equations and came up with a final numbers it just didn’t agree with any expert’s assessment of what the right answer should be and it was the combining function that was wrong.  So what are your controls on that?

MR. YASINSAC:    I don’t know that we have controls per se but we did black box sensitivity analysis and we did several under test cases where we did combination of values and looked to where a small change in the perimeter created disproportionate or unexpected results and we found none of those.

Plus we had 12 people sit around a table independently using and everybody’s results came out more or less consistent with what they had done earlier in the morning which we did paper based.

And so we’ve done some empirical and some black box testing but I wouldn’t say there are controls built into the system.

DR. BELLOVIN:    You evaluated which is what I was asking.

MR. YASINSAC:    And we did regression testing because we had those cases --

DR. BELLOVIN:
Okay, great.  Better then I did then.  Second question is given that you’ve got these numbers, have you tried putting a remediation cost number to try to find what the sweeps spot is for spending the money?

It may be that you’ve got some very serious threat but it’s also very expensive to combat and so you might say well, I can spend half that number of dollars and fix these three (unintelligible).  Have you tried doing that yet?  I imagine it’s more complicated because one control might fix three different threats.

MR. YASINSAC:    Right, we haven’t done that type of work but that’s one of the things that you can discover.  I mean for example we had threats that were human, unintentional versus the human deliberate, and sometimes there we might list several recommended controls and you might see that there’s a cross section of controls there that might theoretically guide you to say, this simpler set of controls can deal with both situations and that might be the way to go.  So that’s the type of thing you can do with it.

DR. BELLOVIN:    Yeah, but you haven’t done that yet.

MR. YASINSAC:    No, and in fact what we would say is that the Attack Dog tool has very sophisticated mathematics in it to allow the analyst to put those kind of computations in for cost and --

MALE SPEAKER:
No one understands it.

(LAUGHTER)


MR. YASINSAC:    That’s right, that’s exactly right and that’s why we stayed away from that and that will again kick it back to the sponsor, to the EAC to be able to create from that analysis and estimated the cost of the different controls independent or in conjunction with their analysis of the risk, of implementing with or without those controls.


DR. GALLAGHER:    Let me share an impression.  Let me ask both the committee and our panelists what their reaction is.

One affect of this approach is that basically it creates one type of risk you’re distilling into probability type consequence and you’re coming up with a risk number and it seems to me though that it’s possible that from a policy perspective, different types of risks would be treated differently.


For example, something that sort of globally affects the accessibility of the system like thunderstorm outages and denial services that just slow the system down might be perceived very differently than something that selectively tips the scale of imbalance.


So one of the questions I have is, is this a major change in the tool structure to look at different risk categories or does that strike the committee as something to not worry about?


MR. YASINSAC:    We didn’t really consider the policy implications of the analysis.  We didn’t consider the policy implementation.  Our approach was to analyze the intuition of the experts, the election experts whether they’re found in computer science or whether they’re found in the elections to be able to quantify the risks that they see in the different voting systems.

The ability to translate that into policy will come through the sponsor and the experts that they hire and that they employ to exercise the tool as they work through the VVSG to be able to work with the TGDC to implement that policy in the standards here.


So from that standpoint we’re just an enabler not a (unintelligible).


MALE SPEAKER:
Actually let me follow up on that because there are some attacks that might be equal threats whatever but would have differential affects on one party or the other.


For example in my precinct it uses different technologies for in person voting than for absentee voting and if the absentee voter votes differently by party lines, might say, okay, well, the county is controlled by democrats and maybe they have more insider risks and so -- do you take things like that in account?


It’s a differential, it’s a differential (unintelligible).  You might say that the insiders are more likely to be democrats because the county is control by democrats and that we askew the probability there of whether or not they wanted to attack say the DOE machine versus the optical scan.


MR. YASINSAC:    This is Alec again.  And of course that’s true and what the analyst -- the experts would need to know that this attack, a particular attack would affect and more likely create what we call election error, an error of voting that has an impact on votes from one party more than the other.


And all areas are bad in elections, we all know that, but randomly occurring areas that don’t have a party affiliation may tend to be worse.  I don’t know.  I’m not an election official.

I’m just saying if an election official believes that that is true and a particular risk, they would quantify the value of the risk based on their notion and they’re understanding of the particular risk in that light.

And that’s an excellent point of the capability of this tool and why you would have to tell someone the impact of this risk, I rate it as being high, and they would say well, no, that’s not going to be that many votes.  But the answer is those votes are going to have an impact necessarily in this direction and that would be your justification for creating the impact level that you create in your specification.

DR. GALLAGHER:    Very good.  Let me thank the panelists for that presentation.  That was very interesting.

I want to move on to the UOCAVA because I think it’s going to be a detailed discussion, but one thing I want to put on the table for the committee to consider in this context is it seems to me since this is a tool to the Commission, at some point we will want to hear from the Commission, sort of their thinking about how they are maybe thinking about using this tool or where it’s going from here.  That might be an interesting discussion.

So thank you very much.

MR. YASINSAC:
Thank you for having us.
DR. GALLAGHER:    Very good.  As we once again bring Matt back, let me take the chairman’s prerogative here to do two things, one is a comment and one is housekeeping.  Let me do housekeeping first.

Tomorrow at some point we’re going to have a discussion about our next meeting.  All committee meetings are like self-licking ice cream cones.  We have to sort of talk about our next one.
The timing here is driven as much about the fact that we’re entering an election cycle, people are going to be getting busy, and so we’ve been trying to walk a fine line between allowing us enough time and not getting into the fall period too extensively.

So we have put some candidate dates up that span the April through July timeframe and what I wanted to is share that list with you so at least before tomorrow you had a chance to sort of -- if you’re electronic, it won’t take you very long to look at your calendar but if it’s scribbled on a bunch of paper or whatever you have to do, I wanted to give you a chance to think about that so tomorrow we can have a discussion about our next meeting.

The comment I was going to make is sort of borrowing from the last session we just had on risk.  We’re going to talk about a new activity here in UOCAVA and one of the things I’m going to be looking for in this discussion, we talked from the very beginning about this is a two way dialogue between this committee and the Commission.
Any my view is that there is always an inherent risk in any system you’re adopting, and our job as a technology committee is not to recommend a risk or system, it’s to provide two things.

It’s context to the EAC so that they can make a policy decision about acceptable risk because there’s also desired benefit and benefit/risk are one of these pairs that go together, and it’s very important that we help them understand the risk consequences of various policy decisions and that’s one type of input I’m looking for us to be able to provide.

I’m also looking from the Commission to provide us -- when they make a policy decision we have a role in helping them identify technology in the form of guidance to enable them to enact that.

So this is one of those places where there’s going to be a very interesting back and forth, at least it seems to me that there’s going to be a very interesting back and forth and I wanted to sort of point that out and we may see that very much as we look at the remote voting question coming up.  So Matt, with that.

MR. MASTERSON:    Thank you, I appreciate it and I think those comments are very apropos as we begin to look at UOCAVA voting.

Today I just want to provide you some perspective.  As you heard, Commissioner Davidson in her tasking to you all at the opening of the meeting mentioned the development of an Electronic Absentee Voting guideline.

And so it’s my goal here today to provide you perspective on where that came from, what the EAC is doing as far as UOCAVA voting and the testing of absentee voting systems as it were.

And then Andrew Regenscheid from NIST is going to talk to you about the work that NIST is currently doing regarding UOCAVA voting.
So bear with me.  I know you’ve seen a lot of me.  I may shave my beard for tomorrow so you’re staring at a different face for the second part of tomorrow.

(LAUGHTER)


For those that don’t know, and I assume you all do, but UOCAVA refers to Uniform and Overseas Citizen Absentee Voting Act and that’s the Act that Congress passed to help those military and overseas voters vote.


The EAC’s efforts regarding the development of standards and best practices for electronic absentee voting systems comes from two main places.


First we have a statutory mandate or a couple of statutory mandates, and the other is the response we get from election officials and election officials needs.  so I am going to speak to both of those first.


First the statutory mandates, and the first one I would call out is the 2002 and 2005 Defense Authorization Act.  These Acts require the EAC to develop a set of testable guidelines for the development of an electronic absentee voting system.

After the guidelines are developed they are to be certified to the Secretary of Defense and the Federal Voting Assistance Program will use them to develop a voting system for use in federal elections by UOCAVA voters.


The language from the 2005 National Defense Authorization Act precludes the Federal Assistance Program, FAP from undertaking additional pilot programs for UOCAVA voters until the first regularly scheduled general election for federal office which occurs after the Election Assistance Commission notifies the Secretary that the Commission has established electronic absentee voting guidelines and certifies that it will assist the Secretary in carrying out the project.


So that’s a long way of saying that the FAVP cannot develop their system until the EAC gives them electronic absentee voting guidelines.


That mandate was followed this year, or 2009, with a Defense Reauthorization Act and the Military and Overseas Voters Empowerment Act or MOVE Act, which was referred to early.


The MOVE Act builds upon the requirements from the 2002 and 2005 NDAA and requires the EAC to develop and submit those electronic absentee guidelines or submit a detailed report regarding the plan for development of those guidelines within 180 days of the passage of that Act.  And as a point reference that date falls sometime in the middle of April so go.  No, just kidding.

(LAUGHTER)

It is the middle of April but this is part of the plan in the development of those guidelines.


It also requires the EAC and NIST to provide best practices and standards to the Federal Voting Assistance Program to help support pilot projects that FVAP may choose to run.

In addition to those, the Help America Vote Act, and I mentioned this in my earlier remarks on HAVA 101, in Section 221, envision that the TGDC and NIST in providing the technical support, looks at possible development of requirements for “remote access voting, including voting through the Internet”.  So that exists in HAVA as well.


In summary, Congress has clearly envisioned the EAC’s work in UOCAVA to take two main forms, the development of these full electronic absentee voting guidelines to be used by FVAP to create a system for UOCAVA voters and the creation of best practices of standards to help aid FAP in the states in the development of pilot projects.


On top of those statutory requests we’ve heard from election officials and election jurisdictions who are telling us they’re eager to try to better serve the UOCAVA voters through the use of technology.


That technology comes in the form of e-mail, Internet, and whatever else will help them better serve those UOCAVA voters and the reality is election officials are already doing this because as we all know in working with election officials, or some of you being election officials, you all do whatever it takes to help better serve your voters and so we know that states and localities are already out there exploring.

And hopefully Helen’s going to talk a little bit to us about what Arizona pursued with UOCAVA voters or at least mention the work that you all did because that’s a great example of how a state took the bull by the horns and said how can we better serve this group of voters.

As you all know, UOCAVA voters have had incredible difficulty receiving their ballot in a timely manner and returning the voted ballot in time for it to be counted and it’s for a variety of reasons that we’re all pretty aware of, whether it’s hard to reach them in their forward deployed position, hard for election officials to track exactly where those persons are located, difficult for the UOCAVA voter to receive their ballot and send it back with enough time.
You know, the facts of our election day survey showed that these voters are being disenfranchised at an alarming rate.

As I mentioned, election officials have done everything they can and continue to explore, but Congress has shown a clear mandate and election officials have requested that we explore ways to better serve them.

One of those ways the EAC has undertaken, we undertook this before the MOVE Act but the MOVE Act plays perfectly into it, is the EAC is establishing a pilot certification program.

The EAC undertook this effort to develop a set of testable requirements for testing pilot systems for UOCAVA voters.  This set of testable requirements under development right now will be for systems with tightly controlled voting platforms, specifically manned kiosk systems that support multiple jurisdictions.

And that’s important to mention because as at least some of you probably know, Oculus County, Florida did an Internet voting project of sorts that used manned kiosk system for that county.

The major difference here would be we hope that the manned kiosk here would support multiple jurisdictions and it’s for a variety of reasons.

That adds an extra complexity to this but also allows us to test some of the security protocols under a more controlled environment, not to mention that we’re aggressively pursuing this for 2010 and so the short timeframe requires that this set of testable requirements be developed very quickly and tested quickly and so those extra security protocols of having a manned kiosk with returnable auditable record was key.
To support the EAC’s effort to develop these testable requirements for UOCAVA pilot projects, the EAC has enlisted the assistance of one member each from the TGDC, the Standards Board and Board of Advisors, the DSCL representative, and representatives from everyone (unintelligible) who are Internet voting manufacturers as well as staff from NIST, the EAC and FAVP, as well as David Wagner is serving on the panel as well with us working on these sets of testable requirements.

This group of individuals has met both in person and numerous times in web X meetings to discuss the development of appropriate testable requirements for voting systems submitted for testing under an EAC pilot program for use by states working with FVAP on pilot UOCAVA voting programs for their jurisdictions.

The pilot program requires two separate and distinct work products for the EAC.  In addition to these testable requirements which I mentioned, the EAC certification division will draft a pilot certification manual to cover certifications submitted under this pilot project which is the UOCAVA pilot project as well as other more standard pilot projects that states or local jurisdictions may wish to under take.

And so this is our stab at trying to create a certification process that will promote pilots and hopefully innovation across jurisdictions, where jurisdictions will want to innovate and try out something for UOCAVA or other types of voting.

Much of the current EAC Testing and Certification Program Manual will remain with additional minor modifications for this effort.  We do however foresee at least two very significant changes to the EAC certification manuals.

The first is significant reliance on manufacturer declaration of conformities.  In order for a pilot program to succeed as a practical option for states and manufacturers, we understand that the testing and certification process must be highly efficient both in terms of time and cost.

To this end our initial thoughts are to permit the manufacturer to the greatest extent possible to sign and attest under penalty of law that they have tested and found that their product conforms to the specific list of testable requirements which we are currently developing.

The manufacturer would retain their testing documentation as compliance records to be made available to the EAC should the agency decide to conduct a manufacturer audit.

Our thoughts on this are pretty obvious, that the valuable four to six week testing period that we envision for the pilot systems would be most efficiently used by the VSDL to conduct very focused security testing and some fairly significant level of penetration testing rather then waste valuable resources testing more mundane functions in software areas.

The manufacturer audit noted will be one part of the quality monitoring activity required in the pilot program manual.  The second major change to our certification manual will be the addition of mandatory reporting requirements.

The pilot program manual will require the voting system manufacturer to provide the EAC with a detailed report of any election held using their pilot voting system with a specified number of days after the election.

The report will require a listing of all anomalies found during the election and changes that have been or will be made to the system to avoid such anomalies in future elections.

You know, the point of pilot projects is to learn and we find this report is going to be one of the tools that we can learn from.

We think that a highly detailed report from the manufacturers to be used by the jurisdictions that ran the pilot as well as us will help to inform a lot of the work that we’re doing and a lot of the work that the TGDC will do in developing electronic absentee voting guidelines.

Our current timeframe for this project is to have a draft of the pilot program manual completed by January of 2010, in preparation for Commission discussion and vote on the pilot program manual at the February 2010 EAC public meeting.

We’re not attempting to reinvent the wheel as we develop the testable requirements for the UOCAVA pilot systems.  The 2005 VVSG and documentation from previous pilot projects such as SERV and the Oculus County project will supply a great deal of testing requirements as well as information on potential testing methods.
Other sources such as federal information processing standards or FIPS, ISO, et cetera, can provide information to fill gaps particularly for security requirements.

Our current task is to analyze the VVSG and available information from previous efforts in this area, identify additional sources to fill the gaps, and synthesize these into a comprehensive set of testable requirements.

So that’s the pilot project.  Now future UOCAVA work, as I mentioned many states are already demanding pilot projects that go beyond the main kiosk type systems and move towards the concept of PC base remote electronic voting systems.

The testable requirements we are currently working on for the pilot UOCAVA voting systems will not be standards or guidelines as envisioned in the 2002 or 2005 Defense Reauthorization Act.

These requirements will however be used as a basis for the development of such guidelines.  Once complete our current work product will be submitted to you all on the TGDC as a starting point for research and discussion on full fledge guidelines for remote electronic voting systems to be used by UOCAVA voters.

As required by HAVA, these full guidelines will be worked on and eventually recommended to the EAC by you all.  It is also required that the full vetting process will include an extensive public comment period and reviews by both the Standards Board and the Board of Advisors.

We do think however that the current efforts to develop testable requirements for pilot systems represents the first steps in the interim process to develop full fledged remote electronic voting guidelines as envisioned by both HAVA and the Defense Authorization Acts.
That’s what I’ve got and I’m happy to answer any questions.

MR. RAGSDALE:    Matt, Russ Ragsdale.  Did you just describe for us the report you’re going to return to Congress in lieu of the guidelines in 180 days?

MR. MASTERSON:    Part of it, yes.  I think that Congress is requiring a detailed report with a detailed schedule showing how we plan to develop these guidelines and so there’s going to have to be a greater level of detail obviously.

But, yes, this is our plan.  The point of pilots as I said is to learn and we hope that doing these pilots will help you all and the EAC in the development of these requirements.  So yes, this is the plan.

MS. PURCELL:
Matt, do you want me at this time to kind of tell you what Arizona has done?

MR. MASTERSON:    I would love that.

(LAUGHTER)


MS. PURCELL:
And I’ll read from this so I can be sure to get everything in.  Part of it I will read my own comments, but the Arizona Secretary of State’s office implemented a new web base voting system for military overseas voters to securely submit their voted ballots to the general election on November 4, 2008.


The Secretary of State’s UOCAVA uses industry standard encryption technology to insure security, privacy, and the overall integrity of the voted ballot.  This is the same type of security used for online banking and credit card transactions.


The system was develop in Microsoft .net 3.5 technology and utilizes a Microsoft sql server database.


Under the new program the military overseas voter receives their ballot and prints it out along with their official affidavit form that requires their signature for verification purposes.


This material is received via the county’s early voting program.  To let you know the avenue that we go, everything goes through the Secretary of State’s office in a secure encrypted kind of VPN situation and then it automatically goes out to each one of the counties.


The Secretary of State along with the election officials are pretty sure that there are a lot of servicemen that really don’t know what county they live in.  They know that they’re residence is Arizona but they’re not really sure.

So this is an automatic thing when it comes to the Secretary of State’s office because of the statewide database, then it goes out to the county where that person lists as his residence address.
After the voter marks and scans this material into their computer, the vote will log on to the fully secured Arizona Secretary of State’s overseas military voting system with a specific user identification and password provided separately from the Secretary of State’s system when they request their ballot.

This user ID and password allows the voter direct and secure access to upload their voted ballot and affidavit.  The county recorders office then will obtain the soldier’s voted ballot and affidavit and handle it like any other early ballot.

The county will ultimately validate the voter registration, verify the signature before forwarding the voted ballot to the county election office for tabulation.

And it’s really been kind of a very slick thing for us.  I kind of have a personal interest in it in that if we go back to 1991 when we had the first Gulf War, Desert Storm, I had a son who served in that war and was somewhere in Saudi Arabia, Iraq, we’re not sure, and we had a runoff election for governor.

I was able to get that ballot to him.  I was not able to get that ballot back so I could count it so I really have -- you know, this is important to me and I think it’s important to the service men too.

We have heard (unintelligible) testimony from servicemen and it’s almost to the point even if we -- I think that one of the major things in elections is the secrecy of the ballot but when a serviceman has the opportunity to vote and the only way he can do that is for someone else to see that ballot and duplicate that ballot so that it can go through the system, I don’t think he’s going to hold back from voting and it’s more important that they vote really than anybody else.

And if you want me to take questions I’ll be happy to do that as much as I can.

MR. MASTERSON:    Thank you, Helen.  Any other questions?  I mean that’s a really good example of the sort of stuff that states are attempting on their own because there isn’t a certification process in place yet to help them with this and to help them develop systems like that.

MS. MCGEEHAN:
Ann MCGEEHAN.  So just to better understand, the pilot certification project is based on a kiosk type system?
MR. MASTERSON:    Right.

MS. MCGEEHAN:
And is that based just on the demand you’ve heard from election officials across the country or is there independent statutory authority for taking on that project or is that more of a need -- I’m just trying to see if there are -- what the motivation is on the kiosk.

MR. MASTERSON:    Sure.  That’s a great question and the answer is no, it’s not based, certainly not wholly on what election officials have told us.  To be quite honest what election officials have told us is they would like to go way beyond that.  I mean that’s the message we’re hearing.

And again this is sort of a dicey tiptoe for us because of course states can run whatever pilots they want.  We can’t tell states what pilots to run and certainly states are encouraged to do what they need to do in that affect.

We looked at what can we test in time for the 2010 election in a manner that gives the level of assurance we need to allow them to run pilots and count actual votes, you know, because the reason we looked into this is because states like Washington, if they’re going to count actual votes they need EAC certification or at least might need EAC certification.

And so we thought, what can we get done in time for 2010 to help these states that need that while still maintaining the integrity of the process as best we can.

And so this manned kiosk system while not ideal, and certainly we’ve heard from Jim Stiller and the election officials that are serving on this UOCAVA pilot certification panel, he says listen my colleagues are telling me they want to go beyond that.  I mean we hear that.

But we were really looking at what can we do in time to test because if you’re going to test and certify, just for example someone’s personal PC, that’s a lot different than testing and looking at these manned kiosks even for a pilot certification and so we really were looking at what we could do with a level of assurance that we felt comfortable with while getting it out there in time for 2010.

And to be honest, it fits very well into our interim steps of trying to develop these guidelines.  You know, pilots are a wonderful way for us to look at the technology and challenge the technology while still doing it in a secure environment.

You know, having these manned kiosks with this return receipt of sorts where they can send a ballot back allows us to audit it so we can say hey, how did this technology fair under these conditions, and what’s our next step in looking at that.

So that was our thought process behind that but I mean I want to recognize that we’ve heard from election officials loud and clear that the manned kiosk is not exactly what they’re looking for.  They would like us to go behind that even for 2010.

COMMISSIONER DAVIDSON:
I think to add to that.  I’m sorry to interrupt, is that when we started this it was before the MOVE Act.  We really started this all on our own and as asked NIST to join and FVAP.  We didn’t have any guarantee that they would join us so we were stepping up there really on a diving board and we weren’t sure how high we should be going and obviously we were trying to be on the edge but not on the bleeding edge.
MS. LAMONE:
Matt, Linda Lamone from Maryland.  Where are you going to put the kiosk?

MR. MASTERSON:    That’s not for us to decide.  I mean quite honestly, we’ll test the system that’s given to us, that’s set up in that format and get it out there and then that’s something that I think the jurisdictions and probably FVAP need to talk about.

There’s been a lot of conversation about that but that’s not a decision EAC makes more so then what the states feel comfortable doing and what they can do, and certainly there’s some really unique challenges with that as far as who’s going to man that kiosk.

MS. LAMONE:
Because that was going to be my next question.

MR. MASTERSON:    Yes, absolutely.

MS. LAMONE:
Is the Department of Defense going to man them or are they expecting us to fly people all round the world to man them?

MR. MASTERSON:    Far be it for me to say what the Department of Defense is going to do.

MS. LAMONE:
I’m not going to Afghanistan.

(LAUGHTER)


MS. PURCELL:
Helen Purcell again.  If I could maybe speak to that a little bit.  We are within about a week’s time of rolling out an unmanned kiosk to record documents in my office and certainly I think that we ought to be able to look at something like that.

It has cameras on both ends so that the person who is at the kiosk, not a manned kiosk, has the ability to talk to someone at the other end of that kiosk.  And certainly I think the technology is there.  It certainly would be one thing that we ought to look at rather than having a manned kiosk.


MR. MASTERSON:    Right.  And that’s a conversation this group has had, you know, this pilot certification group, and we went back and forth on that concept and the biggest struggle is how far to go.  That’s been the debate the whole time and so that’s something I can take back to them and talk to them about but that’s certainly a debate that we’ve had as well.

The security that the manned kiosk provides was important to many as far as just taking that next step with the multi-jurisdictional but your point of view was represented as well in that debate.

I don’t know if you want to speak to that a little bit.  You don’t have to, but Paul also serves on the pilot project.  But that’s at the core of what we talked about a lot.

MALE SPEAKER:
Well, my comments (unintelligible) and yours which is that this manned kiosk approach is not what we’re hoping for as the end result but seen as a necessary step toward that end.  And we did explore the whole unmanned kiosk approach and I think there was a concern ultimately that that wasn’t something that we could do within this timeframe along with BC based approach.

DR. GALLAGHER:    Let me ask a question and I’ll play the indirect role carefully, but we seem to be tiptoeing around an issue which is what drove the initial focus on manned kiosk.

And my impression is that this is an interplay between a security -- the system and maybe not, and again what I’m curious about is the starting point of this dialogue because this is going to be very interesting, that on one hand you are going to be balancing what might be a much trickier environment to a deployed technology in a secure audible and have other attributes, but there is a very significant public policy objective here to increase accessibility to a certain voting population.

That in the end seems to me a critical policy decision that EAC has to articulate.  And very soon or now, we should be informing them in general about how to address that balance, what the implications of certain decisions are.

And then at some point you’re going to come to us with a, here’s what happened to the pilot program and ask us to develop a set of specific guidelines on UOCAVA in which case a policy decision will be made and we’re going to be looking at how do we give you the best input.

Have I missed the boat or does that sound right?

MR. MASTERSON:    No, I think that’s exactly right.  Certainly the security concerns were what played into the manned kiosk concept as well as, what can we get done in time.  So it’s time and security concerns.

I mean we want to serve those voters but what can we get done and tested in time to be implemented for the 2010 general election.  I mean that was the major consideration when talking about that.

MR. RAGSDALE:    Matt, I saw just last week in the news that West Virginia I believe signed legislation, the governor signed legislation advancing their project to use the Internet as a solution to UOCAVA voters.

It’s a very subjective question but what’s your sense, what’s going to happen with or without the EAC out in the states?  Are you sensing that there are going to be enough initiatives out there among the individual states to go beyond the manned kiosk solution?

I heard your statement and it seems like a very studied, rational approach but I guess my concern is at some point is it going to be obsolete because there’s going to be enough states that have moved beyond.  What’s your take on that?
MR. MASTERSON:    That’s a very good question.  Asking me my sense of election officials is also a huge trap door, especially when there are election officials on this committee and you’re one of them.

(LAUGHTER)
What I will say is, yes, absolutely we’ve heard loud and clear again that we’re not interested in a doing a manned kiosk and I guess from those who are telling us that is we’re sorry.  We want to be able to serve you but this is what we could get done in that time.
I don’t fear obsolescence only because we’re only talking about 2010 for this pilot project and then we can reevaluate what’s next.

With the end goal being developing these full guidelines, if another more advanced pilot project is necessary for 2012, I would say the EAC stands ready to do what it can to test those systems for 2012 if that’s what needs to be done in that sense.

This is what we could get done in time for those states that may need EAC certified systems to count their votes.

MR. RAGSDALE:    As a follow-up, can you give me a sense of how many states are tuning up to follow you in this pilot project and how many states are out on their own?

MR. MASTERSON:    Sure, and the answer is it depends on money has been the response we’ve gotten.  If FVAP or the EAC or someone else can provide money to run a pilot like this, a manned kiosk pilot like this, there are several states that are interested in pursuing that.  And if the money is not there they don’t think they have the money to run it which is a completely and understandable thing.

So we proceeded hoping that that money is available somewhere but we thought it was irresponsible not to proceed, to do something to move this along.  So we hope the money will be there.
Certainly the MOVE Act envisioned pilot projects but it makes them optional for FVAP to run so it leaves it at that, and FVAP has a lot of responsibilities under the MOVE Act that they have to do with that money so I mean that’s a tough a decision.

COMMISSIONER DAVIDSON:
I’d like to add something to Russ’s first question and I think it is important that this TGDC committee now realizes before we start because this was in our initial law in 2002.
We brought to the TGDC in either July or August of 2005, the question of wanting them to set guidelines for the Internet voting as the law prescribed or UOCAVA and at that time the committee said no.  It wasn’t the vote of the committee, it was really one person spoke and nobody else said anything so it was basically dropped.

But what you’ve got to realize is that Congress is knocking on our door constantly.  GAO is knocking on our door.  And I might bring everybody to D.C. to testify the next time they knock on our door because it’s not pleasant, why aren’t we doing what they’ve ordered us to do by law?

So that’s one of the things that affects me because I’m the one that is sitting in that chair along with the other commissioners.

And we don’t want GAO reports that go against what we’re doing in our office.  That’s why we took the initial steps that we have to do something to show them that we were moving forward whether we have the full guidelines or not, and how quickly can we get those, and obviously that will have to be in that 180 day report and FVAP is working with that.

And we hope that NIST will be part of that report as we move forward because obviously timeframes on how soon things can get done, we need to be on the same page.

We don’t want us to go to Congress and say, here’s what we are envisioning and NIST be brought in the next day and they say, oh, there’s no way that we can handle that.  So we’re partners in this process and that’s what we want to continue to be and we’re looking for guidance from you as a TGDC members on how you think we need to proceed and how NIST needs to proceed.

MS. PURCELL:
Helen Purcell.  Donetta, with the additional MOVE Act that was just passed and signed that gives us an additional impetus to do something that they have pretty much said in that Act what you all are supposed to do, and what the voting systems are supposed to do for UOCAVA voters, and in moving forward wit the kiosk pilot, I’m assuming that that is not the only avenue you’re going to take, that you’re also going to study and look at.  We are going to at least try to give you guidelines for Internet voting.  Am I missing the point?

COMMISSIONER DAVIDSON:
That is what Congress is wanting.  Obviously one congressman amended the Act and said within a 180 days you need to do this or tell us why you’re not doing it.

So obviously we know we can’t deliver guidelines within 180 days wit the TGDC involvement and we couldn’t do it without -- you know, I mean that takes time in moving that way and being able to accomplish it.

So whatever our roadmap is, and we’ve been working with FVAP on developing a roadmap and obviously we want NIST to review that and look at also.  We don’t want to put anything down that they don’t think that we should be -- because that’s an issue.
If we did obviously we need to be very open about it so they know what we’re doing and we know where they stand.

MR. MASTERSON:    Helen, just to follow-up really quickly on your point.  I think we have multiple avenues of input.  The pilot programs are certainly one and the standards that we develop for the pilot programs. 

The work that Andrew Regenscheid is going to talk to you about, about best practices for some of this will help to inform the work in that way and show progress.

And certainly Congress envisioned as they used best practices in the MOVE Act as an example of things to help pilot projects move forward as well as the risk assessment we just heard about also.

That can be leveraged along with the work that states are going to do along with looking at the projects that states are doing like Arizona so I think there are multiple avenues for information that move this forward.

COMMISSIONER DAVIDSON:
And we don’t want to forget the report that Andrew did a few months ago.

MALE SPEAKER:
First a question just on the magnitude.  If uniform and overseas citizens were their own congressional district or their own districts, how many congressmen would they be allocated under the current proportionate system?

MR. MASTERSON:    I have absolutely no idea.  I know there’s about six million.

MALE SPEAKER:
That’s more then one congressman I think.  That might be five congressmen.  So that’s a significant population that I think we have to pay attention to.

But in all this discussion you haven’t mentioned some of the history on Internet voting and I think that answers many of the questions about kiosks.

If you go back and read the California Internet Voting Taskforce report of 2000, if you go and read the Carter Baker commission report, all of those reports from the (unintelligible) early 2000 when the Internet was relatively secure recommended that direct from the home Internet voting be deferred and that the first place to start was manned kiosks and that manned kiosk advice was very strongly worded.

And one piece of unfortunate news about the Internet is it’s much less secure today than it was then and there’s no real prospect for improvement unless we completely change the way we’re using the Internet.

There are people in computer security now who are suggesting that we really just have to start over again before we get anywhere near a secure Internet.

This is scary because we built so much infrastructure that’s invested in the current Internet and at this point it appears that the Russian mafia or their equivalents around the world have a larger research and development budget than the security industry in the United States and control about 20 to 40 percent of all PCs.  This is not a good place to start if you’re worried about the security of the situation.

DR. GALLAGHER:    One of the reasons I made the opening comment I did is that I think in this particular case, my impression with this voting issue in particular and I think Helen your remarks brought it home to me very much, is that as a matter of policy you can take on more risk in a particular circumstance to address a certain need.

So Helen mentioned the fact that there may be willingness to bypass privacy in the booth if it in fact enables an ability to vote under certain circumstances.


And one of the concerns I always have is the interplay between policy and technical.  This has to be done very carefully.  One, we need it to work both ways.  We want to make sure that the policy decision is informed with our best technical input including a very clear eyed assessment of what risks they’re actually undertaking.  We certainly don’t want a policy decision to be made where they are unwillingly taking a risk.


On the other hand, they may willingly take a risk to address a certain policy outcome and that’s something that we need to understand if that kind of decision is made, in which case then we can provide the best advice within that risk framework.


And so this is one of those places where this back and forth is going to be very critical and it seems to me that kind of discussion needs to happen now.


Matt, I wanted to ask you a quick question.  You pointed out that pilots are to learn.  That’s certainly one major objective.  Are you going to learn from all pilots the states are doing whether or not they are kiosk or not, or is the data gathering really limited to those that are done under --


MR. MASTERSON:    Well, I would say we certainly hope to learn from all the pilots that are done.  The pilots that are done with our certified pilot system, we can require the manufacturer to give us this information.

I mean we’re getting back to the same discussion we had with the certification program.  Pilots that are done outside the scope of our process we can request the information and try to work with the states or whoever is running those pilots to try to gain that information and I can’t foresee a circumstance where we wouldn’t do that but they don’t have to give it to us.


With those pilots that are run with systems that we certify, we have a way to get that information and to require it.

I make it sound like election officials don’t want to share anything with us and that’s not accurate.  They actually share of lot of information with us and work very well with us.

COMMISSIONER DAVIDSON:
Some of that information will also come in our data collection of UOCAVA voters.  We have a great deal of questions out there that the states have been answering with the UOCAVA voters so some of that automatically comes in because of the reports we have to give to Congress on UOCAVA voters.

MALE SPEAKER:
There are some positive opportunities here which haven’t been mentioned.  One of them is the compatibility with UOCAVA kiosk system or even other systems could be a lever to get common data formats used across the industry.  And I think that there is real potential there.

And another thing is, it’s been my impression for a long time that some of the anti-Internet people say the easiest way to deal with the insecurity of the Internet is to absolutely forbid its use in any way, manner, or form in any election context, and there are people who are pushing that policy position.  I don’t think that’s viable because I think the Internet is just another public communications network.

And really a big issue we face is the use of public communication networks for any election functions and I think that this is going to force us to deal with effective ways to push highly secure data across public communication networks and I think we can get away from the absolute prohibition of the use of public communication networks in any form.

Ultimately it may well be that the telephone voting efforts are really in many ways redundant with the Internet voting questions because the difference between the telephone network and the Internet keeps declining.  I have several neighbors now who have abandoned non-Internet phone service to their homes.

MR. MASTERSON:    The common data format point you made was one that came out early and often in our pilot certification discussion and it’s not a coincidence the common data format happens to fall under your tasking as well.  You know, that’s an obvious advancement there as well.

MR. BELLOVIN:    Steve Bellovin.  From where I sit the problem is not the Internet, the problem is the endpoints.  All of this, let’s go replace the Internet with something more secure, from my very cynical perspective it’s got a lot more to do with seeking funding as if it’s actually going to solve any problems.

(LAUGHTER)


You know, telephone voting is a lot better than Internet voting in many ways, not all but many ways, not because the phone network is more secure than the Internet but because the plain black phone on my desk is a lot more secure than my PC or my laptop.


But as we move more towards smart phones, well, the industry is solving that problem having too much security.

(LAUGHTER)


So the problem is endpoint security and I don’t believe the 20 to 40 percent number controlled by the Russian mob, but those are distressingly high and that’s what scares me.


It’s not how you do the encryption, it’s where you do the encryption and I can go on and on with this but it’s the endpoints.


MR. JONES:
This is Doug Jones again.  The people who were talking about reengineering from the start that I was referring to were not talking about abandoning the Internet infrastructure.  They were talking about abandoning the PC infrastructure or at least the operating systems that run on them and starting basically completely from scratch in that domain.


DR. GALLAGHER:    It strikes me we might be in a perfect segue to go to a research presentation here.

(LAUGHTER)


MALE SPEAKER:    We also were tasked with the Ballot on Demand and I believe we can get the ballots of these folks quicker and sooner and that we solve half of the problem anyway.

DR. GALLAGHER:    Excellent point.


COMMISSIONER DAVIDSON:
I think when we get to Ballot on Demand you’ll learn more about what that is and we’ll see if that fits in.


DR. GALLAGHER:    Andrew.


MR. REGENSCHEID:
Thank you.  Good afternoon, everyone.  I have the privilege of being the last speaker for the day.  I’ll be talking about giving you an update on NIST research efforts related to military and overseas voting.


I’ll give you a brief overview of a threats report that we released last December and I’ll give you a description of the current efforts that we’re working on right now.


As Matt just described, there’s a number of pieces of legislation related to military overseas voting that task NIST and the EAC with various efforts.  These include Help America Vote Act, the National Defense Authorization Act, (Unintelligible) 2005, and the recent MOVE Act.


Matt already described those pieces of legislation so I’ll just move on.


Over the past two years NIST has been conducting research on military and overseas voting to support the EAC’s efforts in this area.


The scope of our research currently is focused on security.  This is because of the new security issues introduced by doing remote voting over public telecommunication lines.


However past NIST research on topics such as usability, accessibility, reliability and software assurance would apply to UOCAVA voting systems.  We do believe that additional work will need to be done on military and overseas voting on those topic areas but that research gives us a starting point.


So for the rest of my presentation I’ll give you a brief summary of the threat analysis that we did on UOCAVA voting systems and provide a description of three documents that we’re currently working on to support the EAC’s efforts.


The first phase in this research on UOCAVA voting was completed in December of 2008.  At that time we released the NIST inter-agency report 7551, a threat analysis on UOCAVA voting systems.


This report looks at using different technologies for all aspects in the UOCAVA voting process.  We split the process into three stages, voter registration and ballot request, ballot delivery, and ballot return.


For each of these stages we considered five different transmission methods.  We considered postal mail, telephone, fax, electronic mail, and web based methods such as using websites to post or submit materials.


For each transmission method and each stage we conducted a high level analysis of the possible threats that would be faced by those systems.


Our analysis was based on the methodology of proposed NIST special publication 800-30, the Risk Management Guide for Information Technology Systems.


Wherever possible we identified mitigating security controls.  This is both technical controls on the voting system equipment itself as well as procedural controls.  The controls are taken from NIST special publication

800-53, Recommended Security Controls Federal Information Systems.


This is a catalogue, a comprehensive catalogue of security controls that federal agencies use as a baseline when they have secured their IT systems.


Now I’ll provide a brief summary of some of the initial decisions that were in this report.


For the registration and ballot request stage, our main concerns from a security perspective was with the handling and transmitting of potentially sensitive voter information such as names, addresses, and in some cases identification numbers.


However we concluded that the threats to the electronic transmission of these materials can be mitigated through technical and procedural controls.  While we believe that threats associated with using Internet based methods to transmit these materials pose greater security challenges, we believe that the technology that is used to secure things like electronic commerce can be applied here.


For the blank ballot delivery stage, our main concerns were the reliability of delivery of these blank ballots to voters and maintaining the integrity of these ballots.


Here we also concluded that threats to the electronic transmission of these materials can be mitigated through technical and procedural controls.  This is largely due to the fact that these blank ballots are essentially public information.


The one interesting new issue in this area is that electronic ballots accounting cannot be done the same way with electronic ballots as they can with physical ballots just because they are so easy to copy electronic ballots.


Many jurisdictions that I’ve talked to still do meticulous ballot accounting with their overseas voters and ballots and this can just be an area where some procedures will have to change and maybe some expectations about how much control you can really have over the ballot.


For the third and final stage of voting ballot return, our main concerns were with the reliable delivery of ballots, protecting ballot secrecy, and maintaining the integrity of the voter selections on these ballots.  Our report concluded that electronic methods pose significant security challenges.

Other different transmission methods, faxing ballots presented fewer challenges but also provided a fairly limited protection for ballot secrecy.  The report concluded that (unintelligible) to telephone, e-mail, and web voting are more serious and challenges to overcome.

As was mentioned just a few minutes ago by Dr. Bellovin, one of our primary security concerns in this area is client site security risks.  This includes malicious code running on voters personal computers or voters being tricked into providing log in credentials on fake sites, something known as fishing.

Since these things happen outside the traditional voting system and outside the control of election officials, they are very difficult to protect against.  In addition, it appears difficult to develop auditable telephone, e-mail, and web based voting systems and also very difficult to do secure remote authentication for voters.

This report was intended to inform future work on UOCAVA voting by NIST, EAC, and the TGDC.  It took a very broad look at using technology to improve the UOCAVA voting process and the threats faced by those systems.

The second phase of this research in this area is more focused, looking at specific technologies to support specific election processes and providing mitigating security controls whenever possible.

NIST is currently in the process of developing three documents on the use of technology in the UOCAVA voting process.  These documents include research efforts and the development of best practices.  I will now briefly describe each of these three documents.

One of NIST’s responsibilities under the Federal Information Security Management Act of 2002 is the development of standards and guidelines for securing

non-national security agency information systems.

As such NIST has a large collection of cyber security resources in the forms of standards, guidelines, tools, and metrics.  To make use of these resources the first document that NIST is producing is the IT Security Best Practices for UOCAVA voting systems.

The goal of this document is to take the relevant standards and guidelines that NIST has and summarize them for people making decisions about UOCAVA voting systems.  It is intended to help jurisdictions and manufacturers develop better systems and better supporting procedures.  It will improve best practices on user authentication, cryptography, system hardening and network security, all based on NIST guidelines for federal IT systems.

It documents a minimum set of best practices that would be applicable to all UOCAVA election system components.  It does not include however best practices or guidelines for protecting against UOCAVA system specific threats such as those that would be unique to ballot delivery or ballot return systems.  Mitigation to those threats will be discussed in the next two documents that I’ll bring up.

Jurisdictions will need to augment the best practices described in this document to adequately protect against those threats.

It is important to point out that this is a best practices document, not a standard or guideline.  While it includes technical advice and recommendations on security it is not intended to provide comprehensive testable requirements for UOCAVA voting systems.

We expect to release a draft of this document for public comment in the first quarter of 2010.

MS. MCGEEHAN:
I just have a comment on that.  I’m Ann McGeEhan.  I mean one clear requirement with the MOVE Act that will go into effect for the November 2010 election is that jurisdictions will have to e-mail blank ballots so any information that is -- because that’s regardless whether states want to move ahead in this area or not.  All states are going to have to do that.  So that would very helpful and useful to all states as your first document included best practices on e-mail and blank ballots.

MR. REGENSCHEID:
That actually segues perfectly into the next document which is best practices for securing the electronic transmission of election materials which said exactly what you’re talking about.

In preparation for this work we collected UOCAVA election procedures from multiple jurisdictions including some of them from around the table.  Helen was nice enough to send us some materials.  Don Palmer from Florida, and we received some information from Washington State on their online voter registration system.

This document will provide best practices for using

e-mail and web sites to allow voters to request those ballots and to deliver those ballots to those voters electronically.

It is intended to help state and local jurisdictions develop their own security controls and procedures for UOCAVA voting augmenting the EAC’s existing best practices for facilitating UOCAVA voting.

We expect this document to be released for public comment in the second quarter of 2010.

COMMISSIONER DAVIDSON:
And how soon do you need your information to be able to get it in place, to be able to get the ballots to the voters?

I mean he’s talking about putting it out for public comment in the second quarter.  By the time he gives it to the EAC that you can utilize is a concern to me.  So I mean I spoke with Andy about this before and I just wanted to see what kind of timeframes election officials need to be able to assist them.

FEMALE SPEAKER:
Well, I guess the answer is going to depend just how involved -- I think a lot of people read the MOVE Act and they simply think, oh, all I need to do is scan a ballot, attach it to an e-mail and send it out.

So depending on how intensive your recommendations are or whether it involves any infrastructure changes -- I mean ballots have to be sent out 45 days before the election and that’s like the middle of September but, you know, election officials would need it several months ahead of time.

It really depends, and I’m not a technical person so I don’t know what all your best practices might include but the sooner the better.  I mean anything through bureaucracies, especially if it’s going to cost money, we need to know earlier.

MR. REGENSCHEID:    We understand that this is an important issue.  I can work with the voting team management to try to see what we can do with the expected release but I think we’ll just have to see.

DR. BELLOVIN:    Steve Bellovin.  How binding are some of these recommendations going to be because thinking about this for all of 30 seconds to put this light up, some of the very obvious ways to secure the transmission will work a lot better procedurally if there’s one common infrastructure, public (unintelligible) certificates or something like that.

If we have 50 states and however many territories doing it on their own, it’s not going to -- even if anyone of them are technically sound, even if all 50 of them are technically sound, it’s just not going to work.  So this is a spot which really would pay to have one standard as soon as possible, standard not recommendation.

MR. REGENSCHEID:
Well, our recommendations and our standards are non-binding.  They are just that, recommendations.  The VVSG is a voluntary voting system guideline.

MALE SPEAKER:
It’s not 50 states.  It’s 3,000 counties for most of these purposes and I’m afraid it is too late to get a standard.

MR. REGENSCHEID:
Okay. are there anymore questions on the electronic transmission of election materials documents?

MALE SPEAKER:  Question for Phill.  Does the MOVE Act require an accommodated formats or anything for the implementation, accessibility of the deliverable, anything like that?

MR. REGENSCHEID:
This does not.

MR. JENKINS:    Not to my knowledge.  It’s just high level -- be able to e-mail it.

MR. RAGSDALE:
Andy, Russ Ragsdale.  I’m curious, in your studies for the electronic delivery of blank ballots, have you taken a retrospect look of what improvements that has done for UOCAVA?  I’m sure since 2004 we have seen states and local jurisdictions delivering electronically, delivering ballots, so we’ve seen that making a marked improvement in the UOCAVA process.

MR. REGENSCHEID:
I don’t know of any statistics on how that has impacted return rates for UOCAVA voters.  Maybe some of the election officials around this table --

COMMISSIONER DAVIDSON:
Well, I can add to that.  Because of our data collection that we’ve done this last year, it has increased significantly.  I know we’re up to 64 percent of the ballots coming back successfully.

I can’t remember but it seems like it’s 40 percent because we were in the 20s a couple of years ago and that is up a considerable amount so it’s helped.  We still have three fourths of them that are not getting back in time to be counted but we’ve got statistics there that would help the committee a great deal in pulling them I believe.

MALE SPEAKER:
Just as a follow-up on that.  I think that would be really helpful.  I guess what I’m having a hard time with this is it seems like the real problem, the enigmatic portion of this is the delivery of the voted ballot back to the jurisdiction.

If there are ways that we can improve and make far more efficient to deliver the voter registration application, the application for the blank ballot, the blank ballot delivery, if we can streamline that and make that more efficient, I’m sure it will get us closer but will that attain whatever goal we have set for UOCAVA voting?

COMMISSIONER DAVIDSON:
It would definitely improve it.  And the one thing that I need to add to that statistic that I’m quoting, it also includes any jurisdiction that has been e-mailing the ballots over and allowing the voted ballot to be e-mailed back.

So I’m just not getting the ballots over.  I’m getting both of those, and how many states are doing that, it’s kind of like don’t ask, don’t tell.

(LAUGHTER)


MALE SPEAKER:
So what I’m hearing Commissioner Davidson, is that we don’t have a clear distinction between the electronic delivery of the ballot from the electronic return of the ballot.


COMMISSIONER DAVIDSON:
That’s correct.


MR. REGENSCHEID:
If there are no other questions I’ll wrap up my presentation and then I think we have another 20 minutes left for discussion.


The third document, and this is (unintelligible) is a research document tentatively titled Security Considerations for Electronic UOCAVA Voting.  It’s a research document.

This document will not contain recommendations, guidelines, or best practices, instead it will define security objectives for remote electronic voting and identify security issues that can or cannot be solved with current technology as known in industry and academia.


The purpose of this document is to inform future work on remote electronic voting by NIST, the TGDC, and the EAC.  We expect to release this document in the second quarter of 2010.


With that, thank you for your time.  Many of you have already gotten a chance to see this document but for any of you that are interested, the threat analysis UOCAVA voting systems is available on the NIST voting website at vote.nist.gov.  I’d be happy to answer any questions that you might have.  Yes, Dr. Wagner.


DR. WAGNER:
A couple of comments.  Dave Wagner.  First I just wanted to commend and compliment NIST on their strong work on this really important problem.  I think this is really helpful.


And since our Chair called for some discussion of this issue and since Russ said this so effectively, I would very much agree with some of the sentiments that Russ identified that I think that if you wanted to look at first steps one could take that won’t fully solve the problem but might help and it would minimize a technical risk, I think that looking at registration, ballot requests, and blank ballot delivery, a tree that looked very right for that, and the electronic return of voted ballots, particularly from a home PC is probably the most challenging by far of any of these.


And maybe a question for you, these reports that you’re working on, do you expect to send drafts to the TGDC before the public comment period?  Is there anything we can do to assist with the work you’re doing?


MR. REGENSCHEID:
I am looking for volunteers which I’ve actually spoken with you about before.  Any of you that are interested in helping us on this work please tell me.  I have spoken with a few of you already about this.


FEMALE SPEAKER:
Andrew, have you gotten all of the data from our office about the 2008 election using both the Internet and sending of the ballots and the return?


MR. REGENSCHEID:
I did receive some documentation from your office describing how it worked.  I don’t know if you have anything --


FEMALE SPEAKER:
But the statistics about the return of the ballots and so forth?


MR. REGENSCHEID:
I have not gotten any of that information.


FEMALE SPEAKER:
I will see that you get that information because I think one of the things that Commissioner Davidson mentioned was that there are a lot of ballots that are coming back, UOCAVA ballots coming back after the election and not being counted.

And one of the things that we saw, if a serviceman let’s say is deployed at the last minute and is not able to get the ballot back to us, this is a way that they can.  We have seen a lot of ballots come in on election day by seven o’clock, just for the fact that they have been able to

e-mail that ballot to us and send it through that secure connection at the Secretary of State’s office.


MALE SPEAKER:
So your deadline for absentee ballots is on election day?


FEMALE SPEAKER:
That’s correct.  That’s state law.


MALE SPEAKER:
Oh, my.  Okay, that’s state law.  In Iowa we have a slight slack for the overseas ballots.


MALE SPEAKER:
As does Washington.


COMMISSIONER DAVIDSON:
One of the things that this committee needs to remember, every state law is different in different ways.  Some have ten days, some have eight days, some have election day.  And so everything we do in elections, every state has the ability to write their own laws.


MR. JENKINS:
This is Phill Jenkins.  I have a question, Andrew.  This third report about security considerations for UOCAVA, how would we commission an accessibility, usability consideration for UOCAVA?  Would the Commission have to ask NIST to do that, or is that something we could recommend, or is there any work in that area?


MR. REGENSCHEID:
As I said, NIST research thus far has been focused on security.  That’s not to say that we don’t do -- there’s important work that needs to be done in the other areas.  That is just where we’ve started.  If you think that’s an area that NIST should consider then I think you should discuss it at this meeting.


MS. GOLDEN:
I was going to talk to you afterwards.  I’m sitting over here processing all of this and what I want to say is what I’m seeing is going down that road again, and the accessibility and usability is the last thought and we will already have gone down that road to a point where now we’ve got to back up rather than infuse it from the beginning.

I’m hearing things like scanning which I’m envisioning this graphic flat PDS file which is totally inaccessible and you can’t make it accessible when it was electronic.  And if we had done it in a different format to begin with we could have made it accessible from the get go.

So yeah, I would really encourage you to take a step back and look at all of those points and make sure -- you know, the transmission is one thing but the form of what you’re transmitting, to the extent that can be accessible from the get go, you have solved lots and lots of problems.


DR. GALLAGHER:     That gives me the perfect opening to remind everybody that this committee has teeth and one of the things I’m going to ask you to do this evening is -- as I said, you have a couple of audiences so in one case we’re going to be talking to the Commission and giving them input.

I think we need to have some proposed positions that we want to express to them and for me at least it sounds like we’ve got to get a clear policy guide in terms of the risk environment that they eventually want these technical guidelines to be developed under.

And we’ve touched on that a little bit, defining that risk environment, the phases of this.  Russ, you pointed out the difference between the risk view and the benefit view and all that has to be put together in a way by the time we get to the real work product which is the guidelines.

But the other audience you’re talking to is NIST and I think you know this is a strange construct of this committee, but I would like you to think of NIST as your executive bureau, in this case you get to talk to NIST and have them work on various things.  That was built into this.

And so the guide to the input to NIST in terms of what you want them to work on, support the work of the committee is something you can do.

And I think Andrew you may have said it very clearly, you are welcome to participate in those NIST activities as individuals, not as a committee.  That allows us, particularly as we get into the work product, that allows you to charge a group to work on something and bring it back to the committee and as it is read into the committee -- the thing I like about that approach is you will all see what was produced and have a chance when we deliberate as a group to see that and have the full discussion.


COMMISSIONER DAVIDSON:
If I can add one thing to that.  When we talk about the risk and EAC moving forward on what kind of risk we should be setting there, and the infrastructure, I’m not sure any state wants EAC to set that type of a number of what that risk should be and Congress hasn’t given us that kind of authority to set that number.

So in your discussions I’d like for you to think about how we come to that kind of ability to grasp at that type of information because I see it being problematic in a few areas.  So as you’re discussing, obviously throw that one into the mix also.


MALE SPEAKER:
I’d like to take the opportunity to kind of come back around to -- I think I can speak somewhat for the state perspective which is that certainly being able to deliver the ballot faster is going to improve the UOCAVA situation.

But Russ’s comment earlier I thought was dead on, which is our perception is, and I haven’t been able to find anywhere where I can get really good data that I trust to be honest with you, but our perception and certainly antidotal stories suggest that the real problem isn’t getting the ballot to the voter.  Some of the biggest problems are getting the ballot back from the voter.

You know, I’ve read a number of comments that were provided in surveys and so forth, voters indicating I got my ballot on time but I couldn’t get it back on time, and so while I think that it’s a worthwhile thing to do, to work on how to get the ballot to the voter faster, we still need to deal with the other end of it at some point.


MALE SPEAKER:
I’ve been involved in assessing several overseas voting schemes overseas, the Dutch one and the Swiss one, or rather the Geneva one because Switzerland is a bunch of independent states when it comes to this.

And what we realized is that the total turnaround time for overseas voting by post is -- you mail in your request for a ballot.  The ballot gets mailed to you and you mail it back.  It’s three postal delivery times and in problem areas of the world that can be a long time, that can be nine weeks, three weeks per letter and that’s too long.

And if you can shorten any one of them you do better.  In fact the thing that’s been knocking around in my mind for awhile is the idea that the ballot and the absentee ballot request form should be delivered simultaneously by Internet so that you mail back one envelope containing both the voted ballot and the request for an absentee ballot and by doing that you trim it down to one postal trip instead of three and that’s a huge improvement.  The problem is to make sure that people don’t need to do three different pieces of mail.

In the Dutch overseas voting system you had to mail your request for an Internet ballot by post.  They would mail you an authorization to vote by post and then you would vote by Internet and they used the Internet to cut off one of the three trips and I think we’d be better off if we can cut off two, any two if there were three trips, in terms of convenience to the voter.


MR. JENKINS:
This is Phill.  Let me also say that by delivering this ballot and perhaps even the registration absentee application in an accessible form, it’s easier to do that where the individual then has their own system to fill out and we also solve the accessibility issue.  We have a great opportunity there especially with so many of our servicemen injured.


MALE SPEAKER:
Beware of PDF when it comes to accessible because --


MALE SPEAKER:
We have guidelines.

(LAUGHTER)


MALE SPEAKER:
Well, yes.  If you buy the right specialized software which is not cheap, it can convert PDF to text.


MALE SPEAKER:
You’ve got a good point.  It’s not cheap and it’s not very good so PDF which looks so convenient is actually awful and we have to find better ways, particularly for things like this.


MR. REGENSCHEID:
There is actually a whole other set of standards.  There is something called the Nine Up standard which is a whole specific file set standard for electronic file format of textual information.  It’s used to do textbooks and higher ed stuff.  It’s a long story.  It’s another Department of Ed.

It’s another whole standard and a whole committee that deals with that format but that’s kind of your core, that’s where I would send you to look for technical standards for file formats so that something will be read by a refreshable (unintelligible) output.  It can be read by an MP3 player converted.  That’s where you need to look.


COMMISSIONER DAVIDSON:
You know, one of the facts I think would be interesting for you to know is that it is estimated that we have about six million to six and a half million, it goes on -- estimates on up to ten million overseas and military voters and we’re voting less than one million so if you keep in mind -- I agree with the usability issue because many of our voters are telling us it’s not easy.  We don’t know what to do.

So hopefully that would help increase the number of them that apply for a ballot in the first place so I think that is an important area that we need to keep in mind that I’d like for you to consider.


DR. GALLAGHER:    You guys have run out of steam.  So we’re about five minutes from our closing point.  Let me finish by again extending an invitation to all committee members -- I’d like to come back to this topic.

We have a period of time at the end of tomorrow and one of the things I want to make sure we do before we finish this meeting tomorrow is have a clear sense of consensus on statements we want to make to the EAC or to NIST, but I’m looking for some help from the committee.

If you have some specific thoughts on statements, think of it as recommendations if you will, that we would be making to the EAC and/or to NIST, you can get them to

me in the spirit of our discussion any way you want.  You can mail them although I wouldn’t suggest it.  I’ll take it in person.  You can e-mail it to me at partrick.gallagher@nist.gov. or give it to any of the NIST folks here.

Just make sure I have it tomorrow morning as we get going so that I can make sure we have a starting point for what we want to tell the Commission.  That would be most helpful.


Any final thoughts or comments before we adjourn for today?


MS. LAMONE:
Can we leave our materials here?


DR. GALLAGHER:    Yes, I think we can lock this room up and secure it.  I wouldn’t leave any valuables but I wouldn’t worry about the books.


Okay, so we stand adjourned until tomorrow morning.  Thank you, everybody.

(ADJOURNMENT)
(START OF RECORDING OF DAY 2)


DR. GALLAGHER:    I’d like to go ahead and call today’s session to order.  Good morning to everybody.  I hope you had a restful evening.


Before we get started I have a couple of again housekeeping comments about our schedule and agenda.  Today of course is our last day and we have to sort of bring this home and one of thee things that I’ve been thinking about since we adjourned last night is what is our work product, how are we going to speak to the EAC and to NIST.


And I think that this is going to sound like revisionist history, we’re going to be going back there, I think our past practice as sort of a collection of statements, what we call resolutions, is not a bad idea in terms of a succinct way for us to agree upon a set of statements to the EAC or to NIST on various topics.


And I have been collecting some statements that have been drafted by several of you overnight and of course we’re still open to those.  Doug, I received a couple from you last night and Ron, I got yours as well this morning.


And so what I’d like to suggest as an approach to today’s schedule is that we use some plain English resolutions, some statements which really are findings, recommendations, or action items that we want to convey to the EAC or to NIST and we reserved the afternoon to basically talk about those and reach agreement on the wording and content of those.


That would mean that I’m going to ask speakers today to try to work really hard.  We have a very important agenda today.  This is really where we dive into the VVSG 1.1 and 2.0 issues but I’m going to ask the speakers to work with us to make sure that we both have the opportunity for the committee to really interact but we try to stay on schedule.


What I’ll propose then is that if you have something that you believe you want the committee to say as a resolution, that if you can work a draft of that and give it to Karen, she’s not making brownies, she’s going to help us with the resolutions.


And then what we will do is right after lunch we will pause and -- yes, it’s Karen, her last name is spelled

Y-A-V-E-T-Z at nist.gov, and we can make a slide and put that up momentarily.  But we will also take it scribbled on paper and give it to her, you can tell us and we’ll write it down.  So I’m not going to worry too much about the methodology of how we get something to her.


I think the important thing though is we’ll try to get that language put into Power Point slides and we can see it in the afternoon.


What I’d like to do right after lunch is pause quickly and decide where we’re at, whether we need any follow-up discussion with speakers or presenters and also to have an opportunity to see what types of statements we’ve collected so collectively we can look at that and decide how we manage our afternoon time because that will be very important, and make sure that we structure ourselves so that we can look at those and reach some conclusions.


Does anybody have any comments or questions or want to tell me I’m crazy before we -- okay, very good.


I also want to introduce Donald Palmer who has joined us.  Donald, do you want to just say hello and introduce yourself?


MR PALMER:
My name is Donald Palmer.  Thank you, Chair, for that introduction.


I’m from the state of Florida.  I’m the Director of the Division of Elections.  I spent some time at the Department of Justice, Civil Rights Division before that, and in the United States Navy.  Feel free to come up to me and I’ll tell you a little bit about myself when we get a moment during a break.  Thanks.


DR. GALLAGHER:    Thank you, Don.  We took advantage of your absence yesterday to sign you all the hard homework assignments while you were gone.


With that let’s welcome back Matt and we’ll see if he shaved.  No, he still has a beard.

(LAUGHTER)


Good morning, Matt.


MR. MASTERSON:    Good morning.  I thought yesterday went well enough that I kept the beard.  I didn’t have to pretend to be someone else.  Maybe I’m wrong.


So the first order of business here this morning is to brief you on VVSG 1.1 or the revision to the 2005 VVSG.  I’m going to briefly walk through the thought process, hopefully answer Dr. Golden’s question from yesterday, and perhaps spur some more conversation about why we’re doing it, what the motivation was, and what VVSG 1.1 is.


And then John Wack will speak to you about what’s contained in the document, what changes were made to the 2005 VVSG.


So without further ado, I found with both the Board of Advisors and Standards Board when doing this briefing that terminology became vital so the first slide I think perhaps is the most important slide in going over what we’re talking about.


So when I refer to the VVSG or the 2005 VVSG, I’m referring to the set of guidelines adopted by the EAC in 2005 that a certification program is currently testing to.


When I refer to VVSG 1.1 of the revision to the 2005 VVSG, I’m referring to a set of draft testable requirements that have been put out by the EAC for public comment and are currently being reviewed.

This set of requirements is a revision to the 2005 in which the EAC and NIST took portions of the VVSG 2.0, which I’ll define in just a second, and plug them in to the 2005 VVSG.  So VVSG 1.1 is the revision to the 2005 using portions of VVSG 2.0.


When I refer to VVSG 2.0, I’m referring to the TGDC recommended guidelines that were given to the EAC in August of 2007, were put out for public comment, and then we took portions of that document as I said to create VVSG 1.1.  So that’s VVSG 2.0 or the next iteration of the standards is also how it’s been referred to in public.


So is there any question on the terminology?  This spurred like a hour long conversation at one point.


MALE SPEAKER:
You mentioned we.  This is the EAC, not the TGDC that made the recommendations to split it that way, okay.


MR. MASTERSON:    Correct.  The EAC made the decision and I’ll get into that process.  That’s a very good question.


So that’s the terminology as we know it now.  Now I will say that the Commission hasn’t formally adopted naming conventions yet as far as VVSG 1.1 or VVSG 2.0.  We needed to internally and externally find a way to refer to this other than long sentences like the revision to the 2005 VVSG.  So this is how we’re currently doing it although it should be noted that the policy decision on the naming conventions hasn’t been made yet.


FEMALE SPEAKER:
Matt, what are you calling the 2002 and prior to that?


MR. MASTERSON:    Sure.  That’s the 2002 VSS or just the VSS to us, so the voting system standards.  So the distinguishing characteristic there for us is the VSS which was created by the FEC is not referred to as voluntary voting system guidelines at least as we talk about it internally.  So that’s the VSS to us.


So I want to talk to you a little bit about how we got to VVSG 1.1 and why because that’s important.  It sort of I think for some came out of nowhere but it makes complete sense to us in fitting into our testing certification program.


You know, VVSG 2005 is currently being tested to and required of systems submitted to the EAC’s program at this point.  It was an incremental update to the 2002 VSS.  Basically the TGDC back in 2005 had about six months to create that.  Helen and Commissioner Davidson probably remember that scramble quite well and that effort quite well.


It was short term and there was a focus on usability and accessibility in upgrading some of the security requirements and outside of that you’ll see that a lot of the 2005 VVSG looks very similar to the 2002 VSS, just tried to fill in some gaps and the requirements that HAVA laid out.


Also there’s no test sweeps available or being developed for the 2005 VVSG and that’s for a variety of reasons including the ambiguities in the standard.


Version 2.0 of the standard which we received from the TGDC in August of 2007 is a total rewrite.  It was the TGDC going back and saying now that we have time, now that we’re not under that six month deadline, let’s write a complete new set of standards.

We’ll use the 2005 certainly as a reference tool and something to look at but where can we make improvements?  Where can we design the next set of standards that will dictate the next set of voting equipment?

So it improved basically every area of the VVSG, to at the very least bring it up to date with modern technology, modern practice and in other areas set the bar with benchmarks and whatnot.

Also test sweeps have been written for the entirety or are being written for the entirety of VVSG 2.0 so that’s another step towards the development of 2.0.

As I said, the EAC conducted 180 day public comment period that James Long will talk to you about a little bit, just the nature of the comment period and the number of comments we got.

And later on today Ill talk to you about the next steps for VVSG 2.0 but it includes the work that we tasked you with yesterday in bringing new items to the standard in that way.

So VVSG 1.1 was our way of bridging the gap between the 2005 VVSG and VVSG 2.0.  What that means is we brought material over from 2.0 into 1.1 that we believed would help improve our testing and certification process.

The idea is to take the best of 2.0 that we could bring over now without causing major changes and to do this in roughly one year.  We didn’t see any value in taking two and a half years to create VVSG 1.1.  At that point we felt like that effort should just be focused on 2.0.

We wanted to bring change and greater efficiency and testing and consistency to our process quickly and so VVSG 1.1 needed to have that short timeframe.

As I said, it has also gone out for 120 day public comment period and currently we’re resolving the comments and creating policy decisions for the commissioners to consider.

So the steps in the development of 1.1 began first with the EAC seeing the need for their program.  You know, when we received public comment on 2.0 and held our set of seven roundtables to discuss 2.0, one of the overwhelming comments we received from every roundtable group and most of the public commentors is this is a good standard.  A lot of what’s in here is really good and the EAC should look at this and see if there’s a way to leverage some of this.

Some other comments we received is not all of this is ready yet, not all of 2.0 is ready to be implemented and to be tested to in that manner.  So there’s a lot of really good stuff in there that we thought we could leverage.

So the next step was looking at what are the possible areas that could be ported into 1.1, what can be used?  And so the EAC and NIST sat down and talked about just in general what areas do we think we can grab from 2.0 and put in there in the timeframe that we’re talking about, meeting the goals which I’ll talk about on the next slide.

After we narrowed the scope into what we thought could be used, NIST began what turned out to be a very difficult process of actually plugging that stuff in.  You know, the EAC not being the ones that write standards thought hey, just plug it in, no big deal but it turns out that that’s much tougher then we certainly made it sound and NIST did yeoman’s work in working to plug those things in.

And just adjusting the differences between 2.0 and 1.1 just in structure and style caused some problems and caused some challenges for us.

And then the final step will be make policy decisions and the EAC will promulgate the final version of 1.1 in the near future.  Like I said, the goal is to get it done in about a year and we’re approaching about a year come January and we’re on track to get that done and to get the standard out there hopefully sometime early next year.

So the selection criteria, how did we determine which portions of 2.0 to grab into 1.1.  The first and most important goal for us and really what spurred this process is what would improve the testing of voting systems and fill major gaps as soon as possible.

As you heard me say yesterday, the EAC has issued 21 requests for interpretation of the standard and a lot of those requests come about as a result of ambiguities in the 2005 and need for clarification for the labs and the manufacturers.

Some of those come about from the EAC issuing it because we saw inconsistency between the labs and even sometimes within the labs in the testing of a certain standard and we said we really need to tighten this up as best we can.

Those kind of ambiguities and those kind of inconsistencies lead to delays and cost in testing and as we talked a lot about yesterday, anything we can do to create better efficiency and save costs while maintaining the integrity of the standard was something we wanted to be able to do and we felt 1.1 was a good way to do that.

The next step was to look at those areas of 2.0 that didn’t need further research, those areas that wouldn’t need to be changed that much in order to be plugged into the 2005 VVSG, that they were ready for inclusion now.

The next and perhaps the most discussed item was those areas which would not require hardware changes or major software changes.  We heard loud and clear from the manufacturers in the roundtable we held with them and in discussions about our testing and certification program that they were tired of the target changing, that they wanted things to settle.

And so our goal with 1.1 is not to create another target for them to meet and to inherently change the makeup of the 2005 VVSG.  It really is to clear up the standard as best we can.

Now there are a couple areas that John will talk about where it is a pretty big change and one of the areas that comes to mind is the software coding but that came about as a result of talking to manufacturers who said listen, the 2005 VVSG coding standards need an update and you can help us with better coding and we created some flexibility in the way that they can code by taking the 2.0 standard and applying it in that way.  So even in that area where perhaps it is a bigger change, it creates flexibility which is a good thing.

So that was a major, major thing for us.  We really wanted to try as best we can not to create another moving target for the manufacturers but instead to improve our testing process.

And then the final one was timeline.  We wanted stuff that could be imported in within a year and not cause major changes in that way so that we could get this out in the timeframe that we laid out.

Like I said, it does us no good if it was going to take us two and half years.  There would be no point to that effort.

So that’s the selection criteria that we used in working with NIST to choose those areas of 2.0 to bring into VVSG 1.1.  And again a lot of the areas we looked at were areas that we heard public comment or comments at our roundtables where people said this is really good stuff that we think could help improve your testing process now and it can help improve the voting systems now that won’t cause major hardware changes and major software changes.

So now John will talk to you about what’s included in 1.1, what we brought over, the specific sections, and then I’ll stay close by to answer any questions.  Are there any questions at this point?

MR. JENKINS:
Matt, Phill Jenkins.  You talked about the 21 on the 13, are there a few extras to come before we do the final version at the beginning of the year?  Are there some more in the hopper, more requests for clarification?

MR. MASTERSON:    There are, yes.  There are I think at least three more interpretations that are in the hopper that have either been sent to our VSCL or manufacturers that are internally being developed by the EAC right now.

MR. JENKINS:
And those will be part of the final draft, the final version?

MR. MASTERSON:    Certainly, yes.

MR. JENKINS:
Is that final plan or does it come out for comment again?

MR. MASTERSON:    No, that’s final, final.  We put it out for public comment already.  We’ll make the policy decision, the commissioners will decide, and then it will be issued in that way.  You know, it all follows the process that is mandated in HAVA with the Board comments.

And actually that’s a really good point.  One of the things we did do was take all the interpretations that we’ve issued so far that are applicable and put them into VVSG 1.1.  You know, that’s a good consistency.  Labs don’t have to constantly be looking at the interpretations and the standard.  I appreciate you bringing that up.

Any other questions about that?  Okay, John.

MR. WACK:    Good morning.  First time I’ve addressed the new TGDC.  I’m John Wack.  I’ll go essentially at a high level over the material, this 1.1 and I’ll be happy to answer any questions.  If the questions get detailed, just as a warning to the rest of the team in the audience, I’ll look your way and see if you can come up.

Now as Matt said, basically the EAC asked NIST to identify requirements in the 2.0 that met the criteria essentially to improve the overall quality and uniformity of testing.  That was the biggest thing there.

And basically requirements that affected the testing process more so then direct changes to the software.  Wouldn’t require hardware changes, wouldn’t require complex changes in software, wouldn’t substantially change the structure of the 2005, make it a difficult and complex procedure to come up with what might essentially be a new standard but could be plugged into it.

And as Matt said, it wasn’t especially easy in that 2.0 is tightly coupled, terminology is used very consistently, requirements are structured in any specific way according to a class structure that are somewhat hierarchal in nature in the way in which requirements apply to voting systems and voting devices.

2005 is looser, more ambiguous in certain areas but to the best of our abilities and capabilities, we think that we plugged it fairly well and adjusted for differences in terminology and so on.

So up on the slide, I’ve got it very high level, the fact that we ported over -- I’m going to use the term ported over.  I may use back ported which is what a number of us use as a term, basically porting material from the 2.0 back to the 2005, creating the 1.1.

So we back ported human factor requirements, almost all of them, a number of the security related requirements that we thought wouldn’t require big changes in software and could be done within a year, and a number of the core related requirements.

Now I’ll just say that the selection of requirements there, at least the way I have them arranged on the slides sort of reflect the old subcommittee structure of the TGDC.  We tended to group requirements in those three areas so basically that explains that.

Essentially we divided things up into human factors, which was usability, accessibility, privacy, and then security and transparency, really security, security related requirements.  And we tended to think of core requirements as everything else basically, (unintelligible), environmental testing, hardware, software coding standards, testing the length of procedures, technical data package, things of that sort.

So starting with human factors, basically the material, this is written for 2005 VVSG and 2005 was almost completely new material in the areas of usability and accessibility.

So lot of work was put into that at that point and the work that was done for 2.0, one could consider it to be a maintenance level upgrade.  A number of things were clarified.  There weren’t huge changes but things were clarified and approved in various areas.

And a couple of things were added in 2.0.  One was poll worker usability requirements and these were requirements essentially aimed at making voting systems easier to use in the field for poll workers, basically easier for systems to be set up, started up, shutdown, various improvements in documentation designed for poll workers.

Then the other big improvement was usability performance benchmarks, basically methods for testing the usability of voting systems in order to determine what in essence is most usable, what in essence is most accurate from the perspective of the voters.

So we were able to essentially port everything over in that particular area to this 1.1 with the exception of the usability of the performance benchmarks.  We continued throughout 2008 and 2009 to do research in those areas.  We did port over the poll worker usability requirements.

So one could consider really that all of the HFP related material in the 2.0 got ported over to the 1.1 with the exception of the usability performance benchmarks.

Questions with regard to that?

Okay, security; in the security area there were some things that were also entirely new to the 2005.  The 2005 did not have any voter verified paper audit trail requirements.  All of that was new.  It was all based on current state laws and other requirements we could find (unintelligible).

And the 2.0 material improved upon that, most notably it took into some events that had occurred in the 2006 elections that pointed out various improvements that could be made to paper records, essentially made them more usable.

One quick one was that some voter verified paper audit trail systems that were used for multiple elections were used in a multi precinct voting center for example, didn’t identify on the paper record which record went to which election so those were relatively simple requirements, simple changes to make in our opinion so that each record has a specific identification of which election that record belongs to.  So things to make the paper records easier to audit.  So those were added to the 2.0.

Moving on, electronic record requirements, we took electronic record requirements from the 2.0 and we back ported those to the 1.1.  Those make improvements in the specificity of what needs to be reported.

Another big change is that it is a requirement that those records be digitally signed by voting systems.  The voting systems that meet 1.1 would be to digitally sign electronic records and those digital signatures would be done with a cryptographic module that would basically certify, be accredited by the crypto module validation program at NIST and would meet the VSPS 140-2 requirements I believe.

And that could be done in software so the 2.0 had a requirement for this cryptographic module, however the requirement in 2.0 was that this be done in hardware, for 1.1 basically could be done with the software cryptographic module.

MALE SPEAKER:
I thought that 140-2 required hardware modules.  Am I wrong?

MR. WACK:    (Unintelligible), could I ask you to comment on that?

MALE SPEAKER:
FIST 140-2 has different levels so it has four different levels of security if you will and the lowest level, lower levels have software crypto modules that can be implemented.  It’s once you get up to levels three and four that do the hardware crypto modules.

MALE SPEAKER:
So which level is this then?

MALE SPEAKER:
This is level one, the least level, so minimal.

MR. WACK:    Any other questions with regard to that capability?

Another item added that is brand new on our system security specifications, basically a number of documents to be produced by the manufacturer essentially to describe how security is implemented in the voting system, the thought being if the manufacturer can put this in one place it will be easier to test voting systems, easier to analyze their security features.

Another change in security, VVSG 2005 had a requirement essentially that did require a hardware change.  It basically said that for the purposes of set up validation, for the purposes of determining whether the software running on the voting system is indeed the software that is supposed to running on the voting system was the software let’s say, that was certified to run on that system.

In order to find that out basically a hardware port, some sort of external interface would be required on voting systems, the idea being that you could cook up some other external device that could interrogate the voting system and basically determine what the software is running.

So you don’t want to trust the voting system to the ported lines on accuracy.  You wanted to have an excellent system so that required a hardware change.

The way that was handled for the 1.1 was to leave that requirement as is but also to add the capability that another way of doing that would essentially would be to require digital signatures on all voting system software and basically with the proviso that it could not be loaded without the digital signature verified and could not run without a digital signature verified.

So in other words the technique for 1.1 is essentially take the code that is certified by the lab, digitally sign it, make sure those signatures are verified all along the way, including loading on to the voting system, and then running them on the voting system.  So another method for doing that.

MALE SPEAKER:
Two questions on this.  One is what is doing the verification, the rom book loader or something else that’s loaded or all along the way?

MR. WACK:    I don’t think we have the rom boot loader doing the verification.  We’ve actually got the crypto module, that would be the application software.

MALE SPEAKER:
It’s not the rom boot loader, it’s not kind of when it goes into memory and that kind of thing.  It’s really about when the software is being installed on the system in the first place.  That’s the level of where the verification is happening.

MALE SPEAKER:
So basically then the software is verifying itself.

MALE SPEAKER:
The selection package is verifying it.

MALE SPEAKER:
Second, what is this being checked against, just as an authorized signature or a digital signature that was previously computer or what?

MALE SPEAKER:
Digital signature is what we’re --

MALE SPEAKER:
You’re actually looking at the actual digital signature against what was approved rather than just the VSCO (unintelligible) authority or something like that?  I’m trying to understand exactly what comparison is being made to make sure that it’s authenticate, not changed, in terms of what exactly is being examined.

MR. WACK:    I guess I’ll ask you to ask the question one more time because I didn’t --

MALE SPEAKER:
Okay.  When you digitally sign something you can say that yes, this is signed by an authorized party or you can say this is not just signed by an authorized but it’s the signature that I expected it to be for this particular release of the software, not the last release or the next release that’s hasn’t been completely verified yet, to make sure that you’re getting what you expect rather then just something signed by an authorized party.

MR. WACK:    I believe we’re looking at this signature from an authorized party.  Is that correct, okay.  Yeah, I don’t think we drilled down farther than that.  Any other questions?

MALE SPEAKER:
Typically in software manufacturing installation there is a master that’s certified and then a certified copy made of that, we call it gold, bronze, silver filed -- you lock one away in our lock, then you compare the silver bronze once it’s been installed.  So I think the manufacturers might do something like that, saying the process doesn’t do that, you’re not doing that but do the manufacturers do that?  I don’t know if you can comment on that.

MALE SPEAKER:
I’m not sure I understand what manufacturers do.

MALE SPEAKER:
When they install the software on the machines, do they compare what’s on the machine to the certified, I’ll call it the bronze copy on the machine is certified against the silver copy that was --

MALE SPEAKER:
Right.  There still are a number of requirements, I believe in the 2005 and I believe some of the newer requirements addressing those, still insuring that only some verifications insure that only authorized software from this discs are on it and no other software could be loaded.

MALE SPEAKER:
My question was is that redone in the polling place ever?

MALE SPEAKER:
I do not believe so.  I believe it’s done only when software is loaded, if an upgrade were done by the county or whatever.

MALE SPEAKER:
And there’s a couple of things we’re missing here.  One is that before you can get a certification number granted by the EAC, the manufacturer through the trusted bill process at the VSTL has to reposit the software and for now I think EAC is its own repository and later it’s going to be the NSRL.  So there is that copy out there Phill, that’s the copy, the gold copy.

And then there is the capability to go back and verify.  Jurisdictions are normally the people doing their (unintelligible) upgrades.  We the vendors don’t really want to be involved in that because there will always be this RO (unintelligible) if we’re the people out there doing the (unintelligible).

So best case, we stand back and help the jurisdiction while they actually do that work and there are jurisdictions, for instance the State of New York, they quarterly take hashes from the machines to make sure that no one has broken into the warehouse, et cetera.

And they are doing pre and post election hashing in the State of Nevada and several places where they’re doing some kind of periodic or event drive or both hash checking of the equipment so that is becoming more, I wouldn’t say it’s a norm yet but it is becoming more and more the practice in the jurisdictions.

MR. WACK:    Okay, and moving into the core areas, down to the last couple of slides here, a number of requirements were moved over, again primarily addressing requirements that affect the testing of voting systems, reliability and accuracy benchmarks that I believe Paul Miller helped us out quite a bit, with the 2.0 were ported over.

The mean time between failure benchmark of 163 hours from 2005 was changed to a different technique.  As we talked about earlier I think yesterday, the volume test requirements were not ported over at that particular point.

Some changes were made in the way in which reliability and accuracy is evaluated based on the performance of the voting system over the entire testing campaign as opposed to just purely on certain particular accuracy tests.

There were some other changes, one that sticks in my memory is basically not using hardware text fixtures on voting systems, in other words not bypassing the key word interface in testing the voting systems but requiring that the entire voting system be tested along with the keyboard interface, things of that sort.

The humidity requirement was basically changed to be an operational humidity requirement.  One of the complaints dating way back in our involvement in voting systems was that basically optical scanners don’t handle basically paper ballots that perhaps at our high levels of humidity can be rather finicky so the test was made to be an operational test.

Various changes in test plans, test reports to harmonize that more with the 2.0 requirements and also with the way that the EAC certification procedures work.

And then kind of at the end, we talked about this yesterday, but we took the test that we had created for the 2.0 and made some changes to them here and there in order to package them for the 1.1, minimal changes for the most part.  And so they can be used as a basis for tests by other voting system test labs.

And I think that’s about it.  Do you have any questions I can answer?  No?  Okay, well, thank you and I think I’m going to ask James Long from the EAC to come up and do kind of breakdown of the comments overall that we received on the 1.1.

MR. LONG:    Thank you, John.  My name is James Long.  I’m a computer engineer with the Election Assistance Commission and I’m going to give you what we received after the 120 day comment period for the VVSG 1.1.

We received a total number of 342 comments.  That’s between letters, comments that were e-mailed to us, and the ones using our online comment tool.  There were 275 comments for volume one and 58 for volume two.  There were a total of 38 commentors.

We received comments from three of our four testing labs, I Data, Systest, and Wiley and one manufacturer commented which was Unisom Systems.  We received numerous organizations that commented or sent letters.  The Secretary of State’s office in California contributed and the Standards Board and Board of Advisors also had input.

The most commented section in volume one was ballot production.  Unfortunately all the comments were for the standard and not for the test methodology which we changed.

So the second most commented one up there which was 528, which is error checking.  The main concern with error checking was that some of the older languages could not meet the standard, mainly comments about how feed does not validate pointers and that is in that requirement.

As far as 1.8.2, which is volume two, they want a better explanation of what a logic error is and what are the repercussions of that as far as the testing practice goes.

Other comments that were not related to 1.1, there were numerous comments about OEDC which is open ended vulnerability testing, software independence, and it was proposed several times to remove the discussion sections out of the standards and actually just put those into a containing document.

And I think that’s it for mine.  Any questions about the comments?

MALE SPEAKE:
I have a question.  Are the discussions primarily what I call non-(unintelligible)?  In other words they not official, they’re like educational assistance information?  Is that what that means by discussion sections?  Do you know?

MR. LONG:    I’m not sure (unintelligible).

MALE SPEAKER:
Typically when a standard or a guidelines is published there is the shall and the shall not, the official, and other editorial type discussions that are what we call non-(unintelligible) so that’s the part that’s -- okay.

MR. LONG:    Yes, sir.  Okay, thank you.

MS. GOLDEN:
My wheels were turning.  I almost feel like I need to respond to some of those discussion sections in terms of the accessibility standards.  In some of our minds at least, it actually undid the standard.  I don’t know how else to say it other then to just say it that way.

So it was here’s the standard and we understood it to mean one way and you’ll understand this in the 508 kind of discussion, and then you read the discussion and it was like, well, for example you could do this to meet the standard and we were saying, no, that doesn’t meet the standard.

So yes, it was sort of just extra discussion information but sometimes it was terribly important information because it was shifting the whole concept of the standard.  So I don’t think you can say it was just extra proforma.  Sometimes it was substantive, those discussion pieces.

MALE SPEAKER:
So now it’s been removed?

MS. GOLDEN:
It has not been removed.  It’s just (unintelligible) policy decision for the EAC to make.

MR. MASTERSON:    Thank you Diane for that.  Anymore questions?

DR. GALLAGHER:    Any other comments or questions?  So this is good for us because once again we’re ahead of our schedule but as I said I’m anticipating like yesterday when things get interesting we will -- so let me propose that we get a head start here on the VVSG 2.0 discussion rather then taking just an early break and that will let us set the stage.

We’ll have Matt and James Long come back and start us with that discussion.  We’ll take our break closer to 10:00 a.m. and then have the time to really have some discussion on this topic.  Welcome back.

MR. MASTERSON:    Thank you.  So now we’ll get into a discussion of VVSG 2.0 and sort of the plan moving forward with VVSG 2.0

I don’t have any specific slides for you.  I’ll just describe for you the process that we’re going to take and then we’ll get into this discussion of the substantive taskings I think and the nature of the taskings that you were given.

So VVSG 2.0 was given to the EAC in August of 2007 as I said before.  The EAC upon receiving it put it out for 180 day public comment period.  James will describe to you again the nature of the comments and the background of the comments but it was a nice long public comment period.

During that 180 day comment period we held a set of seven roundtables that I think a lot of you participated on.  The roundtables were with every major stakeholder group that we could fit in there, accessibility, usability, manufacturers, VSDL, computer scientists, election officials.

We did an inter-disciplinary roundtable at the end where we took members from each one of the other roundtables to have sort of a wrap-up, where do we need to head, what was common throughout the groups.

The feedback for those roundtables was invaluable.  Those conversations we found to be incredibly informative as to the nature of 2.0, what was good, what needs some work, and it really mirrored the public comments.

When we completed the 180 day public comment period we went back and began looking at the public comments and it was remarkable how much the issues had already been identified in the roundtables with the various groups.  So that was a good sign for us.  It was clear those areas which were of concern and those areas which people felt very good about and felt like the standard was ready.

As a result of those roundtables as well, as I mentioned before, VVSG 1.1 and the concept of revising the 2005 VVSG came about.

So now with VVSG 2.0 we began the process after the 2.0 comment period ended of resolving those comments and the first places we started were those areas where we’re porting material from 2.0 to 1.1.  So at least a substantial chunk of 2.0 has had comments resolved to it as a result of the work that we’ve done with 1.1.

Our work will continue in those areas which weren’t ported over to resolve comments and make sure that every comment is addressed and we’ll publicly post resolution to all the comments as we did before.

While we’re doing that and preparing those decisions it’s envisioned that you all will begin work on those areas which Commissioner Davidson tasked you with yesterday.  It’s our hope and we’ll see as the work goes on, that that work which Commissioner Davidson tasked you with yesterday can be included in VVSG 2.0.

As I stated before, the goal of VVSG 2.0 is to set the standard for the next generation of voting systems.  It’s not intended for the systems that are out there now or even designed now.  It really is intended for the future of voting systems so in that sense items like common data format seem appropriate to be included so that we can get ahead of that curve and really set the standard in that way.

So as you all are working on that we will be resolving the comments and working with you to see how all of these fit in to VVSG 2.0.

The goal is not based on time.  The goal is based on getting a set of testable requirements for the future of voting systems out to stabilize everything for us.

What we’re hoping is that VVSG 2.0 in its form as a total rewrite from the 2005 can stabilize everything.  We can point to it and say okay, for awhile this is what the standard is going to be.  We know we’re going to have to do some interpretations, hopefully not as many.  This is what you designed to, this is what you’re going to test to, this is what you’re going to use.

And so that was part of quite honestly the effort that we put into 1.1 so that we could take our time with the standard.  We don’t have the same time constraints that we had with the 2005 VVSG and we want to get it right so that we can stop that moving target as I mentioned before and really have something for the manufacturers to really strive for in their design and implementation in that way.

So with that said, it’s important to also know that once we get the work that you all do and bring it into VVSG 2.0, we’ll put it out for another public comment period of at least 120 days.  It has to go in front of the Standards Board and Board of Advisors again.

We will resolve all of those comments.  Policy decisions by the commissioners will be made and then we’ll issue the final version.

So we’re working on the EAC’s draft version now.  We had the TGDC’s draft version before which we didn’t change when we put it out for public comment.  So now what we’re working on is the EAC’s draft version which will also go out for a public comment period.

After it’s adopted it’s important to remember also the time periods that will be needed post adoption for things like the manufacturers to design, create, and manufacture the products.

We also need to reaccredit our voting system test laboratories to that standard.  They don’t have accreditation to this new standard and that takes some time.  NVLAP is going to have to go out and visit them and accredit them in that way and then we will so that’s going to take time.

And it’s going to take time to actually get them to the marketplace and for jurisdictions to have the money to purchase them.

So this is looking down the road quite a bit and the EAC in working on 1.1 and 2.0 and is trying its best and it’s hard with obviously 50 states plus territories to (unintelligible) up with -- hopefully jurisdictions need some purchasing.

You know, we hear life spans between seven to 15 years, sometimes longer than that, and we’re trying to be mindful of that so that these new systems can be ready when jurisdictions actually need them and we know that that is going to be tough but we have tried to have those conversations and meet that goal.

So that’s the nature of the work on 2.0.  That’s why you were tasked with the taskings you were.  They come about directly from public comment and our roundtable discussions.  That’s where those topics came from as well as our Standards Board and Board of Advisors comments.

So with that I’m happy to answer any questions on the plan for 2.0, the work we’re doing with it, or any of the other issues that that brings about.

MALE SPEAKER:
(Unintelligible) keeps revisiting this issue.  I’m perfectly clear on 2.0 but I’m still not completely clear on this 1.1 and the extent to which that’s done or this body has really nothing to do, that our focus is on 2.0.

MR. MASTERSON:    Yes, that’s correct.  1.1 is not done.  There are still policy decisions to be made with it but we’ve completed the public comment period.  We’re resolving those comments, creating policy decisions for the commissioners, and it’s our goal to have it completed at the beginning of next year.  So it’s basically done.

MS GOLDEN:
You probably know where I’m going with this question.  Is there some sort of public information on the three accessibility issues that are stuck in my craw that I know the Board of Advisors dealt with since almost all of 2.0 was “back ported in”?

I mean that was a major overall between one and VVSG 2005 and 1.1 and obviously like I said, there’s two or three just major accessibility issues with the old standards and the way the test labs implemented them or interpreted them that we really need to clean up on.

And I know the Board of Advisors spent a lot of time drafting stuff but I’ve not seen anything, I have not seen that back side.  So I guess what I’m saying is my comfort level is still a little off about the fact that we’ve got that nailed down and we’re going to resolve that once and for all.

MR. MASTERSON:    Sure.  I would tell you that no policy decisions have been made on those issues and that they remain and I’d encouraged you -- you know, that’s something that we would need some -- but no, those decisions haven’t been made yet and those issues obviously we’re taking into account, the Standards Board and Board of Advisors comments and we’ll have to resolve those one way or the other.

And so again I’d encouraged you if those are issues you’re concerned about, certainly that’s something we’re interested in receiving comments.  Again, there’s nothing wrong with forceful re-commenting.

COMMISSIONER DAVIDSON:
Well, one of the things though that we need to be aware of, our comment period is over and if we opened up the comment period we’d have to open it up for everybody.

So our comment period is really over with and the last step of it has taken place.  You’re going to have to hang on just a little bit I guess before you know the outcome because I’m only one commissioner.  If somebody wants to take my place about now, you see that we’ve got a big (unintelligible) job ahead of us, but just hang on for a couple more months.

MR. MASTERSON:    I guess by comment I meant in this setting as the TGDC, certainly this would appear to be an opportunity if the TGDC wanted to make a point to us.  You’re right Commissioner Davidson, the comment period is over.  Yes, Mr. Gardner.

MR. GARDNER:
I have the same concerns.  And I appreciate the fact that the comment period is over but during our Board of Advisors meeting, you know, just a simple thing like a phrase dealing with blindness for example, and there are a lot of other disabilities and usability issues, I appreciate that, but one of the things that the Board of Advisors did take specifically and pass at our last meeting was the use of non-visual access as one of the things that would be tested.

I didn’t see that in the rewrites.  Is it there or we just haven’t had a chance to do that or follow-up on that, or where are we?

MR. MASTERSON:    Those decisions haven’t been made yet.  We got the comments by the Standards Board and Board of Advisors just like we got the comments from the public and now we have to take those and either incorporate them into the document or the commissioners need to make a policy decision not do that.  And so that’s an example, that’s an issue that hasn’t been resolved yet.

What you saw out for public comment, what the Board of Advisors commented on has not been publicly changed yet.  You haven’t seen the changes made as a result of the public comments including the Board of Advisors.  Anymore questions on that?

FEMALE SPEAKER:
But we also have an opportunity today to make some recommendations to the EAC that they task NIST with certain things, that’s still in the works, is that correct?

MR. MASTERSON:    With regards to 1.1?

FEMALE SPEAKER:
Yes.

MR. MASTERSON:    Sure, you can do what you need to.  Our goal again is to get 1.1 done in the time period that we laid out, the one year time period, and as I said, the point we’re at now, we’re resolving public comments but certainly if the TGDC felt that was something they needed to do, who am I to tell you not to do that.

COMMISSIONER DAVIDSON:
I think the question though as I gave the task, it was to the 2.0.  I mean our goal as Matt has said very eloquently is trying to get the 1.1 finished and the only thing that we’re waiting on is the resolving of the comments that NIST is working on and getting them to us, we’re hoping the very first part of January, so that we can make our decisions and finalize it in February or March.  So 1.1 should be finished within just a couple three months.

So 2.0 is where we need all of the additional work that we want NIST to do.  I know that NIST is already working I want to say for instance on UOCAVA. 

It is my feeling that we still really need to press forward on that issue and speed things up as much as possible, particularly with the recent passage of the MOVE Act.  So if there’s something -- I think that this committee needs to encourage that, to move along with it farther.

And I understand where you’re coming from and I guess I also want to say I appreciate that but the 1.1, if we finalize that, it doesn’t stop us from working as quickly as what this group wants to or while they want to proceed with UOCAVA.

And I see that that can even be something separate because that is -- it doesn’t even have to wait until 2.0.  I don’t know what the timeframe will be and obviously I’m not trying to set one but it can be a separate issue because the law has separated that basically with the MOVE Act and everything else.

MR. MASTERSON:    The UOCAVA guidelines I think are envisioned to be separate set, separate from 1.1, separate from 2.0.  That’s a separate mandate on us with a separate set of guidelines as far as the UNOCAVA goes, yes.

MS. GOLDEN:
I promise, one last comment on 1.1.

(LAUGHTER)


MR. MASTERSON:    I’m happy to answer the questions.


MS. GOLDEN:
My only statement is, and I think I’m doing this more for the record, the issues in accessibility again since we had 2005 and then it was awfully vague, vague and ambiguous in an awful lot of places, and then we had 2.0 and we ported most of it back in terms of the usability and accessibility.

In those areas in which there was gross ambiguity, there were interpretations that varied and if in your 1.1 you are clarifying those in a way that appears to the disability community to have rolled accessibility back, it is going to be a very difficult policy decision for you to make.  And I’m just laying that on the table.

That’s the problem with having an ambiguous standard to begin with.  If the community interpreted it to mean this and other people interpreted it to mean a whole lot less and when you clarify, if you roll way back, it is going to be a very difficult thing to explain and deal with in terms of a public policy.

So I just lay that on the table and caution you.  There are about three of them that are really, really of that ilk.

MR. MASTERSON:    I appreciate it.  Thankfully it’s not me making that decision.

DR. GALLAGHER:    I’m actually glad to hear this discussion because what I was learning about this I was asking the same questions.

The 1.1 as I see it has now moved in front of the Commission and that’s really what we’re experiencing right now is that our input in fact was the basis, the 2.0 was the basis here.

There’s the public phase of their deliberation that is somewhat over.  The comments have been received.  They have all of that in front of them but have gone into this pre-deliberative step where we don’t know what’s happening.

It seems to me the big impact on us is when 1.1 comes out it influences or could influence since 2.0 is still open, how we think about that, about how we drive it.  So the main vehicle for how we at least in this context provide input to the Commission, and including how we charge NIST with how we want them to focus on things, will be in the context of 1.1 as it relates to 2.0.

And I think the timing of our next meeting is probably such that we will have seen that action by the Commission and I think that will be a major topic to see, at least that’s my impression.

We’re going to take the break early but I do want to ask James to come up again on the public comment portion.  And then the reason were going to break early, you’ve heard the shutter clicking.  They’re going to ask us also to get together for a formal picture in front of our break and I don’t want to eat into everyone’s break period so we’ll break a little bit early for that.

Let’s go ahead and take our break now and do our picture and fix our technical difficulty and move on.

(BREAK)

DR. GALLAGHER:    Before we resume our agenda, we’re going to pick up our discussion and some might argue given our charge, it took us a day and half to get to the meat of this as most of our charge was about VVSG 2.0.


We have a very busy session over the next two hours looking at these specific areas of the standards area that is actually still open and where EAC has specifically charged us with beginning to develop guidelines.


I’m going to float something that you’ll see explicitly after lunch but one of the questions has been how do we in our resolution address getting to work, starting from a dead stop in this case.

We don’t have a lot of specific work product in terms of what these guidelines are going to look like and yet the EAC has given us a very explicit list of activities where they want to see continued development.


And this is where I think we can exploit this relationship between this committee and NIST that was put in the statute and what I’m going to propose is that a resolution basically from the TGDC to NIST directing NIST to establish work activities in the areas identified by the EAC and that we provide an explicit mechanism for members of the TGDC to work with NIST in those areas.


I want to make sure that this is participatory at your level even when NIST is working on developing this so that we can benefit from your expertise and your input.

The benefit of that is that it allows you to sort of break in and dive in deep in an area where you have a particular interest, you can cover as many or as few as you want, and yet as a full committee we benefit from the work output when it comes back to us at the next meeting as a proposed set of guidelines or something that we’re looking at, or a progress report or some issue that’s coming up.

If we do that it means that we can cover a lot of the immediate charge with that one simple resolution but there are areas where we have very specific input that we want to give and we can address the whole set of resolution statements that we might want to teak or dig in deep on a particular issue.

So that’s just food for thought.  I’ve asked Marty to sort of think about that and draft up some actual language we can look at after lunch so if you have any thoughts on that please share that with Marty but that’s one way we can try to address this fairly explicit but broad charge and provide a way where you can actually work on the technical realization of that charge.

Any quick thoughts on that?  Very good.  So let’s jump back in.  James, we gave you a break.  You were loosing your slides.  Did we find them?

MR. LONG:    We have them now.  Thank you.

I’m going to go over the 2.0 just like I did for 1.1.  There are a total of approximately 2,355 comments for the 2.0.  It was open for a 180 day comment period so we had plenty of time for comments.  That included all letters, Standards Board and Board of Advisor comments as well.  There were approximately 974 different individuals that commented or different organizations.

The most commented on sections was pretty much chapter 2.7 which encompasses most of what you see up there.  That is all on software independence.  There were over 800 total comments related to software independence.

Chapter 2.1 was structure environment and the next closest commented on chapter was the introduction to chapter one which had 25 comments and most of those were on software independence.  They were just out of place.  So to say that software independence was the main theme of the comments would be very accurate.

We had seven roundtable discussions on these standards.  You can read the list to go over it.  VSTL, Voter System Testing Laboratory if you need that acronym.  The things that came out of these roundtables were software independence, a common data format, accessibility, registration databases, equal and open-ended vulnerability testing.

Mainly on software independent, people comment that there needs to be an alternative to paper which is actually not what the comments said on public but (unintelligible) said that which is it would be cost prohibitive to have paper.

As far as the open-ended vulnerability testing it was commented that the cost at least from our lab, meaning it was that the cost might outweigh the benefits to have it open for that long, where are you going to set the bounds and similar things of that nature.

A common data format, they were actually very supportive of that.  They thought that it lowered the cost and opened the market up for maybe even component testing.

I think that’s pretty much the overview of 2.0.  Any questions?  Yes, David.

DR. WAGNER:
James, you mentioned some statistics, the public comments, in particular the most commented on sections, could you summarize for us the substance of those comments?  Could you say anything about that?

MR. LONG:    At least for software independence most of the comments were unfortunately not useful.  They were mainly comments saying we are in support of software independence or software independence is a must, you know, paper is the way to go.  You know, comments along those lines.  I really didn’t read much into the comments that were other than just pro of software independence.

Some confusion over definitions, what software independence means.  Maybe we need to define that a little more, what we consider software independence.  Comments along those lines.

Any other questions?  Thank you.

MR. WACK:    Thank you, James.  I’m John Wack again and what I’m going to do is go over six areas of research that the EAC requested of NIST, so just a very brief amount of background.

So the TGDC in effect delivered the 2007 to the EAC in August/September of 2007, and then NIST from that point on did a number of tutorials, meetings with the Standards Board, the Board of Advisors, subgroups of those committees, and then we had big meetings I think in December of 2007 if I recall correctly.

And the Board of Advisors and the Standards Board put together a number of resolutions basically with regard to the 2.0 at that point and the EAC went through those and coalesce them and essentially in 2008 sent a letter to NIST requesting that we do research in six different areas and that’s really what I’m going to talk about.

Now Commissioner Davidson gave a charge at the beginning of yesterday’s meeting and I believe that that charge basically incorporates the first four or so of the items I’m going to talk about, and the other two, I’ll talk about in a little bit more detail.

Those first four, I’ll give a very high level overview of and then other people on the team are going to come in and talk about those in more detail.

So I’ve essentially talked about the first slide here.  The only other thing I’ll mention is that we did write a report on that and the URL is up there on that slide so it’s a report that’s available out on our website which I encourage you to take a look at.

I think also somewhere in that charge was the idea of using our research potentially as a starting point for continued research in those areas.

So the six items, alternatives to software independence that retain the same basically levels of auditability, the same degree of security, standards for Ballot on Demand systems, impact of the VVSG on both icon systems, whether both icon systems would be considered conformant to the VVSG.

The fourth item, ramifications of separately testing and certifying components as well as requirements for inter-operability and that led into a common data format.

The impact of the VVSG on early voting or vote centers, does the VVSG anticipate equipment being used in early voting or vote centers.

And the last thing I’ll talk about when I get to it, alternatives to goal level requirements and I’ll tell you what goal level requirements are.

So the first one, alternatives to software independence, basically the tasking was retain focus on the security verifiability and auditability that the SI requirements have in the 2.0 and what other source of alternatives might be available that have the same focus that potentially don’t use paper records or use paper records in more limited ways.

What I did was include a slide on software independence.  It can be defined in many different ways.  One way of just defining it is saying it’s essentially a concept.  Accuracy of the election doesn’t depend on the voting system software working without error.  In effect it really focuses on the accuracy of the electronic ballot records.

There are other parts of the voting system of course that you might want to focus on as well.  You want to make sure the ballot definition is done properly, and the ballot presentation is done properly, and security issues in there as well as usability.

The SI tends to focus primarily on the accuracy of the electronic ballot records and in practical terms what it really means is that there is an audit record, some sort of immutable paper semi-permanent record that can be used to conduct an audit on the electronic voting records.

And the last bullet, essentially those systems that would be conformant today right now would be those that use paper, op-scan systems, voter verified paper audit trails.

Nelson Hastings we’ll go into this in more detail.  The current analysis is that alternatives -- some are alternatives and NIST held an end to end voting system workshop but there certainly would be more increased design development cost issues with regard to testing other aspects of the VVSG that would be affected certainly in the areas of usability and accessibility.

With that, the second item, Ballot on Demand, basically devices that can print ballots on demand in use in elections.  You could consider electronic ballot printers that are out today as a form of the Ballot on Demand device.

And essentially NIST to research the feasibility of including more requirements on Ballot on Demand devices, one question being does the marketplace offer a fairly robust and complete set of offerings in that area or do we need to do more research to come up with -- you know, just basically what do we mean by Ballot on Demand, what should it encompass.

Vote by Phone systems, the research there was basically again, Vote by Phone today, will they be conformant to the VVSG.  I think that our research focused, and I want to read something from the document here, basically whether existing Vote by Phone implementations could conform as an accessible voting station under the VVSG.

And two, whether a Vote by Phone implementation could basically be conformant for general purpose voting.  So those two issues were addressed.

Area four, separately certifying component and inter-operability broke down into a number of different questions.  Develop a feasibility study and the ramifications of the EAC doing something different in its testing and certifying program, essentially testing and certifying individual devices as opposed to the voting system as a whole.

What sorts of requirements for inter-operability would be required, what would that involve, and then NIST to do some research on whether some sort of a common data format could be required.

Very briefly in this area, it certainly would be a change in Philosophy in essentially certifying individual components and it would affect many areas, the standards, EAC kind of procedures, and certainly test lab processes.

And there are a number of issues, a number of obvious questions right off the bat, which components are we talking about, which sort of devices are we talking about.

The biggest potential question is, how do we insure if we certify a bunch of different devices that they still all work together, you know, formally, so you can’t get away from needing to test the entire voting system.

Inter-operability, as I said what are we talking about here, what sorts of devices do we want inter-operability between.

I think this really bleeds more into the question of a standardized data format.  We’ve talked about that so far and Ben Long is going to go into that in more detail.

We had a common data format workshop recently at NIST and pretty much there was a consensus that this is an item we need to move forward on fairly quickly.  And having a common data format moves us towards inter-operability among devices and between devices.

The big thing there is that the common data format itself has to support inter-operability, it has to be very well specified, robust, simple, not subjected to, to much ambiguity, updated very carefully.

Area five and area six I’ll go through pretty quickly because those were relatively easy.  Early voting and vote centers, the question there was did the VVSG 2.0 anticipate voting devices being used for early voting in vote centers.  The answer is yes.

Essentially the updates to the voter verified paper audit trail requirements did essentially come about because systems were being used in vote centers for different elections so a couple of changes there.  So the answer there is yes.  No real change is seen, no impacts.

Goal requirements, the last item, a goal requirement, well, a lot of the requirements in VVSG 2005 and the 1.1, those that are common between 2005 and 1.1 are goal requirements in a sense.

Goal requirements could really be considered requirements that may not be stated explicitly.  They can be somewhat ambiguous.  They can basically establish a goal for a manufacturer to meet but it may not be proper at this particular point in time to go down further and specify specific requirements that may be guiding the marketplace in a way that we aren’t qualified to do or could restrict innovation, things of that sort.

We have some requirements in the 2.0 that are of the form should, like voting system manufacturers should use a common data format but at that particular point in time we couldn’t put in specific requirements for that common data format so promoting something but we aren’t specifically saying exactly how to do it, how it shall be tested, but it’s noticed out there that it is coming.

Some of the given factors related requirements basically are performance related requirements.  They require a performance and to understand the requirement you need to understand the test method and test protocol and it also requires some amount of expert analysis, qualified testers who are experts in that field who can come up with results and repeatable results.

Our analysis really is that this may not really be the issue that it was initially identified as.  Initially there was a concern that these requirements were not testable, weren’t especially useful.  Our analysis was that many of these requirements are fine as is, that it isn’t really much of an issue.

Any quick questions before I turn it over to other people on the team to go into more detail?  Basically presentations to follow will have alternatives to software independence and updates on the end to end voting system workshop with Nelson Hastings.

Presentation by David Flater following that on auditing concepts, and then Ballot on Demand requirements and Vote by Phone.

And update by Ben Long on the common data format workshop and common data format requirements, and an update from Sharon Laskowski on usability, accessibility research.

Okay, with that, thank you and I will turn it over to Nelson.

MR. HASTINGS:    Good morning.  I’m going to talk a little bit about research we did in response to resolutions by the Standards Board and Board of Advisors in relationship to alternatives to software independence.

This talk is going to actually be interesting because I’m going to talk a little bit about what is in the report, what was classified in the report, and then another one of my colleagues will be going over some additional thinking that has been done since the report has been released.

As John said, the motivation was to look at alternatives while retaining security, verifiability, and auditability of the system.

Issues that were raised in relationship to software independence is that it was too limiting in allowing innovation in the voting technology space as well as usability issues, repeating usability and accessibility.

So what we did is we looked back at things that were discussed before software independence was actually put into 2.0 and looked at what those different things had in common and the common thread was auditability.

So we looked at placing auditability as the overarching requirement as opposed to software independence.

What this does is it moves the focus towards trustworthy records and then allows reliance on software based on trust of the audit record itself.

So how is this achieved?  How can you achieve auditability?  You can achieve it through software independence either through IVVR independent voter verified record, such as ERE with EV patched opt scans, that kind of situation.

A new type of voting system, protocols that are coming around, end to end systems, and I’ll talk a little bit more about that, but those are really a researching subject at this point.

Independent verification systems that produce multiple records, some can be electronic, some can do paper -- all can do paper.  It creates multiple records and a secure audit port which is really a technique for designing the voting system to be auditable as opposed to a specific voting system itself being auditable.  Go ahead, David.

DR. WAGNER:
Nelson, I wonder if you could comment on what you mean by auditable.  I know what I might mean by auditable, for instance I might think that auditable means a voting system.

It should be possible to verify that the election outcome was correct.  It should be possible to verify that the machines worked properly.  It should be possible for an election observer to be able to do that and to gain confidence for themselves that they shouldn’t need special expertise.

But I’m wondering if you could say what you mean by auditable.  It’s kind of a broad phrase.

MR. HASTINGS:    From my perspective auditability, and this still needs to be codified, what is meant by auditability, this would be some research that has to continue and David is going to talk a little bit about that, but from my perspective that the voting system needs -- the election needs to be auditable in a sense that election officials -- at this point I don’t really have a good definition actually.  I’m going to stop at trying to make one up at this point.

DR. GALLAGHER:    I’m going to ask you to hold that thought until later because this comes back to this point that we’re talking about technical implementation of performance standards and those performance standards have policy implications actually.

So what do we mean when we say auditability requirements, or security requirements, or accessibility requirements?  There’s a back and forth there and I think that’s a really important point that we’ll come back to.

MR. HASTINGS:    This next slide just kind of shows the current state of 2.0 where auditability is at the root of the tree and you can achieve that through independent voter verified records as well as through the innovation class.

And I’ll talk a little bit about the innovation class because that’s an artifact of 2.0 where in 2.0 we have a class structure and if we as a device couldn’t fit into that class structure, this innovation class was there as a holder in order for a way to include new and innovative technology into the standard.

The proposal is to go with auditability as a root of the tree and then off of that root you’d have software independence, other options such as independent verification, secure audit port, as well as the innovation class.

And I forgot to mention that the innovation class, you could look at the EAC’s pilot project certification as a prototype for that innovation class and how that innovation class might be implemented.

Some possible ramifications are, you would replace the SI requirement and you’d have to create some requirements for auditability in 2.0.  It’s unclear what those auditability requirements should be for the VVSG and it’s unclear on the impact that those will have on the cost in the development and testing of voting systems.

Other areas that this may impact that need further study are usability and accessibility, and for all the alternatives that we’ve mentioned so far, research needs to be done.

So that’s kind of where the report left off.  It said there are some avenues that need to be explored.  We can explore that.  And that’s where the report ended.

We did some work on end to end voting systems.  We held a workshop that brought together security, usability and accessibility folks as well as the election community and the purpose was to define what an end to end voting system is because there were a lot of different definitions of what an end to end voting system really was.  People were saying different things.

So what we tried to do was convene a workshop to capture that meaning as well as identify desired security properties and discuss the usability and accessibility issues related to that.

The outcome of that really was that more research needs to be done in this area.  The plan is to develop a white paper kind of capturing the definitions that came out of that workshop and publishing that somewhere so that it’s a stake in the ground at least for the definition of that.

The reason this slide is here actually is that all of the other alternatives I think will have to go through a similar type of process.  What is the definition of an independence verification system?  What is the definition of a secure audit port on the system?

COMMISSIONER DAVIDSON:
Nelson, when you talk about more extensive research needs to be done in several of these different areas, what kind of a timeframe are you talking about, a month, three months?

MR. HASTINGS:    I’m talking long term so to me long term is two to three years plus.  And the example that I’ll give for this is, there was discussion when I guess 2005 as well as 2.0 was being done related to independent verification systems and we churned for many months, many months churning on that trying to figure out how to define that and essentially threw up our hands at that point and said it’s too difficult at this point to do that, we would need to research, and given the time constraints that we had for development of the 2005 and 2.0 we just left it at that.

So the reason I say two to three years is just because it’s not going to be done in six months and maybe not even a year is what I would say.

COMMISSIONER DAVIDISON:
I guess my question is though, when you do this to write testable standards, should they be written where anybody can develop to -- I mean open enough where it allows to have something besides paper right now as we are talking in an SI, and there was concern about why it ties it to one type of technology?  Can it be written to where we can do something like that and move forward?

MR. HASTINGS:    I would say yes, that you could do that.  I would have to think about it a little bit more in terms of getting specific on that.

COMMISSIONER DAVIDSON:
And obviously I’m not trying to stop the research in the future.  I think that’s always important so I don’t want you to think I’m trying to --

MR. HASTINGS:    Well, one of the things that could happen is that you could do these preliminary workshops or whatever and agree at least on a definition or what the properties or performance that these types of systems need to have and just leave it at that point, and then that may be a lot shorter timeframe but it’s still not a month or two months.  It’s more like --

DR. WAGNER:
To contribute to the discussion, Dave Wagner here, I thought I’d mention a little background about some of the thought process that TGDC went through in I guess 2007, primarily when considering the software independence issue, in case its helpful to kind of ramp up the committee.

At that time the issue was first primarily considered in the security and transparency subcommittee which looked at many alternatives including both software independence as well as software dependent systems, such as independent verification, also sometimes called independent dual verification or dual witness.  It’s been under a couple of names.

These alternative approaches were considered at quite some depth as Nelson mentioned in the security and transparency subcommittee.

The key point from my point of view, the challenge was writing testable requirements.  The testable requirements would have a code phrase explaining what I mean by that.  That means writing requirements that A, could be tested by the testing labs, and that B, were sufficiently complete that a system that met those requirements would meet the auditability, and transparency, and verifiable, and security goals that the subcommittee had in mind.

So after considering a couple of these alternatives, in the end the subcommittee’s recommendation to the TGDC was to go with the software independent path because my perspective, we didn’t know how to write testable requirements for software dependent systems like independent verification or audit port systems.

And this was certainly a controversial issue, probably one of the most controversial.  It generated some extensive discussion.  The TGDC in the end approved the security transparency subcommittee’s recommendations but I guess we now have our marching orders that we’ve been overruled by a higher authority and so we now need to carefully go back again and look again at some of these alternatives as I understand the tasking that we’ve been requested to look at.

So I think that one of the starting points could be some of the discussion and analysis that the security transparency subcommittee has at that point, and just to let you know what to expect, I think the testable requirements will be one of the challenges that we’ll have to look at.

MR. RAGSDALE:    Nelson, Russ Ragsdale.  You know, I’d seriously comment David, I guess insuring my perception working with the Standards Board, I’m not really sure that the resistance was to the concept of software independence.  It was more that the only alternative seemed to be paper and the only solution, the only way to meet software independence currently known is paper.

Nelson, in your workshop did you come up with a working definition, I don’t want to get hung up on definitions, but a working definition or a industry standard definition of end to end because we’ve heard that term thrown around a lot and it’s a little difficult to explain.

MR. HASTINGS:    We’re still in the process of synthesizing the information that was gathered at that workshop and I mentioned the white paper that we would like to publish somewhere to put a stake in the ground, and that white paper is my vision of what the definition will be.  That white paper will contain that.

MR. RAGSDALE:    So I guess what I’m hearing from you is that you did not come up with a draft definition of it.

David, you had a good start on a definition of auditability.  Do you have one for end to end?

(LAUGHTER)


DR. WAGNER:
Dave Wagner.  I probably don’t have a formal definition of end to end.  Generally the way I think of that is there is a (unintelligible) of research that looks at sophisticated cryptographic techniques to try to provide end to end verifiable of election results.


And what they mean by end to end is a way to verify the working of the entire system so that includes both the technology as well as many of these research systems are also trying to provide a way to verify some of the procedural aspects as well.


So many of the research systems that have been currently proposed, the form they take, they look something like voters receive a receipt or something like this that does not indicate, does not reveal how the voter voted so it doesn’t create risks of coercion or undue influence but it does allow the voter to then later check through some cryptographic procedures that their vote was recorded correctly and was included in the tally.

So I would classify all those end to end systems as another example of a kind of software independent system that’s different from anything we have today on the market but that’s a promising future technology direction.

MS. MCGEEHAN:
Ann McGeehan.  One question I have, and I guess this is kind of like the scope of this committee, but obviously the version 2.0 requires software independence and defines what software independence is.

Can this committee revisit that?  I mean if the goals were to get at a completely auditable system and we need to define that, are we stuck with that definition of software independence or could we redefine that so that maybe it would give us a little more flexibility in the vendor community to create some more voting systems?

I mean where we are right now is kind of stagnation.  I don’t know if some of that might be because obviously it was a hard fought compromise to come up with software independence but if the goal was auditability could we maybe try that again or redefine it?

DR. BELLOVIN:    Steve Bellovin.  I think that the question of definitions is very, very crucial here.  I’m not going to speak to this particular one.  I’ve never tried defining anything.  I often find that when I personally can’t write down a definition of something I’m working on, it means I don’t really understand what problem it is I’m trying to solve.

And you can argue, it’s not a question of precise wording but having a pretty good definition shows us where we’re trying to go. 

My personal working definition, again, I haven’t thought through this.  I’m not going to try -- I want some way to help the (unintelligible) independent, without regard to the software that is chronically in the machine.

There may be plenty of other ways to do it.  I’ll give a bad example.  I’m not seriously suggesting that this is the way that we should design voting machines but (Unintelligible) I noticed is wearing a tie today with a picture of the space shuttle on it.

Oh, yeah, I happen to like the space program but the software design for the space shuttle is actually a model of how to do things, even the Rogers Commission Report following the loss of the Challenger, praised the software.

What they did was among other things they had independently programmed computers that were looking at every input and responding to every output and comparing the two and taking certain collective actions.  Actually there were five computers, four identical and one different to guard against bugs.

Now anyone who is in the software reliability business knows that (unintelligible) impossible to make the same mistakes in two independent versions of the code, programs remarkably consistent in their mistakes, but it’s the type of approach where the machine doing the recording is not the only one you’re trying to trust and again there are plenty of other things we can think about and talk about but that’s my (unintelligible).

And by the way, when I say it’s -- I’m not even worried about security.  I worry much more about buggy code.  We have many examples of buggy code in the DOE space and you know how serious the bugs will be or are or have been.  And that’s the real concern I have.

COMMISSIONER DAVIDSON:
If I could answer Ann’s question.  This is Donetta Davidson.  In answering Ann’s question, this came up in the resolutions by our Board.  This also came up in our roundtables and yes, this is an open discussion and it can be revisited.  Everything that we’ve tasked you with in considering is open for reconsideration.

MS. GOLDEN:
I was just going to suggest that one of the things I think we need to throw in that mix, because again I feel like the wet blanket because accessibility comes in like that after the fact, oops, and the whole end to end concept when you start talking about handing voters a slip of paper, okay, we have major access problems being created you see, and the poor end to end folks, they were going oh, man.

So to the extent you can build the verifiability, auditability without it being voter dependent, and I mean I’m saying that in all seriousness, but the minute you are relying on voters then you’re relying on voters with disabilities and functional limitations and you have got to consider all those accessibility issues all over again.

So just throw that into the mix for you security people to try to figure this out.

DR. BELLOVIN:    This is Steve Bellovin again.  I don’t disagree.  One of my personal big concerns about the paper ballot, even the (unintelligible) disability issue, people are not going to look at it carefully enough.  (Unintelligible) there have been studies showing that people are not noticing these things anyway.

We may be getting the illusion award of disability rather than the reality but again, the machines don’t seem to be doing a great job right now either so we do have a problem.

MR. JONES:
So it’s worth noting in regard to Diane Golden’s comment that the end to end models by design gained tremendous assurance in the correctness of the results if even a small fraction of the voters at random check their ballots and what matters is not -- universal verifiability means that every voter has the opportunity to verify but if only a small fraction of the voters make an effort to verify, then we gain the benefit of that.

And this is just like with auditability, we don’t expect to conduct routine manual recounts of 100 percent of the ballots.  In the auditability world we always hope that we can do randomly selecting of a small number of precincts and recounting those to gain the necessary assurance that everything works.

The end to end model moves a lot of the audit activity away from a formalized, centralized audit where an audit crew converges on a precinct and goes over all the paper with a fine tooth comb.  It moves it to random decisions on the part of voters to participate in the audit process.

But one of the big questions is will voters do this, will they understand in doing this that they’re doing something useful.  Does this crypto appear to voters to be anything more then just magic because quite frankly a lot of the crypto is beyond comprehension.  Those voters with a PhD in computer science specializing in cryptography may understand it.

But in principle these end to end models give you high assurance if only a small number of voters at random from among the electorate take the time to check that their votes have been recorded as cast.

MR. HASTINGS:
Are there any more questions or discussion?

At this point I’m going to throw it over to David Flater and he’ll talk a little bit more about auditing as well as what has developed since the report was made.

MR. FLATER:
Thanks, Nelson.  As we have already observed there is some question about what is meant by auditing and auditability.

If we look at it from the direction it came from, the direction of software independence, the way that we provide where we are is that as was discussed earlier there was consternation with the conclusion that if software independence is the goal, that the only implementable way we know of to get there at this point in time is with a VVPAT.

So stepping back and trying to abstract out of that what really was software independence trying to accomplish, what were the more abstract goals that might be satisfied in some other way.

And one of those goals was to establish high confidence in the authenticity and completeness of those records and also to provide a way to verify each and every vote ultimately if you have no confidence at all in the integrity of the software and the equipment.

But now if we look at auditing in the wild if you will, a general external auditing concept, we come to it with a different frame of reference.

First of all there is the question of what constitutes a material error in this election.  Is it a material error if one vote is incorrect, it’s counted incorrectly, or is it only a material error if enough votes were counted incorrectly to change the outcome of the election.

And I’m not here to argue for one interpretation or the other.  I’m here to say that both concepts have been put forward at different places at different times as what would constitute a material error in an election.  So that’s one point of ambiguity.

Now something else we get from the general concepts of external auditing, it’s much about the management of risk.  At the top level we have audit risk, what is the risk that having conducted this audit that a material error will slip through the cracks and not be detected.

Now there are various components of audit risk.  There’s inherent risk of there having been a material error in the first place.

There’s the controls risk that this material error would not have been detected or prevented by our internal controls, and there’s the detection risk of assuming if it did get through the internal controls, what is the risk that it would not have been noticed during the audit.

Now there are good things and bad things about looking at it from this direction.  The good thing is that the risks are fungable, that if we’re having a particular problem addressing risk in one specific way, for example a VVPAT, we can try to lower the top level audit risk by adjusting the other levels of risk.  We can shift the burden less from for example, internal controls and more towards inspection, the audit itself, the tests that are done.

On the other hand there is a problem here in that in the case of statistical sampling you can quantify this risk very well.  You’re dealing simply with numbers, you’re making certain assumptions about -- we’re checking a certain number of samples so we can calculate the risks we’re taking, that we will miss the material error.

But in any other instances quantifying the risk boils down to a qualified expert picking a number, what is the probability that the following event is going to occur in your jurisdiction.

Now we saw yesterday that there are methods to approaching this problem and making it more repeatable, that by analyzing the input from experts in the correct way and helping them along, we can get more repeatable results in terms of the estimation of risk but still this is in a different category than simply looking at statistical sampling and calculating a number.

So those are your pros and cons I think.  Yes, by abstracting this up to the level of general external auditing we can shift the risks around more.  We do have more flexibility in the way that we choose to limit our top level audit risk but we do have this problem of how exactly are we going to quantify the risk.

Now since we’ve got other presentations talking about the software independence perspective, I’m going to try to fill in the other perspective, general external auditing perspective in the next few slides.

Now I was not at this recent workshop hosted by the American Statistical Association.  I think some of our committee members were.

Two statements came out of this workshop regarding what the goals of election audit are.  The first one was to verify that the election outcomes implied by the recorded vote totals are correct, and the second was to provide data for process improvements specifically to identify and quantify various causes of discrepancies between voter intention and the originally reported vote totals.

Now although I wasn’t in this workshop to say for sure, I believe that that first statement was worded very carefully because it says to verify that the election outcomes implied by the reported vote totals are correct, not to verify that the reported vote totals themselves are correct.

What this says is that an audit here is not necessarily going to demonstrate the totals are correct.  It may suffice to demonstrate that the outcome of the election is correct and if we simply estimate the uncertainty of this measurement that was done, we can demonstrate that there is no impact on the outcome.

Now auditability can be made quite simple regardless of whether you’re coming at it from the software independence perspective or from the other perspective.  It just means keep good records and don’t throw away information.

If you have good records that you can rely on and you made records of all of the material facts, then you will have good auditability.  What makes it complicated in this arena I believe is the conflicts that we run into with privacy, secrecy, and election laws, that we are often required not to retain information that may in fact be material to the audit that is underway depending on what you’re looking for.

With regards to auditability versus software independence, one of the good things about shifting to auditability is that we get beyond this simply looking at the software alone, a very tight focus on the software as the source of discrepancies.

Discrepancies may be a source for many different places in the system and what we really want is the ability to gain confidence in the result regardless of where the discrepancies may have come from.  Again, a top level evaluation of the risk and not focusing on one specific risk.

A system can be software independent without being auditable because you can build a software free system that gives you totals but then doesn’t make any records along the way.

And if you for some reason get a total that you did not anticipate that seems way outside the norm, if you don’t have those intermediate records to fall back on you have no way to go back and audit and increase your own confidence that the totals were correct.  All you have are other results that you now are worried about.

It’s also possible for a system at least according to the second set of definitions to be auditable without being software independent.  By definition we can have a material error if the system is not software independent because it is possible to have an undetectable change in election outcome.

But again if we look at it from the perspective of a top level audit risk, the fact that this is a possible outcome does not mean that it’s probable or practically doable and that by putting in place an appropriate set of internal controls, we may be able to limit our audit risk without necessarily addressing the specific risk that software independence is targeted to that.

Now the relationship of external audit to election administration speaking generically with regards to management versus an external auditor, management is responsible for presenting results fairly, adopting sound policies, establishing and maintaining internal controls, and preventing and detecting fraud.

And I believe that a lot of the back and forth about software independence and the level of controls that are necessary at different points in the process has to do with different perceptions of what election officials are already doing in terms of internal controls and preventing and detecting fraud.

Election officials are well aware of what they’ve been doing about this.  They have faith in their internal controls and so they don’t see the need necessarily to put in place an elaborate infrastructure of inspections and verifications on top of that, whereas other folks who are less familiar with the internal controls that are in place would feel a greater need to compensate for the risk that they perceive to be there.

And so they would put much more emphasis on adding additional controls, adding additional inspections to reach what is ultimately probably the same level of top level risk that the election officials were aiming at and it’s just different perceptions of how we get to that goal.

So I have thrown out there a variety of different concepts having to do with auditability and I believe it is now up to the committee and further discussion of these points to determine what definition of auditability we want to go forward with and what set of risks are going to be addressed, and how are we going to balance the risks.

And I’ll stop there.

DR. BELLOVIN:    Steve Bellovin again.  I’m concerned that most of your definitions are focusing on the security aspect, which process controls can do a lot to mitigate as opposed to just the error rate in the system especially if it’s a systemic error.  Don’t these offer a miss-calibrated touch screens, things like that?  So I don’t want to restrict auditability along with the security threats as opposed to a more general correctness threat.

MR. FLATER:
With regards to general correctness accuracy of the voting system and so forth, we have additional requirements in the standard.  We do have the accuracy requirement.  We do have the assessment that’s done regarding the accuracy in the system done by the test lab.  So it’s not that there is no control on that.

DR. BELLOVIN:    I understood that accuracy is one of the primary requirements for a testing but the issue I’m concerned about is if there is something that wasn’t detected by the test, or it’s an environmental thing, or could even be a faulty process.

To refer to an earlier example where someone mentioned, it might have been you, that humidity and optical mark scanners.

MR. FLATER:
Well, yeah but there the fallback is we’ve counted by hand slowly more laboriously certainly but I can do it and if the humidity is affecting a touch screen for example, dryness, static, what do I count?

This is the sort of thing that they’re looking for, orderability as a way to compensate for -- first of all we don’t need orderability.  The process is good enough, the software is good enough, the hardware is good enough.  But we all know that orderability is a check and I’m trying to encompass the order of failure notices than just the security threat here.

With regards to the touch screen example, it does seem as if in that case the concern is that we may only have one set of records and that’s a problem.

If the question is with the authenticity and the validity of the record that you have, if you have nothing to compare it with then that is an auditability problem.

With regards to the other concerns, accuracy per se is one of the things that could be handled in a relatively quantitative manner.  This is where the statistical sampling methods are quite applicable, that if we have a sampling we can quickly establish confidence at least among the sample we looked at that accuracy was maintained.

DR. BELLOVIN:    So let me give an example.  Some people here know far more about this (unintelligible) than I do.  All I had was press reports.

Congressional district in Florida a year ago where one precinct seemed to have a very different rate of under-loads as I recall and there were claims that there were problems with the machine.

And I have no idea if there were problems with the machine but I don’t how to test it after the fact about what was actually the intent of the voters given that particular system design.

It could have been absolutely demographic characteristics of the precinct.  There may have been a usability issue of the machine which is a separate issue which the audit trail is not going to capture but what do you do after the fact to find out if on that particular day with that particular combination of weather, humidity, and power line fluctuations, everything else, was there something strange going on that would cause one precinct to have very different results?

That’s the kind of concern that I have, and I’m not blaming anybody.  I’m not claiming it as a security issue.  I’m saying results look really odd and how do you find out where the problem is.

I’ll give one more example.  I’m not trying to pick on Florida but it’s well documented -- well I’ll pick on New Mexico instead.

(LAUGHTER)


(Unintelligible) County in 2000 where the absentee ballots were initially tallied incorrectly because of -- with programmable books or something in the scanner programming, you know, when they looked at the results, they looked odd.

They did not skew the republican the way it was expected to and they looked and said oh, my God, we programmed the straight ticket incorrectly and we have something we can go back and rerun.


And a simple miss-programming of the machine, you might have found out afterwards, oh, my, the machine was miss-programmed but now what.


This is my concern.  What do we do about the mistakes like this when there is nothing independent?


MR. FLATER:    I will say that simply from the auditing point of view, the goal of the auditor is simply to determine within the constraints provided whether there is confidence that a material error does or does not exist.


The question of what to do once you’ve detected the presence of an error is a whole other can of worms.  Certainly it is desirable to have a fallback, to be able to reconstruct a vote to avoid having to rerun the election.  It appears to be a given within the United States that rerunning an election is a disaster, that this is epic scale.

We can’t do that so we have to work with that constraint.  Given that constraint it is sort of bad to put yourself in a position where you can’t reconstruct the vote total.


MALE SPEAKER:
I wrote an article on auditing elections in 2004, and it was one where I made a big point of trying to push for the broad perspective where you take -- and I’m really glad that you’re moved towards that broad perspective.

And I’ve been rather disappointed in a segment of the community for narrowing the definition of auditing only to insuring the correct (unintelligible) of the most recent election.


There’s a distinction I learned after I wrote that article that’s used in the Carter Center in their analysis of overseas elections which is a really useful distinction.  
The Carter Center is distinguishing between what they call hot audits and cold audits.


In the Carter Center terminology a hot audit is an audit that’s conducted before the results of the election are certified and serves to increase the confidence in the election in those results, and in fact if the hot audit finds problems it can trigger recounts and things like that to attempt to correct the outcome or rather to attempt to arrive at the correct outcome after having detected problems.


A cold audit, the Carter Center defined as basically an audit for the purpose of improving the quality of the process so that the next election works better than the previous one.


And after learning the distinction I realized that the interviews I had done with people in Miami Dade County -- it turns out Miami Dade County has been doing cold audits for years, back into the punch card era, sort of only to monitor the performance of the elections department, and monitor and improve the quality of the election conduct.


And I think this distinction is very useful because the idea of continuous quality improvement is I think one of the fundamental things auditors can contribute to and it’s something very different from what people talk about when they talk about the random selection precincts after every election to check the VV pads or things like that, which are much more in the style of a hot audit.


MR. FLATER:
I definitely agree with you there.  I did sort of go light on that second point because (unintelligible) workshop about process improvement.


I can see how the two could become interrelated.  I mean it’s sort of a matter of did you suspect that there was an issue along the way or did you only find out about it during the cold audit.

I can easily imagine that there is an issue of banner blindness, that people fail to vote in a race because if they didn’t see it there on the screen because of the way it was presented, that it could go either way, that you might notice it as you were going along or you might certify the election results, go on with your life, and then go back later and find out that oh, actually we might have a reason to believe that people weren’t voting in this race the way we thought they were.

DR. GALLAGHER:    Don, did you have something?

MR. PALMER:
Yes, Don Palmer, Florida.  I know it’s hard to come up with definitions as we’ve tried this morning but the way a lot of election officials in Florida and I think around the country see audit is it is pretty much what Doug Jones stated, we see it as a way to test whether or not the equipment, the voting system is working as advertised, as tested and certified with the state.

And it’s a continuous process.  It’s randomly selected precincts for audit and really that is the purpose.  We discourage -- and it’s really not recount votes.  It’s to identify if there might be problem.

There is a recount procedure and election contest procedures for if there are some material errors or some sort of issue, but we really do see it as a way to test the equipment and we see it as our review of the equipment.

DR. WAGNER:
Dave Wagner.  I have two comments.  So first, a small comment on one of the things that you mentioned, David.  You described or characterized some of what you believe is the reasoning behind software independence to be based on, the lack of knowledge or familiarity with election procedures or controls that election officials apply.

In other words, suggesting that software independence was developed out of a notion of some kind ignorance of election procedures and I don’t know if I misunderstood that but I have to take issue with that particular characterization of the motivation behind software independence.  I don’t think that’s an accurate statement about the motivation behind why the concept was developed.

MR. FLATER:
I certainly didn’t mean to cast out aspersion upon the work that was done on software independence.  I know that lots of folks were involved with this, including election officials who would know about the internal controls and as we’ve heard, that software independence does address certain concerns about being able to reproduce the result.

So it wasn’t my intent to say that it was simply naïve.  It solves a certain set of problems.

DR. WAGNER:
So the second comment I would have is, I think that actually the gap between the software independence compared to the software independence mindset and the auditor’s mindset, may be a little less than what you described.

You know, I think the notion of a material error is one that -- I think there was a comment about -- I don’t think when you’ve characterized software independence being about verifying every vote, I don’t think that’s quite right.

I think if you look at the definition it refers to -- checking at the outcome of the election was stated correctly but I think you have insight where you identified one crucial difference or challenge here which is the question of audit risk and whether if we don’t have an independent record that we can use it to cross check or verify that the machines worked correctly.

Can we instead substitute some assessment or guesstimate at the probability that the machine will work correctly, guess at the probability for instance that the software is free of bugs?

And I think one of the challenges is finding any kind of scientific basis for assessing the probability that 100,000 lines of software is free of bugs.  I think that’s probably beyond the state of the art to do, at least in a cost effective way.

So I think that is where I would see as maybe the fundamental challenge that we have to tackle, about how do we quantify this kind of an audit risk in a rigorous or scientific way if we don’t have any independent way to check the machines are working correctly.

DR. GALLAGHER:    Let me jump in only because I’m concerned and I want to raise this.  (Unintelligible) is going to happen this morning.

We have a list of compelling issues where we could probably have very long discussions on each one of them.  I’m concerned that we might want to move on and come back to some of these in the afternoon if we want to dive a little deeper unless somebody has something that just has to be brought up now.  So David, thank you.

MALE SPEAKER:
Promising to come back to this later?

DR. GALLAGHER:    We can certainly come back but if you have something right now --

MALE SPEAKER:
I think I can wait.

DR. GALLAGHER:    Okay, but please make sure that it does come up in the afternoon.  Okay, great.

MR. MASTERSON:     If I could add one quick item.  Sharon Laskowski is going to address this in her presentation, but approximately 39 or 40 plus states are using paper throughout and what I wouldn’t want to see get lost is addressing the usability of that paper record for auditors, for election officials.

When I find myself saying usability, I think about usability for voters but a system that produces paper records that are difficult to audit to me doesn’t really -- you can’t classify that as software independence.  So I would just like to make sure that that need doesn’t get lost in the discussion.  Thank you.

DR. GALLAGHER:    Next we have Ben Long talking about common data format requirements.

MR. LONG:    Good morning, everybody.  The intent of my briefing today is to just briefly do a high level overview of the state of requirements for a common data format in VVSG 2.0 and then to give a brief update of some of the things that came out about our common data format workshop.

So briefly the VVSG 2.0 requirements, chapter six, part one, in (unintelligible), the overall goals are transparency and exchange of election process data.

The essential strategy stated in those requirements is essentially with and between, and is stated in two essential contexts, the manufacturer level as well as the industry level.

The manufacturer level is where you will see the shall requirements and it’s targeted within each device as well as between devices with a product line, and culminates effectively in a manufacturer’s specific common data format where they are asked to publish a specification of syntax semantics data elements as well as working implementation for reading and interpreting that with published source code.

The industry oriented common data format, there are should requirements and essentially it’s the same pattern within its manufacturer and between manufacturer consensus driven publicly developed common data format and that would of course go on down inclusive of the manufacturer variant as well.

The workshop itself was a two day workshop.  A website (unintelligible) has all the details related to that workshop posted as well as the presentations and papers submitted.  We established an e-mail list for communication (unintelligible) following the workshop.

Key objectives there were to gather stakeholders and folks really interested in this topic to bring all the information issues that they could to the table, show that we could identify issues and really key requirements for a common data format with a special emphasis on election official needs.

This is exploratory of course as we’re in the initial phase of what you might consider to be a community based developmental process, so gathering all of this information together in the initial stages.

There is a lot of information presented but across the board the key issues identified were the inability to seamlessly and accurately share data between device processes and (unintelligible), inconsistent syntax, content, and usage between device processes and product lines, and an essential and pressing need to get data out quickly and accurately from all devices on election night.

Potential benefits identified were consistent transparent meaningful exchange and use of data between device processes, product lines, producers and consumers of election data, increased abilities to audit, test with greater confidence and accuracy, the possibility for componentized testing and certification that’s on the horizon there, the reduced cost and time and development of testing and certification, and increased inner-operability and other desired applications such as UOCAVA.

Notably mentioned were voter registration and ballot delivery services, reduced errors from merging or manual translation of data, and increased support for alternative uses in (unintelligible).

So out of this you can see as we go through this slide that a number of benefits identified were also part of this list.  So increased inner-operability between products from the same manufacturer and products from different manufacturers echoes the VVSG 2.0 requirements saving as does the next bullet, ability for devices and processes to meaningfully communicate first year purpose.

This should be based on a shared data model having conceptual integrity and it should be a public and open data format with published source code and have a non-proprietary basis.

It’s important that this be easily extendable and maintainable over time once established and that it’s robust, having no undocumented assumptions or requirements.

It was mentioned that it should be protected in the sense of being tamper evident and tamper resistant.  We’ve had a little more discussion on this and a few others following the workshop and we can talk about that if you’d like.

To preserve the voter and vote privacy throughout the election process, support of auditing and reporting throughout the entire process.

There was a need mentioned for machine readable and human readable reports in various context, not one versus the other.

And it’s important that these things be usable with respect to the identified user roles in context.

There are several current standardized data format efforts in motion right now, notably those of Oasis and

IEEE.  The Oasis effort is -- notice the election markup language or EML.  It’s an international standard with limited implementation experience in the U.S. and there have been and continue to be a number of pilots underway in various states.

IEEE data format standard is a project, essentially P-1622.  This initially started I believe several years ago and incorporated EML 5.0 then, subsequently stopped and then restarted just following the workshop, and now included EML 6.0, if I understand correctly.

As to EML itself there are many XML schemers that define different aspects of an election such as ballot cast vote and count among others.

Just specifying the EML, it’s important to note is not enough.  We need to add constraints and usage guidelines.  It needs to be localized for U.S. usage in a number of places and in all of these cases it needs to be extended to fill in gaps and resolving conflicts that may come up in the course of adapting it.

Such adaptations need to be harmonized amongst inner-operating products to achieve desired standardization of the format and in adoption of the format.

On this end we plan to monitor both efforts and contribute in both cases.  In the case of I-EEE, to help build consensus among vendors and interested parties and in the case of EML to help recommend additions and such in that case.

We’ll consensus efforts on priorities and requirements and we’ll emphasize (unintelligible) use in inner-operability as important requirements.

A number of issues that were raised and a few that continued since the workshop, in the two day effort there’s only so far you can go but I’d like to report on some of the issues.

Given that a definition of what a CDF actually is or should be, that was a key discussion and a number of people brought a number of pieces of the common data format puzzle to the table, notably common data format as a data language, common data format as a data model.

And I think James Long suggested that the common API if you will (unintelligible) workshop it seemed that this all fit together actually in important ways to perform this necessary function of a language translation if you will, a meaningful translation between systems.

We can talk more about that in a minute but essentially in a course of achieving some consensus on that definition we’re also gathering additional requirements.

There’s some variance to definition that we saw, a lot of variant priorities around its definition development and deployment, all phases of adoption and maintenance.

We really need to go for a cohesive community effort and ownership of this to achieve these objectives otherwise you can end up with potential number of common data formats and a need for a more common data format which is perhaps undesirable.

And there are many views about what content belongs there, which drives the need to manage a kind of (unintelligible) if you will because in a sense in adapting any given standard many folks might like to pretty much fatten the standard with whatever needs they have locally but that may not necessarily maintain a concept integrity of the overall definition.

So there are a number of things that remain to be discussed within interested parties in the scope, initial migration and adoption of an established CDF, integration of a common data format into existing processes, devices, and product lines, and then once established the ongoing maintenance and development of that.

A number of methods for moving forward were mentioned.  Among those pilot projects various UOCAVA specific activities such as voter services, especially at the beginning of the voting process, and ballot delivery and voter registration.  Newer technologies such as ballot printers and e-poll books, and emerging uses and applications fall into categories of interest in this area.

So where we are and where we’re going.  Since we held the workshop, we established this mailing list and wrote a draft summary workshop report that we’ve sent to the workshop participants already and we’re receiving commentary back on that and as mentioned, we plan to monitor ongoing standardization activities.

Just to reiterate the key issues in the CDF definition, we’d like to look carefully into the issues identified, research promise in lines of development and gather additional requirements, engaging the election community in dialogue to clarify various aspects of the CDF itself regarding its architecture development and adoption and after establishment its maintenance (unintelligible).

So thank you very much.  If you have any questions.

MR. MASTERSON:    Thank you, Ben.  Any comments or questions on CDF?

MALE SPEAKER:
I was wondering if you could clarify.  At the same time as the common date workshop it was learned the I-EEE committee for the P-1622 was reforming as well and I was wondering if you could clarify what NIST’s view is toward what the relationship to that process should be.

MR. LONG:    The relationship to the P-1622, IEEE

P-1622?

MALE SPEAKER:
Correct.

MR. LONG:    I’m open to correction if I misspeak here.  My initial impression is I-EEE P-1622 made a fairly (unintelligible) that their intention is not to invent from whole cloth by any means, in fact their standard is defined by what other standards it includes which include EML 6.0 and part if not all of part EX.

And they expressed a willingness and a desire to include anything desirable across the board with interested parties and they’ve called pretty strongly for, especially vendor participation under the committee, amongst others.

So it seemed perhaps reasonable to get involved in conversation with them as well as EML as there has been wide interest and already a lot of activity on that front.  So it wasn’t really an either or question as far as I understand it.  In our minds it’s more a matter of building consensus.  Does that answer your question?

MALE SPEAKER:
Well, I guess part of my question might be is it more profitable for me to be spending my time with the I-EEE committee or somewhere else.

MR. LONG:    That’s a great question.  I’m not sure I can answer that.

(LAUGHTER)


MALE SPEAKER:
If I could jump in.  It seems to me as the only common data format standardization effort going on in the U.S. and that it would be basically a pretty logical choice for the forum to be involved in as well as other manufacturers too.


MALE SPEAKER:
One thing that concerns me about the common data format is not so much the existence of such a format which I’m applauding and urging the forging forward and coming up with such standards, but rather how we write a common data format into the voting system standards.

We could if we’re careless about it end up creating a barrier to innovation by defining the borders within the voting system across which that common data format operates jealously.

And something that comes to mind for example is suppose our common data format ends up being an XML based format and we end up requiring that every voting system therefore incorporate an XML parser and an XML emitter, that ends up being -- well, XML is monstrously large and potentially subject to a number of kinds of injection attacks.  I mean there are XMLs out there that are full scale programming systems where you can write XML viruses.

As I look at the ES&S ivotronic which is in some ways a delightful architecture, one of the smartest things they did was to move to pre-rendered ballots which is to say that the input from the election management system to the ivotronic voting machine is not a description of the content of the ballot, rather it’s just the big map that they display on the screen.

And that innovation moved huge numbers of security issues out of the machine because the machine doesn’t understand anything about the ballot.  It just knows that put this image on the screen and if someone pushes this spot on the ballot, record that fact.

And I don’t want to see some election markup language standard preventing someone from having that flash of genius and having the idea to move to pre-rendering, which they didn’t do because of those security ideas.  They did it because they had such a limited machine but it forced them to do something that in retrospect was actually a very smart move.

And the same thing happens when you close the polls on that machine.  It doesn’t produce detailed reports.  It simply exports a core dump, several megabites of data totally un-interpreted, and drops it on to a flash memory card which is then analyzed externally.  And if we required that it produce all of its output in XML it would change the security footprint of the machine.  It would have made a very small machine very big.

And so I think again we have to be careful where we draw our lines.  This is not a question for the format so much as it is for how we put the format into the voting system standards to prevent it from blocking innovations.

MR. LONG:    You raise a number of issues there my friend and I’ll address several of them if it’s okay.  Tell me if I miss anything.

So with regard to XML, certainly there were some concerns raised even at the workshop, for example the covert channel thing through as one person framed it as Morse code in spaces and tabs if you will.

So certainly if you went with a traditional sort of XML parsing basis that is not concerned with white space and things of that nature, if it’s not very types and tactics specification you could have issues like that that’s been a concern on this side, as well as things to recommend.

And as far as what boundaries and what form and things of that nature are scoped into the content itself of the CDF, this is being vigorously discussed amongst all interested parties but I think this will also present probably some of the hardest things to come to agreement on perhaps.

One thing to reinforce here and David Flater made this especially clear in his presentation, was the need to have a very strong data model, a conceptual model as the basis for all of this, to think about it.

If you’re in the adoption phase or in the maintenance phase of a CDF after you’ve achieved a level of adoption, you’re translating between systems and you want to know that they’re referring to the same thing at the core.

And they may have somewhat or very different data models currently and some of those mapping issues will affect the level of meaningfulness of translation if you will in the initial phases and so that is very important to consider in adoption but certainly having that core data model will help provide a basis for that.

I know you had some other comments and some other things you wanted me to comment on specifically.

MR. JENKINS:
This is Phill Jenkins.  I just wanted to comment a minute on the so-called elegant design of having just a bit map in the voting system and that would then be displayed on the touch screen.

That’s a fundamental issue with accessibility where the only way to understand what is there in this bit map is to visually see it.  There’s no semantics whatsoever in this chunk of data the way I understood you to describe it.

MALE SPEAKER:
It’s important to know that for audio accessibility, they do the same thing with the audio content so they have audio snips that are processed similarly, the point being that all of those snips are un-interpreted by the machine.

It just knows to play this back in this context or display this bit map in this context as opposed to the voting machines where they have a textual description of the ballot and as the voter is present, it interprets the text and puts it on display, or as the voter is present it interprets the text through a text to a speech synthesizer and does it.

The ivotronic model is -- all of the interpretation of a textural ballot description is external to machine and the machine is just replaying pre-rendered for graphics and prerecorded for sound snippets.

MR. JENKINS:
Okay, I understand.  So fundamentally we have separate and discreet systems then and what we’d have to do is evaluate it for all the different disability combinations to insure that we haven’t left some major group out.

A typical scenario is low vision and hard of hearing and we want to make sure that one is covered with discreet (unintelligible) vote together and that may cause an issue.  I’m not sure.

The brilliance of concentrating that down, and I also like the idea of separating where we artificially draw the boundaries of what the system is, you know, post processing XML data or some data format that has become active or nicely (unintelligible) clearly possible and only keeping on the machine or in the system what’s necessary and then perhaps adding later the date, or the election, or some other data that’s not necessary.

MALE SPEAKER:
When you add it is what I was referring to before it’s (unintelligible).

MR. LONG:    And to address your two points --

MALE SPEAKER:
Just one last comment, is that I was under the impression, and I’d like to see some more studies maybe on the bloatness of XML, I thought it was still (unintelligible).  My impression was we were getting beyond memory issues and expanse of those.  As we move in time, who cares, right?

MALE SPEAKER:    (Unintelligible).  It’s not the cost of the memories, the cost and complexity of the code (unintelligible).

It’s not that we can’t afford the ram for it, it’s that the code that you need to process it is very large and complicated and has a very large set of problems associated with.

MR. LONG:    If I could just address some of the points here.  There was some discussion on usability considerations of the CDF, specifically Sharon Laskowski mentioned the importance of separation of presentation type data from the logical data that is represented and some good design practices like that.

Certainly several of you probably remember in the software design role we have the model GO controller software paradigm, the pattern there, and things like this provide some good guidance for separating out maybe presentation and usability in a specific domain, how to present certain information versus the information that’s actually represented.

One thing I should kind of drive home here is while there is all kinds of data that is used, consumed and produced by devices across these product lines in the course of an election, this is about exchange of data so there may be a lot of data that never gets exchanged but needs to be handled in certain ways.

So in these cases we’re looking a lot at what is exchanged and to speak to a couple of the bullet points on the requirements slide here, when you talk about for example preserve voter privacy there’s discussion of say public facing data and private data if you will.

If you’re doing any kind of reporting make sure that you’re scrubbing it appropriately if you will of voter specific information.

On the protected front we got a little follow on commentary on what does it mean to be tamper evident and such and that’s a larger discussion but (Unintelligible) briefly commented on a few things.

And I think we should save some of this for later but one point that stuck out was in addition to the normal security controls such as max digital signatures and hash and pash values, to make sure it’s tamper evident and tamper resistant, is your storage temper evident and tamper resistant in your transmission.  All of those issues come into play there.

So as far as kind of things to leave you with, to think about for our discussions coming up, there are some pressing needs expressed to move quickly and so we’re facing a couple of tradeoffs or maybe parallel efforts here.

On one hand there’s been a number of pilot projects that have had various levels of success in adapting EML locally but to adapt it in anything else in a wider sense, that has not been done yet.

So a lot of people really want to move very, very quickly and yet some may see any upfront analysis such as getting a good data model in place as sort of a hindrance to that where we feel that long term, that would provide a stability.

So those are some tradeoffs to say, how can we move forward in a way that we can have a strong foundation over time but may also be helpful in the short term as well.

Some of that is thinking carefully about how people can incrementally adopt and maybe incrementally specify things.

In the workshop report we listed five potential ways of moving forward.  So one that was mentioned was focus on I-EEE P-1622 as a means of establishing consensus.  Two was examine EML and suggest changes that could benefit the goals of inner-operability and essentially handling of the U.S. elections, so in the U.S. locale since it started internationally.

Conduct pilot projects to learn more and to test various things that are put into place.  For new devices possibly start to require an agreed upon subset of a CDF such as for e-poll books or ballot printers.

And fifth, look carefully at the issues identified and establish ways of moving forward in a way that this can be developed and more requirements can be identified and validated on all levels.

MALE SPEAKER:
Ben, you commented a couple times on the urgency in the community.  What specific applications are driving this push, and all (unintelligible) for the CDF?

MR. LONG:    I received specific feedback, I think it was mentioned also -- for those of you who know more, correct me if I misspeak a little bit, but the 2010 Defense Authorization Act, I believe it added the responsibility of accepting online voter registration and absentee applications for overseas voters.

And so it seems like this is kind of a time deadline if you will coming up this year where since we’ve already seen some application of the e-mail and such for online base services, it would seem there would be a big interest there.  And several of the pilot projects mentioned were UOCAVA related especially in the beginning part of the voting process as I mentioned, the voter registration and with ballot delivery.

And (unintelligible) in that way also allows a kind of data sharing that hasn’t been so easy before such as voter registration data across jurisdictional boundaries.

DR. GALLAGHER:    If the kiosk approach is going to be scaleable at all we need to be able to take ballot (unintelligible) that come from how many different counties around the country, thousands of counties around the country, and be able to present those ballots on a machine because the voters in military situations will be from those counties around the country.

And that seems like an area that is ripe for trying to define a ballot in terms of a common data language as opposed to getting these in all the different vendor formats.

And then on the back side getting the results back into the county systems again, it would be helpful if they have a common format as opposed to the multiplicity and different vendor sort of solutions to that.  So that’s an area that we perceive as having some urgency to it.

I was just going to make a comment that the common data format issues are driven by inner-operability to the desire to enhance the inner-operability, and Doug’s comments in particular caught my attention because what I’ve seen in other standards context, HAVA, IT, and Smart (Unintelligible), these data format issues start occurring before the architectural discussions.

And this is actually a bad inversion because now the tool starts defining the architecture and it’s very important to actually step back and provide a framework which is really your architectural framework to inform these standards issues.  You can really get backwards on this and I thought that was a very important point.  Helen.

MS. PURCELL:
Helen Purcell.  I certainly would hope if we’re going to look at anything of that nature, the kiosk or anything else, that we would look the 50 states and the territories rather than over 3,000 counties.

MALE SPEAKER:
Yes, I think that one of the kinds of perimeters that we’ve put into this was that we will look

but even there the states have to be able to -- you know, I’m from Washington State.

We have four different voting system vendors in our state and actually in terms of Washington State we probably use a ballot definition from -- be able to create it from our voter registration database rather than from our ballot tabulation system.  But yes, you’re right, Helen, we’re looking at that from the state level, not a county level.

FEMALE SPEAKER:
And we do have a (unintelligible) we have already done of that work.  We do have several systems that we use within the state, an all discipline system.

FEMALE SPEAKER:
But we have a different system from the rest of the counties and there’s probably 13 counties that have one so there are several different --

MR. JENKINS:
Phill Jenkins.  Since we have been discussing common data format, architecture things, I believe there’s also an opportunity here to have common open source type implementations that can be reused like an open source EML parser for (unintelligible) as well as U.S. funded where you do it once.

Manufacturers sometimes like free stuff that they can integrate and that reduces cycle time, improves transparency, security, things like that.

So the question I have is, has the EAC ever funded anything like that before, you know, an open source type --


COMMISSIONER DAVIDSON:
I don’t know because there’s never been a funding for something looking like that.  I mean right now the only thing that we have been funded for is the projects that they had defined themselves from Congress or through NIST.  We don’t have our own research in areas like that so we haven’t done anything.


DR. GALLAGHER:    Let me break in here.  It’s 11:55 a.m.  We are now really hopelessly out of schedule.  So let me state the obvious which is we are currently going through actually in order, the charge elements that the EAC gave us.  We have done two and have six left.  And some data for you, we have taken an hour per topic so we will not make it using this structure.  We will not make it.

So one of the first things we are going to do after lunch is we’re going to touch base on that process but we have to have a discussion whether we treat these presentations as basically status updates, and I will ask the speakers then to give very concise status updates, or whether we want to not do some of these.  We are going to have to address how we do this because we will not make it if we continue in this format. 

So let’s adjourn.  That gives you a five minute head start over sort of the typical lunch crowd and we will reconvene here at one o’clock sharp.  Thank you.

(LUNCH BREAK)

DR. GALLAGHER:    So I went to you before lunch saying we have an impossible task before us and so we have a proposal.  We had the NIST and EAC staff huddling vigorously, skipping lunch and coming up with a game plan to move forward.


And I think this is doable so let me put this on table as a way forward.  We were left with five topics to go through, Vote by Phone, Accessibility and Usability, Registration Database, and e-poll book requirements, Ballot on Demand, and the early OEVT requirements.


There are sort of two elements to I think how we can go forward.  In all of the cases where the Commission has charged the TGDC to go into these areas, we are at the beginning of the process not at the end.  In other words, the committee is not at this time looking at draft guidelines and specifications for discussion.


We’re really trying to make sure that that process gets underway and in particular from our viewpoint these efforts are prioritized and that certain things are being addressed that we think are very important, for example integration issues of let’s say accessibility or security and also that there may be time limits which goes into the prioritization issue.


So in terms of the content or the nature of our presentations I’m going to ask the speakers to do two things for us.  One is to give us an update on what’s been happening in a given area so we know what’s happening but to make it fairly brief and I understand the speakers are targeting a ten minute presentation in each of these areas.


And as a committee what we really want to be focused on is understanding where that effort is headed and in particular so that we can give some statements about where these efforts are going.  The direction rather than the detailed content is really the overriding issue for us.


The other recommendation I have from the NIST and the EAC staff is that two of these elements, in particular Vote by Phone and Ballot on Demand are almost strictly information sharing and so their recommendation is that we table those for now and move forward with the others.


So my suggestion is that we move right now into accessibility and usability, then the registration database and e-poll book requirements, and the OEVT requirements discussions.  With a ten minute presentation there’s enough time for the committee to engage.

With a good tailwind we can do that in sort of an hour timeframe and I think that will set us up in terms of having a good overview of the major charge areas and leave us the rest of the afternoon to make sure we have time to discuss what kind of information we’re giving back to NIST or the EAC.


Everyone can live with that?  Okay, very good.  So without objection then, Sharon you’re on board.


MS. LASKOWSKI:    Thank you.  I guess I have the pleasure of being the after lunch speaker and being cut down to ten minutes.  So I will talk a little more quickly then I usual do but this usually happens to me so I can handle it.

(LAUGHTER)


I’m going to spend some time on the first slide.  The other slides have concrete issues and I think I have some technical approach to them so I’m not going to spend as much time on those slides.


So on an upbeat note, our progress in the area of usability and accessibility has been substantial starting with VVSG 2005 that is 1.0.  I would say about 80 percent of the usability and accessibility issues we wanted to address we did address with those requirements.


In addition, just a couple notes.  The back ported VVSG 1.1 includes some updated requirements for color and contrast.  Designers can make a lot of mistakes with color and contrast and it’s very important because people have a lot of vision anomalies, color blindness and other variability that we really wanted to do some research to support really strict guidelines for the color contrast on the ballot.

They can decorate around the ballot colors they want so we added those into 1.1 and we made a comment as part of our public comment review for 2.0 to include them because they kind of happened after 2.0 went out to the public.


Also because poll worker usability is part of both 1.1 and 2.0, and there were some questions about what does it mean for documentation to be usable and how do you test for that, we actually put together a cyber guide that if you follow that cyber guide there’s a good chance your documentation will meet a threshold of usability, and a little bit more about that in a minute.


And we also did an experiment with about 50 users looking at whether plain language in the voting arena actually helped us to validate the plain language guidelines that we put into the VVSG.


So we’ve got mostly design standards.  They’re easier to do but they constrain the design so we felt it was critical in the human factors arena to have some testing that looked at performance with actual users.


So our challenge is because -- well, in fact there hasn’t been certification to usability or accessibility standards ever.  You know, section 508, you don’t certify, to give an example of an accessibility standard.  We felt it was critical to really look in-depth at how one might bring in typical users and come up with a pass/fail criteria based on the performance.


So I’m going to talk a little bit more about those results later but we do have some benchmarks for usability testing and we’ve also done some other performance based tests along the way that I’ll talk about in a moment.


Universal usability continues to be our overarching goal and I’ll quote my colleague (unintelligible), a lot more human factors of (unintelligible) than I do.  You’ve got to design for your user from the beginning.  It’s sort of like making a cake, the cake needs flour.  You can bake the flour in or you can sprinkle it on the cake later but the cake is not going to be very good.


So we tried to look at requirements as holistically as possible but what we see in the current system is some of the usability, some of the accessibility has been kind of added on. 

I think we see this a lot with dexterity solutions and that makes it difficult for poll workers to use and understand.  You get multiple solutions kind of jerry rigged together and then say well, we’ll just use more education to make it run better but that’s not a substitute, can never be a substitute.  That’s an afterthought.


And so we really have been trying to think as we refine and want to continue to think about how we can get in solutions that are more universal for everyone.

In particular, let me give you an example, for an aging population, they don’t think of themselves as having disabilities.  I mean they use the regular voting machine but often they have small cognitive impairments, vision impairments, motor skill impairments and you really need to design a kiosk to account for all of that.


And so 80 percent, that sounds like a lot, but with any difficult technical issue the 80 percent is obviously the easiest way, it’s the last 20 percent that gives you a lot of challenges that need more research.


I’m going to outline some but at this point we’ve already talked about SI so I want to bring up that as sort as the elephant in the room because I don’t have currently a technical solution for it.


But software independence implies for the time being paper verification and the problem is that paper -- so now how do you make that accessible for people with visual impairment, for dexterity impairment.


The (unintelligible) test the way the design have a certain cognitive load for anyone to use if anyone even checks them so that’s a big challenge.  I don’t have a technical approach.

We kind of jerry rigged in 2.0 saying that you can do some read back through say a ballot marker for optical scan, or some kind of read back design for people with vision issues.  It’s not very satisfying and for a (unintelligible) handling the paper, there really aren’t good solutions out there currently and I think that we’re going to have to continue to look at those issues.

I hope that as end to end and other kinds of solutions or auditing come into play we can somehow figure out better solutions but I don’t have any answers for that.

Okay, so let me quickly go through my set of five, of things where I have some technical idea of what to do.

Our performance based test protocols are completed and will be validated.  We have validated them in two other geographic locations.  And for the new people on the committee, let me inform you what that is.

We designed a test where you bring in 100 users.  It’s a narrow demographic.  It’s not from the disability community -- people without disabilities, and we used them in a sense as a measurement instrument to then run with a value for how well the number of errors that have to separate out systems with poor usability from those with good usability.

So how we do that?  We tell them how to vote.  We give them a medium complex ballot.  So we tell the manufacturer give it your best shot with this ballot and we run them through and we can get repeatability and a narrow confidence interval on this so it is a repeatable test.

So as I said we want to -- so we’re kind of firming up the last details.  It’s very important that the test protocol as you might imagine be followed exactly like with any kind of measurement test.

So we’re working on making sure the protocols are fool proof and it does assume that you have people that are knowledgeable in the usability and accessibility testing arena.

But we have other performance tests as well.  One requirement is accessibility throughout the voting session and we do have pass/fail criteria.  You need an expert to look for critical incidents that you run a smaller set of users with various accessibilities through the system.  That’s just to check that all the components hang together.

We’ve got a test where you bring in teams of people that are similar to poll workers to use the documentation to set up, operate, and shut down a system and use that data again to form an expert analysis of whether indeed that system is usable enough for poll workers.

When we’ve tried to repeat our performance benchmarks with people with disabilities for the accessible voting stations, and you might guess, one is you can’t get 100 users in each category.  That’s difficult to recruit that amount of users who have various kinds of disabilities but also they were all over the map and partly that’s due to the system itself but also because there’s a lot of variability.

So what we’re trying to do is use the same methodology for performance that we were using for the accessibility throughout the voting such as poll worker documentation where you have an expert using that data.

What we want to do is when there’s an expert analysis done for pass/fail, and there’s data we want to validate by saying look if another expert in this field looked at it they would agree with the assessment.  So that’s how we can kind of control to see that --

Anyway a lot of technical details I left out on that.  Offline I’d be happy to talk more about that.  We’ve got some papers that we’ve written and (unintelligible) on that.

But I can’t emphasize enough the fact that you must evaluate the interaction of the poll workers and the voters with the system to -- designed guidelines are not sufficient, the interaction can still fail so it’s important to test.

Is that ten minutes?  Okay, quickly wheelchair access requires the need to be updated because they’re not based on motorized wheelchairs which a lot of people are using now so there’s finger pinching et cetera.

There’s dexterity issues, and dexterity has really been inadequately addressed in existing system designs for handling paper ballots, for the navigation.  There’s a lot of variability and dexterity issues.  One size does not fit all.

One possible solution is the universal plug to support alternative switches or devices that people bring with them and also I think we need to look to the EAC accessibility grants program to research for more universal solutions.  And I’d be happy to talk about some out of the box solutions like controls by sound command for example to try to get more universal designs that help with this wide range of dexterity issues.

From the data that we’ve seen and also a lot of antidotal evidence, the audio ballot could use some requirements to improve the navigation as a high kind of low.

It takes a long time to go through an audio ballot.  It’s very confusing to people who are going off and get lost in the ballot, can’t complete their ballot.  And this could also apply to a Vote by Phone, also which has no visual interface.

We’ve started some research on cognitive disabilities.  We have a paper that was published in the Vote (unintelligible) this summer.  More about that later.  Hopefully the access graphics program will talk about that.  In general, graphics can be dangerous.  You’ve got to know what you’re doing.  You can’t just say picture (unintelligible) are going to help and our paper outlines that.

Talked about poll workers.  I think that for the research in terms of auditing other tests, it’s important to look at poll workers.  We’ve only looked at the set up, operation, and shut down there.  Also the usability documents themselves for the standards et cetera.

One more point I want to make and then I’m basically done.  As I said, to run the tests for usability and accessibility you really need to have people with expertise in this arena and it (unintelligible) accreditation, making human factors a core requirement for accreditation and so that can cause an issue.

So we want to look at ways to make sure (unintelligible) can get access to good experts and we are in the process of developing a set of qualifications for this type of test personnel.  That’s it.

DR. GALLAGHER:    Okay, so in fairness since we truncated her talk, this is to give us all a chance to ask some questions and it seems to me that we have a couple of issues.

One is that a lot of this was put into the 1.1 but a couple of things like the benchmarks, they are left to deal with in 2.0 but we also, in terms of giving some direction,

I have just one armchair observation, that to the extent that usability and accessibility has been perceived as being an opposition to security.

I don’t know if that’s true or not.  It seems to me, I understand why, they are both foundational and imbedded in all aspects of the system because they are dealing with the diversification of the interfaces that exist on this.

So I suspect that regardless of which way you end up, your approach to security has to be integrated into all these design decisions and your approach to accessibility and usability has to be integrated into all levels of the system.

You can’t extract it out and then paint it on later.  I think that’s probably just one of those truisms and I think the challenge for us is how do we provide that guidance to the technical teams that are dealing with this.

So let me open it up for some quick --

MALE SPEAKER:
Thank you.  I rarely see a person who is a quicker study then you are Dr. Gallagher, Pat, and I think you’re a quick learner.  I appreciate what you just said.  I don’t think we can paint on afterwards accessibility and usability.

And Sharon, thank you for starting out with that, with the cake scenario there.

I’m still questioning whether or not we’re looking at accessibility to include a non-visual access.  Non-visual access is not bigger font and brighter colors.  Non-visual access is, I don’t care what the screen looks like, I want to be able to vote.

Non-visual access, I think the technology is here.  I think we need to incorporate that into what Pat just said for non-visual access.

When we met as an Advisory Board we discussed it way too long but at the end of the day we voted and the Advisory Board is really encouraging the commissioners to include the language non-visual access as part of what we do, those words, non-visual access because that clearly defines that we’re not talking about brightness, contrast, size, fonts, anything.

Now blind individuals are not the only ones that are disabled and so with the other things I think I just want to make that point and then we’ll see what other questions there are and I may want a second shot.

MS. LASKOWSKI:    Thank you.  I definitely agree with you and as I pointed out, the audio ballot definitely needs some work but the voter verification continues to be a problem in terms of non-visual access.

MR. JENKINS:
Phill Jenkins.  Often the goal of universal design, this idea that one system can actually be used by anyone and everyone is perhaps a goal that never actually is ever achieved, the individuals with multiple disabilities, different disabilities that can’t even get to the poll perhaps, or because of the combinations can’t use any system.

So the question I have is do you have any recommendations back to the Commission, policy recommendations where there are alternatives instead -- technical guidelines to policy discussions like for example, and I think Ron wouldn’t accept this (unintelligible) propose it but I’ve heard this before, I’ll just vote by phone.  If you’re blind, it’s non-visual access that’s good enough, don’t worry about going to the poll booth to vote.  That’s an extreme I wouldn’t recommend but it illustrates the point.

There are some issues where we can’t solve them but are there alternatives or common issues if you will where a person could vote early absentee ballot or maybe they use some of the technologies we’re using in overseas where there’s a loss of privacy and they can use their own system to vote where they couldn’t be put into the poll booth, or there’s not the opportunity to put every single assisted device in every poll booth but it could be done if they took it home and did it absentee.

So where are the policy recommendations coming back to the Commission to help there?

MS. LASKOWSKI:    I agree.  As I said, universal access is an overarching goal but impossible to achieve 100 percent and NIST doesn’t make policy suggestions.  In general that’s the job of the EAC so I think that part of the question is directed to the EAC.

However from what I understand one possibility for NIST is to look at how to better serve some of these other groups from a technical point of view so that a policy decision could be made.

MR. JENKINS:
You mean by other groups, meaning absentee ballot?

MS. LASKOWSKI:    Other solutions for groups of various subsets of people with disabilities.  Donetta, maybe you want to address the policy question.

COMMISSIONER DAVIDSON:
Sharon is absolutely right.  Even the EAC has problems setting policy but as you are familiar with, your Advisory Board is where several of the members come from that are here, also with Ron and with (Unintelligible) both.

There were resolutions done at that meeting so obviously we take your resolutions very seriously.  We have to report back how we work on those resolutions and how we move forward.

You know, we hear different things from different groups with disabilities.  So many of them want to go to the polls and be able to cast their vote.  They don’t want to do it by absentee.  Now a few do.

But the biggest solution that we see that hopefully will solve as many of the issues that we can is at the polling place.  And yes, it is doing new equipment and putting things into the VVSG that we didn’t have there before.

So how this really comes forward and the studies that are done with the grants that we’re doing like Sharon said and what NIST is also doing in their research, I think will give us a great deal of guidance and obviously constantly talking with the community is a big help to us.

And every so often we have a hearing on this type of an issue and we call you in to see where we’re at, at this time, and what’s the next step because right now we’re making some progress and we’re taking steps.

I know they seem like they’re baby steps to you but as we move forward I think we have to address how we can vote as many people in the polling place as we can because that’s where most of them want to vote.  So that means equipment and guidelines from the TGDC.  Does that help?

MR. JENKINS:
It helps me, thanks.  But it didn’t specifically address why NIST can’t make policy recommendations other than our (unintelligible) restriction.

DR. GALLAGHER:    I’ll put my NIST hat on, so much for impartiality.  It can’t, and I believe even more importantly the TGDC can’t.

There’s a choreography that should occur between us and the Commission here because it is simply true that policy is not an abstraction.  These technologies and these issues we’re dealing with should inform policy development.

And we want to do what we can to support the EAC and what I think we may be able to do is frame or recommend a frame for them on how to consider a given policy issue and tell them that it is important that they give us some feedback on that because then what it does is it provides a framework for us to look at technologies to implement in the technology space.

So there are two different types of discussions but there should be a back and forth and I think we’re starting to see that develop.

Rather than simply say the EAC should tell us something, we can actually say here’s the question that we’re facing and here’s the issue and frame that kind of issue and make that a recommendation to the EAC as something we would appreciate feedback on.  That’s certainly appropriate for an advisory committee to do.

And NIST can support you in that effort but I think this is actually much more of a natural role for this committee than it is for NIST.

MR. PALMER:
Donald Palmer, Florida.  I just wanted to comment a little bit on the flexibility and the search for alternatives.  I think from an election official point of view we are looking for that, the disability community looks for that as well.

I think HAVA in many ways -- it was a great piece of legislation but it also sort of put us down a certain road of the polling place and the HAVA money is going toward that, the cost being so high for each polling place.

I think that there needs to be some sort of flexibility in the wall that would permit some sort of experimentation and alternatives because although a lot of voting does take place in the polling place, I mean you see more and more early voting, you see absentee, and for remote voters be it overseas, military, civilian or the disabled vet who wants to vote from their home, those are remote voters and so that’s where they want to vote.

We’re all about providing choice.  Sometimes I think HAVA is restricting that in many ways and so we need to try to work within that confine and it’s difficult.

MALE SPEAKER:
(Unintelligible) from Washington State and I deliberately (unintelligible) from Washington State because Washington State is largely vote by mail.  We don’t have polling places so we’ve run into a whole different set of issues with trying to provide accessibility to people with disabilities.

And in a sense I think you can -- you know, we are experimenting with different approaches and even county by county is experimenting with different approaches.

We’ve cut down the number of polling places so it’s harder for people with disabilities to get to a place where they can get to an accessible machine.  So we take the accessible machines out to living centers and nursing homes and those kinds of locations and set up some regional centers and things like that.

And we’re looking at delivering ballots online.  We did an experiment in Franklin County to do that but there are limitations on each of those that aren’t fully satisfactory solutions but we’re working on that.

MALE SPEAKER:
Thank you.  I heard you Pat at the beginning when you said that there are two fundamental pillars on which this all has to be based and one is security and one is accessibility and usability.

And as long as that’s truly what we’re doing then I think it is okay and I think we need to move forward and do our work and build on those two pillars.

But when I hear that we do have to make some hard decisions and so we’re going to get as many people in there as we can, I don’t hear the other part saying and we’re going to make it as secure as we can.

And so I just caution us to make sure that both of those pillars are basically held inviolate and that we have a secure system that is an accessible and usable system.  And I know that goes without being said but I then hear us kind of choking just a bit on, we’re going to do the best we can only on one of those pillars so that is a policy decision I know.  Thank you for listening.

DR. GALLAGHER:    So I’m going to use that as a nice segue.  So one of the things I want to put in front of this group to start thinking about is in a little bit we’re going to be talking about the statements we give to NIST as well as to the Commission.

And one of the key things we should be telling NIST is how they structure their work so in the past as I understand it, this committee broke into subcommittees but we did it almost by discipline.

We had security people in one group and the usability and accessibility people in another group, and it seems to me that was backwards, that we may want to actually break the system down into other functional elements and put security, usability people in a multi-disciplinary team that is looking at how to address a particular problem.

If our intent is really to bake these things in deeply, we need to have that give and take as that part of the system is (unintelligible).

So we have fractured the way we approach this a little bit wrong and I’m going to rely on you guys to help me, to give some advice about what some of the cross cuts may be but that may be one way as a process that we start to work this out.

MS GOLDEN:
This is almost not on that subject but you did bring up the one issue of the test labs and I believe there was a Board of Advisors resolution on this, again if I sort of am remembering correctly, and I just jotted down if there is anything that this body can do to support that resolution.

Of course I don’t know exactly what it said, but I think the gist of it was -- Sharon’s last slide that said something about currently that function of testing is part of the core so it has to be within the test lab.

And how can I say this really gently and nicely, I don’t have a great deal of confidence that they have the expertise level they need to be doing that and so either we need to do something to fix that internally or they need to be able to go outside.

DR. GALLAGHER:    Raise the question of Marty.  Was that on one of your draft comments that’s coming up later?  Okay, so I think we caught that and we’re going to bring that up.

MS. GOLDEN:
Thank you.

DR. GALLAGHER:    I think.  If it’s not we can invent it as we go but it was brought up yesterday and I know we noted that as well.  It’s an important topic so I didn’t want to shortcut that discussion so thank you, Sharon.

And now registration database and e-poll book requirements.  Matt and Nelson.

MR. HASTINGS:
Thank you and good afternoon.  This hopefully will be very short because this presentation is really just some initial thoughts on registration databases and e-poll books.

Basically it’s being motivated by the fact that the EAC has been receiving requests to do some certifications in this area.

The 2.0 talks about ballot activation devices and this is how e-poll books are covered kind of in the 2.0.  Like I said my presentation there is really a beginning point of discussing, scoping, and questions that actually need to be addressed.

So the first thing I looked at when considering this was scoping by the interactions of the different systems, the voter registration database and the electronic pollbook.

So the voter registration database on the back end may interact with places where voter registration information is collected so like maybe the Department of Motor Vehicles, it may interact in that way.

On the front end it may interact directly with the 

e-poll book or possibly a dedicated website to update voter registration information.

The electronic poll book on the back end side could talk to the voter registration database and on the front side of it, it could be a ballot activation device to both capture the device of voting systems through a smart card or activation code, or it could do ballot creation such as a Ballot on Demand type system, or it could have no interaction with ballot capture device at all.  It could just be a tool used by poll workers to catch voters in a polling place.

The last bullet there talks about real time versus off line interactions and that’s key because it may impact where a voter may be able to vote.  If it’s in real time they might be able to vote at the different polling place however if it’s an off line interaction then it may limit that ability of a voter to vote at a different polling place.

Some open questions are what is the boundary between the voter registration database versus electronic poll books and the vote capture device of voting system?  (Unintelligible) should a common data format be defined and if so what information needs to be in there?

Should those systems support allowing voters to vote at different polling locations?  What are the core and optional features of those types of systems?  Is it a core requirement or core functionality that an e-poll book do Ballot on Demand or that it actually do ballot activation?  Those issues need to be teased out.

Then of course the big question is what additional requirements need to be created for the VVSG and then from a security perspective what kinds of things does this introduce associating completed ballots with voter identification information.  That’s one big issue.

The other issue could be what type of information is held on the voter registration database.  Is it personal identifiable information, is it some authentication information that needs to be protected, those types of things.

So that’s my presentation on this and it’s kind of opened up to you guys to have any comments.  Do you have any comments?  David.

DR. WAGNER:
David Wagner.  Thank you, Nelson, for this great overview of the topic.  I think that was excellent.

Since our Chair has asked for directional comments about the broad direction we need in the future I thought I’d proposed one possible view that the TGDC and the NIST could take.

First I would suggest that we not take on the task of writing requirements for voter registration systems.  In the past those have been considered outside the scope of the VVSG and I would suggest continuing to do that.  I think that’s a big can of worms.

Second, I think the VVSG 2.0 that was recommended by the TGDC in 2007 does allow for e-poll books and so I think we could build on that.

And I think the course we might want to take might be kind of light touch rather than trying to gild the lily with investing dozens and dozens and dozens of requirements, maybe responding only -- specifically focusing on those areas where the states have added requests where they feel that starting point falls short or where there is really a need for additional guidance.

So that’s just a quick personal view of my thoughts.  Thank you.

MALE SPEAKER:
It’s not clear to me what areas are deficient and perhaps that’s the first thing we need to address because we did address it in 2.0.  There’s no issue, so I’m wondering where it is that we need to -- what it is we need to come to.

DR. GALLAGHER:    Well, from the Chair’s perspective this is a perfect discussion because it’s setting up the actual language in any resolution.  So are there any other comments or viewpoints on that?

I’m going to ask the NIST folks to be sort of capturing that and we might already be almost done with one if we capture that right.

MR. JONES:
This is Doug Jones.  I have a resolution that I’ll be proposing on the threat of associating complete ballots with individuals.  We’ll discuss that later.

DR. GALLAGHER:    Thank you, Nelson.  And finally the open ended vulnerability testing, so we have Matt and Nelson.  Welcome back.

MR. MASTERSON:    I didn’t realize that was coming up.  So now I’m going to talk about open ended vulnerability testing and what we’ve done with that.

So 2.0 provides open ended vulnerability testing as a test methodology and so what I’m going to do is give you an update on the research that we’ve done related to supporting the EAC certification program.

The key issues related to OEVT really are cost and repeatability.  One of the key things to me in open ended vulnerability testing is that it is really unlike other testing of testing requirements for conformance.  It’s not really a conformance type of test.  It’s a different type of test method, really looking at almost the performance from a security perspective of the system.

We looked at several different methodologies and none of those really encapsulating themselves or satisfying so one of the things that we’re looking at is taking the best practices or the best aspects of each of those methodologies and creating a modified, a new methodology out of that.

Some keys to the quality of OEVT is the experience and expertise of the testers, the input to the testing, what documentation do the testers get, the system design and that kind of information, and what details, what areas of investigation guide the testing, and the allocation of resources.

Kind of our next step like I mentioned is to try and develop a draft methodology for voting systems based on the best features of multiple different methodologies, how possibly a review panel might be used in some form or fashion when OEVT is being done to help with the uniformity of testing and determining the resources of OEVT.

We’re looking at what kinds of things kind of determine that, possibly the complexity of the design and implementation as well as the functions, the vulnerabilities of the functions that are already known.

So that’s kind of where we’re at in this whole process.  So that’s the end of this presentation.  I’m up for questions and comments.

MALE SPEAKER:
This is a place where I think we would collectively have to do some work to improve the caliber of perhaps talent but certainly the end item quality of what the VVSG is also doing.

To my experience they find a number into the tens of thousands of things that are absolutely worthless, miss a good number of things that are open holes in the system, and really do a good job only in syntactic source code review.

You know, my line is more than 80 characters, they can find that.  My variables don’t have the right letters distinguishing them and maybe I didn’t put the author’s initials up in the header.  They do a real good job with those things but sadly those don’t really contribute a whole lot to system security.

To have them do open ended vulnerability testing when right now we’re doing -- fairly define vulnerability testing is a really a scary process because they are not doing what they need to be doing with what we’re doing today.

MR. MASTERSON:    Okay, that seems reasonable.  I mean one of the issues that comes up with OEVT in terms of testing and test labs and things like that is something similar to the question on usability testing, is if they can contract that out or not to get the expertise in-house so that issue probably needs to be looked at.

MALE SPEAKER:
I think that is a viable solution but just like with usability and accessibility I think there are very few certainly organizations and probably not that many more people in this country that really can do a good job with that so I think that is a logical alternative.

MALE SPEAKER:
It sounds to me like the vulnerability stuff you’re talking about is strictly software.  What about physical security ranging from pick resistance of the locks, hybrid things like (unintelligible) or lack thereof of a TPM module, things like that.  How well do you look at security?

MR. MASTERSON:    I do believe OEVT does cover things such as locks and things like that.  It stops short of like looking at procedural things I think where you can’t get into that but I think the intent is to look at things such as locks.

MR. RAGSDALE:    Russ Ragsdale.  I’ve heard it said at a Standards Board meeting, we were discussing OEVT, that OEVT is a better method used during the development phase of a system rather than in the testing and certification of a system.

Is that a true statement, and if so can I ask the question, in this other experience or experience in other technologies do you incorporate OEVT in a testing and certification process?

MR. HASTINGS:    The first question was is it more appropriate to be done in the development cycle.  I don’t have a very good background in OEVT so I can’t really speak to that.  I don’t have that expertise if you will so I would have to defer that question.  I really don’t know.

MR. RAGSDALE:    Is there someone in the room you’d like to defer that to, Nelson?

(LAUGHTER)


MALE SPEAKER:
I’ll give my opinion for what that might be worth.  Yes, it should be done during design and development because for one thing, just a very simple kind of scratch the surface answer, you can’t get to the end of the process like that until you have a fundamental architectural issue.  You should not have a process where that can occur.

So whether the vendor is doing their own and then moving into a certification OEVT or whatnot, you need to do that early on in the process and I think when done properly could like the usability testing, be submitted as part of the TDP and that would be one way to deal with this as a process issue.

COMMISSIONER DAVIDSON:
And would that save on the possibility of finding problems with the system when it comes in for testing and possibly save money in testing if they get it beforehand and could that be put into our manual?

MALE SPEAKER:
Yes, ma’am, it could.  Let me go at it in a little different manner.  It would certainly decrease the risk of having avoidable costs that could be significant at avoidable times, which could be significant by doing this sort of work further upstream in the process then has currently be contemplated.

MR. RAGSDALE:    Russ Ragsdale again.  And my second question was, is it in NIST’s experience in other fields, whether technologies -- where OEVT is included as a method in the testing and certification process?

MR. HASTINGS:    I’m not aware of that.  I’m sure there are some but I’m not personally aware of such things.

MR. JENKINS:
Phill Jenkins.  Question on the scope, not when in the process you began but looking at e-poll books, voter registration type systems, do you look at vulnerability in those?  Did you look at any of that?  Is that way up in that part of the process, not the development process but the holistic voting process?

And the reason I’m asking is when we start looking at the UOCAVA, some of these other tasks that we’ve been given, they depend on voter registration and databases and so although we may be able to exclude the voter registration process, at some point we’re going to have to draw a line and say, anything from this point on is what we want to address.  I’m just wondering what your experience has been, maybe comment on that.

MR. HASTINGS:    Well, the 2.0 is really about polling place voting type systems and so that’s what it is looking at.  In terms of whether it’s e-poll book or whatever, the only way that comes in is when the e-poll book is used a ballot activation device.

Looking at voter registration databases and e-poll books in-depth and beyond just ballot activation is kind of a new project.

Now as part of this pilot certification project of UOCAVA, there is a component of penetration testing that’s going to be required as part of that so hopefully we can gleam some experience from that on how we might be able to apply that and that may look at broader than just the voting system itself.

MALE SPEAKER:
Let me explain the scenario that I was thinking of.  If there were vulnerabilities in the database, voter registration database that somehow you could test for at the e-poll, so I’d have to go to every polling place around and my name may in there 20 times.

So if I could break the system I could vote over and over and over again and the e-poll system would be -- I don’t think your test would check for that or test for that perhaps.  I don’t know if that risk is of interest to us or not but where do we draw the line?

MR. HASTINGS:    And I understand what you’re saying but I think right now what we’re looking at is actually trying -- this work is looking at trying to do the methodology, how are we going to do the testing, and the scope has been kind of on a back burner at this point because we’re trying to really just figure out how to do OEVT in a cost effective repeatable manner, that kind of thing.  Do you want to say something, Dave?

MALE SPEAKER:
This is a comment and I’m not looking for a response or feedback but just to I think more to get it on the record and make a comment about it.

But in the case of the new Premier system that went through the national certification process, there was an extended period of time where it was in King County, in my state, and the Secretary of State’s office and the county office were testing it in concert.  And King County hired some security people to help evaluate it, security characteristics and properties.

If in the future there is some way of combining this development cycle with our testing cycle it might address some of Ed’s comments.

And as part of that process what we did find was that King County is of a scale obviously where we found architectural issues that wouldn’t necessarily be found in national testing because they wouldn’t scale it up to the level that we needed in King County and so those got addressed during that process.

So that’s just a comment.  If there is some way we can incorporate some of the things that happened or try to encourage that to happen in some way, I think that would be a good future direction to take.

DR. WAGNER:
Dave Wagner.  I think I can respond briefly to one of your questions Phill about the scope.

The scope of the 2.0, at least the TGDC recommended draft was limited to voting systems., so polling place equipment, tabulation of equipment, things like that, not voter registration systems.  Voter registration systems are out of scope.  Not procedures.

So it’s an equipment standard and OEVT was a testing process designed to evaluate compliance of that equipment.  So it’s not designed to test the security of the voter registration system because the voter registration system is out of scope.

MR. RAGSDALE:    Russ Ragsdale again.  Just to piggyback on what was said earlier, my comments were not an effort to say that we don’t need OEVT.  It’s just I think the Standards Board would like to see OEVT applied where it is the most effective and leads to a better product.

MR. MASTERSON:    Any other questions, comments?

COMMISSIONER DAVIDSON:
I see this is one time that you could direct -- if this is the way the group feels that OEVT should be done, this would be some of the direction that would come back to the EAC as part of a motion or resolution, however you do it.

And the other thing, I guess as I was listening to the conversation, I was picking up -- and we are trying to do some of this but if it’s a suggestion by this group that we accept testing that is being done like in King County or some place like that to show us that there are issues while we’re testing that or making us aware of those types of issues, we can utilize your test as part of the issues, you know, to follow that.  That also I think is a good recommendation that would come back.

We’re doing some of this now but it would help to have that type of background from you guys saying this is the right approach to take.

DR. GALLAGHER:    That sounded like an invitation for input from the TGDC to the EAC so hopefully that’s been noted as well.

Great, thank you very much, Nelson.  Appreciate it.

So we have completed our crash course in our overview topics.  As the next step I would like to ask Marty Herman to come up and he is going to sort of give us an overview of how we start moving forward as a committee in terms of actual resolution statements that we can work on for the remainder of the afternoon.

So you can see the spirit of the working phase now.  I took off my jacket so we’re really ready to go to work here.

This process though is yours so as you hear this overview it’s not out of bounds at all to sort of talk about how we put this together and structure our remaining two and half hours together.  Marty.

MR. HERMAN:
Okay, so the goal now is to come up with either action items for NIST or recommendations for the EAC.

And we’ve written down and we have like over 20 items and so I figure that’s about an average of six to seven minutes per item so we’ve got to go through this relatively quickly.

The first thing we’re going to talk about and I think this is very important, is how to proceed forward to TGDC/NIST engagement beyond these formal meetings.  So either this meeting or other formal meetings, how does NIST and TGDC engage beyond that.

Here’s one way of doing that.  I’ll go through that but then Pat mentioned another way just a few minutes ago so I think we should at least discuss that.

This way just says that the EAC charged the TGDC with I think eight topics and for each topic NIST will identify a single point of contact for that and then NIST will engage with the TGDC as a whole through that point of contact.

And the important thing here is that we don’t want NIST driving this.  We don’t want NIST driving this.  It’s really the TGDC but we need to make sure that NIST staff and the TGDC work jointly in order to determine how to move forward in these particular areas that the EAC has tasked TGDC.

And the idea here would be that the NIST point of contact would send e-mails out to all of you and then those who are interested in participating in a particular topic can do so but we want to make sure that everyone has a chance to do that.

So this is one proposal, and I think Pat just brought up another one a few minutes ago saying actually to divide into subcommittees, and in particular he was concerned that last time the subcommittees were discipline based and here he’s saying multi-discipline subcommittees to make sure that the elements that Ron is concerned about, the pillars of usability, accessibility, and security are handled in a inter-disciplinary fashion.

So I’d just like to open it up for discussion, whether this is okay or would you like something else.  Certainly this will also be multi-disciplinary if it’s done in this way.

DR. GALLAGHER:    Let me just make one clarification point.  You can tell I’ve been hanging around lawyers on this stuff for a long time.

The interaction with NIST in the working site is not with the committee.  The TGDC is what we’re doing today, as a committee we’re reaching consensus input.  It’s with the TGDC membership.

You as individuals, we want you to work on these activities as much as you can.  We hope certainly to benefit from that, but as a committee is when it’s brought to the committee.

And actually one of the benefits of this is that it makes sure that -- one problem of the subcommittees is that in some ways it leaves out the part of the committee that is not of the subcommittee on a given topic.

This way we all see what comes in from these working groups together.  So that’s just a point of contact.  If you’re really clever you might be able to come up with a way of wording this so that you bypass the right structure issue and have NIST propose it in such a way that it makes sense.

But I just made an observation at that earlier point that, you know, putting the experts on security together, the experts on accessibility and security together, may in fact be exacerbating this problem, that there may be another functional delineation.

So we have a meaningful set of working groups where we pull together those different viewpoints and bring those points, you know, imbed and do the arm wrestling at that level then sort of have these scenes that come up, and we do it in a discipline based way.  So let me open that up for discussion.

DR. WAGNER:
Dave Wagner.  Thanks for the starting point.  I guess from my point of view a possible suggestion from (unintelligible) might be to set up eight working groups, one for each of the eight areas we’ve been charged to work on and for each working group set up a mailing list, perhaps occasional phone calls, allowing any of the TGDC membership who would like to participate to join on that mailing list and/or participate on that phone call and to join it.

Ask the NIST staff who are working on that one to join that mailing list and to join in those phone calls and I think that might enable kind of a fruitful and interactive work and discussion among both the TGDC members and the NIST staff working on that.

From my point of view I don’t see it as particularly important to me that there be a single NIST point of contact.  If there are two NIST staff who are working on that and both of those NIST staff are on the mailing list or on the phone calls and are participating in the discussions, great, I don’t have any problem with that.

If you, NIST, want to as an internal organizational issue, pick a single point of contact with us, okay, fine, that’s kind of up to you.  That’s one person’s view, mine.

DR. BELLOVIN:    Steven Bellovin.  I very much like the idea of mailing lists instead of phone calls.  We’re all very busy and trying to get us all (unintelligible) at the same time is difficult enough.

Mailing lists instead of random e-mails addressed to individuals, I don’t know about any of the rest of you, I get vast amounts of legitimate mail.  Sorting into different folders is the only way I could possibly even come close to coping.  Mailing lists make that a lot easier.

I do like the suggestion multi-disciplinary.  It’s very important.  We heard earlier today about how accessibility has got to be designing from the beginning.  It’s one of the maxims in the security business as well.  I’ve got a tee shirt that says, me and a few others on the Standards Board, “sprinkling on security pixie dust on the Internet protocols just doesn’t work that way”.  I like that.

(LAUGHTER)


It’s a matter of the basic design of the code, something like this, so yeah, we need to have this multi-disciplinary.  We’re not going to come up with anything other than a food fight later if we try to do it otherwise.

(LAUGHTER)
MR. JENKINS:
I’m Phill Jenkins.  I was thinking, perhaps selfishly, would I be spreading myself too thin if I participated in all eight subcommittees or maybe a friend of mine might have four and I would have four.  Do I split it that way?  What if nobody joins one of the subcommittees?

(LAUGHTER)


I don’t that’s going to happen but then again I can’t join all eight perhaps so I think we need to move forward with this but then take a checkpoint to see if we have all the disciplines in each group.

We don’t have to have three people of each discipline on each of the eight working groups or subcommittees but we have to have some representation of the disciplines.  We should check on that.

MR. HERMAN:
So really what you’re arguing again is rather then by dividing into subgroups -- I mean the problem with that is that all of a sudden the people in that subgroup make the decisions so to speak for that area and it may leave out other people.

DR. BELLOVIN:    No, I was suggesting that not everyone work on every subgroup but some level of discipline expertise.

So have two people from a board or two people from the states, we need at least one of the two, perhaps it should be some guidelines for how the structure -- you know, make sure we have at least one of two for each subgroup.  That could be an observation that comes out after we look at who signs up for what.

MR. HERMAN:
Because this method would be sort of self-select if it’s this method, and you’re saying if it’s self-select we might not get that inter-disciplinary engagement within any particular --

DR. BELLOVIN:    Correct, and I’ve got balance inter-disciplinary with the workload.  And I know NIST wants our input --

MALE SPEAKER:
It’s more then what NIST wants.  NIST wants to work with us.  It should be a team effort and where you’re guiding us at least in terms of the direction and we focus on the technical part.

MR. RAGSDALE:    Russ Ragsdale.  I would agree.  I like the idea of the multi-disciplinary approach but do we need to do an inventory of what disciplines we have?  I’ve often been accused of having no discipline whatsoever.  So that might alleviate my workload.

(LAUGHTER)


DR. GALLAGHER:    That is a discipline in and of itself actually.

(LAUGHTER)


So the one beauty of multi-disciplinary is you don’t have to define the disciplines and I mean that somewhat sincerely.  You simply rack the problem up differently and then the question is more of a balance question, pulling in a variety of viewpoints and then you tackle the problem from a variety of viewpoints form the outset.


One trap we may be falling into is we’re feeling like we have to define the structure now.  We don’t necessarily have to do that.  There is a way that a little leap of faith -- the EAC gave us eight charges but there is nothing that says that we have to work that way.

And one thing you could do is simply, you could charge NIST with proposing a structure and coming back to you and getting your feedback and then based on that, finalize it and then provide a mechanism -- and I think the intention here is NIST acts a convener.

That was really the idea behind the point of contact, not so much that it’s managed that way but somebody making sure that the mailing list works and everything else.  You know, the idea is that we act as a facilitation point to bring this together and make it happen.

So you’re right, it’s an inside baseball kind of a management issue, not a --

MR. HERMAN:
So my takeaway from this is that NIST will be charged with proposing at least one structure and then through e-mail we’ll have e-mail discussion to finalize that.  Does that sound reasonable?

MR. RAGSDALE:    This is Russ Ragsdale again.  I’d just like to pose a question, maybe Commissioner Davidson, this is to you.  Of the eight tasks that we were assigned yesterday, is there an element of timeliness with those tasks?  Do we have to approach them all, begin them all now or can it be in a phased approach?

COMMISSIONER DAVIDSON:
Obviously I think it’s going to have to be setting priorities, which one has to be done first and working down the priority.

And I have not talked to my staff about this but because Congress has been so intent and coming with the MOVE Act and reassigning us with the duty that we had before and put more emphasis on it, I think UOCAVA is one of the first ones and how we move forward on that.

That, and I would say one of the other areas that is definitely -- SI, you know, and how you feel about that, whether there is extra work, and also its presentation.  It seems like there is quite a bit more work that needs to be done there so obviously if we’re doing research and studies and it’s going to take quite a while, we don’t want to put that on the back burner.

Where you talked about the voter registration system, the Ballot on Demand is one that I think we can put off, voter registration, Ballot on Demand, that type of area -- Matt, if I say something wrong please holler.  You’re watching over me aren’t you?

(LAUGHTER)


Vote by phone, I really think that that’s kind of a easy one, maybe it’s not.  Is that one that we can kind of get done and we take care of it?


MS. GOLDEN:    I was going to say, as far as I’m concerned I propose a resolution on that one and get it off our plate immediately.


COMMISSIONER DAVIDSON:
I mean, you don’t want any testing of the Vote by Phone, is that what you’re saying Diane?


MS. GOLDEN:
I don’t see how it can ever be an assessable voting system in and of itself so if that was the purpose of coming up with standards to test it so that it qualifies as the accessibility voting system, I don’t see how that’s possible.  So that’s the underlying question.
DR. PALMER:
Donald Palmer from Florida.  I do know that some jurisdictions are using it and I know that came up at the Standards Board meeting and the issue was whether or not in (unintelligible) there should be some sort of standards if that is going to continued to be used, you know, should it go through the certification process because right now it is sort of just the wild west so do we look at it, do we not.

MS. GOLDEN:
I know Sharon had this in some of her material or maybe it was in the Vote by Phone stuff but I mean in a nutshell it is an audio only ballot so all it does is provide an audio only ballot.  Well, what we have to do in saying that that’s an accessible voting system is to say you’re exempt from all these other access requirements.

Your only other option is to say it can be the accessible voting system if you do all these things somehow and then that’s a huge project, it’s figuring how you’re going to deliver all those other things so that you can package it.

So it depends on what the question was on the table, you know, do you want to be able to certify it alone.  Then for me the answer is simple.  I don’t think there is anyway to do that.

MR. JENKINS:
From a technical perspective, today people communicate just fine.  We have people using sign language interpretation so the telephone although initially may look like it’s inaccessible, everybody can talk to everybody using some device or some interpreter in between.

Now putting that in a context of a voting system, now all of a sudden privacy and security become a huge issue whereas accessibility has been solved.

If I can only use sign language I can call and order pizza where a sign language interpreter is fine.

MS. GOLDEN:
The problem Phill is all those people who are (unintelligible) vision, need something large print, have a mild hearing loss --

MR. JENKINS:
There is a phone system somewhere out there for even people who are paralyzed.

MS. GOLDEN:
It’s non-compatible with the IVS system that’s on the market.  You can’t use all those alternative end systems.

MR. JENKINS:
I don’t agree with you.  I think they do and there is someone who can relay between the two for any phone system but it’s all the other issues I believe are bigger.  Security and privacy become huge issues so I don’t know the scope of this Vote by Phone.  I think it’s more of a scope and policy --

COMMISSIONER DAVIDSON:
Maybe we look into that but I think the important thing is that our three top would be I think, and please Matt help me if I’m wrong, but SI oversees and military, UOCAVA, and the accessibility and usability, that area.  I would say that’s our three top and then we can tier down from there.

Okay, Matt’s stepping up.  He has one more or a substitution.

MR. MASTERSON:    Of course I’m not going to disagree with you.

(LAUGHTER)


The only suggestion I would have as far as the usability/accessibility is a lot of that and Sharon can correct me if I’m wrong, but a lot of that is research that NIST was -- already underway, doing and updating so there’s not a lot of work for -- I don’t think the TGDC needs to be doing in that area.  Is that correct, if I understand the nature of the work?  The benchmarks, yes.


MS. LASKOWSKI:    (Off microphone, unintelligible).


COMMISSIONER DAVIDSON:
And I guess where I was coming from was hearing the information that was coming and making sure we didn’t forget the usability as we move forward with whatever we’re doing.


The SI, the UOCAVA, however it can be utilized there, you know, that was where I’m coming from and I know that the ongoing research will continue.  I just didn’t want obviously to eliminate that.


Now is there another area that you think should be added to that list?


MR. MASTERSON:    No, I think that’s absolutely correct.  I think the focus on the usability/accessibility as it applies to the rest of the work being done is what you’re suggesting and that certainly is a prime importance.


The UOCAVA we all know you all have 180 days so good luck.


DR. GALLAGHER:    Let me offer a suggestion.  The issue of prioritization is an interesting one because in that list of eight topics, there were sort of three different characters of things.


One was UOCAVA which sort has its own set of legislation, its own drivers.  It’s clear we sort of understand that that’s a priority issue.


There’s a whole set of issues that are basically the aftermath of 2.0 in the context of 1.1 coming out, that the (unintelligible) are using but we basically have done a major patch to the 2005 standards by pulling things out and that’s the 1.1.


This committee of course will -- and there’s a whole set of activities including SI which is a great example. It’s sort of ongoing issues that have to be addressed and that’s important because you don’t want an interim improvement like 1.1 to undermine the focus on getting to 2.0 and I think that was the sense of the committee from the beginning.  So there’s set of issues.

It’s not clear to me that the Vote by Phone fits in either of those two.  It almost was a stand alone and I may have a misimpression there but was it part of 2.0 at all?

MR. MASTERSON:    No, it’s not part of 2.0 except to say the question we received from the Boards was how does 2.0 affect Vote by Phone and the answer is it wouldn’t allow for Vote by Phone.  Quite frankly it doesn’t address it except to say it -- Vote by Phone just doesn’t fit.

DR. GALLAGHER:    Well, let me ask you the question backwards.  Is it the intent of 2.0 that it cover all voting technologies that are in use?

MR. MASTERSON:    No, no, I don’t think all voting technologies, but I think it was the intent of the charge, and certainly Commissioner Davidson can clarify this, to explore the possibility of including standards for Vote by Phone in 2.0.

COMMISSIONER DAVIDSON:
And to add to that, I think that we’re put in a position because manufacturers want to have their equipment tested because a lot of states can’t purchase equipment that has not been reviewed and tested so if a manufacturer came in with a Vote by Phone and wanted it tested we don’t have any capability of doing that.

MS. GOLDEN:
If I can clarify, now that I’ve sort of thought this through more, I think the answer to the question to Vote by Phone is the accessibility standards are already there and the system would have to conform to those access standards as they currently stand in VVSG 2005 1.1, 2.0.

I don’t care what version it is.  The only question is how the Vote by Phone is set up and the transmission across the standard phone lines and all of that sort of thing I think is not addressed in the standards so it can’t go through the testing labs right now because they don’t have any way to deal with that.

But I will get on my soapbox here.  What is not acceptable is for us to wander down the accessibility part so the Vote by Phone becomes acceptable.  That’s a non-starter for me.  We’ve got the access standards in place and Vote by Phone needs to conform with those just like a DRE or a valid market device.  I don’t care what the end unit is, it needs to conform.

Past that how it transmits the information back and forth and to the central counter or whatever it does, is not a problem.

DR. BELLOVIN:    Steven Bellovin.  I think there are a couple policy questions lurking here.  I’ll speak to security, not accessibility although I think the same issue applies.

How much of it do we want?  You know, we could have every citizen walking to the basement, (unintelligible) basement of Fort Meade to cast a ballot and be reasonably confident that no hackers were going to get at it.  It’s obviously not a reasonable solution for many, many reasons, not the least of which is cost.

I spoke with the space shuttle software -- David Wagner recalls hearing that it cost a $1000 for each line of code.  It doesn’t look very economical (unintelligible) reliability.

At some point you have to make a decision how much security do you want and that’s a policy decision.  A related question is where is the assurance level you want, not just the design of the system and the features but why do you really think it is going to work the way you designed.  That’s a separate issue in security standards, the assurance level.

When it comes to accessibility, you know, maybe this is already set by law but I can certainly envision people, sufficiently severe combinations of disabilities that no ordinary standard is going to have it, the policy decision has been made.  We have to make that decision.  Until that decision is made quite explicitly you don’t know what you’re aiming at.

DR. WAGNER:
Dave Wagner.  I wanted to support this suggestion that the Director made a long time ago, prioritization that I think we’re talking about now.

I think it will take some discussion among the committee to figure out what are the most important urgent tasks and what are the ones maybe where they are low hanging fruit where there is some -- could we gain some consensus and make some quick progress on the committee.

If I had to put my input into maybe two, I think I might take the UOCAVA based on the sense of urgency and the accessibility and usability research to the extent that NIST needs support from TGDC on helping that move forward but, you know, that’s going to take some discussion amongst but I just wanted to say that I support this prioritization of these things so that we can make some progress.

MR. HERMAN:
Okay, so am I hearing that we need to prioritize but we’re not ready to do it right now?  Is that what I’m hearing?  Okay.

MALE SPEAKER:
Other than I think I heard UOCAVA is top.

(LAUGHTER)
MR. HERMAN:
Right, UOCAVA, everyone agrees that that is --

DR. GALLAGHER:    So actually here’s an approach, is that initially there are two working groups at NIST, a UOCAVA group and issues related to 2.0 and the first thing the 2.0 group does is look at a high level architecturally and look at to prioritize and probably end up with a subgroup working group structure that evolves.

You can start moving right away on UOCAVA and folks can get involved, and you can start looking at the 2.0 issue realizing that there’s going to end up having to be a prioritization around what issues have to be set up right away, and of course we’ll expect read back into the TGDC at the next meeting because that would certainly be something we would look at carefully.

MALE SPEAKER:
But you’re saying only UOCAVA and not the other seven items?

DR. GALLAGHER:    Well, what I’m doing actually is I’m rolling the other seven into one working group with their first half basically being a prioritization and a development of a suitable sub-working group structure.

MALE SPEAKER:
I do have a question which is, there is a working group right now that is working on what requirements would be in place for a pilot, recognizing that if we’re going to be able to do this in 2010 there needs to be a small (unintelligible) pilot and some requirements and it’s not clear to me how we are conceiving the relationship between the two efforts.

MR. MASTERSON:    The intent is absolutely for the EAC to provide all information from the pilot to the TGDC.  Certainly we can testify to the TGDC at a meeting as well but the requirements we used for instance to test the pilot products will be given to the TGDC and say here’s the results, the test reports, all of that, whatever information we can provide to the TGDC.

I mean that’s the point of the pilot as well as learning so the reports we get from the manufacturers will be given to the TGDC.  So I’d say that the interaction is high and thankfully we have a couple TGDC members working on the pilot group as well so that helps.

COMMISSIONER DAVIDSON:
And that could definitely be a good starting point for them, is to take that -- because we’ll soon have those completely defined because we’ve got to move forward so we can start testing knowing the urgency of time.

So that could be a starting point for NIST to be able to use that as part of their research or however they want to move forward.

MALE SPEAKER:
I have a secondary question which goes back to the relationship between this group and NIST which from my previous experience my -- the nature of the interaction between the TGDC members and NIST was to get feedback from NIST and also charge NIST with well, we need more research here or we need more information there.

And it’s your vision of how this would work, we’d be sort of a consensus from the group that’s interacting with NIST at a particular -- on one of these particular elements, it would be a consensus there as far as how we would direct NIST?

DR. GALLAGHER:    Well, again I think the key to understanding this is, is that the committee, this committee, can do exactly what you said, it can direct NIST to move and give directions and it can set priorities.  It can as a committee, give advice to NIST.

In the end somebody has to do the lifting so that as a committee we have something to work on.  I don’t think this committee wants to -- our meeting would be (unintelligible) having to prepare this from the ground up so the idea was to exploit the relationship of NIST and let it become a working arm of this committee and to develop what we charge them to do as a committee.

What we want is that you as individuals can fully participate in that process.  In the end that process is going to produce something that comes back to the committee so we don’t lose control of this, it doesn’t just spin off and end up going somewhere without you seeing what happened and having the ability to vote and weigh in on it.  That was what I sort of had in mind.

MALE SPEAKER:
And the question I think I’m trying to get at is the question of leadership on our side, how does that work in terms of how will we determine that we have given you a direction in this interaction that you’re discussing because I’m understanding that basically it would be an interaction of the interested with a particular topic, a particular element of this, and how would you come to an understanding of what it is that TGDC has directed you to do?

DR. GALLAGHER:    Well, I think we would hope to, we would take it at face value.  I think we would take the direction that came from the committee as a resolution and move in a certain direction.

In the final analysis I think the TGDC itself would be looking to see whether NIST got it right.  You’d be seeing what they did and say no, this is nothing like what we had in mind and you could redirect NIST to do something else.

I think NIST’s intent would be to try to talk to folks to make sure they have the intention right.  The only thing I’m concerned about is that as we say, it’s really a participation based on willingness.

What you can’t do is have a particular TGDC member participating with NIST, in essence run that project speaking as if it was the TGDC driving it.  That opens up a whole set of issues that I don’t think we want to have.

So this is sort of established on a trust relationship.  We want to work on your behalf.  That’s what we’ve been charged by law to do.  That’s what we want to support.

You know, NIST can certainly do things on its own but to the extent it’s activities that you’ve asked us to do, we want that to be aligned with what you’ve asked us to do and I think the proof is in the pudding, what comes back to the committee you will have a sense of whether it’s responsive or not.  We just want to benefit from your expertise in the process.

MALE SPEAKER:
And I apologize.  You know, I’ve been in this bus for some time.  I’m trying to fit what you’re talking about into what I remembered and just what the dynamics were so I apologize if I’m dogging this issue but it’s still not clear to me.

I’m understanding that -- I’m expecting that between plenary meetings like this there would be interaction between the interested and your contact, the NIST contact person, and at those meetings we would be hearing about the progress that is made on something and being able to suggest different directions or no, that’s not quite I think what we need.

But I guess what I’m understanding is that you would take that as -- because of those who are interested from this panel and hopefully an inter-disciplinary group of people who are interacting with you, that you would take the direction of those interested people as the direction of the TDGC at that point in time until you got back into a full plenary session.

DR. GALLAGHER:    I think maybe and maybe not.  Let me just be really frank about it.  So as it stands right now, this relationship between the TGDC and NIST is a non-exclusive one.

The TGDC is not restricted to work only with NIST.  To produce your guidance and advice to the Commission you can work on your own.  You can go back to subcommittees.  You could do all the work yourself.

The committee draws from whatever the committee needs to draw from to make those recommendations.  As it is you already draw a lot from the work that NIST does in a given area.  You heard the presentations today.  There is no guarantee that NIST is doing exactly what you want them to do, that in and of itself is just the fact that it’s not the TGDC itself.

Of course I would argue the TGDC is probably not monolithic in its view on a given issue either.  So I think this has to play out in a give and take.

What I just want to be careful of is that even if you had five TGDC members working on a particular activity with NIST, that subgroup of members cannot behave as the TGDC.  It’s not fair to the full TGDC so it’s really acting as expert individuals providing the guidance and input and it’s that group’s collective sense of what the TGDC had in mind that we’re paying attention to.

So that’s the only reason I’m tap dancing a little bit is to make sure that that part is clear.  Did that help or hurt?

MALE SPEAKER:
Thanks.  Helps, I think I’m with you.  Thank you for taking the time.

MS. PURCELL:
Pat, to go along with that, also the priority is that I think everybody feels that UOCAVA has got the top priority because Congress has made it that way and it is important.

Earlier this morning I sent a resolution to Karen on UOCAVA and so I would propose that we begin by starting out -- and going from there if that’s what you think would

be --

DR. GALLAGHER:    Helen, you just helped me out a lot.  So once again, Marty told us we’d have to be able to move at six minute intervals and our first one took 45 minutes.

I also want to be able to give people a quick break here as well since we have (unintelligible) the afternoon so what I’m hoping is, let’s take a ten minute break and then let’s move through the next of these very quickly and try to dispatch them so that we can get through the list and see where we’re at.  And we did that last time and I’m confident we’ll be able to do it again.  So let’s adjourn for -- it’s 2:40 p.m., to about 2:50 p.m.

(BREAK)

DR. GALLAGHER:    I have asked Marty Herman to act as not just a friendly MC but a ruthless coordinator here and to actually apply some judgment.

As we go through these, some of these will require a little bit more discussion, the one right in front of us I think will, and what I’d really like to do is drive them by very quickly, capture any high level comments, let’s get them back to the NIST folks to read based on what the discussion was to try to recast the wording.


If we do not get back to you seeing the final wording before this session ends at 4:30 p.m., we will circulate a final list of the resolution language via e-mail and get a sense of concurrence from you that way.


I want you to see the final wording that goes to everybody beforehand but I’m trying to make some contingency.  Is that okay with everybody?  Okay, Marty.


MR. HERMAN:
Let me just point out that we have a whole set of these.  Many of them are the ones that you submitted and then we also have some that we just observed ourselves, some issues.

And I think the goal right now is to make sure we’ve captured the important issues.  We don’t want to wordsmith, we don’t want to prioritize.  UOCAVA I understand is high priority, but we don’t want to spend too much time prioritizing or wordsmithing.  We just want to make sure that the main ideas are captured.


So here’s the UOCAVA one.  Are there any comments on this?  If not we can just move on.


DR. GALLAGHER:    We’re going to need to read it if you could Marty.


MR. HERMAN:
Oh, I’m sorry.  Okay, so this is the UOCAVA.  Helen Purcell submitted this.  It says the TGDC asks NIST to develop testable guidelines as follows.  One, maximum amount of security possible while achieving the goal as set by Congress of electronic voting under UOCAVA.  Two, identify what that security assessment is, and three, if no level of security is found to be acceptable a written report to that effect.


MALE SPEAKER:
What was number one?


MR. HERMAN:
Testable guidelines such that the maximum amount of security possible while achieving the goal as set by Congress for UOCAVA.


MALE SPEAKER:
A brief comment.  I’m not familiar off the top of my head exactly what the language in any of these bills are about the specific goal set by Congress.  I know sometimes the bills contain goals that are not physically achievable.


MR. HERMAN:
We can actually send that out, we can send that out to the committee.


MALE SPEAKER:
But if it was talking about for instance achieving the requirements said in the MOVE Act or something like that, I think that would be very a clear --


MR. HERMAN:
And so I think when we’re talking about by Congress, the three Acts that were mentioned before, and I think we could just send out the language on that.  That shouldn’t be a problem.


MR. GARDNER:
Asking for my esteemed colleague, whatever, Helen, I was trying to be smart.

(LAUGHTER)


All right, what I’m wondering is if she would accept a friendly amendment which is the language that I sent to Pat this morning dealing with building in that accessibility requirement, and I can’t quote it now but I’d liked it.


MR. HERMAN:
Okay, here it is.  Do you want me to read this?  Well, it’s also UOCAVA so it’s related.  Accessibility and Usability UOCAVA by Ron Gardner.


For any UOCAVA pilot projects or investigative work of NIST on remote voting systems, accessibility/usability issues must be an integral part of the analysis.

And then you go on saying, while security and privacy are critical issues, accessibility must be addressed from the initial stage to (unintelligible) creation of unnecessary barriers and the need (unintelligible) to provide access.

Any guidelines developed in the short term to assist election officials in providing print ballots to overseas military voters should minimally include accessibility standards for the final format of those print ballots.


DR. BELLOVIN:    This is Steven Bellovin.  The really odd thing is I could take that exact text and swap accessibility and usability for security and privacy and it will be exactly correct.

(LAUGHTER)


It would literally -- every sentence of that would make sense and be technically correct if we made that swap and that’s the problem we’ve got.


MR. HERMAN:
And we should do that.  So you’re saying in addition to this we should have another one which switches those words to make sure that both of them are represented here?


DR. BELLOVIN:    Well, no, I’m suggesting that because each one is saying start with one issue and honor the second to the extent you can, and you can’t have two conflicting ones like that.  What we really need is one resolution that says all four of these are very important and need to be taken in account from the beginning, not one to support the other.


MALE SPEAKER:
I found that Helen Purcell’s wording seemed to have at least three ambiguities in it which made me very unclear about what it is saying.


I really applaud Ronald’s wording and I think attempting to do a combined resolution as Steven just suggested might really work and we might want to just start with Ron’s wording and do that.


DR. GALLAGHER:    Let me make a proposal then, first making an observation.  The issue of the pilots as I understand it is happening.  We are going to be the beneficiaries of data coming back from the pilots and actually as I understood from Matt, the charge to the TGDC to develop guidelines under the UOCAVA systems really kind of initiates with that feedback coming back from the pilots.


So we’re talking about a year from now when we’re really actually going to be sort of getting our start according to the process that the EAC has laid out.


The one concern I have and I think Ron’s language provides a nice form for doing that, it addresses specifically the point that Helen raised as well, is the issues of how do you address security, privacy, usability and accessibility for UOCAVA systems may be different then the way you deal with those issues for fixed polling place type voting systems.


And what we really need in the end, by the time next year comes and we’re asked to start developing guidelines, we need to hear from the EAC about how to think about that.


So what I would propose is that based on this language what we really need to develop or maybe to give to the EAC, and this is something that could be developed in time for our next meeting, is to frame that question for them so they know how to approach that kind of decision at the Commission level.


I think that what you really want is that there’s not a right and a wrong amount of security or accessibility.  This is not really a go, no go, type of thing.

The issue is you’re trying to perform a certain function and enable a certain voting population to do it and the question is what are the attributes in security, and safety, and privacy, and accessibility and usability that are sort of a dominimous or needed for those types of voting systems.

And we need to be able to get that at some point from the EAC and I think the challenge for us is how do we assist them in getting to that type of a decision for us.  Any comment?


COMMISSIONER DAVIDSON:
Well, only one thing that I would like to make clear is the way we saw -- we’ve almost got our testable standards set into place.  They are going to be done in a month, is that pretty close?


MR. MASTERSON:    Our draft of those standards is -- the goal is to have them in place along with a process by March/April.


COMMISSIONER DAVIDSON:
Okay.  At that time once we adopt those, we will give you those at that time so you can start looking at what we had as the draft and so on.  And I think the other thing before we get out of here or sometime or another, is if NIST feels like they need a resolution from the TGDC to work with us on that pilot -- because I know that you don’t think -- you can continue working with us?  Very good.  Thank you.

(LAUGHTER)


The head was shaking yes just in case somebody can’t see us, for the record.


So anyway as soon as we give that to you I think you could start the work.  I don’t think it’s going to -- I mean obviously we know it won’t be finished but it’s some place for you start on your work on the UOCAVA.

So I don’t want to hold up and say it’s going to be after the election before you get anything and as we go through the pilot -- because right now we don’t have a guarantee that any of the states will have money to join this pilot so I don’t want to put on record it’s going to be a whole year if we don’t get a pilot.


MR. JENKINS:
Phill Jenkins.  I participated in that initial meeting and initially there was some criteria for how do we decide what goes into the pilot and usability and accessibility was section two of the version two or three, whichever section was discussed, was not going to be used as criteria to determine what systems we were going to use.

And I believe that the recommendation was made -- we would mean we’re not going to use that to prevent systems from being included in the UOCAVA demonstration project but we would add perhaps a location at Walter Reed Hospital as a site to do UOCAVA testing and include accessibility, usability feedback from people at the hospital.  There would be a high percentage of people with disabilities and we’d get some really useful data back.  I think that’s still the case (unintelligible).


MR. MASTERSON:    Yes, that’s a great question.  In looking at the testing, you’re exactly right, when we were talking about the testing, the testing of the accessibility requirements was not going to be part of the pilot certification testing for a variety of reasons.


The conversation that we had with FVAP that they may be interested in I think probably needs to be followed up by ourselves and whoever else is interested, is FVAP had mentioned the possibility of working with somebody to do that exact thing at a hospital or somewhere else to explore the usability/accessibility possibilities in that way and so I would say follow-up is needed in that area.


MS. PURCELL:
Pat, if I could, I have no qualms about someone else adding to what I had suggested.  Mine was just an opening to say we need to do something.

The MOVE Act said I believe that we had 180 days before the EAC has to report back to Congress, is that correct?  So we are already in that process and that sounds to me very much like April when a report has to be made to Congress that we have done something with our UOCAVA voters.

DR. GALLAGHER:    But I want to make sure that we’re really clear on this.  The Congress said within 180 days a guidelines or a plan to achieve them and I believe the answer is going to be a plan to achieve them which means there’s not going to be an answer but basically a process laid out to get to an answer that could take awhile.

MS. PURCELL:
So any changes to the language, that’s not a problem with me, to change the language that’s there to include all of those things that we need to include in that.

DR. GALLAGHER:    Let me ask a question of the EAC.  As I understand it, the testing guidelines that you are developing now are really for what I would consider a special case of UOCAVA which is manned kiosk based voting.

Is it the intention that when the full guidelines are going to be developed it’s in that narrow construct or could it be more general than that?

COMMISSIONER DAVIDSON:
That’s only the first step.  The end goal is what Congress has really said -- that we see that being several steps probably away but the end goal is for the overseas military to be able to vote is the end goal.

How soon that could be achieved obviously I don’t have the answer but the next step may be unmanned kiosks.  The following step might be secure only voting in the military bases with the secure lines, using their passes as their signature verification, not passes, their military card.

You know, there has to be several steps obviously we know as we move forward and probably by the time we get to when you’ve got something that we have that we can test equipment to, to do that Internet voting for overseas and the military that would be our final goal in this plan we’re laying out to Congress.

And coming up with that roadmap obviously the three entities need to be together, NIST and EAC.

MR. PALMER:
Don Palmer, Florida.  There’s a lot of moving parts.  I mean, we just got a little blur on the

e-mail that Congress is considering appropriating money for these pilot projects and obviously that’s one thing that the states have been waiting for because there’s no separate appropriated money.

FVAP is also waiting for their appropriation but also waiting for us.  They’re waiting for the TGDC, they’re waiting for the EAC so everybody is waiting on each other and Congress is looking at all of us.

(LAUGHTER)


MR. HERMAN:
There’s actually another proposed comment here from Phill Jenkins also on UOCAV so I just wanted to make sure that we got to look at that one since we’re focused on UOCAVA right now.


So let me just read it.  Request NIST to commission a short term, several months, research study similar to the second quarter expected release of the research document on security considerations for remote electronic UOCAVA voting but this would be on accessibility and usability considerations for remote electronic UOCAVA voting in coordination with the EAC’s accessibility and usability research update.


For example, NIST could consider the following in a short term research.  One, define accessibility and usability objectives for remote electronic voting.  Two, collect an inventory of existing and applicable standards on accessibility and usability.

Three, identify perceived accessibility issues that can or cannot be solved with existing technology.  Four, identify issues that can or cannot be solved between conflicting security and accessibility requirements, that is handling paper ballots by voters and poll workers with limited dexterity or hand use.

Five, identify trends and outlooks on when possible technologies may improve or solve accessibility or usability issues.  And six, identify trends and outlooks on when future mainstream technologies may be employed in remote electronic voting that will need new accessibility and usability requirements and standards.
DR. GALLAGHER:    Any comments?

MALE SPEAKER:
It’s well written and I don’t think it’s very debatable.  I think we should just take it.

DR. GALLAGHER:    Any objections?  One down.

MALE SPEAKER:
I would like to know if NIST thinks this is short term or long term.  I don’t know how long it took to do the one that is going to be published for security.

FEMALE SPEAKER:
Our current usability and accessibility requirements were applied to any voting system so a lot of them could just be pretty straightforwardly applied here.

I think there are some special issues in effect, is there going to be paper, if such, what kind of paper, is something going to be printed out.  I think we’ve identified some of these issues now so I think it’s probably short term given that background.

DR. GALLAGHER:    Marty, let me suggest just from the Chair, we accept this one.  I’m thinking of (Unintelligible) comment on the security.  We’ve done the study here and then we have the language from Ron.

What we could do is to ask the NIST folks to modify the language that Ron wrote to basically consider these two inputs and create a framework for addressing security and accessibility that would be something given to the EAC.

MR. HERMAN:
And I think that’s a good idea.  Okay, John can we go to the top and start looking at some of the other issues again.  We just want to make sure we’ve captured important issues here.

DR. GALLAGHER:    The way I view Helen’s is that -- and I didn’t mean to move past it that fast, Helen.  I apologize.

We’ve done the assessment study on security for the UOCAVA systems already.  There was the one NIST publication in that area.

We just accepted a resolution to do a similar quick study on usability and accessibility and what we really want to do is in lieu of providing a maximum amount of security possible is to provide a recommendation to the EAC.

And this would be a charge to NIST to prepare such a thing that we would review at out next meeting, a charge to the EAC about how to frame and articulate the security, accessibility, usability, and privacy aspects of the UOCAVA system with the idea that we’re trying to basically get a clear feedback from the Commission by the time we really go into developing a set of guidelines.

Would that address what you’re looking for?

MS. PURCELL:
I think one of the things that I would like to see since that part of the study (unintelligible) has already been done on security, is that the EAC would receive that report on a sooner rather than later basis, that they receive that report as soon as possible, that portion that has already been completed.  Is there a problem with that?

MALE SPEAKER:    I don’t see any problem.  I think it’s been transmitted to the EAC already.

COMMISSIONER DAVIDSON:
(Off microphone, unintelligible).  Apology.  The ones that I believe that Helen is speaking to are the ones that Andy talked about, the three that are possibly not going to come out until summer of next year.

MALE SPEAKER:
Right.  So the (unintelligible) was completed last December and then the other document, the security considerations for remote electronic voting is expected to be completed in the second quarter of 2010 and we’ll certainly give that to the EAC as soon as it’s done.

COMMISSIONER DAVIDSON:
And there is no opportunity for that to be completed sooner than that?

MALE SPEAKER:
Potentially, but there are many projects that we’re working on right now and we’ll have to look at everything that we have on our plate to make sure we can get everything done in a timely manner.

DR. GALLAGHER:    Helen, we can certainly include a statement in that one general one that the TGDC recognizes the urgency of those reports to be provided to the EAC.

MR. HERMAN:
Okay, John can we go to the first one.  I think we’re finished with UOCAVA related ones.

Here’s one called testing scanning accuracy of paper ballots from Doug Jones.

The TGDC recognizes that voter’s ability to mark a paper ballot as they intend is critical to their success in voting accurately.

The TGDC also recognizes that the usability of a paper ballot is determined by the form of the ballot, the instructions, the available marking devices, and the voter’s prior expectations from use of other similar paper forms.

HAVA leaves the determination of what marks constitute a vote and how voters are instructed to the states.

The TGDC has concluded that systems must include documentation of the marks recommended for use with that system and how the system will respond to common marking devices and typical marks voters may make.

The TGDC requests that NIST investigate the development of a standard benchmark sent of ballot markings representative of the types of marks real voters make on each common type of ballot which will allow the inclusion of a test requirement to test compliance with the above documentation requirement.

Is there any discussion on this?

MR. JONES:
This is an area where I actually have several resolutions that I’ve suggested that have the same basic problem and that is that it’s not clear where the border of our responsibilities are but there are these areas where either HAVA or other issues clearly leave things in the states rights domain and where to date the voting system standards dating all the way back to 1990 have dodged the issue and simply left the issue unaddressed.

In the area of ballot marking accuracy or ballot marking requirements set by the standards to date, all the way back to 1990, requires extraordinarily good counting of perfectly marked ballots and nothing better.  And real voters don’t make perfect markings, while some of them try very hard but you’ll find little smiley faces in the bubble and check marks and Xs and things like that.

And as the state voting system examiner I was always frustrated because the vendors would never tell us anything about the kinds of marks the machine would actually count or actually ignore.

And so I’d like a documentation requirement available essentially so that the states can inform themselves and use this to inform the development of documentation.

I’ll be talking about a similar issue with regard to another issue later but I think this is the conservative approach.

A question I will also ask that the EAC provide us with direction on is, is it really the case that we have no say at all in where the sensing thresholds are.  I don’t really believe Congress intended to leave it entirely to the states.

My suspicion is that they intended that the states be given the problem of resolving marginal marks but I suspect we have some authority to determine which marks are marginal.  I don’t know this but I think we should ask the EAC to help us on that.  That’s a second issue.

MR. FLATER:
If I could comment.  Dave Flater from NIST.

The very issue you’ve described, the issue of okay, we’ve got accuracy in terms of perfect marks but in the real world we don’t get perfect marks.

We did take a crack at addressing this in the version 2.0 draft of the VVSG.  I can’t speak for you in terms of how fully that addresses your concern but we did examine this issue.

We did wrangle over what sort of marks should be tested in addition to perfect marks and there are now actually two different sorts of marks that are specified for testing in version 2.0.

There is the mark made according to the manufacturer’s specification and then there is another which I don’t know that I can remember the exact perimeters but it’s essentially a straight line through the middle of the target.  I think it was one millimeter width made with a number two pencil.  And that is supposed to be reliably detectable by any conforming system.

Furthermore there is a requirement that the manufacturer must document what constitutes a reliably detectable mark for their system and the issue of marginal marks is additionally discussed with regards to the notifications, the detections.

I believe it’s only a should requirement but if a mark is ambiguous, that it’s clearly either a vote or a non-vote, there’s a should requirement saying if the system should kick that ballot out.

So having said all that, then the question is where do you want to go.

MR. JONES:
Basically the mark with a number two soft lead pencil is one of these typical example marks but I think we really need to see what happens to black pen for example.

I had this experience in Maricopa County where we discovered that if the scanner is freshly calibrated the vendors technicians had difficulty scanning a single pen stroke with a Bic Roundstick pen in one case out of 12 I think it was, and this was disturbing because that was the recommended marking device and one case out of 12 seems to be an awful lot for the recommended marking device.

It strikes me that when I was a state examiner I really wanted to see examples with the things people routinely write with, pens and pencils, roller-balls, conventional gooey ballpoints.

I imagine maybe a test sweep that involved five or six of the more common kinds of pens and pencils, possibly including red and blue inks, and in addition to the straight line, the check mark, the X, and a few examples like that because as a state examiner looking at a potential machine being offered to the state, I really needed that documentation.

And hearing things about (unintelligible) counting and gray levels or things like that, or spectral sensitivity wasn’t what the people at the state level needed to hear and I think if made a uniform documentation requirement it would help.

MR. FLATER:
So I take it then that we’re not talking about putting additional requirements on you shall detect these sorts of marks, but simply you shall document how you detect the following marks.

MR. JONES:
Right, so that the states are still -- this would still leave it in the states hands which marks they want but they can compare these marks with their own standards about what they do.

MR. FLATER:
Okay, the other part of this is actually the collection of a standard benchmark set of ballot markings.  This is the sort of thing that if you’re a grad student you can do it in a week and if you’re a federal employee you can do it in a year or two.

(LAUGHTER)


MR. JONES:
I didn’t think this was a short term one.


DR. GALLAGHER:    Any objection from the committee on this one?  This basically asks NIST to look at developing a broader set of benchmarks against real --


COMMISSIONER DAVIDSON:
Given the fact that -- and I think what Doug has seen in some elections is probably just a very small portion of what really happens in elections since we have in Maricopa County some 790,000 people who are eligible to vote by mail and those markings are used with a wide variety of instruments.  Some of those I don’t even want to guess what they are.

(LAUGHTER)


It would seem to me that it would be very difficult to encompass everything that we’re going to get and I just don’t see how that is possible.


MR. JONES:
I would never hope we could encompass everything.  I mean I tested your scanners with a glitter pen but I don’t think we need to include in a test sweep.


COMMISSIONER DAVIDSON:
We don’t want you to ruin our scanners.

(LAUGHTER)


MR. HERMAN:
The Chair, the committee has authorized me to be ruthless so I think we should move on to the next one.


This is a continuation.  This is from Doug Jones in testing scanner accuracy.


The resolution I circulated before the meeting was crafted to be conservatively within the TGDC’s charge but I believe we also need to discuss the limits of the EAC and TGDC’s authority when it comes to human factors and marked sense ballots.  That’s one bullet.


And then the next bullet says, HAVA explicitly requires the states to set standards for what constitutes a valid vote on a marked sense ballot.  The conservative reading of the TGDC charge is therefore that this is a matter that is up to the states and we have no say.


This has led to a strange result that a particular mark sensed scanner may used in two states with quite different rules governing what constitutes a valid mark.


I suspect that this was not really what Congress intended and that we may be able to set real standards here.  We may be within our rights to build a sound definition of what marks are marginal and therefore subject to the states standards required by HAVA and asking the vendors to accurately count marks outside this marginal range.


Are there any comments?


DR. GALLAGHER:    So I’m kind of glad this came up separately because the first one was really a question to NIST to address and this is really a question to the EAC.  Any comments?


COMMISSIONER DAVIDSON:
The only comment I have to make from the EAC’s part, and I think then you ought to hear from some of your states and counties, is EAC is an advisory committee.  We can put things like this in quick starts but we don’t have the authority to tell the states what to do is what it comes down to.  We don’t have policy capability at telling the states what they have to do.


MR. PALMER:
Don Palmer, Florida.  HAVA actually delegated this to the states so that within the state the counties would not have differing ideas of what constitutes a vote so I think HAVA sort of made it uniform within the state.


I don’t think this is probably what Congress intended, that the states determine what is a valid vote.  Unfortunately some of these markings and you’ve seen them, people just have different opinions and so once a standard is set by the state that’s a standard from our perspective.


MALE SPEAKER:
Can I respond?  First of all I think the question that Doug is raising at least as I understand it, is basically how much of an oval or how much of a mark needs to be within an oval before you consider it ambiguous or not ambiguous.


Is it your perception Donald that that is part of what is being defined within states as opposed if they circled the name, is that a vote, or those kind of issues?


MR. PALMER:
Yes, in fact determining what the vote is actually sort of -- it could be even separate from what the scanner or the tabulator is picking up because if there’s an over vote or an under vote, and a canvassing board is looking at the ballot, then they actually end up counting the vote which the tabulator would never pick it up.

MALE SPEAKER:
So there are two distinct analysis that are going on and the background on that if I may, is that the ballots I think that we’re talking about are usually pre-inspected, I’m making sure that we’re talking the same language Donald, that are usually pre-inspected after they are taken out of an envelope and looked at.

And the attempt is made to determine whether or not that inspector thinks that that ballot can be read by the scanner and if they think it can’t be read by the scanner they’ll create a duplicate of it.

What I’m hearing Doug asking for is some clear standards that the system -- so scanners would have to meet to say this is what they would read and this is not what they would read.  I think that’s what I’m hearing as opposed to the decisions that are made by the pre-inspection team.

MR. PALMER:
Well, during the certification process, in our certification process we’ll provide a documentation as to what the vendor believes -- what sort of ambiguous or levels of -- that that scanners is going to pick up so during that testing process we’ll test for that.

At some point you have to say that less then one millimeter, it’s not going to pick it up so it’s a very fine mark and I guess from my perspective and I think it’s reasonable that if it’s less than, you may not want the scanner to pick it up because then it causes an over vote for example.  You actually have a valid vote so it’s very tricky area that we’re in here.

And so I agree with the first resolution because we provided that documentation I believe and we know what the scanners -- this tabulator is going to perform at so we test for that and obviously we have the works in the field.  Am I missing something here?

MALE SPEAKER:
No, in fact to build on what you’re saying Don, with today’s digital scanners you have not only how dark or light the mark can be, you also have your ability to pick percentages of the square or the oval and those things -- further detail how you define a vote and you have, back to your first resolution Doug, there are colors that the manufacturer generally sets his equipment up not to scan certain shades of red, certain shades of yellow.

So that you can make your squares of those shades of red and the square doesn’t show up anymore when you look at a scanned ballot image, you only see the voter’s mark, you don’t see the square or the box.  You can do it in black and see the box.

So there’s a whole bunch of details that are now available in current scanners that were not available in sites and hundreds of scanners that are typically deployed across the country nowadays but will be obsolete in another five, ten, 12 years.

MALE SPEAKER:
I should note I’ve read the N-100 scanner.  It’s not just counting picsals, it’s looking at certain variables that are really shape measurements and it’s an interesting example because the N-100 is very good at counting Xs and check marks and you can even circle the bubble and it will count it.

And it’s interesting that in several states, I think Connecticut did some recounts on prescient counting machines where they did some auditing and their audit results were horrible because their audits weren’t informed by the way the machines were counting, which really is justification for the first one.

But I’m wondering whether we -- and this is why I’m asking the EAC to figure out where the limits of our authority are in this area.

The fact that VVSG 2.0 is asking that the machines reliably count a single pencil stroke is actually already treading in this area and I’m a little surprised that we’re doing that because it’s going beyond what some of you from the states are already saying we should be doing because it isn’t leaving it entirely to the states, it’s saying we’re not going to pass a machine if it can’t count a single pencil stroke.

DR. GALLAGHER:    Let me suggest that one, there’s two options here.  We can approve or disapprove this resolution.  We can also ask the EAC to brief us at our next meeting on this issue and raise it as a full discussion item and then move from that point.

MALE SPEAKER:
I move for the latter because I’m not really --

DR. GALLAGHER:    So let’s replace this one with the proposal that the EAC raises this as an issue, that this be an issue at our next meeting and that will let us sort of explore this topic and then we can decide whether any resolution comes from that.  Any objection?  Okay.

MR. HERMAN:
John, do we have anymore, just submitted ones?  Standards and Event logs, this is again from Doug Jones.

The current VVSG and old predecessors back to the 1990 VSS have included audit logs or more properly event log mechanisms but the requirements for data included in these logs is vague with a few clarifying examples.

Attempt to use event logs and post election audits have had mixed results demonstrating the utility in some cases, for example Miami Dade County did some interesting event log analysis from the Ivatronic but also demonstrating that they do not record information that allows diagnosis of serious problems, for example in Sarasota County also on the Ivatronic.

We should ask NIST to explore the possibility of setting standards for the content of event logs.  This is also from Doug Jones.  Any discussion on this?

MR. RAGSDALE:    This is Russ Ragsdale.  The Standards Board included this is on of their resolutions at their last meeting, to define events that were being logged so I think this plays quite nicely with that request.

MR. SMITH:
I agree that voting systems standards and VVSG are vague in this area but the EAC did put out an interpretation 2009-04 I think it was that describes what constitutes an event and gave significant examples of what must be logged with pending or upcoming certifications.  Maybe Matt can speak to that in more detail but I think that there’s been some work in this area.  Matt, I think you signed that RFI.

MR. MASTERSON:    I don’t sign any of the RFI’s.

(LAUGHTER)


No, we did put out an RFI that defined it and then gave examples, a list of events so that’s out there available on our website.

But certainly I can tell you from our testing and it’s feedback for you and this probably feeds into what information you get from our testing loop, but event logging and defining event logging and what needs to be in there and how readily available the logs need to be, all of that are challenges that we’re currently seeing in our testing certification program.


MALE SPEAKER:
Another piece that’s somewhat vague in VVSG and maybe not up to current practice that I see in secure environments is the security over those logs.  You know windows admins wipe out your logs with impunity, remote storage of logs, logs are encrypted, audit logs in the equipment, for instance the voting machines that are signed after every entry, things like that.

I think this follows along with that but that’s an area that is vague in addition to what’s a log, then what do you do with that log to properly secure it.


MR. HASTINGS:
This is Nelson Hastings.  I just wanted to make a comment that in 2.0 there’s a whole section on event logging.  It has a big table of what events should be logged, how those events should be protected and things like that so any input, suggestions that you have on those, we can work on that.


MR. HERMAN:
Okay, this is Marty Herman again.  John can we go to the next submitted one?  I just want to remind everyone to please state your name because you’re not stating your name before you speak.


DR. GALLAGHER:    This is Pat Gallagher.  In the context of that last one, Doug, is that still a question for NIST with that in 2.0?


MR. JONES:
(Off microphone, unintelligible).


DR. GALLAGHER:    Very good.  Is there any opposition to that, that NIST look at that and it can be a report back and it could be just a statement at the next meeting in terms of how this fits in both the comments from the Standards Board and the request for information versus what’s in 2.0?


MR. HERMAN:
Okay, the next one, another one from Doug Jones, ballot secrecy.


Can we establish any kind of standard regarding the extent to which voting machines support ballot secrecy?  This is a gray area.  It is clear that different states have different rules regarding the right to a secret ballot and it is clear that some states have walked down slippery slopes by reinterpreting their rules until they mean something quite different from the plain meaning of the words in the law.


It is however also the case that the U.S. has signed treaties, notably the Helsinki Accords and the Charter of Paris for a new Europe that obligates the signatories to certain standards regarding elections.

The Charter of Paris includes a one page annex on elections that includes language that may establish minimum and secret ballot standards.

Even if we cannot set standards for ballot secrecy we may be able to set standards requiring vendors to document the extent to which their machines do or do not support ballot secrecy.

Explicit documentation that a machine stores cast ballots with time stamps or that cast ballots are stored in the order they were voted would be useful to the states.

There have been several DRE machines where the presence of such weakening of ballot secrecy has only been exposed in the studies conducted after certification.  It would be far better to require open disclosure of how voting systems do or do not maintain ballot secrecy.

Any discussion on this?  Is this something for NIST that --


MR. JONES:
I think it’s really dividable.  There is the question of how far can we go setting minimum standards for ballot secrecy in the context where the definition of a secret ballot varies so much by states.

Some states permit ballots to be serial numbered, some states require ballots to be serial numbered, some states forbid any identifying marks on the ballot preprinted and these differences go back to the 19th century.


Are there any standards that are actually binding that we could enforce?  And we talk about this in some areas as if we had real authority and yet the states rules vary considerably.  And that’s a question for the EAC.  Bullet one is just introductory.  Bullet two is really an EAC question.  What are the limits on our authority, I’d like to know?


And then the final question, the one for NIST is can we formulate some kind of a testable requirement to document the degree of secrecy of the ballot that the different systems exhibit.

And I noted this at the end to end voting system workshop, that the different end to end systems that have been proposed actually differ in their secret ballot properties and the difference is frequently not in the crypto systems, all tend to be rock solid but in the way that crypto system is imbedded in the real world which vary in the extent to which voters can carry away some proof.


But this is an area where I think it’s a long term issue because we really don’t know how to measure the degree of secrecy but I think we need to learn how to do it in order to be able to give advice to the states about what the different voting systems actually do or do not accomplish.


MR. HERMAN:
Any other discussion on this topic?


COMMISSIONER DAVIDSON:
One of the things I think you need to remember is you are treading in areas where you don’t have authority in my viewpoint.

Now I’m not an attorney so this is only one commissioner’s opinion but when you look at what HAVA is doing, it says you’re setting guidelines to have the equipment tested to and you present those guidelines to the EAC.


We are treading on states abilities to set their law and when you try to set things that we even just in an advisory board don’t have any emphasis on, it looks like we’re treading on the states grounds and I think the commissioners would be very antsy about doing something like that because of states rights to set their own election laws.


And this is one like you said in the resolution that states have the capability of determining and even if they get into it, I think about even provisional ballots sometimes, some of the systems if that vote can’t be counted, it’s in the system election night but it’s pulled out later.


So this is an area that I think that states rights -- we could check further but I think our election officials would have a real problem with us getting into that type of arena.


MR. SULLIVAN:    Keith Sullivan.  I read the last line as not setting standards which Doug and you have said is states prerogative as much as documenting what the characteristics are.  It’s a full disclosure requirement.

A state can say this machine does or does not meet our state law and accept it but it needs to understand what the machine does because they may be unwittingly buying machines that do not conform to their own legal requirements and that’s the concern.


COMMISSIONER DAVIDSON:
I read it that he wanted to go further.


MR. JONES:
That’s the difference between the middle bullet and the bottom bullet.  The bottom bullet is asking NIST to investigate creating a documentation requirement which is actually not going to be easy I don’t think.  I think this is a long term request.


The middle bullet is asking I think -- to go back to the previous one, I would love to receive advice from the EAC about their understanding of exactly where we can tread and where we can’t.


MS. PURCELL:
This is Helen Purcell.  I agree with the Commissioner.  I believe this is a straight states rights issue and I think it should remain there.  I don’t think that this is our priority to do anything about it.


MR. HERMAN:
So the question is should we move forward with this or just put it away?


DR. GALLAGHER:    Let me break it apart.  Are there any objections to the third bullet which basically asks NIST to explore the documentation standard?  Okay, so I think we’re okay with the third one.


The question is on the second.  There sounds like there is objection to moving forward with that one.  Any proposals, motions on how to address bullet point number two?


FEMALE SPEAKER:
Pat, if I could, a point of clarification.  You said we were okay on bullet number three that would go into the set standards which is a states rights issue?


DR. GALLAGHER:    Well, I think we’ll have to reword bullet number three because it actually doesn’t specifically ask anything yet.


MALE SPEAKER:
Well, bullet number one discusses the standard regarding -- so Doug, is that your focus for NIST?


MR. JONES:
Wording it as a focus for NIST, it would be that bullet three would be to investigate establishing a documentation requirement for the extent to which each approved voting system protects the voter’s right to a secret ballot and that would simply allow the states to have an easier time evaluating the systems against their secret ballot requirements.


MR. PALMER:
Don Palmer, Florida.  I think we’re trying to find a solution where there is no problem.  We’ve got enough on our plate.


In the state of Florida I’ve got enough things to look at from a voting system that comes in.  Voting security issues come up, ballot security issues come up, but I think it’s really different for each state and I’m not sure how this would actually work.


I think maybe we should table this and discuss it at the next meeting maybe.


MS. PURCELL:
Helen Purcell.  I would agree with that.


DR. GALLAGHER:    So now we’re getting more formal.  So we have a motion and a second to table this to the next meeting.  Any discussion before we decide on that?


DR. BELLOVIN:    I’m just trying to understand what the issue is with having a document.  Bullet three does not say anything about what you should do with the information.  One word end point to using your selection criteria.


DR. GALLAGHER:    I would agree with that.  I think the only issue is whether a task like that to NIST without a clear understanding of how we’re going to use that is a question of a more diluting effort I think is sort of how I understood the point.


MALE SPEAKER:
Well, as Doug said there are different requirements in different states and occasionally it’s been discovered afterwards that machines didn’t -- in use conflicted with the legal requirement so we have situations where states are not doing what they had intended to do.


DR. GALLAGHER:    My concern is whether this is an ill informed question.  You’re basically asking NIST to look at the development of the documentation standard against a spectrum of state requirements so do you have to assess all 50 states in their privacy and then develop -- is that how you envision this working?


MR. JONES:
That’s probably the most difficult way to do it.  The 50 states survey approach might work but in fact there are a few broad categories, there are states which basically require that there be no link maintained between the voter and the ballot.


There are states which permit the maintenance of a link as a tightly held states secret, and there are states which actually permit the voter to be given sufficient information that the voter could prove which ballot was theirs, and this is a variation from state to state and these categories may be course enough that the vendors could be asked to classify themselves in these categories.


I think a natural thing to do would be to ask for investigation of the feasibility of creating a relatively small set of degree of secrecy categories.  For example, Pennsylvania forbids VVPAT on all the currently available VVPAT systems on the simple grounds that it stores the ballots in the order they were cast.


And there are other voting systems that also record the time stamp of each ballot as the time it is cast which it has the same affect I think, that revealing this fact and making it clear that this has the same privacy implications as pulling the ballots in order would be quite useful.

The time stamp issue didn’t really come out until a California top to bottom report which actually uncovered several issues which basically had similar affects of allowing ballots to be attributed to individual voters.

I think we really owe the states access to the rather straightforward report on the extent to which each machine may or may not meet their requirements instead of having people have to commission a TTBR type report like they did in California before they discover what the machine actually does.


DR. GALLAGHER:    It may be that the actual germane question is to what extent the federal voluntary standards have to facilitate the states in meeting their own requirements.  Ron.


MR. GARDNER:
Yes, I’m convinced that there is something here that the states could benefit from but by Doug’s own statement he has said this is a long term thing.  I’ve heard a motion and a second that we table it, not to kill it but to discuss it later and I call the question.


DR. GALLAGHER:    Okay, all those in favor to table it just indicate by raising your hand, that’s probably the easiest way to do it.  I count seven.  All opposed?  One, so the motion is tabled.  We will raise it at the next meeting as an agenda item.


MR. HERMAN:
Very good.  John, can we move to the next one submitted.  We saw this one.  Okay, this is Ballot on Demand from Phill Jenkins.


Regarding the tasking for Ballot on Demand requirements, expand the focus area of accuracy and functionality to include accessibility and usability, that is human factors.


For example, an individual receiving a blank ballot prior to the election should be able to request and receive a ballot in an accessible electronic format including accessibility capable open formats and proprietary formats such that a person requiring assistive technology such as magnifiers, screen readers, special input devices and software would have a similar and independent way of reviewing the blank ballot using their own or publicly available assistive technologies.


COMMISSIONER DAVIDSON:
I think that we need to talk about what Ballot on Demand is and that probably is a mistake that we have made in not making that clear.  I kept looking over here for Phill and he’s back in the back.


A Ballot on Demand is a printer that is set up usually at the county office or at an early voting site and once in awhile at a precinct, very, very seldom, but it is utilized mainly to make sure they never run out of a ballot, of a certain ballot style.  It’s a supplemental.


Some states have linked printers together and used it at an early voting site but it’s not used for a blank ballot to send to overseas voters, UOCAVA voters.  It’s a ballot that actually can be counted to the counting equipment so it’s voted on immediately by the voter and run through the scanning device even at a polling site we’ll say.


So that’s our mistake of not exactly describing what a Ballot on Demand is.  States use them in different ways but they’re not a blank ballot.


Would the states like to add to my definition?


MALE SPEAKER:
Well, I’m not sure what else to add except I mean the commissioner is correct.  It basically creates a ballot into a paper ballot that then can be used, the marked sense ballot for the State of Florida, that can then be used with the scanner tabulator.

So it’s created on the spot when the voter arrives and it’s created usually based on that person’s precinct so the ballot style is created immediately right there based on that person’s precinct.


FEMALE SPEAKER:
And if I can just add, it means you don’t have to have -- like in one of my counties we have over 100 ballot styles in a primary election with five early voting sites so I don’t have to replicate or preprint all of those different ballot styles and have enough of them at each five of the early voting sites.  Instead we have a printer on demand there and it provides the correct ballot style to the voter rather than relying on the poll worker to select the correct ballot.


COMMISSIONER DAVIDSON:
And the reason why we had it on our task was that the ballot is created from the VR system where the person -- to make sure they have the right ballot style at the time that it’s being printed and is that connection -- does that need any type -- to make sure that it gives the correct ballot out to the voter.  Is there any type of looking at future guidelines in that area -- is what we were talking about?


MALE SPEAKER:
As a further point of clarification, at the locations where those Ballot on Demand ballots would be printed for a voter there would be disability, accessible device as well where a person could bring up their ballot style in a similar manner.


Now I know there’s concern about the different media and -- discriminate between the two but that’s an entirely separate issue I think from dealing with the Ballot on Demand questions that you’ve raised.


MR. JENKINS:
This is Phill.  I’m really trying to address any scenario and specifically what Paul just mentioned and I don’t think that’s in 2.0 and I think you’re asking should we consider it.  I’m trying to say what’s also considerably -- and I didn’t explain it that way here, the alternative accessible system, that it’s also available on demand.  It’s not just the printing of the paper ballot on demand.  It’s the ballot on demand in any format.


COMMISSIONER DAVIDSON:
And I think one of the areas that already addresses that and correct me if I’m wrong everybody, is the standards that we have set up for paper ballots that we’re trying to address because it is exactly as the paper ballot that they had in the precinct that they’re duplicating.  So I think what we’re doing, if we have it in the paper it also would have to meet the same requirements for Ballot on Demand for access and --


MALE SPEAKER:
That applied to paper.


COMMISSIONER DAVIDSON:
Right.


MR. RAGSDALE:    This is Russ Radsdale.  Maybe it would help clarify it, Phill.  I apologize, maybe I should have talked a little more offline with you about this.


The demand is being made by the poll worker or the election official, not the voter.  Maybe that helps.


MALE SPEAKER:
The use case is that (unintelligible) early they don’t want to stock a zillion ballot styles and the minister gets his church bus, drags everybody down there, they are all in the same precinct, and runs out of that ballot type or style for the precinct.


So they log me in.  They say Mr. Smith, you’re in precinct 365.  There’s an extra computer there.  The VR terminal there in the polling place talks to the VR server, says yes, Edwin Smith is in precinct 365.  It radios back to an extra usually desktop that’s attached to a nice printer and up comes one of my ballots, which they hand to me and say okay, Mr. Smith go vote.


I then take my voted ballot, put it into an optical scanner which tells me you didn’t under or over vote, I accepted your ballot and I walk away.  That’s how Ballot on Demand works from the perspective of the voter.


MR. JENKINS:
This is Phill Jenkins.  I think I understand that.  So does it say in the guidelines this does not apply to the accessible system that doesn’t require paper and so therefore it’s always available to vote?


MALE SPEAKER:
The whole point is that the accessibility rules apply to the polling place that happens to be using some paper ballots and those rules don’t change if the paper ballots are being printed on demand.

The accessibility rules are still there.  That polling place had better provide an accessible solution.  The Ballot on Demand is just a different way of dealing with the 40 pound box of a zillion different ballot styles.  Instead you have a 40 pound printer.


MR. JENKINS:
All right, well based on -- I can withdraw the proposal.


DR. GALLAGHER:    Okay, so that resolution is withdrawn.


MR. HERMAN:
The next one is from Phillip Jenkins.  Added tasking for the TGDC to collect and report comments to the EAC regarding the election management guidelines and quick start guides, specifically regarding technical guidelines and observations that have a strong implication to and perhaps are better addressed in the election management guidelines.  Ron.


MR. GARDNER:
I support this, and with all respect to David Wagner who I believe made the comment earlier today, suggested that the 2005 2.0, call it whatever you want, did not include within its scope the e-poll registration, the voter registration process, and that kind of thing and I agree that that may not have included, that scope did not include those items, however I think HAVA does and because it was not include in 2005 doesn’t mean that it can’t be included now.

I think those processes are clearly within HAVA and not to include them as we move forward I think creates a basis for discriminatory action because that e-poll registration vote, you know, the technology is already available, the standards are already available through 508 and I think this is something that we can clearly test as to whether those Ebook registration books -- so that a blind person can be poll worker.

I just think that this helps us get to that point and I believe that those things are clearly within the scope of moving forward within HAVA.


MALE SPEAKER:
I have several questions.  Is this intended to raise the question of whether or not e-poll books should be accessible?


MALE SPEAKER:
No, not really so --


MALE SPEAKER:
(Off microphone, unintelligible).


MALE SPEAKER:
So let me explain.  This was saying that there -- we’ve been having discussions where we might have an observation or a comment I called it, that are really about the procedures and they are related to why we made the guidelines as best that we do.

So I want to capture those and submit them to the folks who own the management guide so they are in concert when you read the one document and you read our VVSG 2.0 that they sound like they came from the same Commission.


MALE SPEAKER:
Is there any tasking here for NIST, just to be clear?


MALE SPEAKER:
Collecting from the TGDC.


MALE SPEAKER:
NIST would do the collective report to the TGDC.


COMMISSIONER DAVIDSON:
And that may have a rewrite of some of our guidelines, our quick starts and our management guidelines.

At the time that they have been developed they were developed to what we had set in place plus we always bring in election officials who are dealing with certain organizations like the disability community.  We have those individuals come in and help with those guidelines.  We don’t do it by ourselves.  We bring in folks, I think some of our people here have sat on those before, but we do include the community that it’s addressing when we set those.


MALE SPEAKER:
If I’m understanding what Phill is trying to address correctly, the way that we do this, again are 2.0 -- there was an operational model that we assumed to be in place that supported the guidelines that were written up and there is an operational model in 2.0 that says we’re assuming that they are following these kinds of best practices.

And so I think, if I’m understanding this correctly, he wants to make sure that what model we assume when we’re doing the descriptions and the guidelines, does get into the best practices or he wants a mechanism for making sure that that happens.


MR. JENKINS:
Yeah, and the example might be in the election management guidelines these procedures may recommend how the poll worker should set up -- if they set up the machine they should be able to address these kinds of disabilities and that those guidelines are set in the testable criteria.  So if a system is certified to 1.1 it should be able to handle more things and that’s why they should do it kind of thing.


COMMISSIONER DAVIDSON:
We have no problem of the TGDC directing us to do certain things like that.  I mean obviously once the 2.0 is approved we’ll be changing manuals, probably even our guidelines for manufacturers and the labs and several different things so it all flows downhill, you’re absolutely right and we have no problem of changing any of our documentation.


MR. JONES:
This is Douglas Jones.  Phill’s motion is one which really appeals to me.  I have long term frustrations with reading the voting systems standards documents that in many cases the standards are based on assumptions about the practices of the jurisdiction and that the best practices documents don’t always reflect the technical understanding of the standards.

The current best practices document for the human factors on ballot instructions for example on an optical marked sense ballot specifically says -- has this illustration that goes out of its way to warn people against the evil of accidentally marking an X in the bubble instead of filling it in and yet now we’re talking about testing machines to a standard that would make them reliably count as single pencil line.

That kind of disconnect I think is addressed by this.  It gives us an opportunity to keep the election practices rules in concert with the standards a little better and I really welcome this proposal.


MR. HERMAN:
Could we move forward on this because we have very little time and I’d like to at least go through some of the other items.


DR. GALLAGHER:    Okay, I’m not hearing any objection to this and the only language question is this could just as easily be a statement to the EAC to make sure that these derivated guidelines are compatible with the primary guidelines but it sounds like we’re also inviting our own involvement in this process and welcoming those.  Does that sound about right?


MALE SPEAKER:
Yes, we’re really saying the EAC should task us to do this.

(LAUGHTER)


In other words another way of saying we welcome your comments.


COMMISSIONER DAVIDSON:
Well, we welcome your comments.  We won’t allow you to do it all because our election people would want some involvement with it also.  That’s the problem.  Every state law is different and when we start creating these we’re going to be mixing applies and oranges so we’ll have you be -- we’ll select somebody to be a part of that and then you can report back to the group how much you win and how much you lose I guess.


DR. GALLAGHER:    So it sounds like we all agree.  I haven’t heard any objection but we may want to actually indicate to the EAC that these should be aligned and that the members of TGDC stand willing to help or something like that.


MALE SPEAKER:
And along the way NIST will be gathering some of these type comments just to have them ready to submit.


DR. GALLAGHER:    And NIST can collect information that indicates whether this is taking place.


MR. HERMAN:
Okay, the next item.  Now we’re getting to the area where we have just a few people from NIST and the EAC sit down and --


DR. GALLAGHER:    Marty, let me interrupt.  I have a magic button here and I can interrupt anyone.  I just realized that.

(LAUGHTER)


I was very happy that we’ve gotten to all of the committees that submitted resolutions so we’ve completed that.

In the remaining time what I’ll ask Marty to do is we have a number of thoughts and comments that you’ve collected in different areas.  I’d ask you to sort of take editorial control and highlight any that in your view you want to raise for discussion to the committee in terms of whether we want any additional resolutions because these aren’t drafted resolutions, these are more bullet points.


MR. HERMAN:
Yes, these are just issues that we looked at.


These are our interpretations of what has been raised by the committee members so it’s not NIST or EAC issues but these were raised during discussions.


So here’s one on e-poll books.  An issue was, do not write requirements for voter registration databases.  I think someone said that, and take a light touch on existing requirements, update only as needed.  If there are no comments on these we can just keep moving.


MALE SPEAKER:
You know, I would like to take (unintelligible) on raising my issue awhile ago and put it here.  This is the e-poll books and I think it is clearly within the scope and I think we need to take a look at the standards and whether they’re testable.  This is where my comment awhile ago truly fits.


DR. GARDNER:
Ron, would you be able to offer a particular suggestion, the wording for any resolution we make in this area?


MR. GARDNER:
I will do that.  I mean the answer is yes.  You mean right this minute?


DR. GALLAGHER:    If you could that would be great but --

(LAUGHTER)


MR. JENKINS:
This is Phill.  I think this fits in the section about poll worker usability and so we need to include testable criteria which may relate to the database requirements.


MALE SPEAKER:
If I could clarify.  This was raised by David Wagner and what he was saying was that the TGDC in the past has not gotten involved in writing requirements for voter registration databases so he’s recommending here that that continue to be the practice.

And then he was also saying that the existing e-poll book related requirements in 2.0 seemed to him to be adequate that they don’t need to be updated in his opinion in any great big way.

So I think that’s basically what we wrote down was in essence that he wanted us to take a light touch on that requirement and avoid getting into voter registration databases, if that clarifies things.


MALE SPEAKER:
Just a quick question here.  Could you please explain what WRT means?


MALE SPEAKER:
With regards to.

(LAUGHTER)


MALE SPEAKER:
I’m not even going to begin to list all the definitions I’ve come up with.

(LAUGHTER)


MALE SPEAKER:
LOL.


MALE SPEAKER:
I would like to propose then that the EAC propose that the standards include the e-poll book and that NIST work on testing those standards.  I think the standards exist.  I think 508 covers this and I think even though it wasn’t included before I think it is included in HAVA, and I simply disagree with Mr. Wagner.


MR. PALMER:
Don Palmer, Florida.  I just want to give a perspective just so we’re all aware of the context, at least from my perspective.


E-poll books are something that adds very much to the integrity of our elections, particularly in early voting.  It allows us to do things that five years ago states didn’t consider because of security concerns and voting issues.


I have a problem with a lot of my counties due to the expense of the electronic poll books now and the necessary hardware and software to basically make that transition.


If we require accessibility of these e-poll books I think the expense will be high and I think it will be harder to make it uniform among the states.  And I think right now we already have a problem with integrating all of our counties into electronic poll books.  I think this would just make it more difficult to do so.


DR. GALLAGHER:    Let me make a comment to the committee.  We did in our very first resolution set up two working groups, one in UOCAVA, one to look at the collection of issues in 2.0, including the integration of usability and accessibility with all remaining sort of 2.0 issues and from that to develop a suitable sub-working structure.


To the extent, and I don’t know the answer to this, that the poll worker interfaces, if that is in 2.0 it seems to me that this is going to come out as part of the working group activity and could be something that is reported back to us probably by our next meeting when we look at that.  Is that true or not true?  You guys first tell me if I’m making that up or if that sounds --


MALE SPEAKER:
Pat, could you repeat just the last part of your question, please?


DR. GALLAGHER:    We have a working group that has been charged in our first resolution with looking at the remaining 2.0 standards issues and the guidelines and to basically develop a prioritization and in fact a subcommittee structure to deal with that in effect and report back to us on that subcommittee structure at the next meeting.  My question is, would that include because it’s in 2.0 I presume, any discussion of usability and accessibility in the poll worker aspect of the system?


MALE SPEAKER:
It would not.


DR. GALLAGHER:    So Ron’s point would be this is not addressed in our current --


MR. GARDNER:
Yes, and Pat, when you talk about prioritization, I’m all about that and this does not rise to the level of the other priorities that we have but to sit here and remain silent on that could give tacit -- I mean somebody could read into that that yes, I agree that this issue is not includable in the future and I simply think that’s not the case.  I think HAVA includes it but I think it’s not included in 2.0.  I simply want to keep it on the table with the priority down the list.


DR. GALLAGHER:    Understood.  So Ron if I’m hearing you correctly this is not a 2.0 question, this may be beyond 2.0 but within a HAVA issue that we --


MR. GARDNER:
(Off microphone).  Yes, that is correct but (unintelligible) saying what we’re asking.


DR. GALLAGHER:    Okay.  I’m just trying to understand in our spectrum of tasks where this sort of sits.


MR. HERMAN:
Okay, so I think we should move on.


DR. GALLAGHER:    Let me just make one point.  Ron, I don’t know if this actually has to be dealt with in a resolution.  That’s really a marker to TGDC itself in looking at beyond TGDC, so I would continue to raise the issue, is that sort of the most straightforward way to --


MALE SPEAKER:
So that’s not going to be a resolution because the question was whether you could write up some words to make it a resolution but we’re not going to do that.


MR. GARDNER:
I won’t do that.


MR. HERMAN:
This is accessibility, develop accessibility guidelines for poll workers and develop verification methods that would apply to all voters including people with disabilities.  So this is dealing with accessibility.

There are two bullets here.  One is develop accessibility guidelines for poll workers.  That’s the first issue.  And the other one is develop verification methods that would apply to all voters including people with disabilities.

And Diane Golden gave the example, if it’s paper for example people with disabilities may not be able to use that to verify their vote and actually we got this through that discussion.  She came through with that.


DR. GALLAGHER:    This is Pat Gallagher.  Let me ask a question.  It seems to me that the first bullet is actually what we were just talking about, it’s an ongoing topic for the TGDC but it’s not in unless I’m really misunderstanding, not in the 2.0, but the second bullet is at the heart of this 2.0 issue, in fact the testability of accessibility and usability requirements was in fact very specifically one of the issues that 2.0 is dealing with.  Does that sound correct everybody?


MR. HERMAN:
So again, the second one is an issue and we can work on making that -- let’s move on to the next item.


This one is called EAC feedback to TGDC.  How should TGDC be notified of voting system issue problems found in the field.  There was a discussion about this and we captured that in this bullet.  Any discussion on that?


MALE SPEAKER:
I think that the EAC has continued to encourage, coaxed, cajoled, jurisdictions to place reports on the clearinghouse website and frankly all of us need to read that.

There’s a tremendous amount of very interesting information out there, whether it’s been competitive information to information to understand what the current state of the practice is, where jurisdictions have found issues in their testing and in their use of the systems.  There’s already a tremendous body of information that I don’t believe we’re tapping.


MALE SPEAKER:
I agree fully that it’s really interesting and informative to read the raw field reports of incidents but I think also it would serve a strong purpose to have some kind of an analytical reduction of that attempting to look for patterns.

And it’s the kind of thing where tasking someone with reducing that database of reports to a narrative would be highly useful simply because reading election incident reports given the size of the U.S. elections could go on for a long time and I think we would benefit by having NIST or EAC produce some kind of summary reports that would be under ten minutes of presentation time.


MR. HERMAN:
Okay, let’s move on to the next one.  Completeness of NIST developed test sweeps.  Test sweeps should have information about whether or not it is intended to be complete, that is for each requirement there should be guidance on how complete the test sweep is.

And this was brought up in a discussion I remember with David Wagner and he certainly focused on this.  So that’s where we got this.  Is there any discussion or comment on this?


DR. GALLAGHER:    One comment really for the committee at this point, we’re starting to get down into some details.  I think what I’m looking for is that there’s a strong sense from the committee that a discussion point which is really what’s being raised here, rises to the level that you want a formal sort of statement made as a resolution.

Many of these have already been captured by NIST just in the ongoing so what I’m really looking for is if somebody can jump up and say yeah, this one is really important and we should think about how we would say something, otherwise I think we can just note it and move on.  I’m sensing a distinct move on.


MR. HERMAN:
So let’s move on.  EAC quality monitoring.  Increase the amount of information the EAC receives as part of its quality monitoring program of certified systems.  This came up I know in the discussion when Matt talked about certification and so it deals with that issue, the certification issue.


COMMISSIONER DAVIDSON:
And just to touch on this, I mean I know Matt went through this.  Currently the system that’s out there, we don’t have the capability of doing anything other than what we’re doing right now.  We’re asking states when they do their report to us on their data if there’s any malfunctions, any type of anomalies that happen within that state, they can fill it out.  We can take reports from them at any time if they have it.

I mean we accept them always without any problem at all and then when a state does any type of testing we also ask for that.  Once we have the tested equipment out into the counties the manufacturers have to report any anomaly to the EAC.

I don’t know how we can go any further.  We discussed this at the EAC time and time again and all the commissioners have been on the same page.  We don’t have authority to go beyond what we’re doing currently.  I hate to disappoint you.  I mean once we have systems in the field you’re going to get more information.


MALE SPEAKER:
I agree.  I think we should just move on.


MR. HERMAN:
Okay, let’s move on.  Threat assessment, develop a study about whether different risks should be evaluated differently in different locales.  This came out of the discussion of threat assessment obviously.  Is this something that we want to discuss right now?


MS. LAMONE:
Linda Lamone, no.

(LAUGHTER)


MALE SPEAKER:
I think the breath of this is so enormous you’ll never get it done.


MR. HERMAN:
Okay, good.  The issue here on UOCAVA, when the kiosk based pilot program is implemented EAC should collect data that can later be analyzed.  How will this data be collected, and I think that came out of a discussion of making sure that data does come back presumably to the TGDC on this pilot program.

And then risk assessment, UOCAVA may be willing to take certain risks such as losing privacy in order for people to vote.  The TGDC will develop technical guidance on how the EAC would determine the acceptable level of risk.  So this is where presumably NIST can provide technical input into helping the EAC determine an acceptable level of risk.


DR. GALLAGHER:    Marty, I think we actually captured that already in the UOCAVA statement that we’ve looked at so unless somebody sees something in this slide that we missed, I would suggest that we move on with this one too.


MR. HERMAN:
Okay.  All of the first bullet was not captured.  We can move on.


MR. PALMER:
Don Palmer, Florida.  On the collection of data during the (unintelligible) and Operation Bravo in Okaloosa County, that kiosk pilot program, they gathered data -- you know, there’s a report being drafted now.  I think that that may set some of the perimeters of what sort of information you may want to do, an audit of the system itself, an audit of the ballots that were brought back.


MR. HERMAN:
So let’s move on.  Blank ballot distribution, TGDC to write requirements for blank ballot distribution that can be used across all states and territories.  I think we discussed this one as well so I think we should move on.


So the next one, voting system test labs.  TGDC to recommend that voting systems test labs be able to contract for usability, accessibility and security testing, and that the NIST NFLAP or the EAC’s lab manuals be updated to support such contracting.  Is this something that people think is an important issue?


MALE SPEAKER:
Yes, I think it is.


MR. JENKINS:
This is Phill Jenkins.  I think it also needs to include the recommendation to NIST and I believe they accepted it, to create the criteria for what constitutes the skills, whatever qualifications, to do this outsourcing.


DR. GALLAGHER:    I sensed actually since yesterday, this has come up several times.  There was a strong consensus from the group.  I in fact didn’t hear any dissenting views that this issue, what constitutes core versus non-core, the testing really needs to be addressed and I think it would be appropriate to draft specific language on this one for the committee.


MR. HERMAN:
Okay, good.  The next one, common data format.  TGDC to request NIST to work with I-EEE and/or Oasis on a common data format as a near term priority, especially to support applications such as voter registration and ballot distribution.  Is this something we want to discuss at this point?


COMMISSIONER DAVIDSON:
I think it’s important because this is really important because of the UOCAVA like Paul Miller stated on, that this is one of the elements that really fits in with the UOCAVA portion of it.


DR. GALLAGHER:    My only comment is I think this is going on right now and we did task again in our first resolution, a group specifically on the UOCAVA issues and I think this can be addressed in that forum.


MR. HERMAN:
Good.  OEVT, discussion noted with respect to when OEVT should be used, that is during conformance testing or during design development.  OEVT should be applied when most useful.  Do we need to discuss OEVT at this point?


DR. GALLAGHER:    It came across almost as mom and apple pie to me so let’s move on.


We made it and we’ve got ten seconds to spare.

(LAUGHTER)


So there’s actually one last thing I want to address before I let you go and that is our next meeting.  We gave a set of dates and the intention was to try to have a meeting before we get hot and heavy into the election cycle because otherwise we miss it and we’re really talking about meeting a year from now and there’s enough going on here that I think it’s important for TGDC to attempt to meet before.


We will actually schedule this offline.  Karen will contact and work with the committee but I did want to get a quick sense of which date sets just from your perspective you cannot do.  Yes, Ron.


MR. GARDNER:
July, both dates in July I cannot do.  Early in the week of the 26th, yes, but the 25th to 29th is the 20th anniversary of the ADA and we’re otherwise committed.


DR. GALLAGHER:    So a later July.  I will tell you the initial target date we were looking at was actually in the May/June timeframe as sort of the optimal.  April was a little bit on the earlier side and July was still on the late side.  So let me start with May and June.  Anybody not available as you know right now for the May window?  Don.


MALE SPEAKER:
I’m not available for now.


DR. GALLAGHER:    Can you help me capture this, Karen?  And for the June 14th or 18th?  I’m sorry.


MALE SPEAKER:
There’s also some people who have left early.


DR. GALLAGHER:    Well, like I said we’re going to have to contact folks anyway.  It’s difficult to achieve perfect attendance so we’re going to try to achieve optimal attendance.


MALE SPEAKER:
For me the May dates, early that week is okay but I’ve got to leave for the Bay area by Friday.


DR. GALLAGHER:    So we have two or three that we know about.  We’re just trying to get a sense here.  June, the 14th through 18th window, is anybody out of commission in that timeframe.


MALE SPEAKER:
At lunch Diane said she could not make that week but she can make the May week, just FYI.  That means for your information.

(LAUGHTER)


DR. GALLAGHER:    Thank you.  Linda.


MS. LAMONE:
June the 16th I have a conference but I’m all right the rest of that week.


DR. BELLOVIN:
I have to be in the Bay area the 17th and maybe 18th, so the 14th and 15th would be fine.


MALE SPEAKER:
Phill Jenkins is occupied that whole week so he wouldn’t be able to make that.


DR. GALLAGHER:    So we’re a little bit heavier hit on that one.  Let me try the early April one just so we can get a sense of it on either side.  So April 14th through 16th.  Linda.


MS. LAMONE:
I’m not available that week.


DR. GALLAGHER:    You’re out.  When does the cruise ship leave?  I’m just kidding.

(LAUGHTER)


MR. GARDNER:
I’m not available the 14th through 16th.  Early April I am, that’s my choice of all.


DR. GALLAGHER:    Okay, how about (unintelligible) window.  I’m available early in April.


MALE SPEAKER:
First two days into Passover, last two days of that week I’m in Toronto.


DR. GALLAGHER:    We’re not going to decide in the moment.  Like I said, we’re just trying to get a sense as we look.

COMMISSIONER DAVIDSON:
I did write down primaries that start in May and that’s the reason why you’re getting so busy.  They’re every week on Tuesdays starting the 4th, and then June there’s only a couple that’s not taken and going all the way through.  I did write down primaries also so it does get busy.


DR. GALLAGHER:    So we will take that sort of informal poll and look at it and Karen will suggest and we’ll formally set a date and do the best we can.  It doesn’t look like we have a home run where everybody is available so we’ll do the very best we can.


I want to thank you all very much.  I have learned a lot from you.  I’ve enjoyed it a lot and once again I think the work that you’re doing is incredibly important to this country and I really want to thank you again for your service.  Ron.


MR. GARDNER:
I’d like to move that the TGDC give a round of applause to the Chairman.

(APPLAUSE)

DR. GALLAGHER:    Thank you very much.  

MR. GARDNER:
And staff.


DR. GALLAGHER:    I want to especially thank the staff.

(APPLAUSE)

(END OF RECORDING AUDIO CD 4)
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