
Mike Gordon 
Senior Manager LM-CIRT 

© 2011 Lockheed Martin Corporation 

National Initiative for Cyber Security Education 



Areas of Concern 

• APT Threats 

– Malicious E-mail 

– Removable Media 

– Compromised Web Sites 

• Social Media 

• Travel Security 

• General OpSec 

• Protecting Personal/Privacy Information 
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I would like all of your 
sensitive Program 
information please. 



Security Education and Awareness 

Suite of Tools and 
Techniques 

• Executive support 

• I Campaign 

• Monthly storyboard 

• Behavior testing 

• Information security 

web sites 

• Immersive game 
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Human behavior is a key component of an organization’s 
security posture 

• Executive support

• Monthly storyboard

• Articles, podcasts, 

talking points,        

web resources

• Immersive game
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I-Campaign Game 
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I-Campaign Ready Room 

© 2011 Lockheed Martin Corporation 



• Cautious handling (EXTERNAL) 

     (links and attachments) 
 

• Deleting is acceptable 
 

• Reporting is preferred  for 
“higher” grades of e-mail 

• Test everyone (9000/month) 

• Track and retest “undesired” actions 
(clicking link or opening attachment) 

• Notify employees (.cc leaders) and 
escalate training if failures continue 

• Test with multiple “grades” reflecting 
APT and other malicious attacks 

 

Desired Behaviors 

Think Before You Click! 

How We Test 

Addressing Social Engineering Tactics 

• E-mail testing is “threat-driven” 

• Employee actions are vital – responsibility and accountability 

• Goal: Measurable / observable changes in employee behavior 

E-mail Testing – Driving Accountability 

Successful so far… but there is much work to be done! 

Grade 1 – “Spammy” Grade 2 – “Basic Phishing” Grade 3U – (untrusted)  
“non-specific  Spear-phishing” 
Grade 3T – (trusted)  
“LM-specific  Spear-phishing” 
Grade 4 – LM Prog-specific and 
personal trust  Spear-phishing 

Results of Testing 

• 24% improvement in monthly e-mail 
handling 

•  10X reporting of suspicious emails 

2009 Baseline Test 

 

2010 Recurring Tests 

 

2011 Added Retesting 
         and Notifications 

16% 

8% 
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