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 CACE K12 Working Group Report

 Cybersecurity Education in K12 (October 
2011)
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Summit on Cybersecurity Education in K12

SECURE IT: Strategies to Encourage Cybersecurity Education



National Cyberethics, Cybersafety and Cybersecurity Education 
Research Project

 Research Priorities in Cyberethics, Cybersafety and Cybersecurity: 
A Delphi Study

 Review of Research: The Status of Cyberawareness in US Schools
 Effects of C3 Curriculum Integration on Attitudes of Teachers and 

Students
 Students Perceptions of Internet Safety Modules
 School-Based Staff Development for Teaching Cyberethics, Safety 

and Security Curriculum
 Gender Differences in Student Attitudes Toward Internet Safety 

Curriculum 
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 K-12 Division Goals 
include increasing: 

◦ The Cybersecurity
workforce pipeline 

◦ Community awareness of 
the Cybersecurity
workforce 

◦ Community awareness of 
C3-Cyberethics, Safety 
and Security, and 

◦ Security of K-12 IT 
systems
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 Annual Cyberethics, Cybersafety and Cybersecurity (C3) 
Conference 

 Cool Careers in Cybersecurity for Girls Summit

 Careers in Cybersecurity for Guidance Counselors 
Workshop

 After School/Enrichment 
◦ Cyber Clubs
◦ MINDTOOLS
◦ CyberSTEM

 Summer Cyber Academies

 CW K12 CyberSTEM Content

 Competitions 

 SECURE IT: Strategies to Encourage Careers in 
Cybersecurity and IT

 CTE Cybersecurity Track
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C3

Cybersecurity
Pathways

CyberSTEM

21st Century 
Skills
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Students
•After-school programs
•In-School Modules
•Cool Careers for Girls 

Summit
•Summer Cyber Academies
•CTE Track – Cybersecurity

Educators
•Training for Teachers
•Annual C3 Conference
•Guidance Counselor 

Workshop
•Curriculum

Two and Four Year
•Articulation Agreements
•Collaborative Curriculum 

Development and Refresh



 History
◦ Standards Driven
◦ Interdisciplinary 
◦ Formative and summative 

assessments 
◦ Understanding by Design (UbD) 
◦ Inquiry-based teaching and 

learning 
◦ Problem-Based Learning - (PBL) 
◦ 5E Teaching. Learning, and 

Assessing Cycle 
◦ Strong equity component 
◦ Parent component 
◦ Community Based Model

 Misconceptions 
◦ Not stand alone content
◦ Not JUST informal
◦ Not  just IA/Cybersecurity
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Summer 
Programs 
Direct

After School 
Programs 
Direct

Guidance 
Counselor 
Workshop

Cool Careers 
Girls

Teachers/Pare
nts‐Girls

C3 Educators
C3 
Conference Other Training

Summer 
Programs 
InDirect

After School 
Programs 
InDirect

2005‐06
(not under 
this grant) 147

2006‐07
CWI 20 63 80 8 149 300 300

2007‐08
CWI 57 46 79 5 233 324 600 300

2008‐09
CWI 72 18 72 172 4 350 250 600 300

2009‐10
CWII (150K 
for camps) 250 33 75 150 22 456 300 3000 600

2010‐11
CWII 195 201Sept 27, 2011 Oct 18, 2011

Oct 18, 
2011

Oct 6‐7 460 3000 1800

TOTAL 594 298 210 481 39 1188 1634 7500 3000



Thank You
Davina Pruitt-Mentle

dpruitt@umd.edu
301 503 8070

cyberwatchcenter.org
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 HS Networking Security Competition (partnership with CSSIA)
 Mid-Atlantic CCDC High School Activities
◦ High school shadowing and activities for HS students

 MD USCC Cyber Camp
 MD Summer Cyber Camp
 2011 Summer Cybersecurity Pathways PD
◦ For teachers teaching CTE track

 C3 Schools Initiative (Cyber Schools)
 CyberMaryland
 C3 Student/Educator Newsletter
 Journal of Cyberethics, Safety and Security Education
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Cool Careers in Cybersecurity for Girls

Annual Careers in IA/IS Guidance Counselors Workshop

Annual C3 Conference PD Opportunities and Speaking Topics



◦ Informal after school 
programs
 Mindtools (4-5)
 JR. CyberwarriorProgram

(6-8) 
◦ Summer Cyberwarrior

high school programs

Virus Attack Program Simulation

Formal Lesson Plans
High School Clubs
4H
Girl Scouts



5 Content Modules
 Computational  Logic/Programming—Scripting
 Cryptography
 Digital Ethics, Safety and Security
 System Vulnerabilities
 Digital Forensics

◦ Grade bands 4-5, 6-8 and 9-12

◦ Tied to national and state standards and partnering school system 
math, science & technology curriculum, students engage in hands-on 
STEM activities and improve digital literacy skills while learning and 
applying concepts through gaming, modeling and simulation 
development. 

◦ Speakers and field trips 

◦ The central focus is the field of IA, but supported by the too often 
neglected topics of citizen awareness of Cyberethics, safety and 
security. 



Curriculum and curriculum modules
 5 modules: 
 Cryptography; Programming; Digital Ethics, Safety and 

Security; System Vulnerabilities;  Digital Forensics

◦ Grade bands 4-5, 6-8 and 9-12

◦ Tied to partnering school system math and science curriculum, 
students engage in hands-on STEM activities and improve digital 
literacy skills while learning and applying concepts through 
gaming, modeling and simulation development

◦ Speakers and field trips 

◦ The central focus is the field of IA, but it is supported by the too 
often neglected topics of citizen awareness of ethics, safety and 
security





2 Year 4 YearHigh 
School



 CW 110 Computer Ethics (can also make use of Simulation Case studies via 
NSF grant) 

 CW 130  Understanding Operating Systems 
 CW 160 Computer Security, Security+ 
 CW 150/151 Networking—w/ some existing track course (Cisco 1 & 2)

 Other ideas 
 CW 230 Windows 2003 Server
 CW 235 Network Defense and Countermeasures

Foundation needed for:
CompTIA’s Security + Cisco CCNA Preparation certificate
Apply credits IA   A.A.S. degree CISSP Prep Exam
WIRESHARK  Certified network Analyst
CCENT Cert
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