From: Thomas Vitolo <tjvitolo@yahoo.com> 
To: Multiple recipients of list <voting@nist.gov> 
Subject: How to make electronic voting trustworthy: 
X-To: voting@nist.gov 


Sirs:

To make electronic voting trustworthy, the following must occur:

1.  The equipment must not have removable storage devices publically available.

 This means no USB, no disc drive, no CD ROM, no serial port, no IR port, etc. 

A secure locking mechanism (not just an easily picked cheap computer lock) is

necessary to physically secure the machine.

2.  There's no reason whatsoever to have these machines networked during the

voting process.  Using wired networking to synch the machines and tabulate the

votes is worthwhile, but the machines should only be networked before and after

all voting has occurrecd.

3.  A paper reciept is essential, and not difficult to implement.  Retail has

spent years using a reliable, cheap, robust reciept solution.  A paper reciept

is essential to ensure that voting is being tabulated correctly, and to hedge

against any hardware failure, software failure, or power outage -- all of which

are certain to occur somewhere on any given election day.

4.  The source code should be open.  Since elections are such a public good, I

believe that the code should be available for anybody to inspect.  At the very

least, it should be made available to universities, government agencies, and

other organizations with the ability and public interest necessary to oversee

the code.

5.  The code that is inspected should be the code run.  Not the next version,

not last week's version, not some beta version.  Ensuring that the code on the

machines is the exact same as the code that has been held to public scrutiny is

important to ensure security and correct tabulation.

6.  See (3).  Paper reciepts are absolutely essential for recounts, to verify

that the machines are operating properly, and to gain public trust.

Computerized ballot boxes can be done well, although I doubt that an

organization can both (i) build a secure, safe, and stable e-ballotbox, while

(ii) seeking to maximize profits.  In my opinion, the code should be written by

public entities (gov't agencies, universities operating on US grants, etc) and

run on cheap, stable hardware designed for physical, logical, and network

security.

Regards,

Thomas Vitolo

37 St Mary St #3

Brookline MA 02446

