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TGDC MEETING
Thursday, December 15, 2011
(START OF AUDIO CD)


MALE SPEAKER:
First of all I’d like to welcome all of you to NIST.  We certainly appreciate your coming here.


Dr. Gallagher sends his regrets for today.  Unfortunately he can’t be here today.  Even the Undersecretary doesn’t always control his own calendar so unfortunately he is not going to make it today.


I’d like to recognize the importance of all of you coming here today, particularly on the eve of the holidays and on the eve of what promises to be an exciting election cycle coming up.  So we really appreciate your being here.


With that said, my role is to let you know about safety issues.  There are actually three things on the slide above here that I’d like you to pay attention to.

The most important one, in the unlikely event of a water landing we need you to exit from the back door here, either of the back doors, and turn to the right and you’ll be able to exit the building immediately to the right after that.  If that way is blocked you can go down this corridor either here or outside and you’ll be able exit from the back of the building that way.

The women’s and men’s rooms are right out here.  The cafeteria is right across the hall.

And so with that, Donetta, if you’d like to take it away.


COMMISSIONER DAVIDSON:
Thank you very much, Chuck.  Good morning, everybody.  I’m sorry I didn’t make it here in time to really say good morning personally.  I always like to do that before we sit down but we’ll be able to visit throughout the two days.


As Chuck said, I want to welcome you.  Thank you for coming.  It’s a great opportunity.  You know, this is our third meeting this year if you stop and think about it, and very rarely do we do that but we met in January, July, and now in December so you’ve guys have been here three times at NIST in one year.  I think that’s a first.  I don’t think we’ve done that before.


But I wanted to take time to thank and recognize that we have quite a few of our staff in the audience.  Ryan Whitener is here and I know that James Long, Josh Franklin -- Jessica I didn’t see, I don’t think that she’s here, but Jessica and Robin that are in Brian’s office need a shout out.  They do a lot of work so they need a little bit of a shout out too.


But also in the audience is Mark Robbins, someplace, okay, and in just a little bit I’m going to ask Mark to come up because I know you guys have got lots of questions for him and he can answer them.


Monica is also from our office and she’ll be one of the presenters here shortly but I guess we’ll just have Mark up.  Mark, come on up.  And he can talk to us a little bit about the Harper Bill, maybe a little bit about the budget, and those things.


Mark took on an extra duty here.  Not only is he our General Counsel, he is our Executive Director now with Tom Wilkey leaving the TGDC.
It is all written down in the Help America Vote Act, and in the Help America Vote Act it says if the Executive Director is missing, the General Counsel is the one that takes that position.


So Mark, welcome and you get to lead us off with things that they really want to know about, and then I can do the fun things.


MR. ROBBINS:
I don’t make it a habit to correct my boss in public but I am only the Acting Executive Director and it’s a role I will relish surrendering as soon as circumstances allow that to happen.


But Donetta’s right, the provisions of the HAVA state that if the Executive Director position becomes open the General Counsel becomes Acting Executive Director until the Commission selects a new individual to serve in that post.


Why the powers that be thought it was a good idea to hand management to a lawyer is beyond me.  It’s counter intuitive for a variety of reasons which I’m sure most of you understand.

As we were planning the agenda for the conference this month, the status of the EAC or frankly lack thereof at the present moment, it was obvious that that would be a topic that you all would want as much information as possible.


As I stand here right now I don’t have a whole lot of information but what I thought I would do is walk you very quickly through a couple of what likely scenarios there are and let you know where I do have some information that might be beneficial.


As you all know, the House of Representatives did in fact finally pass legislation sponsored by Chairman Harper of Mississippi, the Election Subcommittee House Administration Committee, that in effect abolishes the EAC.  It transfers the testing and certification functions over to the FEC.


It doesn’t really impact the TGDC.  That continues and remains.  It does some consolidating of the other two FACA boards that support the EAC in its efforts.


Where it might impact you all is if you are a representative of one of those other boards, then there would have to be some chair shuffling.


So I will tell you there is no pending companion bill in the Senate right now and the word we’re getting from both majority and minority staff on the Senate side is that they don’t have the time or the interest presently to deal with a stand along bill which would abolish the EAC.


So where we need to focus our attentions are in the appropriations process.  It’s the budget which obviously will control what the agency is able to do in the coming year and we have what is called omnibus pending before the House and Senate right now.

The conference report hasn’t been signed so neither House can actually vote on it, and I was literally just informed about ten minutes ago as we were walking to the room that in fact the contents of that conference report have been posted and I’m advised that the EAC has $7.5 million for the remainder of fiscal ‘12 which would run through September 20, 2012.
What I don’t know, what we’re still trying to figure out is whether that includes the pass through money that comes to NIST for among things, the care and feeding of the TGDC, how much of that would go if any, earmarked to the Inspector General for his activities.

If $7.5 million is a stand alone that meets the very minimum threshold of what our agency needs to meet the most basic missions.  It will require some significant restructuring at the staff level.  It will require some significant prioritization of issues that we have to deal with but $7.5 million I think as I stand here right now is the very minimum we would need to continue functioning.  So if that turns out to be the case I’m moderately relieved.

The next big issue, what if you showed up for a party and the hosts weren’t home.  The announced resignations of Commissioner Davidson and Commissioner Braso along with that of Commissioner Hillman last year means that we not only do not have a quorum, we will have no commissioners.

I will say as much as we’re going to miss Commissioner Davidson and Commissioner Braso, a lack of a quorum is a lack of quorum, whether you have two which is no quorum or zero, which is no quorum, is not particularly material.

And again I don’t like saying on the record that my bosses aren’t material but at this particular point staff can continue to do the kinds of things we have actually been doing over the last year.

And I’ve got an outline, just very briefly that I can run through on the kinds of things we do.  This information has been posted on our blog on the website.  Its contents were in a letter to members of Congress, who have asked us this question, and basically, you know, we’ve got an annual report and we can’t call it an annual report because in order to have annual report to Congress it has to be adopted by the Commissioners.  In order for that to happen you need a quorum
But to at least meet the spirit of our statutory requirement we have an activities report that we’ll be releasing by the end of this month and sending to Congress and you all I think are going to be very I hope pleased with the amount of activity that in fact the Commission staff can engage in without a formal quorum.

And I want to thank the staff, our congressional and communication shop for organizing the drafting of the report.

But very basically without a quorum we can’t hold public formal meetings.  We can’t adopt new policies or procedures.  We can’t issue advisory opinions to states and localities when they want to know how to spend requirements, payments, or grant money.

We can’t act on appeals of audits or voting system certification denials because it’s the commissioners, a quorum of them acting as the appellate body.  And we can’t formally update the regulations which guide the NVRA form.

What we can do and this is going to keep Brian and his staff busy as we move forward, we can test, we can certify, and decertify voting systems because it’s the Executive Director or the Acting Executive Director who is the decision maker in that process, again with the commissioners acting as the appellate body.

So the initial action can be taken.  I can take the initial action and then an appeal would have to await the arrival of new commissioners.

We can conduct quality monitoring of voting systems and will continue to do so.  We can release certification program information and we can continue to administer the website and the clearinghouse disseminating Best Practices.

There is a lot to be done.  As you can imagine, the policy that former Executive Director Tom Wilkey put into place about a year ago this week of staff reorganization through attrition is still in place.

It isn’t fair to go out and try and recruit new employees if you don’t know how long you’ll have with them and frankly as most of you know, when an agency or an organization’s future is in question, it is difficult to interest quality people to come join you.

And what we can do is through the shrinking workforce that we’ve got, continue to reassign functions to those who are able to perform additional duties and as I have reminded staff, all of our position descriptions contain the federal boilerplate, other duties as assigned, and I’m real good at identifying other duties and I’m real good at assigning them so we will do that as necessary.

Two last points of business here.  I want to remind you all as EACs future continues to be discussed in the Congress, it is extremely important that you all remember that there is a prohibition for federal officials to lobby Congress and in your role as members of the TGDC you may not lobby Congress one way or the other on any issues dealing with the EAC, either on the existential question of whether we should exist or not, or our budget levels.
What you can do in your private capacity as citizens, you still retain your constitutional rights, you can contact your representatives and senators as you see fit but you can’t be doing it in an official capacity and you can’t reference your official capacity.

And I also want to remind you to the extent you have extra restrictions based on your other duties, your other jobs either at the state level or with other federal entities, you need to keep that into consideration too.

And if you have any questions please feel free to contact the Office of General Counsel.  We can help walk you through that.

And I will remind you, you are always encouraged to the extent you are asked, to respond to inquiries from members of Congress.  If they call and say look you’ve got experience with TGDC, you’ve got experience with the EAC, we’d like your opinion, if you’re invited to address members of Congress or their staff, you are encouraged to accommodate them to the best you can.

Finally because you are a committee that is under the jurisdiction of the Federal Advisory Committee Act, FACA, there are some interesting requirements and responsibilities you have dealing with documents that we provide to you dealing with these meetings.

And staff have been attending conferences and training seminars hosted by the General Services Administration where we’re getting some interesting guidance that frankly none of us were aware of and by the reaction in the room of hundreds of federal staffers dealing with FACA Boards, no one was aware of, so I thought I would pass it along to you because we all are responsible for it.
The materials that we give you need to be retained.  If you don’t have any notes of your own in them they have to be retained for three years.  If you’ve made notes they have to be retained in perpetuity.

Now, you don’t have to retain them yourselves, you can give them back to staff.  If something has happened with these documents and they no longer exist you do not have and in fact you may not recreate them.  That’s recreating history and you can’t do it.

So as we move forward from here, at the end of these sessions here if you’ve got notes of a pure personal nature, if it suddenly dawns on you that you need to pick up eggs and milk on the way home, that’s fine.  That’s your stuff.

But if you’re taking notes of substance either you need to retain those binders or you need to make sure that staff here gets them so that we can take them back to EAC and retain them.  Surprise.

And that’s all I have, Commissioner.

COMMISSIONER DAVIDSON:
Okay, thank you.

MR. ROBBINS:
Any questions?

COMMISSIONER DAVIDSON:
Well, I’ve relaxed now.  So I think what I’m going to do, later you may have questions for Mark, but what I’m going to do is really start the meeting off properly and have us stand and give the pledge to the flag.  I was not quite with it this morning.

(Pledge of Allegiance)

Thank you very much.  And since our last meeting we have had a couple of resignations in our TGDC board members.  Ron Gardner is no longer with the Access Board and had to resign and then Ann McGehan also resigned and moved on to a different position from Texas.  They’re both going to be really missed.

But we have Matt McCullough, and I think I know who Matt is.  Is he here?  He’s not here yet.  Well, we’re hoping that Matt is able to come.  He’s coming in now.  Hi, Matt.  We were just introducing you, welcome.

Matt’s paperwork is being vetted by NIST and so it’s not quite finished yet so he’ll be sitting in the audience with us today so that he gets the full capability of hearing everything that’s going on.  So once the paperwork is all done then he will be obviously one of the board members.  So welcome, Matt.

You know, he’s got quite a background.  He was the Executive Director of D.C. Government Development Disability Council, previously served in the Office for Disability Rights and America with Disability Act, Compliance Officer for the D.C. government.  So we’re going to really take advantage of your knowledge I know.

Did anybody have any questions for Mark earlier on what’s going on, that we really don’t know what’s going on, obviously money wise or about the agency?  Mark.
MR. ROBBINS:
We actually do know a little bit more about what’s going on.

COMMISSIONER DAVIDSON:
Oh, good.  You know, that’s what we call a Blackberry I believe.

MR. ROBBINS:
We’re informed that the Senate actually has now passed the omnibus budget so we’re waiting for the House, which would avert a government shutdown this weekend.
In the conference report the EAC has been appropriated $11.5 million of which $2.75 will be transferred to the National Institute of Standards and Technology for election reform activities, authorized under HAVA, and of which $1.25 shall be for the Office of Inspector General.

So I’m a lawyer, my quick math is not good but $11.5 minus $2.75 minus $1.25 is $7.5.  As I said that’s a minimally good number.

COMMISSIONER DAVIDSON:
Very good.  All right, there are some people in the audience that can take a sigh of relief on both sides really that we know that we’ve got funding coming.

All right, everybody we’re getting on with the meeting.  Belinda, I’m going to call you up to give an overview of the meeting agenda, please.

MS. COLLINS:
Good morning, Commissioner Davidson, TGDC members, and all of you behind me.  It’s a real pleasure to be here.  I wanted to remind everyone that this meeting is being webcast, so just so you know that there are people out there watching us and listening to us.

And I also believe that Ed Smith is on the phone.

MR. SMITH:
Yes, I am Belinda.  Thank you.

MS. COLLINS:
Oh, you’re most welcome.  So Ed Smith will be here in person tomorrow but is virtually here today.

So I’m going to give you a quick overview of the meeting for today.  We’ve done the introduction.  Our first day really is going to be focusing on HAVA activities, the plans for VVSG 1.1 and 2.0, update on usability and accessibility, update on the common data format standard which has had some really neat progression just this week even, auditability and VVSG 2.0, and the approaches to testing and certification for VVSG 2.0.

Tomorrow our focus will be primarily on UOCAVA activities including an update from FAPA and EAC.  We’re also going to be talking about an effort, spearheaded by NIST on the National Trusted Secure Identities, I’ve got the acronym wrong, and then an update on TGDC risk assessment activities.

Quick overview of our resolutions.  We did only two resolutions back in July.  We adopted the voluntary high goals for remote electronic voting systems for transmission to the EAC.  And then the second, instructed the UOCAVA Working Group to move forward with the development of testing requirements for a military only demonstration project.


This is the actual wording, adopting of the voluntary high levels goals for remote electronic voting systems.  I’m not going to read it to you, the words are on the screen.

And this is what we did agree to, you all agreed to back in July, continuation to that resolution and then resolution 9 of 11, the testable requirements for a military demonstration project.  And similar, the ongoing work there.


So hopefully there’s no discussion or questions about this and I will again just remind you that we are being webcast.  Thank you.

COMMISSIONER DAVIDSON:
Thank you, Belinda.  Brian Hancock, you’re up first, Election Assistance Commission and giving our update.  And this is not in their books, correct?


MR. HANCOCK:
Correct, yes.  Again, I’m going to give you an update based on what the certification division has been up to and our activities this year.

Before I start though it’s very appropriate at this time since you know Commissioner Davidson has resigned and this will be her last TGDC meeting, to thank her on behalf of the staff and frankly on behalf of the TGDC as well for all the work that she’s put in over the years.

I mean Donetta started out as actually a member of this body, came to the Commission, and now has held the position that you see her in now.

And just from our perspective, she has been one of the strongest supporters of the activities that my division does that we have had since the Commission opened so personally I thank you for that and on behalf of everybody here I thank you for service to all of us.


COMMISSIONER DAVIDSON:
It’s too early for me to cry so.

(LAUGHTER)


MR. HANCOCK:
Okay, I’ll do it again tomorrow, how’s that?


COMMISSIONER DAVIDSON:
Okay.

(LAUGHTER)


MR. HANCOCK:
Okay, let’s talk a little bit, a high level.  A lot of this you’ve heard before but we do have several registered manufacturers.  Currently I think we have 12 registered voting system manufacturers that we deal with on a day-to-day basis for the most part, some more then others but in any case right now these are the systems that we, the EAC has as part of an ongoing testing project as of today.  I think there may be 12 of those up there as well.

In any case it’s the most systems that we’ve had in at one time for testing before since we’ve opened the certification program here.  Many of them are modifications to previous systems but some of them are not.


And as you see all this information and I’ll bring it up at the end, is available on our website.  You’ll be able to see test plans for each of these systems, the test reports, updates on certification status and communications that we have with the voting system manufacturers.  So that’s sort of the realization of the work that this body does, is embodied in the testing.

COMMISSIONER DAVIDSON:
Brian, is this up on the website?


MR. HANCOCK:
Yes, it is.


COMMISSIONER DAVIDSON:
So, you know, any of you can always follow along.  Brian’s really good about making everything transparent and putting it up on the web.


MR. HANCOCK:
Absolutely.  Just real high level certification related activities for 2011, we certified one full system and one modification.  The full system was ES&S Unity 3210 and the modification was to our Unison system 1.01.  We initiated one formal investigation that we’ll talk about, a high level, later on.

Again as I mentioned ongoing testing for 12 voting systems or system modifications.

We held a meeting as we do with a number of manufacturers but particularly a fairly detailed meeting with the Dominion Voting Systems and Wiley Labs to familiarize all parties with the Dominion System we currently have in testing.

We found it’s important not only to sit down with the manufacturer and the labs to go over any questions that we might have but certainly to allow us to become more familiar with the system, to allow our technical reviewers to become more familiar with the system, and to work out as early in the process as we can any potential questions that we see that might be arising from testing for any system that we do.

And we’ve also started to put out timelines for the full voting system campaigns that we have in.  We have two of them up there right now.  We’ll do others as we move forward with full voting system test campaigns but it allows everyone to see exactly what the players and the process are doing, how long it takes the EAC to respond to items, how long it takes the lab to respond to items, and how long it takes the voting system manufacturer to respond to various aspects of the program.

We’ve gotten a fairly good response to that from election officials.  As the Commissioner said we generally think the more information that election officials have out there about this process the better it is for everyone.

Mark mentioned the quality monitoring portion of our program and it really encompasses three different aspects.  It encompasses manufacturing sight reviews, field anomaly reporting, and field and system review and testing.

We’ll talk about field and system review and testing first.  The way it’s laid out in our program manual, upon invitation or with the permission of a state or local election authority, the EAC may at its discretion conduct a review of field and voting systems.


And this review depending on the issue that’s brought up can include a number of things including additional testing on that system if that’s deemed necessary.


Any anomalies that might be found during this review or further testing are going to certainly be provided to that election jurisdiction that needs the help.  It will be provided to that state as well, the voting system manufacturer, and importantly we think any other jurisdiction around the country that might be using that system.


Here’s an example of something we’ve dealt with quite a bit over the last several years and Matt is well aware of these issues now that he’s back in Ohio.


Cuyahoga County which is Cleveland as most of you know, experienced an issue during pre-election logic and accuracy testing way back in May of 2010 with their DS-200 scanners.  They demonstrated what we’ve termed and what they’ve termed intermittent screen freezes and system lockups and essentially shutdowns.


We were notified of the anomaly, spoke to the jurisdiction as well as ES&S, the voting system manufacturer, to gather quite a bit of information.  After reviewing the information that we had, we basically made a determination that the information related to the freeze shutdown was valid and not just sort of any issue that came up in the paper as sometimes they do, although this one was actually in the Cleveland Plain Dealer initially.


And as part of our process we opened an information inquiry into the issue.  That informal inquiry led to numerous other discussions with the county, with the voting system manufacturer, with the test lab, the test of the system.


We also contacted a lot of other jurisdictions that use the DS-200 scanner to determine the extent of the problem and those included Orange, Miami Dade, Escambia, Clay, Collier, and Pasco in Florida, the Wisconsin government accountability board because there are a number of those used in Wisconsin, and the New York State Board of Elections.  Even though each of those jurisdictions has a slightly different version they are all certainly very interested in what happened here.


After gathering that information, the EAC initiated a formal investigation on February 25, 2011, and the results of that investigation will be coming out very, very shortly so we encourage you to watch the EAC website and those of you that get automatic updates will get that information.


The information has been forward to the Acting Executive Director.  Once he makes a decision on that document we will make it public so again something to look forward to in the very near future.


Manufacturing facility reviews, essentially we do go out for periodic review of the actual facilities where they build the voting systems that the EAC has certified.


We basically want to make sure that the manufacturer is building, shipping, and selling the same unit or the very same voting system that the EAC has certified and it’s a requirement of our program that the manufacturers cooperate with these visits.


We try to do at a minimum of at least one manufacturing facility audit of a registered manufacturer once every four years.  In June of 2010, we conduct the facility reviews of Unison out in Vista, California and ES&S at Reco Electronics which is north of Vista up in Tustin, California.

At the time we did that in 2010, neither of those companies were actually manufacturing systems.  You know, it’s not like the auto industry or something like that where they’re constantly cranking out cars.  Voting systems kind of don’t work like that.  Generally the manufacturers only are in production when they have made a sale or certainly have closed a deal that they expect to be able to fill in the very near future.


Because Unison is doing just that, we did go back out in November of 2011 to Unison and actually did see them in production of EAC certified voting systems.  We’ll have a report of that manufacturing facility audit coming up probably in January as well so that’s something else you want to be looking for on the EAC website.


Field anomaly reporting, also very important.  It’s another means by which we gather field data from systems that we certified and certainly we think that the information on actual voting system field performance is important as a means of assessing the effectiveness frankly of our program and the quality of the voting system manufacturing process.


We provide this information to election officials and provide information on real world input on voting system anomalies.  That link up there is not working right now but if you look at the EACs, the clearinghouse portion of the EACs website, you’ll see a number of reports that we’ve collected from various jurisdictions across the country related to voting system anomalies.


In fact most of them if not all of them at this point deal with systems that are not EAC certified but the systems that the states have been using for a long time and are Legacy systems but still very important information to get out there.

So you all can take a look at it and make determinations, most of you who are elections officials anyway, as to whether systems in your state may have similar issues.  So that’s just another important aspect of our quality monitoring program.


We also initiated a number of other activities we think to better serve the election community in 2011.  We revised our division monthly E-Newsletter to provide more information.  That goes out to a list that we have.

If anybody in this room would like to be included on that list certainly see myself or a member of our staff and we’ll put you on that and you can get the monthly

E-Newsletter updates from the certification program.


Working with our communications division, the EAC in general has been experimenting this year with Twitter feeds to election officials seeking specific information of voting systems under test but also a lot of other information.


Those of you that follow the EAC on Twitter know that Jeanie Lasson our Communications Officer is a very avid user of Twitter.  She re-twitts a lot of information from election officials and it’s good.

A lot of election officials in an election year looking for poll workers, you know, she gets that information out to as wide an audience as she can and a lot of other information for election officials and voters.  So check our twitter feed out, it’s kind of interesting.


Internally we’ve developed what we’re calling our virtual review tool and what this is, it’s a server side web application designed in fact by our staff and our technical reviewers to serve as a central location for the review of all of our test plans, looking at the test cases and the test reports submitted by the voting system test labs.

It really allows the labs and the EAC reviewers to have the ability to directly upload and store files to the testable requirements and serves as an electronic record essentially of each test engagement.


We used to do this same function in an Excel spreadsheet and frankly it was a big pain in the ass and this is much better.

Everyone has their individual access to the information that they need.  The labs have access.  The manufacturers have access to certain amounts of information.  We have access obviously and we think it will go a long way to smoothing out the process.

You know, we don’t have to worry about sending e-mails back and forth with information anymore, sending things through snail mail or whatever the case might have been in the past.  So far this application has been great and we expect to use it even more in the future.


You know, it’s a secure log-in as you might expect and because we are part of the government at least for awhile, Mark, correct?

(LAUGHTER)


We did have to make it FISMA and 508 compliant as well and so all those things have been done.


We’ve also instituted staff customer service representatives that are assigned to each state and territory.  You know, instead of calling the EAC and saying I need to talk with someone about an issue, a certification issue, now if you do that, one of us is assigned to specific states.  You see Jess and myself.  Those are just an example of some of the states we have up there.


And so for example if someone from Pennsylvania wants to call about a specific question, they’ll go right to Jessica.  She is very familiar with what they’re doing and can help them and it’s good to put a name and a face together and someone that you can talk to on a regular basis rather then just calling a phone number and getting whoever.  So we think that will be a big help as well.


Again as I mentioned, virtually all of the information we produce is up on the EAC website.  These are just some of the examples.  Our program manuals for certification and for laboratory accreditation are up there.  Obviously the various iterations that we have of the VVSGs are up there.  All of the test plans, test reports, certify system information, and information about our accredited test labs.


Again, we urge you to go there as much as you feel the need because it’s a good resource we believe.


That’s it, questions?

COMMISSIONER DAVIDSON:
Does anybody have any questions for Brian?  Matt.


MR. MASTERSON:     So on the investigation, I know you haven’t put it out yet in where it’s going but do you mind walking through it so that all of us understand sort of the steps and making it clear that you’re not just going to issue a report that decertifies a system immediately.  I think that’s important to walk through the steps that happen after.


MR. HANCOCK:
Right, right.  I sort of laid out the investigation.  There’s an informal investigation that’s conducted first basically to make sure there is enough information to move forward.  We did find that and we moved forward with the formal investigation.

As required in our manual we sent sort of formal interrogatories to the parties involved to get information.  Again we contacted and talked to a number of people and this really was almost a two year process from the time we started this until now.


Afterwards there are recommendations in the informal investigation.  Once Mark reviews and signs off on those, there is a further process moving forward depending on what happens.  Essentially it’s important to know that there is due process for the voting system manufacturer throughout this.


As Mark said, and I think it is important to note that the Commission is the final appeal body and that is the only place right now where we’re lacking a quorum that really affects what we do in the certification division.

So Matt, I think that is important to remind people of but I think the due process is there.  The manufacturer always, always has an opportunity to cure the issues, whatever the issues might be that are found.  And so that’s important too.  And certainly we expect that to happen in this case but we’ll see.


MALE SPEAKER:
Hi, there.  Another question.  A lot of the sharing goes on between the counties and states.  Is there any collaboration with other countries with those voting systems that are being elsewhere?


MR. HANCOCK:
Not a lot so far.  I mean we do some work with international folks.  You know, most of it has been in the UOCAVA area recently because that is something -- the systems are more similar.  Not at the present time, there’s not a lot of direct work with systems that we have here that may or may not be used elsewhere.


COMMISSIONER DAVIDSON:
I think one of the things that has held us back in that area also is the law is really pretty clear that we don’t have -- it doesn’t mention the other countries and it’s just the United States so trying to have HAVA up and running and going, we’ve stuck with the basics really.


MR. HANCOCK:
But we do have some informal discussions from time to time with jurisdictions in other countries, yes.


Other questions?


MALE SPEAKER:
This relates to the same thing.  I know that a number of the Dominion products are used in Canada and I know that the Egotronic has been used in France so indeed there is foreign experience with these systems which is probably directly relevant.  If some significant part of the voting system is being used elsewhere and someone finds a bug, I want us to know about it.

MR. HANCOCK:
Right.  Certainly if folks want to call us and talk to us we’re always happy to do that.  You know, again, I think as the Commissioner said, resources now more then ever in fact are an issue and so that will always be part of what we’re doing.


And just one note, I was just told to remind everyone to please identify yourselves before speaking for our audience.  Thank you.


MR. SMITH:
Brian, this is Ed Smith.  I want to make a quick comment.  One aspect that diminishes the value of international exchange of information and then on quite a bit about the Dominion products used elsewhere, is that the firmware versions are generally quite a bit different in other countries.

There’s no other country with a rule book as thick as the United States when it comes to elections and then of course we have 50 plus rule books to deal with so whether it’s products in Canada or a product in the Philippians, the firmware generally outside of the very basic function bears no resemblance to each other because the ballot presentation and layout targeting voter marks, all of that, are very different when it comes to the country.


MR. HANCOCK:
Yes, I appreciate that, thank you, Ed.  That’s a good reminder.


COMMISSIONER DAVIDSON:
Donald, you had a question.


MR. PALMER:
Yes, thanks, Donetta.  Don Palmer, Virginia.  Brian, I just had a question.  I’m not very good at reading between the lines and you may not be able to go there, the issue of the formal investigation into Cuyahoga Country, is that specific to that issue in firmware or are we talking something more general for the voting system?


MR. HANCOCK:
Well, without getting into many details, there were very specific issues.  Let me back up a little bit and say the issues that we’re looking at need to be what we think are clear violations of a VVSG standard, right.

We wouldn’t necessarily look into something that may be a violation of Virginia state law or something that wouldn’t be in the VVSG for whatever reason.  You know, we need to keep it very focused on the requirements in the VSS or the VVSG.  That’s number one.

You know, second of all we also look to make sure that the manufacturer is being in compliance with sort of the general EAC program but that’s kind of the high level view of the specific things that we’re looking at.


MALE SPEAKER:
Is the formal investigation going to begin or is there a report?  I mean, it’s going to come out?

MR. HANCOCK:
The report is going to come out, yes.  It’s been forwarded to the Acting Executive Director.  Once he reviews that to his satisfaction and signs off on that, that’s the time it will be made public.


COMMISSIONER DAVIDSON:
At that time maybe it will be put up on the web just like everything else.  It will be transparent so everybody can see it and as he said, they’ve been working with the manufacturer and they’ll be aware of it also.


MR. HANCOCK:
Right.  The manufacturer before it is made public will receive a copy of it so they’re not surprised by anything.


Other questions?


COMMISSIONER DAVIDSON:
Matt.


MR. MASTERSON:     This is just a comment I guess of praise for you guys in that seeing as how this is in Ohio and affects me directly, it’s not a lot of fun having a system in your state investigated but it’s necessary, it’s helpful.


MR. HANCOCK:
You can always come back to us.

(LAUGHTER)


MR. MASTERSON:     Yeah, well, the irony is I sort of helped create this problem for myself.


MR. HANCOCK:
Yes, you did.


MR. MASTERSON:     But you and your staff have been great about providing information, working with us to understand the nature of the problems, coming in, working with Cuyahoga County and so I mean it has made it easier to kind of understand the nature of the issues and move forward with that.  So I do appreciate that because it’s a difficult situation, particularly for Cuyahoga County.


MR. HANCOCK:
Yes, it is and, you know, we’ve talked a lot.  You know, our goal is not to decertify a system for the sake of decertifying a system.  We never want to be in a position of putting counties in a position where they can’t run an election or they have to make a very difficult decision on what to do.

You know, it may eventually come down to that just because of the responsibilities that we have but we’re going to do everything we can to make whatever transition needs to occur, whatever cures need to be put in place as painless I guess as possible.  But thank you, appreciate it.


COMMISSIONER DAVIDSON:
Okay, Brian, I’m going to let you go ahead and start in on the review of the VVSG 1.1.


MR. HANCOCK:
Belinda has a quick reminder for everybody.


MS. COLLINS:
Yes, not only are we webcasting these proceedings but we are also doing a transcript so it really is important for the record if you could identify yourself when you start to speak because having looked at some of transcripts if we don’t know who is speaking it doesn’t make quite as much sense as it does in real time.  Thanks.


MR. HANCOCK:
Thank you, Belinda.  Brain Hancock, EAC.


We’re going to segue here into a discussion of where the EAC is in our process for getting the version 1.1 of the VVSG adopted.


I have a slide with our tentative timeline up here.  I think probably before we discuss it the most important thing there is the asterisk which is down at the bottom of the page, the assumptions of course.

The assumptions that we may include an EAC Commissioner quorum which is necessary at some point as you know by HAVA to adopt any version of the VVSG and certainly the budget, both the budget for the EAC and the budget for NIST, although at this it’s mostly EAC, is also going to affect this a little bit.

As you said Mark, we do have some numbers now but we will still have to see how that plays out and see how quickly we can act and how close to this timeline we can come.


But as you see we are sort of in the December timeframe.  We have received the draft of VVSG 1.1 from NIST.  Between now and sometime in January we are going to be doing some additional work just reformatting, doing a little bit of editing that NIST was not able to do just because of time factors before they gave it to us.


And then we do intend sometime in January to put that document out for an additional 30 day public comment period.  Again during that time period we would like to have an EAC public hearing but again that is something else that cannot be done without a quorum, but in any case the document will go out for public comment.  So all of you and frankly the rest of the country will have an additional crack at this.


Once that public comment period closes we’re going to give ourselves approximately 60 or so days to incorporate the comments and prepare the document.

Discussions with the Commissioners, at least before their resignations, it was decided that both the EAC Board, the Standards Board, and the Board of Advisors, would need to be appraised of this document, the changes, whatever comments and resolutions to those comments we came up with.  So you see that’s in the sort of March to April timeframe.


The Boards would also need to meet at some point, tentatively when this was drawn up several months ago that was hopefully scheduled for some time in the summer of 2012, perhaps the June/July timeframe.  Again that’s something that we don’t know whether we’ll have the money to be able to do or not but we’ll see how that goes as well.


And then finally, you know, the Commission at some point would have to meet, make policy decisions and have discussions on the document and then have their final vote to adopt.

We were hoping that would come around the end of July so we could get that document published hopefully in August but again this is a very tentative timeline, you know, and with the assumptions and dependencies we’re really not sure when most of the later stages of this are going to occur.  What will occur is the 30 day public comment period and then the EACs incorporation of those comments.


Our hope is to get that document into a sort of final state and let it sit around and gather dust until we can get a quorum and do all the other activities that we need to do here.


I wish I had more specifics for you but frankly given all the assumptions that we do have to make here, this is about all we can do at this point.


Questions?


MR. JENKINS:
Phil Jenkins from the Access Board.  Just a question of the options for the Commission.  Do they have the option of resending it back out for public comment or is it just adopt or don’t adopt?


MR. HANCOCK:
The commissioners I suppose could do -- you know, hopefully it would be an adopt or not adopt but sure they can essentially do whatever they want, make whatever changes they would like to make in the document themselves.


COMMISSIONER DAVIDSON:
This is Donetta Davidson.  We wanted this document really done before now so I am sure that any new commissioners that come on board are going to realize it’s important to get this one done because really that’s a mid-step before we get to the 2.0 and big changes will be the 2.0.

So it’s not like a closed door.  They know they can work further into the 2.0.  So I think that it would be adopted.  I don’t see them sending it back for anything.

MR. HANCOCK:
I guess the other important thing that’s really not up here is that now we will have at some point four new commissioners that will not be familiar with our process or with this document.

Staff is actually going to have quite a bit of work to get them up to speed on what went on, why the TGDC produced this standard, you know, why the changes were made, what the public comments were.  So that in and of itself is going to be quite a bit of work before we get to that final stage.


COMMISSIONER DAVIDSON:
All right, Brian, I think you are all finished.

MR. HANCOCK:
Thank you.


COMMISSIONER DAVIDSON:
Next on our agenda we’ve got Nelson Hastings to give the review from the NIST side.


MR. HASTINGS:
Good morning.  Thank you, Commissioner Davidson.


I’m going to give a high level view of some of the VVSG changes.  At the last TGDC meeting we were still in the midst of working on VVSG 1.1 and the changes that were being made so I wanted to give more of a flavor of some of the specific changes that were made.


Just to start off with a little bit of background, the VVSG 1.1 incorporated requirements from 2.0 that were not controversial and did not require hardware changes to the voting systems.


After the initial public comment period the EAC requested additional requirements to be included based on their request for interpretations that they had created and the needs of their testing and certification program.


So this presentation will describe some specific requirements that are now included in VVSG 1.1, and I want to make a note that the text in here that is italicized is the actual text from the document.


So starting off with the usability and accessibility requirements, poll worker and end-to-end accessibility requirements that required user base testing were included in 1.1.  They also integrated requirements based on the RFIs related to features to support accessible review of paper records, the intrinsic support for alternative languages, the TQM mode that applies to audio ballot, and accessibility requirements that apply to electronic ballot markers.


They updated the color and contrast requirements so they were simplified based on research that NIST conducted.  We changed section headings to reflect system characteristics as opposed to disabilities.  I think at the last TGDC meeting I think Diane suggested this change and I’ll go through the changes.


So the perceptual issues got changed to the visual display characteristics.  Low vision was changed to enhanced visual interfaces.  Blindness got changed to audio tactile interfaces, and the dexterity section got changed to the alternative input and control characteristics.


There are a couple of EAC policy decisions that also resulted in modifications to requirements so there is a policy decision related to audio and visual synchronization.  So in the 1.1 the scope of that requirement was clarified.  In addition, voter verification accessibility was clarified in the updated version of 1.1.

Also there was an input jack requirement for personal assistive technology which is a new requirement that resulted out of an EAC policy decision and the sample requirement here is that new requirement.  So the accessible voting system shall provide a 3.5 millimeter industry standard jack used to connect a personal assistive technology switch to the accessible voting system.


An additional requirement specifying the minimum size of optical scan ballot voting target area was added so the requirement is software used to format optical scan ballots shall constrain the size and contrast of all target areas to conform with the following requirements.

The target size shall be no less then three millimeters across in any direction and the contrast ratio between the target boundaries and the surrounding space shall be no less then 10 to 1.

Moving on to the core functionality requirements, the quality assurance and configuration management requirements were completely rewritten based on VVSG 2.0 and were combined into a single chapter.  So in VVSG 1.0 the quality assurance and configuration management requirements were in two different chapters and now they’ve been consolidated into one.


We improved the scoping of requirements to include electronic ballot markers and hybrid systems and the RFI responses that were incorporated into the standard include updates to the electro static discharge test, the battery backup for central count, update electrical fast transient test, open polls with zero totals, and reporting under votes.


An operating humidity requirement was added based on 2.0.  It was based on the IEC 6027721-3-3 standard.  In that standard it has different classifications of environmental conditions and the category three, K3 was selected as the baseline for that.


So the sample requirements that are in the standard, the voting system shall be capable of operation in temperatures ranging from 40 degrees Fahrenheit to 104 degrees Fahrenheit, 5 degrees centigrade to 40 degrees centigrade, and relative humidity of 5 percent to 85 percent non-condensing.


And then the second requirement, if the system documentation states that the system can operate in humidity higher or lower then the required range the system shall be tested to that level of humidity asserted in the documentation.


The software workmanship requirements were revised based on public comments, clarified the applicability of those requirements to commercial off the shelf software.  A sample requirement that’s included is application logic shall adhere to a published and credible set of coding standards, conventions or standards herein simply called the coding standard that enhanced the workmanship, security, integrity, testability and maintainability of applications.


With respect to reliability, a new benchmark was derived from the use case specified in VVSG 2.0.  The voting devices shall satisfy the following limits on the probabilities of failure per election.  There’s a big table that specifies that failure rates for different types of components of the voting system.

I pulled out the precinct tabulator for failure rates so the probability of a critical failure should be less then 10 to minus 6.  The probability of critical or non-user serviceable failures shall be less then .002452 and the probability of overall failure should be less then .01374.

It also requires manufacturers to use reliability engineering best practices and standards so the requirement that the manufacturer shall assure the reliability of the voting system by applying best reliability practices and standards, reliability analysis methods such as failure mode and effects analysis.

With respect to accuracy, a new benchmark was derived from the VVSG 1.1 conformity benchmark and back ported the VVSG 2.0 demonstration requirements.  So all systems shall achieve a report total error rate of no more then 1 in 125,000.  It did not include a California style volume test mark election as specified in VVSG 2.0 so that wasn’t included.  That wasn’t back ported.


Evaluates the system accuracy based on performance over the course of the entire test campaign minus exceptions and the requirement is when operational testing is complete the VSTL shall calculate the report total error and report total volume accumulated across all pertinent tests.


The error rate of this 1 in 125,000 is really a hardware related requirement.  It’s to tolerate unpreventable hardware related errors that occur rarely and randomly as a result of physical phenomenon that really affect optical scan systems.  It wasn’t intended to allow for tolerance of software faults that result in systematic miscounts of votes.  So an additional requirement was included and this is that requirement.


In all systems, voting system software, firm or hardwired logic shall maintain absolute correctness, introduce no errors in the recording tabulating and reporting of votes.  Steve, go ahead.

MR. BELLAVIN:
This is Steve Bellavin.  I’m curious how you established that zero errors in software.


MR. HASTINGS:
I’m going to kind of punt this over to David Flater here who worked on this section of the requirements.


MR. FLATER:
The requirement here is not to demonstrate that the software contains no faults.  This is a requirement that its application would be a matter of what is observed in the testing process.  If you observe a miscount for which the root cause analysis says that the root cause was in fact logic and not a rare and random physical phenomenon, then the system is not certifiable.


MR. BELLAVIN:
Okay, I will note as a truism of the software business that testing can demonstrate the presence but never the absence of errors.


MR. FLATER:
Right, so I think that’s consistent with the application of this.  You know, if the presence of a fault in the software that affects the counting of votes is demonstrated during the testing process then the system is not certifiable, but the other side of this of demonstrating that no such fault exists is recognizably not feasible in this context.


MR. HASTINGS:
Thank you, David.  Matt.

MR. MASTERSON:     I mean I know there’s going to be a public comment and I can’t wait until the test labs deal with “shall maintain absolute correctness”.  I mean that’s going to be a pretty interesting RFI I think on what was intended, how that’s going to be tested, whatever, but there’s going to be a public comment period on that.

But I mean I think that’s sort of what Steve was getting at a little bit too, and I understand what David is saying.  I mean the idea is if you find something that’s causing a problem it needs to be reported and the system shouldn’t pass it if it is not counting correctly.  I wonder if there is a better way to go about it.


MR. HASTINGS:
Well, this is good because this is part of the reason for this presentation is to make people aware of certain parts of the standard that’s there.  Doug.


MR. JONES:
This is Douglas Jones.  I think there’s a fuzzy area here.  The fuzzy area arises with timing faults and things like that where one could argue that improbable timing faults for example, the fact that someone pressed the key right before they touched the screen, that that’s a physical phenomenon.  Or one could say well, gee that’s just bad logic that had an unnecessary timing fault. 

And I would argue that in a sense it is both, but there is a broad class of bugs in the systems which lead to difficulty to reproduce things like screen freezes and things like that, that frequently result in, from race conditions I think they’re technically called where something occurred right before something else instead of right after when it was expected and the result was the system was unprepared for it.  It’s a logical error.

It’s a fault in the software without any question and yet the fact that it’s problematic and the fact that it’s related to timing, one could argue it was a physical phenomenon and we should somehow make it clear that that’s software.

MR. BELLAVIN:
This is Steve Bellavin again.  I would actually point to one very well documented exhaustively investigated case.

When the very first space shuttle was on the pad to be launched on worldwide TV, they had to abort the countdown with not very much time left because what was ultimately determined to be a software error, they even found in their logs it had occurred once during testing but they were never able to reproduce it because statistically they later learned when they understood the problem, there’s a 1 in 64 chance that when they booted the system this particular problem would occur because of the nature of the testing.

They very, very rarely did a cold boot.  They didn’t do it often enough to encounter this bug more then once.  When the thing fails on worldwide TV you will learn what the problem is.  You’ve got a billion people watching or something.  Again, 1 in 64 chance (unintelligible) and the very readable description of what the problem was, it was one of these timing clitches that Doug was mentioning so it is a very rare thing.

It was questionably a logic error but the space shuttle software I might add was considered to be done, pushed the state of the art what could be done in terms of software and hardware reliability.

MR. HASTINGS:
Donetta, do you have something?


COMMISSIONER DAVIDSON:
I was just going to ask if anybody else had any comments.  Remember the next step of this is put it out for public comment so your public comments are going to be very important.


MR. HASTINGS:
Okay, so the next area that we’ll look at is the changes in the security requirements.

We cleaned and clarified the cryptographic requirements to require systems use PHIPPS 140-2 validated modules algorithms with security strength greater then 112 bytes.


The trusted build requirements were moved to the testing and certification manual of the EAC and there were two informative sections that didn’t contain any requirements that were removed, Section 7.8, a description of independent verification systems and appendix B, descriptions of IV systems cryptographic voting systems.


The security specifications from part two of VVSG 2.0 were added so the design and interface specification, the security architecture, the development environment specification, security threat analysis, and security testing of vulnerability analysis documentation, all those pieces of documentation are now part of the VVSG 1.1.  The rationale for putting those in is to help with respect to the security testing that would be conducted by the VSTL.


Integrated 1RFI related to operating system configuration, specifically called out the NIST -- the issue here was how do we do secure operating system configuration, so how do you get a secure configuration.


And it called out the NUST national checklist program as a baseline for secure configurations, electronic records, back ported the VVSG 2.0 requirements from section 4.3.

It specifies information contained in summary count reports from tabulators, DREs, and election management systems and requires electronic reports to be digitally signed so the sample requirement we have here is the voting system shall digitally sign electronic reports using NIST approved algorithms with a security strength of at least 112 bytes implemented within a PHIPPS 140-2 level one or higher validated cryto module operating in a PHIPPS mode.


So this kind of demonstrates how the cryptographic requirements were kind of clarified with all that stuff about proved algorithms, security strength, PHIPPS 140 mode of operation.


Voter verified paper audit trail requirements were back ported from section 4.4 of VVSG 2.0.  Basically it includes more specific requirements on the information that must be printed on voter verified paper records to support hand auditing.


The sample requirement is actually related to paper rolls so paper roll VVPAT system shall mark paper rolls with the following information, machine ID, reporting context such as precinct or election district, date of election, or date of recorded printing.  If the multiple paper rolls were produced during the election on this device the number of that paper roll should also be printed.


Software validation, the goal of these requirements really is to verify that only authorized software is present on the system.  In section 7.4.6 of VVSG 1.0 it requires that the system provides a means to verify software through a trusted external interface.


There was feedback that these requirements were vague and are difficult to implement so the tact was to add an alternative ballot software validation method in section 7.4.6 based on guidelines developed for desktop, laptop, and computer firmware.


Systems must authenticate software updates prior to applying them using digital signatures and updates include software installations, modifications, and removals.

So VVSG 1.1 provides two approaches to allow manufacturers to choose which one of these software validation approaches is most appropriate for their systems.


Access control, we wrote the section 7.2 of VVSG 1.0 to reflect the access control requirements found in section 5.4 of VVSG 2.0.  There are a couple of sample requirements here.  The voting system equipment that implement FROBASE access control shall support the recommendations for core, are back in the ANCI insights 359, 2004 American National Standard for Information Technology Rollbase Access Control document.


This is an interesting requirement because it demonstrates how requirements within the VVSG can refer to other standards that have been developed outside of the voting system standardization process.


Voting systems shall provide a means to automatically expire passwords in accordance with the voting jurisdiction’s policies and event logging.


We wrote section 2.1.5.1 of VVSG 1.0 based on the event logging requirements found in section 5.7 of VVSG 2.0 but retained the VVSG 1.0 error message requirements.


Now these requirements didn’t specify the events to be logged and you’ll kind of get a flavor of looking at the sample requirements of what the requirements did.  It basically talked about the information that should be captured when an event is captured in a log as well as how to protect that information.


So the voting system equipment shall log at a minimum the following data characteristics for each event, system ID, unique event, and/or type, time stamp, success or failure of the event if applicable, user ID trigger the event if applicable, and resources requested if applicable.  
And then the voting system equipment shall protect the event log information from unauthorized access modification and deletion.

I know there was some interest on specifying the events to be logged but this is the type of information that was changed in 1.1.


COMMISSIONER DAVIDSON:
Okay, we discussed the accuracy somewhat in his presentation but are there questions about the rest of his presentation?


MR. HASTINGS:
Yes, so we’re opening it up to questions and if I don’t have the answers I’ll do much like I did before and put it to others.


COMMISSIONER DAVIDSON:
Matt has the first one.


MR. MASTERSON:     I know that John is going to talk about this but the IEEE and the common data format work, part of what was talked about is moving on to event logging and possible event logging formatting and whatnot.

Depending on the timing, the fact that there’s no commissioners, whatever, is there any chance, is there any thought given to that gets done, including that kind of formatting in 1.1 for the event logging stuff or is that not something that needs to be done?

MR. HASTINGS:
I think it is really dependent on the timing of the stuff.  I don’t know if John has a thought on that or not but my thought is if the timing is right and it’s ready to be done and incorporated we might talk with the EAC about that and see how that might be worked in.


Don.


MR. MERRIMAN:
Don Merriman, Kansas.  Looking at the VVPAT issue that you talked about, I do have VVPATs on the units that I use and in the November elections we’re lucky to get 90 votes on a roll of paper the way it works.

And we do go in when we do change out rolls of paper and record on those rolls the election day, the precinct.  I see this is a sample requirement but it says to number the rolls of paper.  Are you saying that the machine is going to do that or is that up to jurisdiction just to keep those numbers and keep track of them in case we have to have audit?


MR. HASTINGS:
I think the intent is that the machine would be able to do that automatically, would sense that.  That’s correct, I’m getting a nod.


MR. MERRIMAN:
So the machine would somehow --


MR. HASTINGS:
Right.  If you open a poll on that day, you know, there’s some triggering event that would say this is on this election on this day.  There might be some sensor as you pull that roll in and out and reinstall it.

MR. MERRIMAN:
Okay.  We do it the simple way, the magic marker.  We just mark it on there and keep track of that and we keep those back just like we do ballots in the state of Kansas, we keep them 22 months.  We keep all those rolls of paper for 22 months.


COMMISSIONER DAVIDSON:
Are there any other questions?  Well, Nelson, I think that you’ve accomplished your presentation, thank you.


MR. HASTINGS:
Thanks.


COMMISSIONER DAVIDSON:
We have a choice right now.  I thought he might go to ten o’clock.  We can either go on to Sharon’s presentation or take a break.  Which would you like to do?  Would you like to take the break now?  Okay, I’m getting that indication so we’ll take a 15 minute break and then Sharon you will be the first one up.  Thank you.  I’ll see you back here at 10:05 a.m.
(Short Break)


COMMISSIONER DAVIDSON:
Okay, our next presentation is on Usability and Accessibility research and Sharon Laskowski, welcome and thank you.  It’s all yours.

MS. LASKOWSKI:     Good morning, and thank you everybody.


So I’m going to be talking about an update on the usability and accessibility research that we’ve doing.  Here’s a quick outline.  First I’ll talk about our usability and accessibility research goals, then I’ll overview our current research efforts, and I’ll give you specific details in three areas.


So our research goals can be categorized into two activities.  First, improving test methods.  So just for purpose of just a quick reminder, we have requirements.  Test methods are needed for those requirements for the test labs.


So as we’ve developed our test methods for 2.0 and VVSG 1.1, we’ve done some validation and I’ll go into some details in a moment on that.


We’ve also looked at qualifications of four testers that the test labs would be using as well as the test documentation and work flow associated with those tests and the materials that these testers would be using and we’ve also been doing some research on newer test methods.


The second activity is of course improving the standards.  Right now accessibility is the current focus.  Recall in 2010, we presented a usability and accessibility TGDC Working Group paper on usability and accessibility issues and gaps and that motivates what we work on.


So let me get going with an overview of the current research efforts.  For test method validation we’ve been looking at our voter performance protocol, the so-called usability benchmark test from VVSG 2.0.

Recall that in 2.0 we had three benchmark values that have to do with the voter interaction with the system and the number of errors that happen in a voting process and we actually have designed what we hope is a repeatable, appears to be a repeatable usability test with about 100 folks.

I’m going to go into more details about our latest validation efforts for this performance protocol in a moment.


We’ve also been having other testers run and look at our documentation, run some of the design inspection tests that again are for usability and accessibility.  Recall that’s chapter three of the VVSG.


We also have some folks looking at our requirement for accessibility throughout the voting session.  The so-called end-to-end accessibility test also was a performance based usability test.

And underway also is the validation of an usability for coworkers test which looks at documentation of coworkers interacting with the documentation in order to set up, run, and shut down a voting system.  That’s also a usability performance test so we’re starting validation for that as well.


We’ve done some work on the tester qualifications and the associated documentation of workflow.  I have a couple detailed slides later in this presentation about that.


In the area of new test methods, recall there’s been always a lot of discussion about the performance of these systems, the accessible voting systems with actually using voters with various disabilities.

Part of the issue with such performance test methods is that you need to get repeatability, you have to carefully design it because you’ve got lots of various people with disabilities and combinations of disabilities so the challenge here is how do you combine data of watching actual voters interact with the system along with a tester’s expert evaluation of whether accessibility is met or not.


And we also are looking at improving standards and in this area we are looking at trying to drill down further on voters with various kind of manual dexterity issues and what sorts of requirements should we have to improve that systems interaction with those voters.


And we’re also looking at the audio tactical interface and doing some research because also recall one issue with the current audio tactical interface is that they’re very cumbersome for the blind to use.  They’ve very confusing and we’d like to look at what other research in other domains can tell us to inform.  Phil.


MR. JENKINS:
Sharon, this is Phil Jenkins.  Hi, I just wanted to make a comment here.  I’ve done a lot of these kinds of testing and I just wanted to make sure everyone understands that we’re not evaluating the participant in the usability test.  You know, we’re evaluating the system and we’re using their help to do that so I wanted to mention that.


MS. LASKOWSKI:     Yes, absolutely.  We’re looking at how the system makes for a better interaction with these voters.


Okay, so now let me drill down in the three areas that I have slides for.  For the validation voter performance protocol, our goal here is to assess the reproducibility of that protocol for the performance best test in different geographic locations.


We have done some preliminary results that suggested repeatability but we wanted to look at some variables because those were all in the D.C. Metro area and we know that there possibly is variability and we know the test labs are located in various parts of the country.

So our data collection that was just completed was testing a DRE and optical scanner, The same one throughout in five different locations.  We have 125 voters per location.  Our test method says you’ve got to have 100 voters.  It’s a narrow demographic.

Early on we saw that indeed our test was valid and did discriminate between different systems and here we’re using this benchmark to say does the system have sufficient usability, so that’s why we can do this with a low number of voters and a very narrow demographic.


And we tested in straight party versus no straight party voting states.


The locations were first a D.C. metro area.  We were seeing if could reproduce an earlier study we did in D.C.  We also tested in Texas and Indiana, states with straight party voting and Colorado and Tennessee, states without straight party voting.


The data analysis is now just underway.  Just some very preliminary results that we need to look at the data to explain.


In Tennessee we saw a lot more difficulties with completion, that is casting the ballot on the DRE so we’re not sure yet why that is.

And in Indiana there were issues with recruiting to the specified test participant demographics which is important if you’re going to hold this test constant and so we’re trying to explore why that happened.


So I’m going to move on to talking about the usability and accessibility tester qualifications.  So as we know, the voting system test labs, the VSTL, need to select contractors who are qualified to execute usability and accessibility tests of the VVSG requirements.


And the National Voluntary Laboratory Accreditation program, NVLAP needs to also assess usability and accessibility proficiency and skills for the accredited of these VSTLs.


So we’ve been working on developing assessments that are based on our discussions with testers involved in our validation efforts and with the VSTLs as well.


So we’ve developed a checklist of assessment factors that look at the usability and accessibility expertise and experience including experience testing with participants with specific disabilities and assistive technology.


Also skills in planning and performing tests as well as do the testers having voting system domain knowledge and VVSG familiarity.


Now most candidates from the human factors and usability and accessibility community will have strong skills on usability and/or accessibility testing weak domain knowledge.


And it’s not just domain knowledge in terms of voting systems, but also this certification process.  Just as a side note while there are other accessibility standards such as section 508, there are not past/fail certification efforts in usability or accessibility for -- systems voting is the first domain in which this has happened.


So wrapping your head around not doing -- just testing during your design to make your design better but actually pass/fails.  Is this voting system robust in terms of accessibility and usability?  It’s a new concept to a lot of contractors that might want to do this kind of testing and would be hired by the VSTL contractors.


So we do think that the VSTL ought to be responsible and should be responsible for training their contractors on voting systems and testing to standards.

Another side note, we also would expect that they’d want to hire these as contractors not as full time staff because there’s not enough work because there is no other usability or accessibility testing in other domains going on.


So we’ve developed some proficiency test questions as well because NVLAP accreditation program should evaluate and should include evaluating the tester performance in areas like voting system domain knowledge and familiarity with the VVSG and test methods for usability and accessibility when they go to accredit a lab.


And we’ve developed specific questions in a great rubic.  This is not uncommon in other areas of accreditation that NVLAP does.


So for example we might ask questions like how would you test requirement 3.2.2C, the voting system shall provide the voter an opportunity to correct the ballot for either an under vote or over vote before the ballot is cast and counted.


Or what do you do with the manufacturers summative usability testing report in the technical data package, the SUT, or what’s the difference between design inspections and performance tests in chapter three.  Those are the kinds of things testers should be able to answer quite readily.

MS. GOLDEN:
Diane Golden.  Just looking at that very first item up there, evaluating the testers proficiencies in areas like voting system familiarity with VVSG.  Is there not a third bullet there that’s familiarity with a broad range of disabilities and functional limitations?

MS. LASKOWSKI:     These were just suggestions, otherwise it make for a very --


MS. GOLDEN:
Hopefully.


MS. LASKOWSKI:     Yes.  But obviously we also have assessment factors that they have experienced and yes, of course, this was just sort of a sample here.


MS. GOLDEN:
Yeah, but just in my mind it really is a two pronged or almost a three prong issue, the “testing” but as you said, probably if somebody is coming in from a usability background that’s probably not the issue.  It is really understanding the nuances of voting systems, then understanding the complexity of people with disabilities.


MS. LASKOWSKI:     Yes.

MS. GOLDEN:
It’s what your typical, you know, usability person coming is not necessarily going to have.


MS. LASKOWSKI:     Yes, and that’s why I specifically called it out on this slide, and the others were examples but yes, can’t emphasize that enough.  Thank you, Diane.


Okay, I’d like to move on to test method documentation.


MR. JENKINS:
Phil Jenkins with the Access Board.  I have a question.  Are we finding that there are insufficient numbers of qualified people to do usability and accessibility certification?


MS. LASKOWSKI:     So in my antidotal knowledge there’s lots of contractors out there that would love to do this type of testing but there has been no process for how to determine who is qualified and how can the NVLAP accredit that the VSTL have such people.  So that’s not part of the process now.


MR. JENKINS:
Do you think we’re going to find enough that will have all of this criteria both domain knowledge and --


MS. LASKOWSKI:     Oh, I think you do it as a team.  You wouldn’t get one person.  You’d definitely need several people as the team, yeah, absolutely.


MR. JENKINS:
Got it, thanks.


MS. GOLDEN:
Diane Golden again.  And I’m just clarifying but my understanding now is the test labs can’t contract out for that just procedurally.


MS. LASKOWSKI:     We have talked to NVLAP and as far as NVLAP could determine there’s nothing to preclude them from doing so.  Dana, do you want to answer that question.  Dana Leeman is NIST NVLAP.


MS. LEEMAN:
Yes, hi, Diane.  As far as with NVLAP, we have two terms that we use.  We have the term contractor and we have the term subcontracting.  And so my understanding of the requirements is that in some cases if it’s I guess a certain level of testing that can’t be subcontracted, but you can hire a subcontractor to work under your system, your quality system, and that person will become part of your staff for that defined contract period.  So there’s a difference.

MS. GOLDEN:
Okay, I think I follow that.  So am I accurate in saying that the labs have not understood that that was a possibility and thus have not done that so far in terms of accessibility issues?


MS. LEEMAN:
To my knowledge I think the laboratories -- because I have been at both of the currently accredited test labs and both have an understanding at this point of the difference between contractors and subcontracting.


MS. GOLDEN:
Okay, let me ask it another way and Matt, maybe you can answer it.  Have either of the test labs used somebody, not fulltime in-house staff, have brought somebody in from the outside with accessibility, assistive technology expertise to help them with the accessibility standards evaluation?

MS. LEEMAN:
To my knowledge I wouldn’t know if they’ve done anything specific to usability and accessibility.  I do know that the labs have used contractors.  I don’t know their roles.


MR. MASTERSON:     Matt Masterson.  That’s the first time in about 20 comments too so -- 
(LAUGHTER)


To my knowledge I don’t know that they have.  I do know that the labs have done training using folks, which isn’t the same obviously but there has not been that I know of, a lab to bring in someone in that way and I do know the labs are as Dana said, aware that they can contract with people as opposed to subcontracting with another lab or whatever.


COMMISSIONER DAVIDSON:
This is Donetta Davidson.  And I think the other thing that we need to remember, they’re gearing up for 1.1 and they know that there’s going to have to be testing in this area.

MS. LASKOWSKI:     And actually it’s segue into my next slide.


So we’re trying to help with the process of getting testers that are knowledgeable about usability and accessibility and part of that process is the qualifications are not sufficient because the test method documentation plays a significant role in their performance.

And as we turned to pay more attention to the use of the test methods that we’ve developed at NIST, we realized that we need to pay more attention to plain language, navigation with our documentation, making sure it’s multi-platform.

So depending on how the test lab is going to be recording and spreadsheets, are they going to be doing laptops, whatever, they should be able to take this material and integrate it into their process for testing and it should have a cookbook quality with all the supporting materials together in a single package which means scripts, screeners, protocols, and NIST IRs to help explain.  So of the requirements and test methods, any ancillary sources and packaged up for each major test method.

And again, that’s all process, and work flow is also important for the test method execution because you want to optimize it to minimize the time and expense for the testing and that means you’ve got to look at whether you need to rebuild an election.

And for other parts of the testing, are they rebuilding the election for that system and trying to minimize and take advantage of any rebuilds, and when you need which testers when, and when do you need to recruit participants.

So when designing a work flow for efficiency you’ve got to look at the machine class capabilities, the machine under test, ballot styles needed for that given test, coordination with the other test teams such as software security when conducting the tests.  And I think we need more information from the VSTLs on how they can conduct these test campaigns to inform this.


So in general for the development and management of the test methods, I think we need a better feedback loop with the VSTLs, with the EAC, with NIST, with NVLAP, and election officials so that we get a good lifecycle management of the tests, all the associated documents, and that we have a living standards process that coordinates across these organizations.

And I think these are all process related and we’re at the stage now where we need to pay more attention in that area.

MS. GOLDEN:
Diane Golden.  One quick comment again, and every time this comes up the thought runs through my mind again.

The accessibility standards are such that some of them are fairly objective and are relatively easy to come up with a pass/fail and relatively easy to take someone who has general usability information and get them to (unintelligible) of being able to determine reliably and consistently pass/fail.

Others of them are not such, and are highly subjective and in the best case scenario will require someone with expertise and it will be a matter of professional judgment for lack of a better word, and using a background of professional expertise.

And I can’t wrap my brain around how you’re going to do that consistently because literally it is a matter of professional expertise and unless there is some incredibly uniformed standard about that expertise.

I don’t know.  I continue to struggle about how those -- and I know the goal is to get the standards to a point where they are more objective rather than subjective, but some of them just continue to be an awfully subjective depending on the way you -- I don’t know.

Anyway I think that just continues to be a concern and I don’t have a solution obviously other then the standards being moved more and more toward metrically based objectively determined pass/fail standards.


MS. LASKOWSKI:     Of course we’ve been struggling with that all along and in the course of further looking at validation et cetera.  So I’ll give you an example of something that’s easy and you probably don’t even need a usability or accessibility, the screen flicker.


We should give that to the hardware people, right, don’t waste your expertise on stuff like that, but we’ve tried to design some of the usability tests with actual test participants to illustrate what I call show stoppers.


So certainly I think you can get repeatability, and so my goal is if you showed a video and transcription of that test with these small set of users failing that it should be obvious that there is a problem with the system and that experts would agree.

So that’s kind of my definition of how you get around some of the subjectivity because there’s got to be a way to do that because the experts know whether it’s a good design or not when they see it certainly.

MS. GOLDEN:
Yeah, and I think the problem has come up and the issues that have proven to be problematic for the current version of the VVSG and test labs are the ones that read, and I don’t have the old version, but, you know, a person without use of their hands can cast the ballot.


Well, you know, to me that means one thing because I tend to understand that a person without the use of their hands probably doesn’t have any better motor control of their elbow, or their knee, or anything else and yet the test lab folks didn’t really understand that.

So it’s a very different perspective depending on your background and what you bring when the standard is written in that kind of way.  It’s highly subjective and based on how you view people with disabilities and what a full range of functional limitations is et cetera.  And those are the ones -- like I said I wish I had a solution.

But that’s what continues to -- I think we need to as this body to the degree we can, make these things objective so that you really could take someone without a whole lot of background and expertise and they would come to the same decision because the standard is so clearly written as where we need to be.


MS. LASKOWSKI:     And I would go back to the slide.  It’s a living standards process.  I don’t think we’ve taken advantage of that because we get a lot of feedback -- we can write ancillary reports supporting reports that explain some of the issues, and at some point maybe it is clear what the metric is but I think it’s an evolution and I kind of hope that we can encourage that kind of lifecycle management and evolution through a process.


MR. JENKINS:
Sharon, Phil Jenkins.  To my recollection I’m not sure if there’s any existing data out there where things have been certified as usable and accessibly for.  We had ADA guidelines but that’s in the built environment so, you know, we need to make a note that this is new science or we’re refining the science here so perhaps we’ll help the rest of the world.

MS. LASKOWSKI:     Thank you for pointing that out.  That’s absolutely right.


Okay, speaking of research, accessibility research.  So if you look on the agenda you’ll see my talk is followed by some description of the research from the EACs accessible voting technology initiative.

So let me first talk about the NIST focus for research and our research given our marching orders supports incremental improvement to the voting system standards.  Right now our focus is on dexterity and the audile tactile interface research.


So what do we mean by research here?  We examine research best practice standards in other domains and explore how they apply to voting systems and sometimes it’s obvious.  Other times we perform small research studies to verify that they’re applicable.  So that’s been our approach.


However if you just do incremental improvements you often miss the bigger picture of something that’s a game change or something that really gives you a lot of improvement that’s innovative and that’s why I think the EACs accessible voting technology initiative is so exciting.

And our involvement at NIST with the initiative is to provide technical support especially for what’s the current state of the art, making sure that there’s some testing and evaluation going on.

For example, we shared our test ballot with the researchers.  We also have at our disposal other experts at NIST who sometimes come in handy to consult with to support them.  So that’s our role and I’m looking forward to hearing the following presentations.


MR. MASTERSON:     This is Matt Masterson.  Where do we stand with poll worker usability?  I know VVSG 2.0 has some requirements regarding that.  Is there any research information planned?  Maybe that’s what we’re getting to next, as far as those sorts of questions because frankly that’s at times a larger struggle then even some of the voter stuff.


MS. LASKOWSKI:     Well in 1.1, even the earlier draft of 1.1, we do have usability throughout -- the poll worker usability and documentation for poll worker usability and we have a test method for actually bringing in typical poll workers and observing them using the documentation.

We also have some guidelines for documentation that we developed a few years ago so that a tester, a usability expert could go through and make sure first that the documentation adheres to the guidelines.  No point in doing a usability test with poll workers if the documentation is not adequate for their use.

Given that it’s well designed documentation, we actually have a usability test, again looking for show stoppers, not just in the documentation -- so you find out whether there are steps missing in the process.

Also if something’s too difficult like some of the early paper rolls, to change them you had to have small fingers to get and change a paper roll for example in the VVPAT system, to find again show stoppers, so I think we’ve got something in there.  We’ve got to validate that particular test method so that’s a start I think.  There’s certainly other areas and broader expanse in that area as well though.

Thank you so much.


MS. GOLDEN:
Diane Golden, one last thought again.  It just occurred to me, I don’t know if you have shared the document that you referenced in there that was kind of okay, these issues that keep haunting us out there in terms of accessibility and usability, the one that was finalized --


MS. LASKOWKSI:     The Issues and Gaps, it is on the site but I can re-circulate it to the TGDC.


MS. GOLDEN:
I was just thinking, the two folks that are going talk, the two grants, I’m hoping they would have that because that would sort of be helpful to folks.

MS. LASKOWSKI:     I don’t know if they have it but I will send it to them.


MS. GOLDEN:
That just occurred to me, it might be really helpful for them to have that.


MS. LASKOWSKI:     Thank you.


MR. MASTERSON:     This is Matt Masterson.  This has been nagging on me and this problem, and you recognized it and Diane talked about it, has been nagging since I was at the EAC whatever.

And the folks that know me well at the EAC will laugh because this is a slippery slope argument but the usability/accessibility certification of the testers and struggling with the standard being testable versus bringing in these people.  Testing is already expensive.  This isn’t going to make testing cheaper to contract this out.  It’s going to make it more expensive.


At the same time the labs recognize that there’s a lack of expertise in that area, a lack of ability to test this well and so we’re in this Catch 22 of how do you not make it -- I mean there is no money and making stuff more expensive is not a good idea, but at the same time we’re not testing this well now.  And I don’t know what the solution is except to express the concern.


Additionally, when you open this up this way my concern is a little bit that it then opens up every other area of testing to the idea, the need to certify experts, you know, in security or whatever else.

And we kind of already do that in hardware, right, I mean they have to go to hardware labs so I don’t know that that’s legitimate except to say it seems like this could lead to a spiraling of expense and for election jurisdictions that’s not an option.

MS. LASKOWSKI:      You know, obviously I’m biased.  I want to make sure the usability and accessibility is well tested, so go back to really looking at the whole process of testing and whether there might be some efficiencies in that entire process perhaps.


MS. GOLDEN:
Diane Golden again.  I was just agreeing, agreeing, agreeing, and I would even add to that then even trying to find contractors, not subcontractors, who are willing, able, and as Phil pointed out, folks that are doing like 508 kinds of things, things in the technology arena, they’re not doing pass/fails.  They are doing best meds.

It’s a much fuzzier area of evaluation and “certification” but it is really very different from a pass/fail kind of concept and it will be difficult because it will be difficult to even find -- I mean my concern would be somebody that would readily say yes, I’m not sure if that’s the person you’d want because if they don’t understand the environment in which they’re making those decisions and the weight behind that yes/no. 
You know, I think our best bet is obviously the standards becoming as objective and verifiable as possible so that you really can take someone and get them trained to that point so that you don’t have to rely on the floating, swooping in expert from outside who is not probably procedurally the best way to do it.


MS. LASKOWSKI:     Having some experience hiring contractors to help me with this, it does take time for them to get their heads around it but they can be trained and I would think that it is always appropriate to test some of the interaction, voter interaction with the system with actual users.

You’re never going to get totally to objective, don’t need the user in the loop.  You want to push that as far as you can because testing with users is expensive but you want to -- I think you always need to look at the interaction to some degree.  Thank you.


COMMISSONER DAVIDSON:
Thank you.  All right, our next program is on the EACs accessible voting technology.  This is a good way to move right in to the initiative and first of all have Monica Evans from the EAC do the presentation on the grant from our part at the office.  So Monica, I’ll let you lead off and welcome to the TDGC meeting.


MS. EVANS:
Thank you.  And I don’t have a Power Point presentation and I will be brief because I know that everyone is anxious to hear from our grant recipients which will be the most exciting part of our panel.


But I was asked just to do a brief overview of the grant process and just kind of the role of the Grants Office at EAC.

and this process and the accessibility initiative grant program essentially is to support research and development activities to increase new existing and emerging technological solutions to improve accessibility to voting and election systems.


And so we received $7 million and we thought we were going to award one grant.  and so we issued a notice of funding availability in October of 2010.

And so this was pretty exciting for the EAC because this would have been the largest competitive grant that we would have issued to date, and so we issued the notice of funding availability and then initially set up two technical assistance calls.


And we had a March 1st call for applications and so it’s a pretty long time period for people to develop their grant applications because we really wanted to encourage competition and we also wanted to encourage strong applications.


So we had two technical assistance calls, one for November of 2010, and one for December of 2010.  And we actually got about 51 participants for those calls and so we actually published the frequently asked questions on our website and we wanted to really afford everyone an opportunity to ask questions and get any technical assistance from the Grants Office.  And so I think we really made ourselves available to get the strongest possible applications.


So on March 1st we actually got five applications into the Grants Office for that $7 million in funding and so we actually have a three stage review process for this grant application review in our office.


And the first stage was a compliance review and we actually had one application that did not make it out of the compliance review process and that application was deemed not to be in compliance.

And so we actually only had four applications to make it to the next stage which was our external peer review process and that process consisted of experts in the field that reviewed the four remaining applications.


And the process consisted of reviewing for program design, organizational capacity, and then also budget and cost effectiveness, and the applications were ranked based on those factors.


After the peer review process we went on to staff review and the staff review also did include input from NIST and input from the U.S. Access Board.


And one thing that was very interesting, after the peer review and after the staff review, we intended to make one grant award but one thing was very interesting, two applications really had complimentary strengths and so we kind of found ourselves in a quandary because we initially intended to make one grant award for $7 million but two applications really kind of began to rise to the top.

And so at that point we consulted with our Office of General Counsel to really see what the possibilities were and we found that we did have the opportunity to make two grant awards.

And so at that point after taking the scores from our peer review, and taking the staff recommendations, and maintaining the integrity of the process, the recommendation at that point was to make two grant awards with the $7 million.

And typically the recommendation would have gone to our Executive Director.  Our Executive Director actually removed himself from the process due to a conflict of interest and so our General Counsel actually received the recommendation from staff.

ITIF for $2.5 million and Clemson University for $4.5 million was the recommendation from the Office of Grants Management and so that was our funding recommendation and those are the grant recipients.

And they are here today to tell you about their initiative.  So I think Clemson University will be the first grant recipient.

SPEAKER:
(Off microphone, unintelligible).


MR. GILBERT:
So I’m going to talk about our project.  Our team is called the Research Alliance for Accessible Voting and here’s our mission statement and I’ll put that up so everyone can see it.  Can the people online, can they see the slides?


All right, so this was the mission statement that we used in our proposal to form the team and I’ll go through each team member and our roles on the project.


We have some specific aims that fall under our mission.  This first one deals with testing, promising technologies and approaches that we will actually develop in conjunction with members from various communities, disability community and that includes blind, deaf, wounded warriors, aging, and others.


And I’ll go back into this concept of us developing what we consider to be innovative technologies and I’ll show at the end the original concept that we used to actually get the award.


Identifying new accessibility solutions meaning technologies and approaches, so we’re looking at this not only from the technological aspect but incorporating people in the processes to help facilitate accessibility in voting.


Engage with the voting manufacturers, that’s an important step.  We need to engage them and in many sense what we’ve been doing is conversing with them and making sure they are aware of the fact what we’re creating will be in the open domain, the things we work on will be in the open domain so we want to make sure the manufacturers use us as a resource.

We’ve often heard manufacturers say things like well, given our budget we can’t afford to invest in high risk research activities and that’s the kind of things we’ll be able to do and share with the manufacturers.

Then obviously dissemination of results through public demonstrations, and scholarly conferences and journals, the website, and just about any other venue we can just getting the word out there to as many people as possible about what’s possible as well as what actually works.

This is a chart that I put together for the proposal that outlines, gives you an overview of RAAV.  So we have an applied research team.  We have part of the team that deals with evaluation of usability and security but that will be an external team.
Inside RAAV we have an accessibility and assistive technology team and an election administration team and we’re all connected.

The applied research team is informed by the election administration team with respect of what election officials would like to have, what poll workers can work with, and do the accessibility and assistive technology team inform us, the applied research team, of different options that will work, and then we build samples of technologies working with that community and then we will evaluate them and demonstrate them.


Team members; beginning we are the lead, meaning Clemson University.  I’m the PI and I’m primarily in the applied research team but do all kinds of stuff on the administrative side of the grant as well.

And at the core of our side is Prime 3, a voting technology that we started working on in 2003, and I show a demonstration of this and I put software independent up there because that seems to be something that’s very important to some of you here, and Prime 3 is software independent.  I hope someone will ask me about that when we get to there.

Vote by mail, we’re investigating some vote by mail alternatives and looking at the usability of vote by mail, and then commercially available things such as iPads and phones, and using those in voting in different kinds of ways, not so much as submitting a ballot from such a device but there’s other things we’re doing in that domain.

And again if you want we can talk about it if time permits.  I could tell you some of the things we’re doing in that area with those devices.


Carnegie Mellon University, Ted Selker is part of the team.  Ted is working audio ballot designs and integrating that with Prime 3.  Ted also designed a low error voting interface level which we’re in the process of integrating with Prime 3.  It’s a different interface for voting.


Lynn Tamora from the Center for Accessible Information, her team as part of the accessibility and assistive technology team, as you can see here she is going to be working on a number of things.


One will be our website for the team, designing and building the RAAV website.  Her expertise deals with plain language or clear and simple accessible language so she’s a valuable asset for a lot of the things we will doing, in particular in training materials and actually in our interfaces that we create as well, making the language clear and simple.


Tested reliability of using online translation applications to translate voting related materials into other languages, we’re going to look into some of those things.


The Association of Assistive Technology ACT programs, that’s Willie Gunther and Diane.  Again this is the accessibility and assistive technology team.  The AATA as you can see here brings expertise on assistive technologies for a number of our projects but we are in the process of doing something very exciting for me especially, which is doing video demonstrations.


In other words, we have a vendor that has given access to a piece of their equipment and we’re going to do videos of people using that and make it searchable as a way of a learning tool.  And it could be searchable going back to like the iPad or a device like that where it’s searchable in such a way that you can actually just speak to it, say what you’re looking for, and find a video to communicate it.


PARAQUAI and a Tennessee disability coalition, these are team members.  PARAQUAI you see Michelle Bishop and Amanda there.  Again, they’re on the accessibility and assistive technology team and they deal with empowering people with disabilities to live independently as you can see there and they’re based in St. Louis.

And the Tennessee Disability Coalition, Carol Courtney, and Melanie just came on board.  They’re in Nashville and these are some of the things that they do there in Nashville, promoting full participation of people with disabilities in all aspects of life.

But these two are actually working together and what they’re going to do for us is assess the impact of more in depth solution focus training and user friendly training materials for poll workers and assessing the needs of people with disabilities.

So one of the interesting things that came out of having them on our team, they had a large amount of antidotal evidence of issues that have occurred and so we’re trying to formulate potential research studies to empirically evaluate some of the things that they antidotally have observed over the years.  So that’s some of the things they’re working on, PARAQUAI and Tennessee Disability Coalition.

The Election Center, this is Doug and Ernie.  I’m sure a lot of you know Doug Lewis and Ernie Hawkins.  And these are some of the activities that they do at the Election Center there in Houston.  And their engagement, they’re on the election administration team as you can see there.  They’re engaging election officials from the RAAV side.  And their activities are broad reaching nationally speaking, engaging in election officials, poll workers.

They have training, conferences with training and I’ll put up some of these here.  Some project specific events prior to 2012, and I know they started some of these already doing some focus groups at these conferences and helping -- again developing written training materials and so I know Doug and Ernie are working with Diane on the project with the video, the searchable video as well.


Rutgers University is part of the team.  Doug Cruz is my primary lead over there and what Rutgers is going to do is conduct a national randomized survey and we’re going to over sample people with disabilities.

And this is going to be a phone survey and we’re targeting 2000 people with disabilities, 1000 people without, around the 2012 elections so it’s going to be a rather large survey and I know Doug has been talking to ITIF, some of their team members.  They were doing some surveys so there may be some synergy occurring there between the two projects.


And this is just more about the actual survey and obviously we would disseminate our findings and report them on the website and publish them widely.


Election data services, again on the election administration team, this is just a little background on that.  Kimball Brace is the lead on that part.


And what election data services does, as you can see here, they have a database of disability equipment information and that information we will be using.  It’s going to be searchable.  We are going to make updates to their system and make that available.


AAPD is coming on board to do vendor and disability organization and relations, so tying in the vendors and working with several disability organizations, we’re going to leverage AAPD through Jim Dixon to accomplish a lot there actually.  We’ve started some of that already.


Okay, so in 2012, we’re planning to do several demonstration projects.  We’re looking at municipal elections, student organizations, and some other venues to demonstrate some of the technologies and things that we’re working on in the lab.


The training materials, I talked about that already, the searchable video is going to be I think a very promising item.


And then there’s also the focus groups; additional data collection like at Rutgers and a list of several things that we’ll be doing in 2012, that we would categorize as demonstration projects.


Then obviously we’re going to collaborate with the EAC, NIST, ITIF, and then working with the vendors and various voting communities as well.  So we’re engaging multi-communities, taking in a lot of information and allowing us to make modifications to these innovations, procedures, and protocols, and then demonstrate them and test them with real people.

Okay, so I mentioned that I was going to show a video.

(Video Presentation)


Okay, so this is what that ballot looks like.  So there’s a whole lot you see there.  That was our original prototype of Prime 3 and what it does, it allows you to vote as you could see there with voice or sound by touching the screen.

We actually have a switch on there, AB switch, and it has several features in there and then it prints a ballot that looks like this.  So it’s a single sheet of paper that prints your ballot and it only has the options that you selected, and then this goes into an optical scanner where that machine would actually read using optical character recognition, read the ballot and tally.


And so we believe that that process will result in a lower discrepancy between human counters and the machine counters because the machine has to count the same way as a human being would.


So that gives you an idea of the first version and we’re making several modifications to that, the system design.


And I’ll take questions.


MS. MCCULLOUGH:
Good morning, my name is Madge McCullough.

So when I was watching that demonstration I noticed that the person needed to extend their fingers and if you take a person with a neuromuscular disability and a lot of people have closed fists, and so if it’s heat sensitive and if the person cannot extend their fingers it wouldn’t necessarily be effective in terms of choosing a selection.

So could you possibly talk about the other alternatives where the person could possibly effectively vote such as using (unintelligible) voice recognition where people may not be able to use their limbs per se in terms of taking place in the voting process?

The other thing I noticed is that you were using some (unintelligible).  Have you considered using the protection -- in the overseas centers are funded by the (unintelligible) particularly the administration (unintelligible) disabilities and the protection (unintelligible) in polling sites and check out the disability issues going on within their site.

And the person they should contact in terms of the protection (unintelligible) would be the Director of the National Rights on Disability Network (unintelligible which overseas the protection and oversees programs across the nation.  And they generally send out reports within their communities dealing with accessibility issues so that may be a good idea.

MR. GILBERT:
So we do have several people on the team who are doing that type of engagement so I feel pretty good that we will get that out.

Your question about using voice in the demonstration, I did use my voice to make a selection or make a couple of selections so you can use your voice with this system and remember it has a AB switch as well so you could hit a side of the switch to go to next and next and select, or go to next and select.  So it’s multi-mode.

The idea behind this system is that it’s not necessarily an accessible voting system but it is the voting system, meaning it’s the only one you would need.  Everyone would vote on the same machine independent of their ability or disability.

MS. MCCULLOUGH:
So how would you guarantee the level of (unintelligible) and privacy if the person does need to use as far activation or recognition?

MR. GILBERT:
Well, it’s not doing voice recognition.  What it was doing, it prompted me to vote for Bugs Bunny, say vote and then I have a 1.5 second window to either blow into the microphone or say vote or something else.  So if someone’s eavesdropping on me they would never know who I’m voting for.  They couldn’t determine that.


MALE SPEAKER:
(Off microphone).  (Unintelligible) and in fact you didn’t have to say vote, you could blow into the microphone and push the (unintelligible).


MR. GILBERT:
Yes, it’s just looking for a change.


MR. JONES:
This is Douglas Jones, I’m sorry, I didn’t use my microphone but I asked whether it was sensitive to just volume and noise or whether it was recognizing the word vote.


MR. GILBERT:
Right.

MS. GOLDEN:
Diane Golden.  Yeah, to back track on some of those, it’s actually using a switch input so it’s recognizing plus, minus, AB whatever, or anything, and the way it’s set up you could use a variety of actions.  You could do a single switch, a knee switch, whatever.


You know the question I’m going to ask is how far along are we on dealing with the paper manipulation issue because even if and when you get all of those input and output issues, and I’m still sitting there and it spits a piece of paper and there I sit looking at it, you know, so the inevitable problem with the paper ballot.

And I understand you’re going to use OCR and do the scan backs so that visually you can send it back and enlarge it or you can, you know, do speech recognition and audio but the paper handling problem continues to be a little bit irritating.


MR. GILBERT:
Yes, we haven’t solved that one yet but I feel pretty good about our chances.  We will do that.  Essentially what we did is we started with what you’ve seen is the first mockup and the printing.  We’re working on a separate tally machine that would do the optical scan machine that scans that, the ballot, and that machine will actually have audio feedback so it would scan and it could read it back to you if you chose to hear it.  But we have not solved the paper thing yet.  That’s a research thing we will get to.


MS. GOLDEN:
Just as a reminder, again the other kind of fatal error that people kept making was the OCR will only have to do an audio back and I just harp on the issue, it won’t work for someone who’s elderly and is using large visual display, and their hearing is really crappy and asking them to listen to an audio read back is not going to do a darn bit of good.

And the printing, you know, unless you’re going to print, large print, and then you’ve got all kinds of counting problems, you’re going to have to transfer that -- anyway, so just make sure however they vote the interface they use, is how they also verify that paper.


MR. GILBERT:
So that’s the good news, right.  So she’s on the team.  So you know when this comes out that she will have put her stamp of approval on it.

(LAUGHTER)


COMMISSIONER DAVIDSON:
One thing I think is important that has been suggested and NIST and EAC is looking at, is in our future conference or not conference, I can’t call it a conference but our future meeting is working some way or another where we can invite the manufacturers in.

If people could show what they’re doing in all the different areas so the TGDC members would be more familiar with what is out there currently, and then knowing what you’re doing in the future with designing the new VVSGs, whether it’s a 1.1 or 2.0, that gives you the capability of knowing what’s there because I know when we see things, I’m a visual person and it helps, it really does truly help.

So as we move forward we want to try to keep that in mind so that we educate you as your members and I think it will help you in the future.


MR. BELLAVIN:
Steve Bellavin.  Returning to the question of input vote, are you presenting the names of the candidates in randomized order or if not -- there’s a timing issue if you are presenting in randomized order.  How does this play with state laws requiring particular order on the ballot?  So I don’t know what the answer should be, I just wonder how you’re handling it.


MR. GILBERT:
We can do either one and if we don’t put them in randomized order -- and you mean the timing issue, meaning if I listen I can time and figure out who you’re voting for?


MR. BELLAVIN:
Yes.


MR. GILBERT:
That has come up and we’ve done tests on that, and you can’t do it because in the beginning -- I didn’t show it but in the beginning you had the ability to do settings so you can’t tell which path I took.

In other words, I could have gone to the third contest and voted there and then gone back to the second contest and voted or I could have done settings first.  So there’s no consistency or predictability there.


COMMISSIONER DAVIDSON:
Doug, your question.


MS. MCCULLOUGH:
So I have two questions.  One, how are you going to accommodate a person that’s nonverbal but relies on the voice box?  That’s question number one.  Answer the first question and I’ll figure out the second question that I had.

(LAUGHTER)


MR. GILBERT:
Okay, non-verbal remember is just listening for a sound.  Is that what you mean, like someone who is paraplegic?


MS. MCCULLOUGH:
 Well, no, like they may grunt on a consistent basis.  I mean that’s a horrible way to describe it.  So how do measure the accuracy of what they really want, particular and primarily use voice box to (unintelligible).


MR. GILBERT:
How do we measure that?  Well, that’s part of why we’re doing the research.  We will be out in various communities testing this.  I have to have someone use it.  I mean we’ve had quadraparplegics use this as an example, being able to blow into a microphone and again it’s AB switch so we can --


MS. GOLDEN:
I think what’s important to understand is it’s multiple input options so voice is one but that’s not the only one.  There’s also a hardware switch so if somebody’s for example really not even able to consistently control voice, you know, a numatic air switch or anything else, you know, neck up, if they’ve got knee control and can use their own knee switch that would work.

MS. MCCULLOUGH:
 This is Madge McCullough.  Well, I know some people in the disability community that have very limited function across the board because the mind is fully functional but being able to do any type of movement with their arms, legs, we’re particularly talking about people with severe cerebral palsy that can move and are primarily non-verbal but want to participate in their civic duty in terms of voting.

And that’s a huge concern within the disability community where you have several people with disabilities with very limited function in their arms, legs, and voice.


MR. GILBERT:
Yeah, well, we’ll test with them.  I don’t think this is an issue for us.


MS. GOLDEN:
In a nutshell, they’re going to have to be able to use something on a consistent basis to provide input.  I mean because it’s an input system.  I mean you’re not going to be able to do -- I mean we can’t go so far as to use -- I mean there are mount switches where people are using tongue control.

You know, we can’t go down that road for a voting system so the idea is for the system to have as many alternative inputs as possible to reach the largest possible functional limitation range, but quite frankly there are going to be some people who we probably can’t accommodate and one of the biggest groups quite frankly is deaf/blind.  I mean we don’t have refreshable brail output.  We’re not going to get there so that’s going to be a problem population.

I mean let’s face it, no matter how we slice it that’s going to be difficult to accommodate.  So that the idea is to get the equipment, as many input and output variations and available access feature options to meet the broadest range of people given the darn problem of dealing with paper quite frankly.


COMMISSIONER DAVIDSON:
And Matt, I would encourage you at lunch if you’ve got questions, definitely you could certainly ask any of them and they’ll go into it in more depth because we do want to bring you up to speed of what has been going on too.  So feel free to ask questions at lunch to everybody.


MR. JONES:
This is Doug.  I’m going to return to the topic that Steve Bellavin raised and that is the topic of conformity with state laws.


The summary ballot or summary record that you printed on paper was delightfully concise and the trouble is that there are a lot of state laws that require that the paper record of the election contain the full text of the ballot measures and things like that, that just end up producing an incredible waste of paper.  We have no control unfortunately over these bizarre variations from state to state.

(LAUGHTER)


And accommodating them is I think ultimately very expensive and there’s no way that I know of that we can strong arm the states into bringing their law into conformity with each other to lower our prices but that leaves me wondering what happens when some state law forces your summary to exceed on page?

MR. GILBERT:
We’ll just make the page longer.

(LAUGHTER)


MR. JONES:
Ah, okay.


MR. GILBERT:
I’m serious, that’s our plan.  So we’ve thought about that and it’s a single sheet but it’s a longer sheet.  And you present a real dilemma and it sounds funny, but that’s been our response and there are other states who would be more open to this kind of strategy.


And again remember I say this all the time when I speak to people about it, we’re not vendors.  We’re doing research and so what we’re trying to do is inform options here.

So if we test it, and we’ve run studies with this ballot as far as counting and accuracy and the results smash optical scan ballots and when people look at it, they say oh, of course.  There’s no ambiguity who you voted for.  It’s easy to count.

So we just want to present the results and give people options and if there are people who say we’re not going to budge in this direction which could happen, but hopefully they’ll be others who will say this is a better practice and it works for us.  So that’s our goal, is to be a resource and to help the community understand their options.


MR. WAGNER:
Thank you, Commissioner.  Professor Gilbert, one, I just wanted to say thank you.  You’ve shown us a bunch of innovative and I think exciting ideas and I’m fully aware that this is just the beginning of your research project so I expect even better work as things continue.

So I wanted to thank you for your presentation to the TGDC.  I think it was very helpful and I hope we’ll continue to hear about your work.


MR. GILBERT:
And we’re open to input.  E-mail me, just Juan at Clemson and we’re more then happy to come to your state or your university and meet with people and do demonstrations.

And remember a significant part of this, it is the research, but engagement is extremely important.  We do want to hear from people and get your ideas as well.  So thank you all.


COMMISSIONER DAVIDSON:
Linda.


MS. LAMONE:
Linda Lamone, Juan.  Are you going to be testing this in any real elections next year?


MR. GILBERT:
Well, since you asked.

(LAUGHTER)


The plan is -- we’ve talked to some states including Maryland.

(LAUGHTER)


And what we’re looking at is doing some municipal elections.  And so that’s the thing.  We want to do some municipal elections, some student organization elections, and get some synergy around, you know people, the media et cetera, to come and see what we’re doing and we want vendors involved in that.


If the opportunity presents itself such as a state has for example a statute that requires all the voting machines to print a ballot that is the same, if that exists then this kind of technology would satisfy such a requirement and a vendor would say well, we don’t have the resource to experiment with this, we can do that and then they can adopt these strategies.


And so hopefully a vendor like that will be able to go into a state and maybe obtain a contract or something using this kind of approach.


So the answer is I’m hopeful.  We do know there are some municipal elections that we will be doing in 2012.  I would suspect maybe Maryland would be one of those places, South Carolina would be one of those places.  Maine has asked.  We have request from California.  We had a request from Georgia.  So there are states who have asked us to come -- and Tennessee, who have asked us to this.  So it’s a matter of resources and prioritizing that.  But since we know you, Maryland would be at the top of the list.

(LAUGHTER)


Oh, and Ohio because I’m from Ohio.
(LAUGHTER)


FEMALE SPEAKER:
Who are you?


MR. MASTERSON:     I’m Matt Masterson, thank you.  Who am I?  In your demonstrating your video it appeared as though, and I think it’s safe to say that all of the hardware that you showed is just all COTS hardware that you loaded your software onto, is that correct?


MR. GILBERT:
Yes.


MR. MASTERSON:     And you didn’t go into tallying on the video but you mentioned something about perhaps OCRing tallying off of that.  Would that be on COTS hardware as well?


MR. GILBERT:
That is a great question and you’re absolutely correct, this is all COTS and that was deliberate.  We did not and we will not manufacture any hardware and we’re doing that deliberately.  And again it’s vendor relations.


So what we want to do is demonstrate through research what is possible and so if I had a hardware design and there may be a vendor that benefits more easily than another vendor, rather then doing that and potentially excluding someone, we tried to stay neutral and say here’s just a demonstration using all of this stuff, now you guys tell us how it would fit into your framework and we can work that out.


So we’re very hesitant to go that far out and say this is what the machine should look like physically.  I’m very nervous about that because there are different approaches potentially.  I don’t want to say there’s only way to do this and I would like for other people to be creative and to look at this and say well, we have an idea for a machine, and we have one, and I don’t want to pick winners and losers.


MR. MASTERSON:     The only other comment I’d add is that as your research continues and you have election official involvement so I’m sure this is harped on constantly with you, the question of cost and cost of implementation and development needs to always be part of the conversation because there’s just not money.

MR. GILBERT:
Well, we’ve been talking about it and again the things we create will be in the open domain so there are opportunities there.  And that’s part of everything we design.  For us to do an election, meaning with the equipment that we’re using, it’s under $1500 per station but that cost goes down because we can reuse things as well.


So that’s just with COTS, but again we are aware of that and we do have those discussions.


COMMISSIONER DAVIDSON:
You’re presentation today, and as David says, we look forward to what’s coming next, your next time.  So we’ll be anxious to see what some of these states, municipalities, and elections -- and see where that brings you because as I understand it the more ideas you get the better off you’re going to be.  Thank you.


All right, next we have Whitney Bosenberry for ITIF.  Whitney, welcome back.  Whitney used to be one of the TGDC members.

MS. BOSENBERRY:
A lot more fun on this side of the mic.
(LAUGHTER)


I don’t know, it’s probably equal fun, but yeah, it’s great to be back and to be working on a project.


I’m working with the Information Technology Innovation Foundation which is the grant holder for the smaller of the two grants.  As we mentioned it’s a three year grant.  Our share of that grant is $2.5 million and we’re focused as the title of the grant holder suggests on innovation.


Our partners in this project are the National Federation of the Blind, especially looking at their non-visual access guidelines and the University of Washington Center for Technology and Disability Studies.

That project is led by Debbie Cook who has experience writing standards for 508 and was the chair of the section of those standards that worked on stand alone kiosks so she’s got some good experience and has some also election experience in the State of Washington.


The Georgia Tech Center of Assistive Technology and Environmental Access, and GTRI.  The team from GTRI is the same team that’s working on the Military Heroes Project so we’ll get some follow-on and carry on from that project.  University of Colorado Assistive Technology Partners who are rehabilitation engineers, and the University of Utah, Department of Political Science.  So we try to wrap around that.

Our approach is a design oriented approach.  The TGDC and a lot of the work that goes on at the EAC is focused on voting equipment.  The work at places like the election center is focused on voting process.  We’ve actually tried to focus our work around the people so rather then starting with an answer, we’ve started with a context, so understanding the needs of voters, the potential for technology, and the requirement for elections together.


Our problem statement is that voters with disabilities face obstacles for voting that include not just physical manipulation of the equipment or whatever it is that helps them make their choices and cast their ballot but also cultural, economic, educational, and political barriers.

If you can’t learn about an election, figure out where you go to vote, register for vote, get to the polling place or get your ballot sent to you, you don’t ever get to the point of casting your ballot so we’re looking at a fairly broad range there.


And although there’s been a lot of progress since 2002, a lot still needs to be done.  I don’t think anything on this next slide will be a surprise to you but our target audience is very broad as is the electoral populace so it includes sensory disabilities such blindness, low vision, hearing loss, and deafness.  It includes cognitive language and reading disabilities.

We hope to look very carefully at some of the gaps.  The research center at Colorado also does research and cognitive disabilities so we hope to make use of that, motor and dexterity disabilities but also general communication disabilities and non-disabilities like speaking a second language, and also focusing on disabilities common among older adults.  And as I said levering the work of the Military Heroes Project with things like traumatic brain injury.


So the structure of our project is that we’re focused on innovation and what we’re trying to do is to reframe the problem.

And when we say paper for example, paper is not a question, paper is an answer.  Dairy is an answer.  Snif & Puff is an answer.  What we’re trying to do is back up and think about what the question is and restart that question from thinking about the needs of this very broad based population and does that lead us to a different answer.


We don’t have a system to show you.  We don’t come in with a system.  We come in with a belief in the power of design and innovation.


Our criteria for suggests are equally broad.  I mean obviously if any of these requirements fail we don’t end up with a voting system that works and I think in general as we’ve looked at some of the challenges that the EAC, the TDGC, the voting system vendors and the election officials have all struggled with over the last ten years, it’s been systems or processes that meet five of the six but not all of the six.

There’s always a gap where we sort of get down a path that solves most of the problems but not the last one, so not the last question of paper handling or not the last question of security.


And putting all of these on the table at the beginning rather then saying let’s solve one problem and then sort of tag the rest of them on, so obviously it has to be usable.  If voters cannot mark their ballot accurately and efficiently there’s no point in any of it.

It has to be accessible because that’s the point of this grant, is to focus on making sure that people with disabilities can actually participate independently and privately in the election process.

It has to be flexible.  We are a large country.  Our election departments are very diverse.  Our states are diverse.  We have diverse laws.

A system that says we’re going to do it only one way, it’s only going to be in a polling places, it’s only going to be mailed in, anything that you’re going to say only, isn’t going to work in this country so it has to be ideas that will cross across multiple ways of managing an election.


Secure and audible I think is another sort of obvious.  If we can’t trust the election then again what point is it, and it has to be affordable and robust.

I think we see some of the differences between the very large urban districts and the very small rural districts.


I remember when I was on the TGDC listening to John Gail say, you know, please don’t do things that make it impossible for us in Nebraska to run elections.  So we bring that with us.


So again, focusing on the user experience and not just the technology.


I’d like to run through our three phases of our project.  Like any good research project we’re going to start with defining the problem, figuring out what problem is it that we’re actually solving with reference then to some of the work that has been done so far such as the Gap analysis.


Second phase, we’ll move into ideas for designing a solution, and our third phase we’ll be looking at where we go from here.


We’ve already stared phase one obviously and we’re starting with a landscape analysis, looking at things like what are the social environment variables to participation.

The Georgia Tech CATEA is starting an ethnicgraphic study where they will be following voters through the election process, not just at the polls but how they get there and thinking about that entire context, the social context in which people make the decision to vote at all in this country and go through the process of figuring out to participate.


We’re looking at current election management practices.  The group in Colorado is looking at both current mainstream and new innovative assistive technologies.


In 2002 when HAVA started we’d never heard of iPhone.  There are a lot of things that have gotten miniaturized and mainstreamed since then and those by and large are not much in voting systems.

There are a few projects that are doing things like experimenting with iPads, but what are things that someone who is living independently in the community expects to have at their disposal and which of those could be leveraged into an election system.

The group in Washington is looking at current systems and promising technology.  As part of this we have done a series of either meetings or phone calls.  I think I can say every -- with a full set with every or very close to every certified voting system manufacturer vendor of a current voting system, some of the experimental systems including the people working on end-to-end systems like Heelios and Scan Tegrity.


So looking at anybody who is sort of saying the words I’m thinking about designing a voting system or I have designed a voting system and understanding where they are in dealing with accessibility, what the challenges they saw were, and what we could do to help them.


The University of Utah and Cal Tech are doing a demographic analysis where they’re trying to line up some of the large datasets to get a better picture of both participation and participation by disability where possible, so that we can look at who is voting and who isn’t voting and where they are so that when we talk about impact we actually have some numbers to back that up.  Yes, Phil.

MR. JENKINS:
Just real quick.  Is that going to include also poll workers or just --


MS. BOSENBERRY:
That’s voters.  We’re focusing on voters there.

MR. JENKINS:
Voters, okay.


MS. BOSENBERRY:
Although their final reports aren’t due until the end of phase one, their preliminary reports are coming in now because that work, that initial work with all the aspects and caveats they want to wrap around it, but their initial take on it is being used to inform three projects that will happen in early 2012.


The first are two design workshops and we think that they’re actually unique.  I don’t think we’ve ever assembled a room full of people that include both people with disabilities, and design advocates for disabilities, election officials, people who design or are experts in voting systems, and general designers including people who design assistive technology, but also things like people who work on android systems, people who design service design, people who can bring a wide range of design expertise to bear on elections.


And these will not be committee meetings.  These will be active workshops.  They’re being hosted at Georgia Tech.  We’re going to ask them to go through some design innovation projects.  The reason why there’s such a long list is so that every subgroup working there will have people who run elections, people who design elections, and people who design other things together at that table.


As we’ve done the work to gather that group, it’s 35 people in each group, of invited experts, one of the things we’ve heard was that they’ve never had a chance to sit down with that range of skills and really think trough new ideas.

Voting system vendors would say well, we’ve had a series of meetings but we’ve never had people in the room together where our challenge is -- I don’t think we’re going to design a voting system in a day and a half but what I hope that we will do is have a rich collection of concepts that will address all phases of the auction from voter information all the way through to understanding the results and those will be part of the basis for some sub-grants we’re giving out which I’ll get to on the next slide.


The other innovation project that we’re doing is working with IDO.  IDO is a large, one of the premier industrial design companies, industrial and digital design companies in the country.

They have a platform called Open IDO in which they’ve assembled so far a community of some 20,000 people and they pose to them social challenges.  The current one is about revitalizing inner cities.  They’ve done things on how to increase bone marrow donations.  People have signed up for that.

They take that group, and it’s a stage process that takes about ten weeks.  It starts from inspirations.  They encourage collaboration.  We will be doing a wide outreach to get people both in the election community but also in the disability and design communities who have some experience with election to participate there.


What comes out of that project are -- well, we get to decide how many, but a small set of winners.  Those winners receive accolades and that’s all they receive but we hope again that out of that will come people who might want to put together a proposal for our phase two grants.


And the third piece of this work is a graduate class project at the Georgia Tech which is a team taught in the industrial and HCI design departments and they’ll be looking again at some of the challenges that we’ve raised in the first landscape analysis and looking at solutions for that.


All of this leads to targeted sub-grants in early 2012.  The timing of these grants will be so that they open after we’ve finished the two innovation workshops but close we hope in early May with awards in early May, so that if people have projects that can come to bear on the 2012 election there’s still some time to do it.

We have not finalized the criteria for judging those awards but I think I can say pretty confidently that one of the criteria in our minds is going to be that it will be collaborative.  We want to see someone taking design, election officials, we want them working together.  We are very open to voting system vendors being part of that because that will hasten the time to there actually being available for real use.


The other thing that will happen during phase two is that the group in Washington which has a usability and accessibility research lab will be available to do usability and accessibility testings of any prototypes that emerge from that.


One of our partners, Georgia Tech, the GTRI group is pre-funded to be able to do things like build some things and I just thought I would take a moment and tell you about some of the kinds of challenges that we’re seeing already with no promise that this is what we’ll work on in phase two.


But for example, we came to both the NFB and NIST.  We brought the whole team there to look at all of the systems that are housed in those two labs because we have people with lots of voting experience, people with little, so we’re trying to level everybody up, exactly the problem that Diane and Sharon talked about, about trying to bring expertise up to a level where everybody can converse together.


And we noticed for instance that when you look at the audio tactile keypads, their accessible qualities range widely from some that are really good to some that are really quite marginal.

So one thing that we might do is think about what makes an ideal accessible keypad.  What does that look like, and similar perhaps to the way that the design from the (Unintelligible) Group looked at, what makes an ideal ballot.


Could we then test that so we actually aren’t just saying a few designers think that’s a good idea but we’ve actually tested it with an appropriate range of appropriate people so that we have some research and some data that says that if you’re a voting system vendor here’s the qualities of that piece of your system.


So we may be looking at pieces of systems, we may be looking at someone who is doing an entire prototype that would address one problem in elections, don’t know what that is.


And in our third phase we will be reserving some money for a final phase of work that will look at under researched disabilities, some of the smaller populations.

One of the things we hope to do is a review of state laws to examine the implications, so if we have come up with an idea that we’ve taken through a prototype phase, it would be nice to know what it will take to get that approved in states.


We have not decided but we have been talking to a couple of the legal research centers about doing that and possibly drafting sample legislation so that we can kind of produce some of that work and have some idea if you’re in a state that’s thinking boy, this would be great, we’d like it, what should we be looking for in our state election law and what’s the model language that we could use to suggest how to improve that law, again to shorten the time between when someone has a great idea and when we can actually see it in an election.


We’re also looking at training for voting system designers on accessible voting technology in election systems.  I think we’ve heard a lot about the knowledge gaps there.

We certainly saw some of that following VVSG 2005 adoption, and trying to take what we have learned as best practices and package that up into a starter kit for everything we think you need to know about accessibility or at least to get you started in it.  And obviously an ongoing summary of finding some public dissemination throughout the project.


One of the watchwords we’ve been using is something called design thinking.  You know buzz words come and go.  This is one that we’re looking at today.  But design thinking -- this is a quote from Tim Brown who is the CEO for IDO which is “Design thinking is a human centered approach to innovation.  It includes understanding people as inspiration prototype building to think, using stories, and having an inspired and inspiring culture”.


This is kind of the soft end of the data work which is that if we can think about what are the stories that we hear about problems and barriers in elections, can we design concepts that would address those.


I think too often we get quickly away from the problem we’re trying to solve and into a description of technology and trying to keep those connected so that when we think about and evaluate them we can think about what the human context we’re trying to solve is.


Some of the approaches that goes into design thinking is the idea of brainstorming.  There are two photographs on the screen, one shows three or four small groups of people brainstorming problems, working with both physical devices, talking to each other, sometimes sketching on a white board but with the idea of rapidly producing many ideas to filter down from.


There is a group that is an Improv comedy group that does corporate brainstorming work and they say that to come up with their 60 minute shows it takes them 600 good ideas at the beginning to filter down to what will turn into one performance.

So casting a very broad net, encouraging inclusive and open collaboration so that we don’t just shout people down because they don’t know the right word in elections but we sort of listen to the thought underneath there and think about how we can incorporate it.


Another piece of the deliverable that we expect to see coming out of the workshops is something we call personas.  They are a way of summarizing quantitative and qualitative work, research into a portrait of a voter that would connect their human and technology needs and it would also show the journey through an election for people with disabilities.

It will help people who are coming up with new design concepts think about in a fairly compressed way, the challenges of the broad audience we’re trying to serve and it will also help us set both our evaluation and assessment criteria.
And finally I started with this but will come back to it, the idea of reframing the question.  And two examples from that, one is a commercial project called Bank Simple, which has been getting a lot of press about reinventing banking and their quote on their website is that they changed the question from you know, “How can we give you the best interest rate to how can we help our customers manage their money”.
So we might think about reframing the question from how can we make sure that we can manipulate the ballot to how can we help people participate in elections more effectively.

The other example is from a project at the Carnegie Library which took -- the top picture on the screen is the old library, fairly typical library with the research desk at the front.

A little drab, shelves of books, not very attractive and they did months of -- they sat and watch people and how they used the library and tried to connect the purpose of the library which is sharing knowledge but also social interactions.  Libraries are often the meeting hub for a small community, how you could leverage that into the design of a library.  It’s that sort of thing that we want to do.

I’ll just end with a quote from Steve Jobs which is “Design is not what it looks and feels like.  Design is how it works”.  So when we say design we’re not talking just pictures.  We’re talking about how a voter experiences the election, how the election workers experience the election, how poll workers experience the election, and in fact how the public experiences the results of the election.  Thank you.

COMMISSIONER DAVIDSON:
Thank you, Whitney.  Questions from our members?  Matt.

MR. MASTERSON:     Matt Masterson.  And you mentioned in one of your slides that you’re going to be looking at I guess less researched areas,.  Have you all begun to look at cognitive disabilities and sort of the impacts there in research there?

MS. BOSENBERRY:
Yes, one of the specific reasons we reached out to the University of Colorado is that their assistive technology project, assistive technology partners program actually connects, has a research center within on cognitive disabilities.

We hope to be hearing -- Clayton Lewis will be part of our workshops as one of the experts on cognitive disabilities and thinking about not just severe cognitive disabilities but the range of understanding on how literacy, plain language happens to be one of my pet research areas, how we communicate elections and how that impacts how people understand what they need to do.

I mean an example that comes up is if you’re error message when someone accidentally over votes is you have over voted and they don’t understand what over voted means, what the implications of having over voted is, or how to fix that problem, you have had an error message but you haven’t actually communicated.

It’s not cognitive disability but it’s one that we create.  If the definition of disability is an interaction between a person with a physical condition and the environment we create, we create environments that create disabilities by not thinking about how we’re going to address humans.

COMMISSIONER DAVIDSON:
You know, and there’s also another side of that.  When you brought that one up, because I’ve been in polling places a lot in my time and equipment does alert them, either sends a ballot back or alerts them some way or another, but sometimes that really upsets the voter so you need to be aware of what you’re doing when you create that.

So in research are there other ways to keep that voter from over voting instead of -- you know, sometimes it’s an embarrassment.
MS. BOSENBERRY:
Yes, one of the design exercises that I use is acting it out so we’ll get people to act out the messages.

I think the way some people might experience that interaction is, here’s my ballot, I’m voting, NO.  You know, how do you make that a lot nicer interaction.  Oh, I’m so sorry but there seems to be a problem, would you like to fix it as oppose to -- so it’s an easy, silly joke but I think that when we don’t think about the human in the equation and only think about the technological steps, we get things like that.
COMMISSIONER DAVIDSON:
I’ve heard things from, I voted the ballot the way I want it, how dare you question me to how dare you embarrass me in this polling location, and looking around.

MS. BOSENBERRY:
Absolutely, I think it’s very public.  We’ve seen things where a poll worker has grabbed the ballot, tried to help them and has held it up.

I mean there is lots of antidotal evidence that the -- one of the points of HAVA which is making sure that people have an opportunity to correct their ballots is being done mechanically but not in a human context. and I think that may affect someone who’s timid, which isn’t a disability but is part of the communication.

But I think it also affects language minorities, people who are struggling to understand the process and don’t want to raise their head above the horizon so I think there are a lot of places where that may be disadvantaging people without any intention to do so.

MR. BELLAVIN:
This is Steve Bellavin.  Let me second that.  Often what you see is the lack of treating it as a systems problem where everything interacts.

I experienced one of these as a poll worker at the last presidential election where a woman came in with a court order allowing her to vote on the machines even though she wasn’t listed.

Fine, standard form, prewritten form court order by a judge in the Catholic county (unintelligible).  It was (unintelligible) with the county rules and they just weren’t consistent.

We didn’t have a place to write down the right numbers for the cross reference to auditing because no one had thought about how do you do this, reconcile the poll books with the court orders, and she thought we were trying to keep her from voting despite the fact that she had a court order.  And no, no, we were trying to figure out -- we want you to vote on the machine, we just want to know how to do our job, the rest of our job as well.

No one thought about all of the issues together and it all interacts, the software, the assistive technology, the errors, the processes, the people, it’s all an interaction.
MS. BOSENBERRY:
The laws, the training.  Yes, absolutely, thank you.

COMMISSIONER DAVIDSON:
Any other questions for Whitney?  Thank you, Whitney very much.  We appreciate it.

Belinda, would you mind coming up and giving us instructions on our lunch.

MS. COLLINS:
I’m going to tell you how to eat.

(LAUGHTER)


Seriously, this is a good time to break rather then try to cram a presentation in before lunch because the next several fit together.


As always we will be eating in the back of the cafeteria.  You go to the front of the cafeteria to get your food and then carefully carry it all the way to the back.  We’ve allowed an hour so that means you should be back here at 12:48 p.m. please.  So please enjoy your lunch.  Thank you.

(Lunch Break)


COMMISSIONER DAVIDSON:
Okay, I trust that everybody had a relaxing lunch and we’re back to work.

John, you’re first up on the agenda to tell us about the IEEE common date format and I understand we have congratulations because it’s signed and approved and it’s been handed down.

MR. WACK:     Yes, thank you very much.  I think this is an important project and at heart it’s simply about getting voting devices to talk to each other and getting voting systems to talk to their interfaces, you know, common inputs, common outputs.


So my main aim is to keep it just at that, a fairly boring engineering related project that will just gradually get through the standards process.


COMMISSIONER DAVIDSON:
John, can I say one thing before you do that, just to remind people, IEEE did this without any cost and I think that a word of thanks definitely needs to go out to them for being willing to work with us and to do that and provide that without any cost.  And I do think that’s really quite something and I appreciate it.


MR. WACK:     Yeah, I’m glad you mentioned that.  Actually the EAC helped with that.  The EAC wrote a letter to IEEE asking that while IEEE retains the copyright to their standard, that they make it available freely because it’s in the national interest.  So IEEE did do that.  My understanding is it’s the only time IEEE has done that so thanks go to the EAC as well for being a big supporter of that.

Okay, with that I will move along.  You’ll see me flipping some notes here.  Don’t pay attention to that so much.


A coupe of terms I just want to talk about quickly.  Blank ballot distribution, ballot delivery system is the system we’re talking about, you know, potentially up there on the Internet that someone would go to, to download an electronic blank ballot.


Project authorization request is an IEEE ism, it’s a document you have to file that lays out the standard you want to create.

VIP, some of you probably already know what that is, it’s the Pugh Foundation’s voting information project which is integrated in with Google maps and allows one through a little gadget to find out where you’re polling place is and can display a simplified version of the ballot to you.  So it helps you find out where to vote and what’s on the ballot, but a registration database selection management system.


Okay, because we haven’t talked about this in awhile and just for the purposes of the audience, I’m going to go over a couple of slides that are just simply a very quick review.


So NIST and the EAC and a number of others have been working with IEEEs project 1622, named P1622.  What’s the main goal is simply to specify an overall standard or a set of standards that can be combined into a one standard for a common data format for election systems.

When I say revitalized in 2010 with NIST involvement, not only just NIST involvement but the participation of a number of different parties that I’ll get to.


But at the EACs urging and with a good deal of help from NIST management, NIST facilitated the standards a great deal.


We decided to adopt the OASIS EML.  OASIS is organization for the advancement of structured information standards.  I believe election mark up language is now the basis for the IEEE standard and as Donetta mentioned, we recently had our first standard approved and should be available in January and we’ll have smaller similar standards to follow along with that, so I’ll talk in more detail about that.


The membership, very important.  A number of different manufacturers are involved, some of them are here today.  Everyone Counts, Dominion, ES&S, Oracle, especially in the form of David Webber, one of the primary maintainers of election markup language.

A number people involved, a number of election officials.  We had a great deal of support from one election official from my home state of West Virginia, Beth Ann Serber who I’ll mention, but a number of others.


Pugh recently became involved, American Statistical Association, a lot of support form NIST management, Election Assistance Commission, very much appreciate James Long’s involvement especially and FVAP.  David Berin showed up for a number of meetings, and had a lot of contact and other interested experts, academic experts, Verified Voting, a number of other organizations.


Recently got in touch with LA County who was procuring a new voting system and was glad to hear from them because they’ll provide us with a lot of good input.

I’d like to reach out more to election officials, especially local election officials to join as well.


So with that, what is election markup language?  It is simply an XML based standard that’s been out for a number of years.  Currently in version 7 -- version 6, version 7, were updated quite a bit to work better in the U.S. market so you could kind of say that in the international environment version 7 is what they’re up to.  It’s really in a sense like version 1 or version 2 for the U.S.


Over the years it’s gotten increasing manufacturer support.  ES&S uses it quite extensively overseas, Sidell, Everyone Counts, Dominion, Hart, a number of others.


And our strategy has been to work within IEEE and work with OASIS to further the standard, help develop it along the U.S. path, develop a number of small what we’re calling use case standards which is basically targeting a slice of election data, targeting a specific application, and then eventually winding up with a series of standards that are comprehensive that pretty much cover all of the election environment.


We need to at some point develop reference implementations.  I think the only way to really move towards true inter-operability is to actually come up with the tests and that will greatly facilitate adoption I think as well as testing.


So we’re on track, given funding, to continue to develop more standards during 2012.

Okay, the scope of the blank ballot distribution standard.  Back in February we had a meeting with P1622 and FVAP announced that it wanted very much to be able to put out grants and field a data migration tool in the summer/fall, of 2011 in time for the 2012 elections and could we assist in focusing initially on a standard that would facilitate that.


We did that, scoped, re-scoped what we were going to do originally which was focus more on an overall comprehensive standard and this particular blank ballot distribution standard focuses on essentially the information that UOCAVA voters would need to access electronic blank ballots, so exports from voter registration databases helping them to find the actual polling location, ballot information, populate ballots, and information required to track voter ballots.


MR. BELLAVIN:
Steve Bellavin.  Could you clarify what that last one is?

MR. WACK:     Information that requires a track voter ballot.  Sure, I was going to talk about it in a little bit more detail.  Essentially it’s a requirement in the MOVE Act that a voter be able to be notified, be able to find out the status of their voted ballot, was it received, was it accepted, was it rejected, just to find out what’s going on.


So FVAPs intentions there, essentially that at a minimum, systems be built to allow people to download ballots and print them and return them and, you know, potentially some of these systems could do more then that but at a minimum print out a ballot.  And the idea being this will significantly improve the ability to get a ballot out on time.


So the very last bullet is a paragraph from the EAC Roadmap which called out in the fall of 2011 to develop common data format specification, and it will be winter in a little less then a week so it’s still fall so I feel we more or less met this deadline.


Okay, so I’ll give you an overview of the standard and go into some details about what it does and talk about issues at the end and things of that sort.


What we did was to create a hybrid schema so let me backtrack a little bit and talk about election markup language and what a schema is, schema being essentially the file that defines the rules for the XML, the data elements involved, what they are, whether they’re accepting numbers or text, a number of things of that sort.  Looks like a raw HGML file.  And the election markup language standard is composed of about I guess 25 different schemas.


So this being the first standard, there was a decision made to make it easier, develop a hybrid schema that took pieces, relevant pieces from other schemas and put them into one so a little bit easier to deal with first time through.


And Pugh had already been for a couple of years working on their voting information and they had gone their way, they developed their own schema and they’re talking about potentially 40 states actually using VIP for the 2012 elections and so that means they’ve gone out with a number of states and invested time and energy in creating files along their XML, their version of XML.


So we decided to go with this route because it more or less maps well to their schema, maps well to the files that they built, and we can also translate between the two so a state that has already invested in VIP and builds VIP files can take some trans forms we’ve developed and transform over into our format as well.  So trying to make it a little bit easier for people to use.


SPEAKER:
(Off microphone, unintelligible).

MR. WACK:     Well, for the voting information project, a state develops -- you know, the terminology is like a feed file, like a VIP feed file, a very large file that contains information about jurisdictions, helps one to essentially find out where their polling place is.  So it has all the information to map out polling places and some information about ballots, what’s on the ballot, candidates, you know, anything that goes into the ballot.


So Pugh will go out to a state and work with them to take exports from voter registration databases and EMSs and usually export into a flat file with COMMA separated values and then from there builds this XML feed file.


So if a state is already involved in that and has already spent some time doing that, what we’ve done is given them a file, kind of a format that more or less maps fairly well to what they’re doing already and we’ve given them a software to take that feed file and transform it into a file that is in election markup language as opposed to the VIP schema.


COMMISSIONER DAVIDSON:
Okay, I follow you.


MR. WACK:     So it’s just a simple mapping and I’m glad you asked me.


COMMISSIONER DAVIDSON:
Well, I mean it’s kind of like a GPS in some ways but I mean the same format is an important thing.


MR. WACK:     Yeah, it is like a GPS.  You’re using Goggle maps, you know,

COMMISSIONER DAVIDSON:
Many of the counties and states have been doing this 12 or 15 years.


MR. WACK:     So I think on this slide here I’ve mostly talked about that.  The ballot distribution system can use this EML file to find and present to the voter a ballot in a couple different ways, two ways.

FVAP requested that number one, this file be able to point to externally located ballots such as PDF ballots so a state may generate kind of pre-canned ballots and simply this file gets used to look up one’s jurisdiction, one’s polling place and identify the elections in it and then point to some external PDF file.


FVAP also wanted the capability to display a generic ballot.  We came up kind of with that term but a generic ballot is really a ballot with all the contests, all the candidates, all the vote variation information, you know, vote for one (unintelligible) candidate and in the correct order as it should appear but it doesn’t have the state specific markup on it.

It doesn’t state specific details and formatting, fonts, things of that sort but sort of a generic ballot definition file in a sense.  So wanted that capability, to be able to do that.

And then Steve you’d mentioned earlier about the ballot tracking so the MOVE Act says that voters must be able to be notified of their received ballot status and so we included a capability to have the ballot distribution file pass messages back and forth with receiving jurisdictions to be able to -- and presumably you know I don’t want to kind of map out how exactly these are going to work but one way it could would be someone connects to a ballot distribution system, registers their e-mail address there.

When that ballot distribution system is notified by the jurisdiction back home that a certain voter has sent in a ballot, it can then notify that voter’s e-mail that, you know, received your ballot, status is accepted on such and such a date, something of that sort.


Along the way we ran into a couple of things that we didn’t really think about upfront, one being digital signatures.  These files, it’s important that some security be associated with them, that they be digitally signed.  We didn’t have any guidance out there at this particular point on how to do that.  That created a bit of a speed bump that we had to get through.


We ended up producing what I think of as some fairly good guidance on digitally signing these files, and election markup language files are just XML files so we didn’t need to really do anything special.  We used guidance that’s already out there from the worldwide web consortium on signing XML.


The one thing I will point out is that we did include the capability to -- well, for a jurisdiction to run a hash on all of its pre-canned ballots, all of its PDF ballots, run hashes and then store those hashes inside the election markup language files so that when a voter is searching for their ballot and one is served up to them, the ballot distribution system can check that hash on the PDF and verify that what they just served up to the voter indeed does match the original file to begin with.


I don’t know if I said that very clearly but it’s a way of insuring that the PDF ballots if that’s what’s being used, are indeed the authenticate PDF ballots and not something new that got inserted in some way.


We had a number of example files, I just mention them because earlier today you were told that for FACA requirements you’ve got to hang on to your materials for three years and we have to persistent URLs -- it’s a different way of doing a standard where you’ve got normative material out on a URL so by default we have to keep these URLs persistent and unchangeable for ten years.


So a number of example files included with the standard.


And the status, the way IEEE does balloting, there is a ballot pool.  You register to vote in the ballot pool and then that means if you’ve registered we have to have  -- I believe 75 percent of the people who registered must vote and then of that 75 percent, I forget exactly, it might again be 75 percent of those in that ballot pool who have registered to vote do have to vote affirmatively.  We got 86 percent.

We released it three other times, each time for ten more days, had to respond to all the comments no matter what they were, very carefully, all done in public.  I like the way we did it although there was a lot of work expected with it.


And then the publication date is expected in January of 2012, just some very final edits.


The final edits are -- ironically the questionable ones are mainly on the definitions in the document and the definitions for the most part I pulled from VVSG 1.0 and some that I saw were changing slightly in 1.1 because I thought it would just make it a lot easier if everybody was using the same terminology.  So I’ll have to argue with IEEE a little bit about even changing one word can make a difference so we’ll get through that.

I wanted to go over the comments received just a little bit.  Five groups alleging we did not conform to IEEE own standards style guide.  I bring that up mainly because their standards style guide does not have a lot of shalls, it has a lot of shoulds, and there’s an expectation that if it says should you’d better do it.  We chose not to in some cases.


Concerns about the persistence of the URLs.  The reason I mentioned this PAR business, this project authorization request, is that all these things are lengthy procedures.

To come up with one and have it approved by IEEE, then to amend it, takes months and months and the word hadn’t filtered out yet so we had a lot of people voting negatively over our standard because the authorization request, the original one was for a comprehensive standard.

The one we were going with and had modified was simply for the smaller thing dealing with UOCAVA so that presented some problems and we learned a lesion there about that it’s very important to follow all IEEE procedures to the letter or else we get in trouble.

And a lot of concerns over security, over security of electronic voting which were out of scope, and then concerns over the normative language.


The normative language, IEEE again has its own idea of what shall and should mean, and for the most part it’s what everybody else thinks they ought to mean as well.

With slight differences, we chose to go with the IETFs version.  The IETF has been -- many organizations use a particular RFC from the IETF that I think is 2119 that defines what shall, should, and those terms mean.  We went with that mainly because OASIS had already been using it and again common terminology.


And for the most part they also mean the same as what we’re talking about in VVSG 1.1 and 2.0 and probably 1.0, but that generated a lot of issues nonetheless.

The security issues, we had a lot of comments from people who had many concerns over the security of electronic voting, in particular who did not think that it was possible to do electronic ballot distribution securely and our response would be you might have a point but this is a standard about data formats and therefore your comments are out of scope.


We ended up having to include an annex of a section in there called security considerations which a lot of IETF or FC do include anyway which essentially said these concerns are out of scope but we still think they’re very important and therefore any systems that implement electronic ballot distribution should be looking at a variety of different standards in this particular area and things of that sort.

MR. BELLAVIN:
John, Steve.  But you are including digital signatures, which presumes you do have some sort of threat model that addresses.


MR. WACK:     Exactly, yeah.


MR. BELLAVIN:
Are you going to go into that, or later, or not at all, we’re out of scope.


MR. WACK:     If possible I’d like to talk about that but later on in the next presentation.

MR. BELLAVIN:
Okay.


MR. WACK:     More documentation and work examples needed.  One issue with election markup language is it needs more documentation.  This has been an issue for awhile.  We will continue to work with this.  The more documentation the better, the easier it will be inter-operability.


FVAP was planning to do a data migration tool.  That was something that would be offered to states to help them migrate data from election management systems and voter registration databases and put it into this format.  We aren’t certain iF FVAP is going to do that or whether they may work with Pugh on this instead.


We have reached out to Pugh and FVAP and we believe a meeting is being set up to talk about this so more on that at some point down the road.


And why did we get a standard passed?  I think it’s always important to say we just got lucky.  I think luck has a major element in most things.  Timing was right.  In my opinion it’s become more of an international market for manufacturers who want to use an international standard.  A standard makes more sense for manufactures now.


FVAP had a need and a deadline and people wanted to respond to it.  The scope was narrow.  You know, the scope was relatively narrow and that made it easier for people to focus on and come to some agreement, and a lot of the organizations just had a stake in the success of the outcome.


So looking at the scope being narrow I think is important and that’s why we’re going to continue to kind of focus on more narrow slices of election data rather then try to tackle the whole shebang.


And that’s it.  That’s what I’ve got.  Any discussion at this point?  I do have a follow on presentation on Next Steps but are there any questions right now for this one?

Yes, Doug.


MR. JONES:
You mentioned the ballot tracking requirement and that’s one where’s there’s traditionally a significant security component tied to the question of maintaining secret ballot rights.

The traditional way of dealing with that on paper is to have a double envelope system where the credentials to submit the ballot are in the outer envelope and the inner envelope isn’t broken until the decision has been made to accept the ballot.


Does the IEEE ballot distribution format envision something like that or is it just a -- what support is there for this kind of double envelope scheme?

MR. WACK:     My understanding is that in many military environments overseas envelopes would be provided.


MR. JONES:
I’m not talking about envelopes.  I’m talking about the data format support for the requirement that some part of the content be separated from something else so that something -- for example, I guess it’s more appropriate to worry about this in the context of both electronic representation of provisional ballots in a DRE kind of context and also electronic ballot return in other contexts.  So maybe it’s out of scope for today’s discussion.


MR. WACK:     Yeah, I understand.  Since we’re using paper ballots at that point, so I think it’s more the absentee ballot model.


COMMISSIONER DAVIDSON:
I think it will help to explain to some of our directors, our election people here, I think it will really help you to talk about this tracking of a ballot and what it is so that they understand it more.


MR. PALMER:
Don Palmer.  The MOVE Act required at a minimum that the individual overseas on a remote status have access or be notified that their ballot has been returned, understanding that it may not be counted and like the provisional ballot status, you may have that right to know whether or not it was counted or not.


But in this instance I think that with the common data format where this is going to help election officials is for example, that information may only be known at a local EMS system or their local database, and that information coming up to the state level and then providing that to an overseas voter who can go online and see whether or not their ballot has been returned, it meets that requirement fairly easy without the remote voter having to go to different websites, maybe trying to get on a phone call, because they can’t tell.

I think this will streamline that process dramatically and meet not only the minimum but maybe perhaps even more of an ability of the remote voter to see where their ballot is in the process.


MALE SPEAKER:
John, you gave us an update at the last TGDC meeting and I think this is going to be extremely useful, extremely useful with statewide databases communicating with each other, election officials communicating with the voters, our different computer systems talking with each other.  I think this is going to have long reaching affects into the community.

MR. MASTERSON:     I just want to follow-up on Don’s comment, and I guess as you go into next steps and whatnot, I mean we hear Mark Robbins talk about funding and pass throughs and prioritization, and I hope the EAC and NIST prioritize this work as one of the most important things you’re doing.

This is something that like Don said not only fuels yes, UOCAVA for now, but will fuel innovation in this area in a lot of different ways and so I hope this remains a priority at least from my perspective on the importance of doing this stuff.


MR. WACK:     Great, thank you.


COMMISSIONER DAVIDSON:
You know, as somebody that’s been involved in elections, I also see it being a cost saving method as we move forward too because if your systems speak to each other it definitely saves time in trying to work out whatever your problems might be in whatever system, but I see it being a cost savings benefit too.


MR. MASTERSON:     This is Matt Masterson.  I did have a question and you may be getting to it in the Next Steps so you can tell me to be quiet, and that is the Pugh effort, and sort of the overlap with that.  Is there a plan to work together?  I mean it’s a common data format, what election officials don’t need is two formats again.  I mean we’re already there so we don’t really need multiple again.


MR. WACK:     Yeah, we are reaching out to Pugh and it would very much make sense to work together so I can appreciate -- at the time they went with their approach, I think EML might have been around for version five and not well used in the U.S.  Time has elapsed since then and it makes sense for both IEEE and Pugh to get more on the same page.


Okay, with that I’ll hurry on a little bit just to stay on schedule.


And the next presentation is about Next Steps.  Okay, common data format directions, okay, so now the real work begins because we produced the standard, you want people to actually use it so we’ve got a number of things to do.


I’m going to kind of pass through the first couple of slides here rather quickly because I really already talked them.


So what is our strategy?  The former strategy at the beginning was to kind of go with a comprehensive standard.  I don’t think that’s such a good idea.  I think we’ll make faster success if we look at various scopes and move forward there and try to introduce that more into the marketplace.


So we’re looking at a family of standards and these are some of the areas, voter registration databases, election results, auditing, event logs, cast vote record export.  More IEEE structure is involved there.  Here it means creating these additional project authorization requests and getting all this paperwork done properly but it’s likely a better thing in the long run to do that.


That means that likely we have to focus on a couple of things upfront.  One is common terminology.  All these standards are going to use overlapping terminology and we want to make sure we don’t get off track there and keep everything -- you know, we need to stay on the same page there so we’ll have to do something about terminology, whether that be some sort of online database of terms or online glossary.  I haven’t figured that out yet.


The other thing is some overarching standards document that these smaller modules can be plugged into along the way that still makes sense.


So we’ve talked with the EAC and their priorities with regard to common data format development are event logging, and after that election results reporting and voter registration databases.

And so I’ll loosely follow that in this talk here and talk about event logging and the idea here is that voting systems generally have three logs.  They have the operating system log, the Microsoft Windows log or the UNICHS log or whatever operating system is being used, and then two other logs that are specific to the voting application, the system log, the election log.

And the system log has information about the application, you know, system powered up, encryption key changed, someone logged in, files added, files deleted, and the election log has information about the election itself, when the polls were opened or closed, zero count run, a vote was cast, various things reported.

VVSG 2.0 has a more detailed list of those items that should be logged or that shall be logged.  It goes into more detail than 1.0.


And then there has been talk in the TGDC and in other areas about the need to be able to log other sorts of things, not all the time but perhaps in some sort of a test mode.

One thing that has been proposed and perhaps I might have heard this from Doug Jones at one point, about being able to log essentially movements by the voter how things are pressed on the screen to detect maybe unusual patterns that might suggest problems with the interface and assess some aspects of usability perhaps.

So I mention this because we need a flexibility format but something that does the job and we’re looking at a number of different things.

It’s a little tricky in my opinion because we want existing devices that are very limited with memory to still be able to export to this format.  Conceivably in devices down the road there will be less requirements on disc space, there will be more disc space available, more memory available and we could log more extensively.  So we need to come up with something fairly specific but is flexible and expandable.


So here’s a proposed scheme just very quickly.  This may or may not fly.  It’s something that actually a part of NIST has been working on with Miter and NSA.  The event management automation protocol proposed.

So very simple scheme, and when I say a common lexicon of actions, what that really means is it’s important to insure that every manufacturer logs a certain list of events.  Everybody should log a cast vote record, a ballot being cast or a certain other events.


Should they use the same codes for logging, not necessarily, not as important, just the fact that everybody is logging the same items though is important.


So each manufacturer could provide a mapping as to the meaning of the items they are logging but everybody is still logging in the same format which makes it much more easy to develop software to read that.


So what are the next steps?  We need to start with 2.0 and boil that down further into this common lexicon and we’re working with James Long as we go along at the EAC who has had a lot of involvement in this area and we have to do a lot more talking in P1622 as to whether this is the right way to do it or there have been some other proposals along the way.

We could talk with some of the manufacturers that assemble for some of the conferences, the (Unintelligible) conference in late January is in D.C.  I think there is an election center conference this summer, take advantage of some opportunities where people are gathering already.


But this will involve a lot of technical support from the manufacturers as well.  I would like to say that those manufacturers involved in P1622 have been very helpful in this area and I appreciate that very much.


Okay, so next item, voter registration database export.  Just simply being able to poll into election management systems and electronic poll books, data from voter registration databases and other databases in a common format, whether those databases export natively or whether translators can be developed, it doesn’t matter so much but just being able to get that data in a common format.


And so here I want to get into Pugh’s voter registration database modernization effort which you may or may not know about.


They estimate that a fairly significant number of records and state voter registration databases are completely in error.  They are either duplicates, people move from one state to another but their records don’t get purged, associated with people who are deceased and have passed on, and of those records that remain a fairly significant number of those have errors, errors in the way names are spelled or hyphenated.

Now a lot of this is largely because paper is involved.  People filled something out on paper, here is where I live and so on and so forth, hand it in and then somebody has to decipher that handwriting and enter it.


So Pugh has a plan, and they’re working on it right now so this is underway, but comparing various databases and doing various things to identify redundant records or records that just plain need to be deleted, and then looking at other sources of information to correct the records that are in there.


And eventually to introduce more electronic means of updating voter registration databases whether that be a common portal that everybody might go to, to update their record, but at a minimum increasing the information that’s out there to electronically register.


I have moved recently and then I was also registering to volunteer in the elections this April and it occurred to me that just the fact that I’ve changed my address at the post office doesn’t necessarily mean that Linda Lamone got my change of address.  She might not have.

(LAUGHTER)


So I have to change it there.  So, you know, a lot of people probably think the same way I do, so ways of making it easier to keep these records up to date.


They need a format for this if they eventually want to do this well, and a term that I didn’t mention earlier is NIEM, that’s the National Information Exchange Model and something pushed originally by DHS but in essence targets information that is going to be common in many environments especially in national security environments.

Peoples names and addresses and insuring that people design XML elements in the same way, that everybody uses the same structure for address for example.  So it’s important that what we develop be very compliant with NIEM in that particular area.


So we think that it’s an important thing to move forward on this because right now Pugh’s working in that direction as well and ultimately if we achieve success with this then I think we’ve gone a long way towards making it a lot easier to export information out of databases and should represent a good cost savings in a lot of different states.


Okay, the last of the three priorities, election reporting in a common data format, and here, you know, essentially on election night and days after, getting output from EMSs and from vote capture devices themselves and from optical scanners in a common date format.

When we brought this up we had a presentation from --some of you may know Paul Stenborn, used to be with the D.C. Board of Elections, and also I’ll mention Beth Ann Servers name again from West Virginia, approached us with a mid-Atlantic consortium, Maryland included, Virginia included as well.


They were contacted by the Washington Post and some other news media organizations with a request to report in a common data format.  This would greatly facilitate them getting the data quickly and being able to report on it, and if all the data is available in this format then rapid dissemination of results and rapid analysis of the results seems to be a good thing.


They’re interested in moving forward on this quickly.  They’d like to have this ready for the 2012 elections which are just right around the corner.  So we’re looking at this as a good opportunity to work with them.  Their idea is essentially states will develop their own plans for deploying these.  They’ll host the XML files and the consortium will deal with media outlets themselves.  We are just, you know, helping to develop the format.


Now when I say develop the format, a lot of this infrastructure, in fact I suspect probably 95 percent or more is already there in election markup language.  What we need to do is do some analysis and do further documentation and essentially make it work.


COMMISSIONER DAVIDSON:
John, one thing.  You may be covering this a little bit later, but timeframes.  I mean when you’re talking about 95 percent of it being done and you’re also talking about Pugh’s needing it now and the newspapers are -- I mean what’s your timeframe though?


MR. WACK:     Well, it’s juggling a lot of stuff at the same time.  A lot of opportunities are out there to push a common data format along and if we don’t move fast on these, people won’t develop according to a standard.  You know, states need to move forward and they’re going to do what they have to do.  So it’s important to use others as much as possible.


MS. LAMONE:
Linda Lamone.  I think on this last thing about the consortium, mid-Atlantic consortium, I think they’re about ready to roll with that.


MR. WACK:     That’s my understanding too.  They would like some assistance but you’re right.  And California already did some additional work with this I think back in 2009 so I think they’re capitalizing on that.


MS. LAMONE:
Right, and all that effort was associated with Associated Press because we participated in that as well, but I overheard a conversation the other day in my office that I think the work  with the Washington Post and AP and the Washington Examiner is about finished.


MR. WACK:     But the longer you wait, you know, the less likely we’re going to have a standard so it’s just important just to move forward and if others are working in this area, try to draw them in and just keep on the same page as much as possible.

The time seems to be right to move forward in this area and it’s not controversial, it doesn’t generate opposition from parties.  Everybody seems to be in favor of it so now’s the time.

COMMISSIONER DAVIDSON:
I mean when you look at it, it can save a lot of mistakes, it can save time, so there’s a lot -- especially that’s why the press is so interested in it.  On election night they’re capturing results.  It saves a lot of time and a lot of mistakes.


MR. WACK:     Now Steve asked a question about security in the first presentation.  So if states start putting out files for the Washington Post to pick up probably they need to be signed, digitally signed, and this sort of gets back to the other thing about digitally signing EML files.


Thus far what we’ve done is we’ve identified a need that they should be signed and we’ve provided this structure with the capability to house a digital signature of the XML file and used the W3C guidelines on that.

As to what sort of digital signature infrastructure ought to be developed to support that I’ve shied away from that entirely because well, it’s not my job but it could be complicated.  Do you have any thoughts on that?


MR. BELLAVIN:
Lots of them, including the fact that there’s a wonderful cryptography group here but that wasn’t -- there are a host of questions about you use it but that’s wasn’t the question I asked.

The question I asked is what is your threat model, who do you think would want to tamper with it, and what resources do you think they want to bring to bear?  This has a whole host of issues.

Let me give you one possible example.  One of the concerns of course about electronic voting is how insecure the client machines are.  Some districts, some states, county what have you, send a digitally signed blank ballot to someplace.  Well, it’s going to have to be verified and that’s a question of process as well as technology, how you verify that it really came from the proper place you think it came from.

But if that machine that you’re doing verification on has been compromised, what is actually printed and handed to the voter may bear no relationship whatsoever to the ballot that was actually verified.  It depends how thorough the compromised machine is and by whom, and what their goals are, you know, deleting candidates or what have you.


So this is what I’m asking.  What attacks are you trying to deal with, with this signature?

MR. WACK:     Let’s see if I can answer that this way.  What I’m looking at really are the integrity of the election markup language files, the messages so to speak that get passed back and forth so that’s why I want that to be digitally signed, the integrity of those messages and at a minimum to also be able to house a hash in those files of any external ballots we’re pointing to.


But as to digital signatures on those ballots and how they’re eventually used by the ballot distributions systems I consider out of scope, not really my job.  While important not my job.  My job more is looking at the integrity of the EML files going back and forth.


MR. BELLAVIN:
Okay, so whose job is it to actually figure out to use this thing, how to create them, how to verify them?


MR. WACK:     Well, that is the job of the people setting the requirements and implementing ballot distribution systems including NIST, including others involved but in designing this export standard, if we get into that area we’d never get it done.


MR. BELLAVIN:
I agree that making a provision for a digital signature there is a good thing but to actually do anything, somebody is going to have think very hard about these issues I’ve outlined and a lot more, like the whole public key infrastructure that surrounds these things and acts as a certificates and revocation lists, the whole pile of stuff that the folks in the cryptography department worry about.

MR. WACK:     I’ve got a request from Peter Zelohusski from ES&S to speak to that if I could.


MR. ZELOHUSKI:     Peter Zelohuski from Election systems and software.  What we’re talking about with blank ballot delivery system is the blank ballot delivery system itself being able to authenticate the data that is coming from the election management system or the VR, not the end voter platform and vice versa.  The EMS or the VR receiving data back from the BDS so we’re talking about platforms that can be secured as opposed to a voter’s independent computer and we’re not talking about electronic submission of a ballot.

MR. BELLAVIN:
I understood all that and I’m glad you clarified, but first of all I stand by my statement about the threat this is, why I said it depends on who you think might want to compromise it and what they would want to bring to bear.

We’ve seen numerous examples.  Lovely article in the Washington Post about a week or two ago about what they think happened to some army system, Defense Department systems with infected USB flash drives and the like, but even apart from that question which is still an important one, just the whole question -- the integrity of the ballot.

Somebody receiving this blank ballot is going to have this digitally -- how do you know who really signed it?  It’s signed but by whom?  I could go sign John Wack’s name and if you didn’t have John Wack’s authenticate real signature you would have nothing to compare it with.

Again, large number of solutions in the field, in the literature, some of which work well, some of which don’t, but this requires a fair amount of thought and infrastructure to make it work and this has to be defined at some point for this signature to actually be useful otherwise it’s a check that’s signed by Mickey Mouse, but if you ever watch that cartoon, you didn’t grow up in this country, you don’t know that Mickey Mouse is a fictional character.


MR.ZELHOUSKI:
Agreed, you do need to have an infrastructure in place for authentication.

MR. BELLAVIN:
Right, so what I’m saying is whose responsibility is it to find that.  Implement is at least partially a state responsibility, but at some point there is going to have to be operational infrastructure by which the people who are receiving these things can go look at all this stuff that the states will have had to implement.  Where’s all this coming from?

COMMISSIONER DAVIDSON:
Maybe I’ve lost this train of conversation Steve, but when the ballot -- this is electronically sent over, the voter overseas will say -- votes his ballot, signs it and sends it back.  Then the election official verifies that signature against their original signature.


MR. BELLAVIN:
I’m talking about the digital signature of the blank ballot distribution which is one of these that John was talking about.  It has nothing to do with what the voter is actually doing.

So some county official, some city official, some state official is preparing a blank ballot and creating what is called a digital signature.  A bad technical term because it’s got little relationship to what normal people think of as signatures but that’s a separate issue.

It’s a well technical concept and it requires some way to verify it, and again there are well known mechanisms but they require infrastructure and definitions and for this digital signature feature of this format to be useful for its intended purpose requires a lot more work and I want to know who is going to do that work, or that’s the question I’m asking.

It’s also going to require an implementation by the governmental units, by the election boards who create ballots who are going to send these things, and that’s again a separate issue from what John has described.  What John has described is a very necessary piece of it.

I have no problem with saying XML digital signature.  I have no problem with that standard but that’s a separate issue.

But there are significant missing pieces here to actually be able to use it for its intended purpose.  I understand exactly what John is saying its purpose is but I want to know who is going to be doing the rest of it.


COMMISSIONER DAVIDSON:
David.


MR. WAGNER:
David Wagner.  Did you want to respond first, John?

MR. WACK:     No, I think you’d better go first.

(LAUGHTER)


MR. WAGNER:
Dave Wagner.  I guess maybe I’ve lost the thread a little bit here because we’ve talked about so many different topics, use of e-mail for so many different things.

We’ve talked about EML for communicating election results.  We’ve talked about EML for exporting data from within the EMS to allow its use by another part of the voting system, and then we’ve talked about using it to communicate the definition of the blank ballot and I think you’ve talked about signatures for each of those.  And I think those are very different settings.

Some of those seem relatively straightforward and I don’t really understand what the complexities -- why that would need to be complex.  It seems to me like it would be a relatively straightforward to -- for instance, I don’t see a high threat level associated with reporting election results because they’re unofficial results.
I don’t see a major challenge or a major infrastructure needed for communicating information between different components of the voting system or exporting from the EMS and importing into another voting system because those are well defined components, it’s well defined which components are supposed to be communicating with each other.

So are we really diving into just the question of the sending a blank ballot to some voting system, and if so I wonder if the answer to Steve’s question might be the responsibility for defining this mechanism is in the standards of that voting system that‘s receiving the blank ballot definition and that would be the place where we would have this conversation.

But I apologize, maybe I’ve totally lost track of what we’re talking about.

MR. WACK:     No, I’m glad you went first because you put it much more eloquently then I could have.  That is my answer, that it does --

(LAUGHTER)


What David said.

(LAUGHTER)


But I don’t at all , what’s the right word I’m searching for, I get you completely and I knew when we were dealing with this whole structure that it opened up a can of worms and just having it there -- I didn’t want to have it there so it might trick people into thinking that there’s some security here.

It has to be used.  We made it mandatory at least in this particular standard that it be used with the standard, conformance required using that structure.  Whether it be used in the standard for reporting election results I don’t know, or event logging or anything of that sort.


MR. BELLAVIN:
So I’ll answer you and David and then I will shut up on this topic since I’ve said more then enough.

When I look -- so of the long list of publicly infrastructure standards adopted by the IETF, it’s an amazingly long complicated list.  I wonder if even David’s simple cases are really that simple or it’s going to require a particular certificate definition.

But the particular case that I’m concerned about that does require the most infrastructure is blank ballot distribution from every level of unit government that creates these ballots and sends them to every ballot distribution point that’s going to receive these files, print them out, and hand them to voters, since that’s the one I think that’s organizationally the most complex, is going to require the most thought and is going to require the most operational infrastructure by states, counties, municipalities, tribal governments, what have you.

So that was the specific question I was getting at, because of how complex that particular one is and someone’s going to have to go through for this actually to be usual as a security and validation and integrity mechanism.

MR. WACK:     Yeah, I totally agree down the road you could imagine court cases where people are arguing, you know, did these people receive the correct ballot, how can we tell, was it digitally signed, you know, what were the mechanisms involved and so on and so forth.  It’s not anything that I’ve got any answers to right now but I totally get your concern.


COMMISSIONER DAVIDSON:
Don.

MR. PALMER:
This is Don Palmer.  Listening to the conversation I would simply just point out and it’s the reality of what Steve is saying, the more complex it is for local election officials to utilize, if you need to require digital signature for example for the delivery of a blank ballot and we were dealing with some things with e-mails and encryption, if both sides have to have encryption, the more complicated it is, the less likely it will be utilized, or can even be utilized by some local election official which may be a large jurisdiction that may actually have the capability and technical knowledge.

But you have small communities or small election officials that may not necessarily want to have to deal with this.  So the more complicated it is the less likely it’s going to be used.


COMMISSIONER DAVIDSON:
And I will say the more complicated it is, the more of them that will turn to an

e-mail of a ballot and we know that’s not secure so it’s like, how do we balance this.


Right now I understand in LA County you can go online and bring up your ballot and print it off and send it back, vote it, so there’s some real --


MR. BELLAVIN:
I don’t disagree even slightly, correctly it’s, you know, one click and maybe a password by an election official but you can’t implement it that way until it’s defined properly and all the levels of government above have created the necessary infrastructure.  Yeah, I agree.


MR. WACK:     Okay, well I very much appreciate you bringing that up, it needed to be.  Are they any other questions?  Yes, Don.


MR. MERRIMAN:
Don Merriman.  I totally get what Steve’s talking about but I also agree with Donald Palmer over there.


We have in the state of Kansas many, many small jurisdictions and they’re going to do exactly that, they’re going to e-mail a ballot out or they’re going to snail mail out instead of going to the complicated side because they simply don’t have the money.


You know, you hate to say it, put it in monetary terms, but that certainly is exactly what’s going to happen.


MR. WACK:     Yes, David.


MR. WAGNER:
Dave Wagner.  Yeah, I understand those concerns.  Thank you, that’s helpful.


I think the lesson that I’m taking away is, this is an issue we should keep in mind as we prepare the voting system requirements for UOCAVA voting systems because that’s where this issue is going to come up.  That’s the context where this is going to appear.  These digital signatures, this mechanism is something that would be used by software.


I think there’s a potential that we can do that in a way that doesn’t complicate the process for election officials and voters.  I think basically as we write the requirements for the UOCACA voting systems, this is something we have in the back of my mind.  So I’m glad we had the discussion.


MR. WACK:     Don.


MR. MERRIMAN:
Different topic a little bit.  It was part of your presentation.  You talk about cross state checks and we currently do that out in the Midwest.  Our former Secretary of State Ron Tornberg got together with several Secretaries of State and started doing cross state checks several years ago with the implementation of our new voting registration databases.


And that has expanded somewhat.  I know we cross state check Arizona, Mississippi, Louisiana, Texas, Iowa, Minnesota and so forth, and Nebraska and of course Missouri.


But it has helped get our databases much cleaner and it is working so I would hope that would eventually happen nationwide but it certainly has helped out there to clear out duplicate voters.  And somebody has moved to Iowa and we don’t know about it, well, they’re still listed in Selene County, Kansas but they also could be voting in Iowa as well, voting advance in Kansas and voting in person in Iowa and that’s certainly a possibility.


But they don’t double vote in Iowa do they?

(LAUGHTER)


But at any rate, what we’ve also done, expanded on that, is they’ve done cross state checks to say okay, they voted in Louisiana in the November ‘10 election in the polls and they voted in Kansas and then November ’10 in advance, so we’re doing some cross state checks that way of duplicate voting.  It works.


MR. WACK:     Yeah, and I think the argument is that the more accurate the database is, the more people are going to be able to successfully vote a regular ballot, not to have provisional or not be turned away.


Pugh’s literature suggests that potentially two million people were somewhat disenfranchised in the last elections because of inaccuracies in the databases.


Yes, Matt.


MR. MASTERSON:     I just wanted to get a plug in I guess.  I’m Matt Masterson and I approve this message.

(LAUGHTER)


I wanted to get a plug in.  When you were talking about the data exchange and some of the media stuff or whatever and the reporting, that as you guys work on the reporting and you expand the reporting and whatnot, that you take into account the EAC survey data and where that can be plug in to the common data format, that that be plugged in so that we can get good data and good numbers consistently within the state level and across the states.


MR. WACK:     Noted, yeah, thank you.  Okay, with that, thank you very much.  I appreciate your attention.


COMMISSIONER DAVIDSON:
(Off microphone).  (Unintelligible).


MR. FLATER:
Thank you.  This is David Flater.  Some background about auditability and its predecessor concept software independence and how we arrived here and why I’m talking about it today.

The current version of the VVSG, VVSG 1.0 contains some informative text in it talking about independent verification systems and independent verification was as of the time that VVSG 1.0 was drafted, the current thinking of the TGDC with respect to providing auditablity in voting systems and this text was based on the practice of dual control.


Subsequent to the adoption of VVSG 1.0 as work was beginning on VVSG 2.0, as the committee was examining the IV concept more closely and auditability in general, it was concluded that within the constraints of the current process we don’t know how to demonstrate the kind of independence that would be needed to validate dual control for IV systems to everyone’s satisfaction.


So during the development of VVSG 2, there was a shift by the TGDC from the concept of independent verification to a concept called software independence and software independence was defined as the quality of a voting system or voting device such that a previously undetected change or fault in software cannot cause an undetectable change or error in election outcome.


And apart from the mention of the word software there, that’s a nice technology independent performance requirement and the devil is in the details.


So the TGDC agreed on VVSG 2.0, made the recommendation and then subsequently it went through a public comment period.  There were many positive public comments about SI but there was pushback against SI and VVSG 2.0 which I’m going to talk about more in a few minutes.


So SI came to be seen as a roadblock to further progress on VVSG 2, which is why we spent so much time examining it and why I’m here talking about it today.

NIST was asked to investigate alternatives to software independence and that request was transitioned to the new auditability working group of the TGDC as the focus was then looking at auditability per se, i.e. we want to be able to audit the voting system and be confident that it’s operating correctly regardless of whether it’s software or some other thing that we’re afraid of.  We just want to be able to have confidence in the whole system.


And about a year ago the auditability working group issued what was thus far the most comprehensive analysis of the issues surrounding auditability software independence, IV, et cetera.  It identified five options for how to proceed with regards to requirements in the VVSG.  None of them were perfect, no silver bullet.


The two most rigorous of those options were essentially equivalent to SI or IV, the two concepts that had been talked about by the TGDC previously.


Subsequent to the issuance of that report, then the question of how to proceed was referred back to the TGDC so I’m bringing it back to the TGDC now.


Going into more detail then, what went right in 2007?  The 2007 VVSG 2 draft that was recommended by the TGDC had in it a compromise and that compromise had requirements for both auditability comparable to that provided by optical scan systems and accessibility comparable to what is provided by a paperless DRE systems and this was specified as performance requirements.

SI said that errors must be detectable and the details then would be via certain kinds of evidence, that’s where there is details to be filled in.  And the accessibility requirement said that both the voting and the verification process for the ballot of record must be accessible.


Now the pushback the VVSG 2 received was driven on two fronts.  Firstly, it was the case at that time that systems conforming to the requirements in the VVSG 2 draft, meaning that they were simultaneously auditable and accessible according to those requirements, those systems seemed feasible but they did not yet exist.


There were in existence electronically assisted ballot markers but they were not as accessible as paperless DREs for example.  They didn’t solve the paper handling problem for limited dexterity.

For VVPAT systems meaning DREs that had been retrofitted with a voter verifiable paper audit trail, accessible verification from that paper audit trail was not supported so if that was the ballot of record then there was an accessibility issue.


And the fear on the part of accessibility advocates was that in response to this proposed standard, states would simply take the DREs away resulting in a net loss of accessibility.


The other issue was that there was no clear certification path for paperless systems.  Although software independence is formulated as a technology independent requirement, it wasn’t clear to people looking at the draft how exactly would a paperless system get certified.


Now there was a process described, it was stuck into the conformance clause of the VVSG 2 draft, called the innovation class, and it described a process for interpreting whether a completely new architecture, one that was an unknown, unknown at the time that VVSG 2 was drafted, satisfied the SI requirement but there were a lot of questions about how exactly that was going to happen and so the people that the innovation class was trying to give confidence to were still not confident.


In an attempt to respond to that, there was a later decision that the SI requirement would be waived for innovation class systems but that was inconsistent with the VVSG as drafted.


So the net outcome, the nuance was lost.  The nuance of SI trying to be technologically neutral, and instead the message got out that SI equals paper mandate and that was not something the Standards Board or Board of Advisors wanted and there was a perception that SI was in contradiction to the mandate of HAVA.


Now the election technology counsel also came out against SI saying that procedures can easily mitigate both perceived and real threats in software dependent systems so the takeaway there was just the position that the level of auditability that the VVSG 2 draft was calling for was simply overkill.


Now what has changed since that time -- I’m going to read this disclaimer.  It’s very important.  “Commercial equipment is identified in order to site an example.  In no case does such identification imply recommendation or endorsement by NIST nor does it imply that the equipment identified is necessarily the best available for the purpose.”

Having said that, I’m citing the example as described to me by TGDC member Ed Smith that there is a version of image cast that satisfies or at least on its face appears to satisfy the set of requirements that was included in the draft VVSG 2, both the accessibility and the software independence requirements.


It responded to the two biggest unsolved problems as of 2007, which was a paper handling problem and the getting a verification read from the ballot of record when that’s paper.


So the important point isn’t -- you know, obviously we can argue about as good as a DRE, that’s a subjective claim but the important point is that the set of requirements that was feared to be unsatisfiable in 2007 on the face of it appears to have been demonstrated to be satisfiable, not to prejudice the outcome of any kind of certification testing that would be done.  This is just an impression.

Other changes are that more states are mandating paper ballots and the DRE market has been shrinking with the innovations of paperless voting, focusing more on UOCAVA.


What remains is the fear.  Although we now have an implantation that satisfies both the accessibility and auditability requirements, there is still concern about the consequences of having a VVSG that does not include a clear certification path for paperless voting systems.


Currently various paperless approaches are satisfactory to different experts but there is none that satisfies the majority.  Ideally when a better approach came along the VVSG would be revised quickly to keep pace with technology however there is a fear of VVSG 2 causing a chilling affect preventing innovative paperless systems from being developed.


Since it is intended to be a performance standard and not a design standard, the VVSG should enable the certification a good enough paperless system, i.e. auditable, accessible, meeting all the other requirements but no known paperless approach is considered good enough by any majority now.

Requirements cannot be validated for unknown unknowns, hence they are probably over or under constrained for future innovative systems.


And one of the divisions that has come out in previous debates is over which is worse, or which is better.  Is it better to have a standard that is over constrained such that an auditable paperless system about which we don’t know the details yet, can’t conform or under constrained, such that a non-auditable system about which we might know the details already does conform.


So the next step, the new goal is the same as the old goal.  The TGDC should recommend some objective technology independent requirements for auditability which are consistent with accessibility and everything else that we want to have in the VVSG.

Since the TGDC already made a recommendation in 2007, the starting point and the default outcome should nothing happen is the previous TGDC recommendation.

However there is some unfinished business here that I would note.  We talked about at the beginning of this year, getting out a new baseline in a working draft of VVSG 2.

The 2007 draft went through a public review and there are hundreds of non-controversial corrections to that draft teed up but the task of incorporating those non-controversial corrections has been kicked down the road for quite some time.

The latest published version of VVSG 2 will continue to be used as a resource and reference in voting work everywhere so the importance of getting an updated working draft out regardless of its official status, the importance of that transcends what we’re working on here but having done that, having cleared that hurdle, what the working group would then look at is refining the requirements to make them more objective to the extent possible but avoid analysis paralysis.

What I’m talking about here with regards to objectivity are certain words that we’ve had problems with, words like independent, detectable, transparent.  We know what we want I think.  We know what we mean but when it gets down to the details of well, what level of evidence is required to demonstrate the presence or absence of an error in tabulating an election, that’s where the disagreements start to come out.

So if we can improve on these definitions then we should.  As I said, if we can’t then there’s sort of a default outcome that the committee already made a recommendation but we should try to improve on them.

If it gets to the point of analysis paralysis where it’s just what does this word mean, what does that word mean and we’re not making progress, at some point what we mean is just what the words are defined to be in the dictionary so there is a common sense end to this, that we just have to throw a dictionary at someone and say we’ve done as well as we can on it.

(LAUGHTER)


I think that’s actually the easy part of this and the more difficult part is to come to a consensus about what should be done about this fear I mentioned about the potential chilling affect on paperless systems.


If one believes that there won’t ever be a system in this category that would satisfy all of the requirements for auditability and accessibility and such and be acceptable, then it’s a moot point but if one is concerned about what is the future trajectory going to be, what message are we sending about future development, are we going to have a chilling affect on future innovations, what about eventual conversions on Internet voting, et cetera, et cetera.


There should be an answer to this question and it’s not necessarily the text on the innovation class that was in 2007.


The ideal answer would be to have a lively, ongoing VVSG process such that we would have confidence that okay, when new facts come to life the standard will keep up with them. 

We would have a lively interpretation and maintenance process so that whatever chilling affect would exist would be short lived, but if it remains the case that the process is taking the time that’s it been taking, then we might need to answer this question somehow as the innovation class tried to do in the VVSG itself back in 2007.


And that concludes my short presentation.

COMMISSIONER DAVIDSON:
David.


MR. WAGNER:
David Wagner.  I wonder if I could ask, if I could just make sure I’m really clear on what’s being said here, kind of a stupid procedural thing to make sure I’m understanding where we sit.


My understanding of the process was the TGDC role is to prepare recommended standards and then they are sent to the EAC and the EAC has the policy decision making authority to adopt or not adopt, or revise, or anything of their choice.


So I think what I’m hearing you say is that the EAC will not adopting the 2007 TGDC recommended standards and is directly -- the TGDC to craft standards that will avoid requiring voter verified paper records and permit approval of paperless DREs.

I want to check if that is correct.  I know I’m going to get questions from other folks asking me why is the TGDC spending time on writing requirements, wasn’t this already resolved.  So is that an accurate sum up of the situation?

MR. FLATER:
I don’t think that is accurate, in fact I think we started out with that assumption that okay, what we recommended before just isn’t going to fly so come back with something else but I heard that specifically refuted in a previous TGDC meeting.

I believe it was Brian Hancock that said what we’re asking for are different options from the TGDC and we’re not prejudicing the question of what we’ll eventually approve.

What has happened since then was that this question of how to proceed was referred back to the TGDC, that’s all.

COMMISSIONER DAVIDSON:
I think you did a good job with that.  You know, with the questions that were asked with some of the roundtables that were held, we came to the conclusion that we just needed more and knowing that we didn’t have a quorum also, we have time to have some work done in this area.

We were taking advantage of the time that we have and obviously now we don’t know what the timeframe is going to be in the future but definitely there was nothing -- I mean I’ve been planning on going back to Colorado when my term is up ever since I came.  I mean I said I would stay my term and that’s what I have done.

So I don’t know how soon they’ll have a quorum that you really can work and get things through faster, either that or somebody needs to look at the law and say, how do we move this process faster, do you need a quorum to be able to -- you know, I don’t know.  I don’t have those answers.  I don’t have that crystal ball but taking advantage of this time we thought that it was a well worth effort.

Matt.

MR. MASTERSON:     This is Matt Masterson.

(Recording Interrupted)
COMMISSIONER DAVIDSON:  Belinda, I’m going to go ahead and let you have your announcement and then we’ll introduce Brian.

MS. COLLINS:
Well, I’ve been asked to try to clarify what we think the Working Group will be doing and so we are asking the Auditability Working Group to come back together.  Also that anybody who is interested in serving on that group please let NIST know, David and me.

That they come back with a single recommendation if at all possible to the EAC that will satisfy both the accessibility and auditability requirements in the VVSG, that the charge really is a single recommendation if possible, that accessibility and auditability both be considered and we’re not going to constrain the technology and we would like very much to have the Working Group consider this.  Thanks.


MALE SPEAKER:
I have a question on that.  Am I allowed to ask it?  My only question is, is that the instruction from the EAC?  Is that what the EAC has charged us with doing?


COMMISSIONER DAVIDSON:
Diane.


FEMALE SPEAKER:
I was going to ask the same thing or my understanding of the direction from the EAC was to craft an alternative to software independence.


FEMALE SPEAKER:
It was a single recommendation because the technology may well have moved on since the debate in 2007.


COMMISSIONER DAVIDSON:
Well, originally we asked for an alternative and I think we were wanting, like Matt said, give us a choice, but if it doesn’t tie it to one thing where technology can move but yet it meets all the requirements for the disability and accessibility and the security issues, I would think that EAC wouldn’t have a problem.  But this will go out obviously for the public comments and everything else.

So what ends up -- I mean I’m not going to be there so it’s hard for me to speak for them now knowing I’ve got just a few days left.


FEMALE SPEAKER:
But I think the point is that we’d like to have the Working Group reopen the discussion and ideally come up with one solution or at most two that they recommend to the Commission when there is a quorum, but there is time before a quorum will be in place and we simply can’t just leave the issue sitting with five alternatives.


COMMISSIONER DAVIDSON:
No, and we don’t want five alternatives obviously.  That would be very hard for four people to make up their mind.


MR. PALMER:
Don Palmer.  I just suggest that there be some conversations at future Standard Board meetings and Board of Advisors that the issue can be vetted a little bit more with those groups as well because we have to get those groups on board.


COMMISSIONER DAVIDSON:
You know, as meetings come -- immediately we’ve got meetings coming up, the NAS head group that can be even brought up there and discussed.  Brian, I’m sure will be there at that meeting so it will start making people aware that there’s going to be continuing discussion in this arena.


Okay, Brian, you’re up for your next presentation if you would please.


MR. HANCOCK:
Thank you, Commissioner.  The next segment of the agenda is entitled Approaches to Testing and Certification for VVST 2.0.  Then we have some subheadings, System Verse Component Testing and Certification and Software Only Certification.

This session I think we’d like to be sort of an interactive thing and I think the title would be better if we really took VVSG 2.0 out of it.  I think we’ve already had enough specific discussion about that document and let’s just talk more about some potential issues related to certification really to any standard at this point.


And to set the stage I think it might be helpful, you know, given our budget situation that Mark talked about this morning and if you assume that misery loves company, you know, the EAC is in good company there because all of the states out there are having huge budget issues right now with the exception of maybe one or two or three that have silly oil money that’s coming in.

(LAUGHTER)


Everybody else is having issues, whether they’re great issues or whether they’re small, they’re all related to money and resources and it’s going to affect elections and, you know, ultimately it’s going to affect what we do through the certification process and how those systems are certified, what it costs, and how that money gets passed back to the state or local jurisdictions.


And to start us off I’d like to have Matt say a few words.  He has some real (unintelligible) thoughts about this initially as a subject matter for discussion about the TGDC.  And then we can chat and I think both of us think it would be great to open it up for the entire group to have a discussion about these issues.  Matt.


MR. MASTERSON:     Thank you.  So I tongue in cheek entitled this Hardware Independent Voting Systems.  That was kind of a little joke that could argue about software or hardware independence.  It doesn’t really matter to me, or HI.

(LAUGHTER)


So Brian kind of summed up why we’re talking about this and that one of the discussions that’s going on right now amongst state and local election officials constantly is voting system, voting system maintenance in the future.  And Don’s kind of hinted at it, and Don Merriman certainly hinted at it and Linda.

We’re for lack of better term terrified where this is headed, whether there’s going to be competition, whether there’s going to be choices, whether we can afford those choices, whether those choices meet our needs.

You know, all those questions are arising so I kind of wanted to talk about the future a little bit, talk about one idea of the future, but of course I wanted to start with caveats because any good lawyer starts with caveats before he starts talking about something.

What I’m not talking about is Internet voting.  Nowadays in the election technology world I feel like anytime you talk about innovation, the future, even common data format as John hinted at. you get tomatoes thrown at you and get labeled as talking about Internet voting and that is not what I’m talking about.  We can have that discussion for another day.  Certainly that discussion is going on and I think it’s a needed one and there’s a lot legitimate issues to discuss in that area but that’s not this right now.


Also when I’m talking about this I’m talking at a 1,000 maybe 10,000 foot level mostly because I can’t talk at a lower level then that.  One, because I’m not smart enough and two because we don’t need to be there yet.  I just wanted to shape the discussion.


And the third caveat is that the point of this is really just to begin to understand the implications.  What we’re about to talk about is starting to become reality and I think it’s incumbent on us as the TGDC, as the standards setting body to begin to understand the implications of these ideas.  So that’s all I was hoping to achieve here.

The other caveat I’ll add is I’m not even really necessarily endorsing this idea, more putting it out there because it’s beginning to happen.  So I know there’s a lot of challenges, there’s a lot of stuff I’m not fully understanding, but I think it’s important that we talk about these issues.


So what I do know and what I will endorse is that the current system as it were, and I don’t mean voting systems specifically but the system, voting technology system and whatnot is not sustainable.


Right now jurisdictions use what I would call hardware specific systems, you know, the vendors provide hardware specific items for counties to implement that have software loaded on them.  There’s back end, front end software, whatnot, but it’s dependent on hardware specific systems and the VVSG contemplates that.  The VVSG has hardware tests and hardware evaluations and whatnot for those hardware specific systems.

Most of these systems were purchased either just before or just after HAVA depending on the jurisdiction which means that they’re getting close to a decade old which is three lifetimes in a lot of IT circles for voting systems.

You know, when election professionals I think mostly talk about technology, when they talk about their systems, they talk about surviving this election and then moving forward.  Maybe it’s 2014 when they replace it, some think they can get to 2016, but that’s a really, really long time for an IT system to be maintained.


And so these systems are getting old and election professionals are starting to see that wear and tear come to fruition on their systems.

The systems are wearing down, whether it’s the consumables themselves, some memory cards, whatever, or the scanners, the rollers, replacement parts, whatever, and all of that is expensive, replacing hardware is expensive, maintaining hardware is expensive.  If you’re going to run a decade old system, the level of maintenance you have to put into your system is more now than it was before in order to keep that thing running.


We’re talking about jurisdictions purchasing systems from other jurisdictions simply to cannibalize them, to put other parts on them and there’s a whole host of issues with that.

It has become a cottage industry of people who buy the systems from jurisdictions or other places that aren’t the vendors that built the systems, that aren’t the vendors that sold the systems, and aren’t the jurisdictions themselves just to cannibalize and sell the parts.


Well, you get into certification questions with that.  You know, are the parts they’re selling the certified parts, have you broken your certification by throwing those parts in there.  All of that relates to hardware and relates to maintaining hardware maintenance contracts that locals like Don Merriman have to support and are expensive.

There’s some jurisdictions that spend a million dollars or more on their maintenance and sometimes that maintenance is a value to them and sometimes it’s not but this is not chump changes to these jurisdictions particularly since money is becoming tighter and tighter, and the reality is that a lot of localities are choosing to dump their maintenance contracts.  The first thing to go is that maintenance.

Well, when you’re running a ten to 12 year old system and you dump your maintenance contract, you’re inviting disaster.  I mean that’s reality.  You’re no longer maintaining a system that needs it more then it did when you first bought it.

So that’s the situation we’re in right now.  That’s what election jurisdictions are dealing with and that’s what election professionals are dealing with.

The other caveat I’d add and I think it’s really safe to say given everything that’s going on with Congress is that there’s no more money coming either.  Most states have used most if not all of there HAVA funds and there’s not a steady stream coming anymore.

Congress isn’t going to give it out again until another disaster ensues.  I mean that’s I think reality.  You know, they’ll respond if something else bad happens.  And so you’re stuck with what you’ve got and the money you may have.  God forbid a disaster ensues.


So with that in mind and the current situation in mind, what I wanted to talk about is another way, a different kind of approach and again this would be very high level but kind of set the stage, and that’s the idea of a system that runs voting specific software that can be loaded on to COTS hardware so you don’t have the hardware dependent system, the specific hardware specific systems but instead you have software that is licensed to you which is the case now anyway, that’s loaded onto a COTS system and you can run this software on these COTS systems.

And so you know, the example that’s been most recently used is the one from Oregon with the accessibility on the iPads and it’s a very kind of sexy kind of presentation because of the iPads, you know, kind of awesome.

I got excited when I saw it but basically what you see here is voting system software loaded onto an iPad, networked in with a ballot printer or a printer that the voter is able to mark their ballot on, that iPad with a whole host of accessibility features on there and then the ballot prints out right there for the person to be able to take their ballot, a paper ballot, and then there’s a variety of ways proposed that that could be tabulated.

And I’m not exactly sure how Oregon chose to do the tabulation but I mean there’s everything from a barcode that could be scanned that produces a ballot on a ballot on demand printer.  You could scan a barcode that goes on to some sort of memory device and then can be tabulated.  It could produce -- you scan the barcode, you produce a PDF that can later be printed.

I’m not suggesting or implying that any of those ways are better or not but the idea is there’s flexibility with that.


The point is that this is software loaded on the COTS hardware that is then run and you’re not dependent on the maintenance and all of that.


So what does this do for election jurisdictions -- and clearly that was my point of view on this.  Well, one it eliminates or at least severely mitigates the needs for expensive hardware contracts.

Again those are a huge cost to local election jurisdictions and the ability to mitigate or eliminate those is a big savings, let alone those who have already eliminated them but actually still need them.

It also takes advantage of COTS hardware technology.  I mean it would be COTS hardware and software technology really in the case of the iPad.  I mean you’re talking about increased accessibility in a lot of cases with this.  You’re talking about perhaps some increased functionality.

I mean for example most of the scanners that we’re using in Ohio are 1998, 1997, sometimes 1996 technology, hardware technology.  Well, this would allow you to take it and use much more up to date technology as far as hardware and so there are some advantages to that. 

It could, although it may not depending on the approach taken by us in the EAC, limit cost and time of testing.

You know, the perhaps perceived advantage of COTS is that it has already been evaluated and tested and therefore in some cases it gets more a pass, doesn’t have to be tested.  You wouldn’t need to do things like perhaps shake and bake it or whatever because it’s already gone through a lot of that in its own world.

Also fixes and upgrades may be more readily available because getting the software fixed through and tested won’t take the kind of time that other fixes would take when you’re talking about hardware dependence systems like we have now.  So that’s a possible other advantage, again depending on the approach and the way it’s done.

So the idea really is that jurisdictions would have these software licenses, be able to load them in.  You could set up mobile polling places whatever.

And, you know, this isn’t a new idea and that’s the other thing I wanted to bring up.  This has been done even as early 2000 and whatnot with systems where a jurisdiction would buy COTS laptops, load software on there, mark the ballots and whatever, produce the ballots in that way and print it up.  So this isn’t new.

I would just say that some of the technologies have gotten better.  But those jurisdictions were then able to take those computers after they were used in the election, your know, wipe them of the voting information, software, whatever, and use them throughout the county and it was almost as if they had a disposable voting machine for lack of a better term and that’s a shoring of resources.

And with the affordability of things like tablets, not iPads but tablets, other tablets, you know, if you can go to your county commissioners and tell them look, we can buy this, use it for the election purposes.

Here’s how it’s going to be used and then after we’re done it can be re-purposed for something else, that has real value for a local election official because it’s no longer just limited.
It’s no longer, hey, we need to pay for storage and keep all our voting equipment back there and we’re paying for that space and it’s doesn’t get used except for the two to three times a year and whatnot, instead you can point to something and say it has multipurpose uses.

So with that said, I obviously recognize there’s a variety of challenges here too.  What we’re talking about is akin to component certification.  How does this all work together?  How do we know that it’s going to work reliably? How do we know that your ballot marker and the ballot you print is going to interact with your election management system and tabulation?  All of that needs to be overcome.

The current standards in the EAC program and Brian’s going to address this, doesn’t really have a way to handle this either and so that’s obviously a huge challenge, as well as some questions about interoperability.  The common data format obviously would help with this.

There’s always the COTS question.  The EAC has held what, two or three roundtables now on COTS.  COTS is a huge challenge.  How to evaluate COTS, how much do you need to evaluate COTS?  What do you do with COTS?  You know, if you test one version is it good for a variety of versions, all of that.  That remains a problem.

And then there’s the question of election official IT support or election official knowledge.  This approach in some ways assumes I think that election officials will have a level of IT management necessary to manage this.

Now election officials need that IT management now, with the system now, but I think it involves an even more sophisticated level of IT management and so the knowledge base and the question of being able to properly educate election officials to be able to handle this is a big question and I think a very fair one to ask as we move towards that.

And I put more on there because I am sure I have missed a boatload of them.  I just wanted to throw a few of them out there, recognize that there are obvious challenges here.

The point is that I think almost unanimously although perhaps not, and Id love to be corrected on this, we all agree and election officials certainly believe that the current system as it stands now is not a sustainable one.

There isn’t the money to be able to do things the way we did it before and so we need to begin to challenge ourselves to think about what the new approaches may be and the TGDC needs to begin to find a way to address these challenges in order to set up a system that election officials can use because all the accessibility, all the security in the world means nothing if no one can buy it and no one can support it and that’s reality.

So that’s what I’ve got.  I think Brian is going to talk a little bit about the system and then I’d love some input, some feedback and open discussion.  Thank you.


MR. HANCOCK:
Thank you, Commissioner.  Brian Hancock.  I don’t disagree with most of what Matt said.  It’s all true but, you know, there are certainly some issues and I think one of the things that we all have to think about and that Matt didn’t bring up is legislatures, state legislatures can do things or require you to do things that may not always make sense for whatever reason, right.

So that’s just another component of things that we’re all going to have to deal with whether it’s at the federal level or at the state level that may throw a monkey wrench into the best laid plans.  So I just wanted to mention that.


The only other thing I really wanted to mention is, and Matt talked about the COTS roundtables that we’ve had and we got a lot of good information from them, and I’ve spoken to other folks that do certifications around COTS and the military and aviation industries and the one thing that I think is a truism and that some of them have found out the hard way is that not all COTS products are created equal, right.

So from a certification standpoint even though it may seem like two or more or a bunch of different products should be compatible, you know, our COTS, they may not always act in the same way.

So there are a number of issues related to both our program that Matt mentioned we would have to make some changes, but I think we’re planning on that, right, the common data format stuff that John talked about earlier is important.

You know, we want to get to a point where we can do component certifications and I think that’s going to bring other vendors into the marketplace.  You know, if there is someone out there that does one portion of the system really well but doesn’t want to do an EMS and all of the other things that are required to do a full certification, you know, that should allow other people to get into the marketplace and we’re certainly hoping that it does.  We’ll see.

But all of this I think is going to lead to some changes, some of which Matt talked about and I think some of the ones we are already anticipating, but there’s going to be a lot of others out there that none of us are anticipating right now.

So Matt, should we open it up to the group as this point?  Anybody have any thoughts?  Phil.

MR. JENKINS:
Phil Jenkins, Access Board.  Just an observation that, you know, just the way the defense industry, space shuttle went to common off the shelf software and just how the assistive technology industry used to be very hardware specific and platform specific, it was all customized.

They didn’t use anything common off the shelf and over the years they’ve gone to the reusable platform and common software so there is a lot of advantages to that and I’m encouraged and support this idea.

I think we need to look at common off the shelf hardware components, not just the software platform.  And if we can see benefits in cycle time reduction as well, so things can be improved and released quicker.  So I’m encouraged by this.  I do think we have to change the way we do certifications clearly.


MR. HANCOCK:
Right.  The other dynamic that Matt didn’t throw in there is the concept of mission criticality, right.

You know even though the money is not there and we all know that, by a long shot the expectation is that these things operate in the same way that mission critical systems like the space shuttle operate, that they operate 100 percent of the time, they operate 100 percent accurately, and all of the other things thrown in there, just another dynamic that we have to deal with in this arena.

MR. JENKINS:
I just want to follow-up.  This is Phil again.  However, this is however the but part.  There are lessons learned.  I’m trying to remember my thought now, where three years ago before the iPad and the tablet phenomenon, the AT industry was jumping on the Nokia platform, okay, and it disappeared really quick and there was a bunch of people standing there holding nothing, okay and so right now we all have I phobia fantasies, I don’t know what, know what we’re --

(LAUGHTER)


And so we have to be really careful that we’re not vendor specific or platform specific.  Tablets are moving really quickly and so there’s some maturity I think we need to recognize and watch this as well.

Having said that I think the answer is not so much wait, it’s how can we adapt quicker and so whatever we do with the VVSG we’ve got to put in a mechanism to be able to certify components faster, quicker, just as the technology is moving faster.


COMMISSIONER DAVIDSON:
One of the things that reminded me as you were talking Brian, I don’t know how many of you actually watched some of our roundtables this year but we had one on sustainability and that will really bring to light, and they are still on our website, of the concerns that are out there about how long our equipment is lasting and what they’re planning on doing, and what they’re doing to try to make it last.  I think it’s worth watching to see -- there is a big concern in our community so I would encourage all of the TGDC members to watch that.


MR. JONES:
This is Doug Jones.  This is a very real concern about the hardware cycle but I think exactly the same problems apply to software today.

I was talking last week to a colleague of mine at the University of Iowa who has been teaching an introductory computer science course and his complaint is that the software tools that are hot and new and exciting to think about teaching and that might attract students to come, seem to have a market lifetime of about five years and that he basically has to talk about completely redesigning the intro course around a new tool every five years.

That’s about the same as the presidential election cycle and it suggests that if we want to try to keep up to date we’re going to have to throw away our software every five years as well.

I don’t think that’s sustainable, in fact I wonder if the entire software industry is moving towards un-sustainability by churning of platforms so quickly that you can’t really invest serous money into developing any platform, any software that doesn’t have a mass market.  I mean the fact is the iPad is cool but it’s cool because all the applications on it have mass markets.

Elections will never be a mass market, well, except for a couple direct democracy fanatics because we don’t really want to be going to the polls daily.  We’d really like elections to be something we do a few times a year at most and yet for an application that’s going to be used a few times a year when platforms -- and in fact software platforms as well as hardware platforms have lifetimes that are about the same as the election cycle.

I think we’re in big trouble and it really bothers me that when we used Optech 1 and Optech 2 scanners in my county, those scanners lasted 20 years and they served to the end of their lifetime very gracefully and now we’re really seriously talking about living on the consumer marketplace cycle where individual hardware platforms rarely remain in production for more then a few months before the next model comes out.

But back to the original presentation, I think that the interoperability and component certification is the only direction to go and that the current churning of the hardware marketplace is putting tremendous pressure on us to revisit that topic and try to figure out how we can move towards component certification with interoperability.

This puts a lot of pressure on the common data format people and I think that that pressure is something we should encourage and we should attempt to respond to.

MR. HANCOCK:
Thanks, Doug.  Steve.


MR. BELLAVIN:
This is Steven Bellavin.  I was going to say something in a similar vein to what Doug said about warning about the rate of change.

I was going to stress in particular the issue of not just certifying the software for the particular application but the particular operating systems and variants of operating systems and patch levels and such that’s been verified to work with and this could be a major, major disaster if it’s not taken into account.

I remember seeing Gabe Shart a few years ago showing the adoption rate of I think it was Windows XP service pack two with the size of the corporation.  The larger the corporation the slower they were to adopt it, not because they couldn’t push it out but because they knew what was likely to happen to too many of their applications if they tried.

There were too many changes in there and you can get minor, minor changes in there from Microsoft or Apples point of view and it’s not going to work for some applications that were inadvertently written to be both compatible with a particular version of their software, and some people don’t like upgrading.

Another organization I’m associated with was a major, major flame fest about why were people sending PPTX files to the server instead of PPT because these people “don’t want to pay the upgrade tax” to Microsoft who were trying to fill in a PDF on a Mac and then sending it to a Windows user who is using a Dobey PDF viewer and they can’t see the filled in form.  Just somehow different variants of the same “standard” PDF.

This is a tremendous amount of difficulty in certifying COTS software that has to run on a wide variety of hardware platforms even apart from the coolness factor change.  I’m not saying it’s a bad way to go, I’m saying I don’t understand the difficulty.

I’ll say one more thing and then I’ll shut up.  Software can be amazingly expensive to write especially if it’s got to be high quality production grade software.

In the debate about some wire tapping legislation some years ago, someone said I don’t understand what the problem is.  It’s only new code in a telephone switch.

Yeah, people with software engineering background just shriek in horror at that thought because, you know, I used to work in the research along with the phone switch developers.  I know just how expensive one line of code is in with a phone switch once it’s fully debugged, and documented, and developed, and pushed down for the literally 26 different code trees that they had.

MR. HANCOCK:
Thanks, Steve.  Anybody else?  Yeah, Don, I knew you had something there.


MR. PALMER:
Don Palmer.  Well, as I heard Donetta speak, just a little context as to the warning clouds.  We talked about sustainability in the actual equipment and software is expensive and the upgrades going through the certification process, but when you look at the options for example, vote by mail, you know that option is always out there and it could be expensive.

It’s a different way of voting, some like it, some don’t, some are agnostic to it but that sort of option when you look on the horizon, is that really where you want to go because of the (unintelligible) service problems and the reality of it is that pushes back absentee ballot deadlines and when there’s less service centers it’s in the mail longer.

So it’s coming at you from all sides and so technology is our one way of potentially meeting the demand in the future.


MR. HANCOCK:
Yes, I think point well taken given some of the debate around the postal service that we’ve heard recently.


COMMISSIONER DAVIDSON:
Closed on Monday before the election it makes it pretty hard to get those ballots in on time.


MR. HANCOCK:
Exactly.  Anybody else?  Don and then Doug.


MR. MERRIMAN:
Don Merriman.  I’m asked to talk a little about maintenance and just looking at batteries on my DREs, replacing batteries and the little accessory things related to each one of them, a total battery replacements close to $400 per machine and that’s just backup batteries and so forth because they are plugged into 120 volt outlet as well on election day.

But when you look at, I’ve got 165 machines and you look at that total cost, it’s astronomical and frankly I don’t have it in my budget.

I have started talking to the county commission about putting back some money for whatever is out there next because I know that what I have is not going to last much more then about three or four years.

And I’m taking very, very good care of it as a custodian of that equipment because it was a major amount of tax money that helped pay for it but it’s still something that we move out election day and move back the day after and maintain it the best way we can but it’s still electronic equipment so very, very expensive proposition to keep maintenance going on.


MR. HANCOCK:
Thanks, Don.  Doug and then Phil.


MR. JONES:
This is just interesting, the battery question.  The old votronic, the ancestor to the invotronic took I think six standard C cells for batteries.  You could load dime store batteries into it and it would work and it struck me that was a really smart move and it’s sort of sad that they went over to these really expensive difficult to sustain rechargeables although the truth is I guess there’s a sense in which the right rechargeable batteries are more environmentally responsible.

But back to the question of reusability, the cost of software versus hardware, I have actually seen several cases recently where organizations have concluded that software development prices are so high that they’re actually building custom equipment to run old software indefinitely into the future.
I saw this in a woolen mill in Hungary where they -- actually I was helping them get the technical data they needed to build new computers to run their old software that was totally incompatible with any current marketplace computing equipment.  I’ve seen this in the context of nuclear reactor control systems.  I’ve seen this in several other contexts.

It is getting to be the case that some hardware design is becoming cheap enough that you can design from scratch replacements to run your old software cheaper then you could write new software for new machines and this is disturbing.  It’s not the way things were supposed to be when software was invented.

MR. JENKINS:
Phil Jenkins, Access Board.  I’d like to recommend that we maybe commission a study unless there’s one already, of the total cost of ownership for election systems and look at the various components.

It feels like things are going to be cheaper and we’re in this cool, sexy mode right now with a lot of these, wow, look how much cheaper it could be, reuse, so we need to look at the maintenance cycle versus the configuration and installation and is that burden being just shifted.

And, you know, initially it may look cheaper, quicker but in the long run I’m going to have this huge IT staff that can’t be doing something else while we’re getting ready to do the next election.

The cost of software, and the cost of hardware components -- and just make sure we’re looking at the total cost and if there really is savings, you know, we all feel like there is, but let’s maybe verify that and give assistance as we’re supposed to be doing to the states so they know what’s in front of them if they choose to go down some of these paths that we can in fact help them certify.


MR. HANCOCK:
I think the EAC would laugh at us if we suggested a commission study seeing as how they don’t have any money but I think we can go back to the Standards Board, you know, NASAD and get a very real handle on.

I know just given the amount of fiscal data that we collect from our counties as far as the cost of elections we could pretty easily determine what you’re asking as far as costs with some of that but the hard part will be determining the cost of the new paradigm.

You know, I mean we can talk to Oregon a little bit and whoever else tries it but I think it’s a good idea, understanding the costs.  I think that’s a good idea.


COMMISSIONER DAVIDSON:
My suggestion to get that the fastest way is through NASAD, is to call Doug and ask him to put it out to all of the states of what the cost of the hardware and the supporting of it -- the counties.

Of course you have to go to your counties probably to find out what they’re paying and a lot of the areas unless you have a statewide system -- but I know counties are paying anywhere from $400,000 to $500,000 and that’s not a real large county, on their maintenance in a year.  So that might be your fastest way.

With us if we did it at the EAC we’d have to do a paperwork redaction act to be able to get it and that takes months so you don’t want the EAC doing it because we’re underneath those requirements.  Federal government is --

MR. HANCOCK:
Anybody else?  All right, Matt I want to thank you for bringing this subject to the attention of everyone and I’m sure it’s not going to be the last time we talk about this.


COMMISSIONER DAVIDSON:
All right, everybody.  It’s time for a public comment period and Belinda you’re here before us so I’ll turn it over to you.


MS. COLLINS:
Okay, to the best of my knowledge we have received no public comments and we have no additional or any resolutions.


COMMISSIONER DAVIDSON:
Very good.  All right, folks I’m going to adjourn today’s meeting and tell you I’ll see you in the morning at 8:30 a.m.  So it’s adjourned.  They got the heat going and now we’re going to adjourn.

(LAUGHTER)

(Meeting Adjourned)
(END OF AUDIO CD RECORDING)
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