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* Why Interoperabillity in voting equipment?
* NIST’s strategy in interoperability

* |EEE work

* Next steps
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Interoperability...

* Capability to mix and match devices from different
vendors without major integration effort

* Makes devices more usable for EOs, easier to
manage and operate, report on, and analyze
e Highly desirable, leads to
e More choice in vender equipment
e Cost savings in integration of new equipment
e Greater efficiency in election operations and analysis

* More flexibility with testing and certification, possibility
of component certification
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Interoperability in the VVSG

» Currently no requirements for interoperability

* Developing requirements for interoperability takes
nard work that must involve EOs and vendors and
abs

e 2007 TGDC Recs include “should” requirements for
interoperability that could be basis for “shalls™ in
future VVSGs

* NIST is developing a comprehensive common data
model/format (CDF) and related guidelines for
equipment

e Aim is CDF work will be included in future VVSGs
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NIST CDF Development

e Goals:

e Voting equipment to import/export in a CDF

e CDF (e.g., XML) based on a comprehensive format-
Independent election data model (UML)

e CDF standards are freely available to developers and
vendors

o Strategy:
e Working within IEEE since 2010 (while TGDC inactive)
e Working especially with EOs, vendors/developers

e Coordinating with other standards and commercial efforts,
e.g., AP, Google, OASIS, Pew VIP
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Election Data I\/Iodelmg

* We create use cases for voting A
applications, followed by data models =
iIn UML(Unified Modeling Language) =

* Use cases start with higher-level = B | e
process models and devolve into = I =
requirements for the data model = — e

* The data model shows the types of e T
relationships between individual data T
elements in a data format- — =
Independent manner

* Specific XML schemas or other formats can easily be
generated from the data models

* The models are useful for areas of voting technology that
are evolving and for which specific schemas cannot be
generated at this point, e.g., devices on the drawing board
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Why Models Are Essential...

T

50 States
3,140 Counties ]
1,620 NE Townships
5,312 Midwest Townships
10,072 jurisdictions to take
into account!!!
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CDF Development Status

* |EEE Voting Systems Standards Committee
(VSSC/1622) created

e NIST chairs and contributes the technical work
(models, schemas)

 [nitial standard produced in 2011 on blank ballot
distribution format

» 2 standards near completion — Election Results
Reporting, Election Event Logging

* Discussing with IEEE the free access and usage of
VSSC standards
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VSSC Committee Overview

IEEE Computer
Society

Other
committees

e.g.,
LANMAN/802...

J

1622.2

EMS/Election
Reporting

1622.4

Election
Modeling

1622.7

Electronic
Pollbooks

1622-3

Event Logging
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Current Participants

Prometheus
ElectionAcademy

Galois FVAP BipartisanPolicyCenter .
Oracle SOESoftware :
NewYork ) county OSET California GeorgiaTech

Reuters oL Google . NTSLabs
Ohio - ESSVoting  SLIGlobalLabs
VSTOPMinnesota pgy, charitableTrust

Konnech VSAP VIP,ocociatedPress UnisynVoting

IEEE NIST : .

Arizona ElectionDataServices
TrueBallot ™gig™ Sunlight  WestVirginia

Indiana DominionVoting
: VerifiedVoting

Florida \isgonsin ProVandVLabs

Michigan  gqyalJustice
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Working Groups & Efforts

* 1622.2 Election Results Reporting (Sarah Whitt/John
Wack)

» 1622-3 Event Logging (John Wack)
* 1622.4 Election Modeling (Kenneth Bennett)

* 1622.6 Voting Methods Mathematical Models (Lauren
Massa-Lochridge)

» 1622.7 Electronic Pollbooks (Jay Bagga/John Dziurlaj)

* Glossary (NIST)

e Glossary tool for use across standards
e Essential for future VVSG

TGDC Meeting July 20 — 21, 2015 11



Improving U.S. Voting Systems

1622.2 Election Results Reporting

» Started effort in 2012 to provide ENR only; grew
in scope to include
* Same XML schema used for 3 use cases
- Pre-election data
- Aggregated election night results
- Highly detailed certified/archive results

» Used in OH with the AP for 2014 general election

» Working with a number of states on
implementations
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Simplified UML Model...

Candidate
Party L | Candidate Ballot
Selection Measure
Selection
StraightParty Ballot CandidateChoice
Measure
: BallotSelection
«Root»
ElectionReport Contest
TotalCounts :
(ove rvotes, VoteCounts
ballots, etc.)

BallotStyle \l
Counts }
(by device type

GeoPoliticalUnit or type of voting)|
(state, county, city, town, |
district, precinct, split, etc.)
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Data Values in the Model...

«enumeration» «enumeration» «enumeration» «enumeration» «enumeration» «enumeration»
BallotMeasureType CandidatePostElectionStatus CandidatePreElectionStatus CodeType CountltemStatus CountitemType
BallotMeasure AdvancedToRunoff Filed Fips Completed Absentee
Initiative ProjectedWinner Qualified LocalLevel InProcess AbsenteeFwab
Other Winner Withdrawn NationalLevel NotProcessed AbsenteelnPerson
Referendum Withdrawn Writeln Ocdld Unknown Abs enteeMail
Retention Other Early

StateLevel ElectionDay
Provisional
Total
Uocava
Writeln
Other
«enumeration» «enumeration» «enumeration» «enumeration» «enumeration» «enumeration»
DayType DeviceType ElectionType GeoSpatialFormat OfficeCategory ReportingUnitType
Sunday Electronic General GeoJson CountyWide BallotBatch
Monday Lever PartisanPrimaryClosed Gml Judicial City
Tuesday ManualCount PartisanPrimaryOpen Kml StateWide CityCouncil
Wednesday MixedS ystems Primary Shp CombinedPrecinct
Thursday OpscanCentral Runoff Wkt Congressional
Friday OpscanPrecinct Special County
Saturday PunchCard Other CountyCouncil
Weekday Unknown DropBox
Weekend Other Judicial
All Municipality
National
- - - - PollingPlace
«enumeration» «enumeration» «enumeration» «enumeration» Precinct
OfficeTermType ReportDetailLevel ResultsStatus VoteVariationType Schopl
FullTerm PrecinctLevel Certified 1lofM gplelqal .
] - plitPrecinct
UnexpiredTerm SummaryContest Correction Approval State
PreElection Borda SRS
Recount Cumulative StateSenate
UnofficialComplete Majority Town
UnofficialPartial NofM T
f P
Plurality utility
Proportional village
Range VoteCenter
Rev - Ward
SuperMajority Water
Other Other

TGDC Meeting July 20 — 21, 2015 14



Improving U.S. Voting Systems ler

National Institute of

Standards and Technology
U.S. Department of Commerce

1622.4 Election Data I\/Iodelmg

* Comprehensive, high level
model of processes and data

Framework for more detailed
interoperability standards

Election glossary s —

kers _Buildin,

B allot Canvassing MarlagementAcceptanceprowsmnal

Voters

. Acce551b1 ltyl’mmh'PSVOt Pre-Election

Capign Office 1 Relation s
Publlc Preparanon CTe t Count | €C nology 11111
Securit Electlons cHz{‘r%e CertifyingAudit

UmformedE e tlongAdmmlstfatlgg%gﬁ?fgn a

aralle Absentee
meBallots Stem Recount Mail
T Certlﬁcatlon
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Business Process Models

A visual description of election business processes*
showing how they are nested and inter-related.

<<process>>
Election Administration

<<process>> <<process>> <<process>>
Election Preparation Voting Post Election
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Breakdown of Election Preparation

<<process>>
Election Preparation

<<process>> > <<process>>
Manage Voters Prepare Voting Materials
and Equipment
A A

<<process>>
Process Contests and
Candidates
<<process>> <<process>>
Maintain Geographic Data > Establish Voting Locations

i}
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5ction Business Process Model
Tasks and Activities

A visual description, at a high level, of the typical tasks and activities that take
place within a process, the inputs and outputs of the process, and the rules and
resources that support the process.

<<process>>
Register Voters

VVVVV Yes
registration
in
statewide
VRDB?

Voter
registration

<<process>>

Maintain Statewide Voter
Registration Database

A
ée-+
o

Maintain Local Voter

registration Registration Database
[ document /

A A A
I | |
I 1 1

<<Rule>> <<System>> <<System>>

Applicable federal l Statewide Voter ‘ l Local Voter

voter registration Registration Registration

laws Database Database
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022.6 Voting Methods Mathematical
Models

e Guideline on formal mathematical definitions for
voting methods (variations)

* Evolved from election modeling effort and need
for formal definitions for voting variations

* New variations such as RCV-IRV done
differently in different jurisdictions, a need for
consistency

o Useful for vendors, labs, future VVSGs
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1622.7 Electronic Pollbooks

* A CDF to address e-pollbook data imports and
exports

* Covers exports from and updates to the VRDB
* Faclilitates greater interoperability among vendors

* Working group currently creating use cases and
data models

* Data models will re-use and expand upon data
model created for 1622.2 Election Results Reporting
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nitial Process and Data Model
Developmen

Diagram: Electronic Pollbook

Authar: jdziurlaj e T e e e e N ¢ " " C S RN
EEEE S O 3 Lockup Pelling

Created on: 2015-01-21 21.0429 UTC Location

Modified on:  2015-02-01 15:36:57 UTC
Changed by: John

Polling location can be
looked up for voters
who arrived at the
incorrect polling

@%ation C c

Design: eph
Model: Electionic Pollbook
...... e ——
B g Issue Ballot
P Export VRD |- Baliot . . —Ballst L M paiict is issued /
EMS Ballat Data from systems of Style . . . . |activated
Definitions ~ |record are exported Voter Detail
B omto EPB[IEEE] .- - - - -« o o oo
Voter . q Ballot
e - Registration - - Available - Y R
Registe L c
N Ballot Btyle .
Voters 1;4' o Voter
Moter Reg 2 Syncronize  } - - - - - N - - e e e 5 Determine %/
VRS © .. |EPBand VRS sync e o Eligibility
= ‘nter Peqg during voting to ldentifie Voter idertifies
e facilitate vote themselves verbally or
centers and

by preserting

election day voter identification

........ .Recongilistion | .

.............. T Import Pollbook
Datafrom EPBis

brought into VRD for
post processing
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CDF Effort Next Steps

* Continue coordination with AP, Google, Pew, others

* Develop more contacts within technical election staff
e Invaluable for subject matter expertise

e Common ID activity for coding election objects*
e Necessary across DBs to simply data management
e Considering use of FIPs within Open Civic Data IDs

» Ballot marker and optical scan export CDF
» Ballot definition CDF*
» Cast vote records CDF*

* partially underway
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