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1. Introduction

The Computer Forensics Tool Testing project at the National Institute of Standards and Technology (NIST), an agency of the United States Department of Commerce, was designed to provide a measure of assurance for the software tools used by law enforcement in computer forensics investigations. This project should provide law enforcement personnel with a means of deciding whether the tools in consideration for use should be applied to the purposes required. These tools, in combination with the forensic processes and protocols allow investigators to collect digital evidence that can be introduced into a judicial process. This project is supported by agreements between NIST and the National Institute of Justice, the research and development organization of the U.S. Department of Justice, the Technical Support Working Group, and other agencies.

This paper provides a description of the general approach taken to develop the test methodology for computer forensic tools and the rationale behind this approach. The development of a test methodology was complicated by the lack of standards or specifications that describe what forensic tools should do and the need for these tools to survive the scrutiny of a judicial process. This methodology is based on NIST’s extensive experience in testing, proven methodologies for conformance testing, and international standards and guidelines for testing. 

2. Background

Our approach for testing computer forensic tools is based on well-recognized methodologies for conformance testing and quality testing. ISO/IEC Guide 2, Standardization and Related Activities – General Vocabulary defines the basic terms and concepts that are used for international conformity assessment programs, testing and measurement, and general mutual recognition of testing results. It defines conformity or conformance as the “fulfillment by a product, process or service of specified requirements.” [9] Conformance testing captures the technical description of a specification and measures whether an implementation faithfully implements the specification. 

ISO/IEC 17025, General Requirements for the Competence of Testing and Calibration Laboratories provides recognized codes for good laboratory practice and criteria for quality assurance in testing laboratories[6]. The guide serves as a reference not only for accrediting laboratories for independent testing, but also outlines requirements for quality testing so that users may have some confidence and assurance in the test results obtained. Our approach follows these principles so that our test methods meet the highest level of quality assurance possible.

3. Approach

The general approach for testing computer forensic tools can be summarized as follows:

1. establish categories of forensic requirements,

2. identify requirements for a specific category,

3. develop test assertions based on requirements,

4. develop test code for assertions,

5. identify relevant test cases,

6. develop testing procedures and method,

7. report test results.

As suggested by ISO 17025 for cases where there is no standard test method, the results of each step will be made available for public review so that this process is an open, public process which incorporates and reflects the needs of a wide variety of law enforcement practitioners and suppliers of computer forensic tools. 

3.1. Forensic Requirements Categories

Forensic requirement categories are groupings of forensic functions that are determined by expert users. Grouping these forensic functions provides a smaller set of requirements that can be systematically approached by specialized forensic experts for testing. Narrowing the scope facilitates identifying the requirements for each functional grouping.

3.2. Forensic Requirements Specification

A forensic requirements specification prescribes the technical or functional requirements to be fulfilled by a product. Specifically, it identifies the requirements and features applicable to a category of forensic tools. A group of experts from federal, state, and local law enforcement organizations initially identify a list of requirements or specifications for the category of forensic functions. However, the final requirements are based on consensus review from the communities that use the tools. These requirements will be used as the basis for developing test assertions and test cases that will be used to test the forensic tools. 

3.3. Test Assertions 

A test assertion is a statement of behavior, action, or condition that can be tested or measured. The test assertions bridge the gap between the narrative of the specification and the test cases. Each test assertion is an independent, complete, testable statement for a requirement in the specification. Each test assertion results in the realization of one or more test cases. 

3.4. Test Cases

A test case specifies what is to be tested or one instance of what is to be tested. Test cases apply the assertions to the environments that are to be tested. Economic considerations limit the number of test cases that can be selected. Public review and the opinions of the group of experts from both computer science and forensic practitioners are used to narrow the number of test cases. In addition, the NIST Statistical Engineering Division is developing an independent experimental design to assist in the selection of test cases.

3.5. Test Method

The test method is a combination of the software used for testing and the procedures for completing the testing. If the test assertions and test cases are the ‘what’ that is tested, then the test method is ‘how’ the testing is to be accomplished. ISO/IEC 13210 “Information Technology – Test Methods for Measuring Conformance to POSIX” defines test method as “the software, procedures, or other means specified by a POSIX standard to measure conformance. …Test methods are intended to provide a reasonable, practical assurance that the implementation conforms to the standard.”[7] Thus, our test method is the key to providing reasonable, practical assurance that the forensic tools will meet the requirements of the investigators. 

ISO/IEC 17025 identifies the required documentation for any ‘non-standard test method.’ These 16 generic items were used to develop the requirements for forensic tool test method documentation. 

a. appropriate identification -- unique identifier which identifies the precise test case 

b. scope -- the test method for which category of forensic requirements

c. description -- what product is being tested including version numbers

d. parameters -- the variables that are used to define the test, such as the size of the disks being tested, access, action, etc.

e. apparatus -- the testing environment or computers being used

f. reference standards -- the testing software or support software used

g. environmental conditions -- where the testing was completed

h. description of the procedure --

identifying and documenting which equipment is being used and any preparation of the equipment before testing

checks to be made before testing begins including setup procedures

identifying how the documentation will be kept, name of files, etc.

identifying any procedures needed to protect the integrity of the test results

i. criteria for approval – what should be the expected results

j. data – what data will be captured, how the results will be analyzed, and presented 

International guidelines state that there can be no assurance of the integrity, reliability, and correctness of test results unless the test method is valid. Section 5.4.5 of ISO/IEC 17025, “Validation of methods” states that: 

“Section 5.4.5.1 
Validation is the confirmation by examination and the provision of objective evidence that the particular requirements for a specific intended use are fulfilled.

Section 5.4.5.2 
The laboratory shall validate non-standard methods, laboratory-designed/developed methods, … to confirm that the methods are fit for the intended use. The validation shall be as extensive as is necessary to meet the needs of the given application or field of application. The laboratory shall record the results obtained, the procedure used for the validation, and a statement as to whether the method is fit for the intended use. …”[6]
When a test method is standardized, it has had the scrutiny of all participants who vote on the standard. When there is no standard, the review of experts in the field and any other interested parties is required. Our approach therefore is that all procedures used and all testing software will be made available for any interested party to use and judge. Most of the information, the specifications, the test assertions, test cases, and the support software will be made available on the Internet.

3.6. Test Results Reporting

Test results reporting is the way that the test results are presented. ISO 17025 states that “The results of each test, calibration, or series of tests or calibrations carried out by the laboratory shall be reported accurately, clearly, unambiguously and objectively, and in accordance with any specific instructions in the test or calibration methods. The results shall be reported, usually in a test report …, and shall include all the information requested by the client and necessary for the interpretation of the test or calibration results and all information required by the method used … .”[6]
This international standard gives specific information on what should be included in any test report “unless the laboratory has valid reasons for not doing so.”[6] Thus, the forensic tool test results should include:

a. a title stating what product was tested;

b. identification of the testing environment, i.e., where the tests were run;

c. unique identifier for the test report; [identifier will be repeated on each page in order to ensure that the page is recognized as a part of the test report]

d. the name and address of the vendor;

e. identification of the testing software used;

f. unambiguous identification of the product tested including version, patches, etc.;

g. the test with the criteria for measurement;

h. the name(s), function(s) and signature(s) or equivalent identification of person(s) authorizing the test report;

i. where appropriate and needed, opinions and interpretations;

j. additional information which may be required by specific methods, clients, or groups of clients.

4. Repeatability and Reproducibility

Test results must be repeatable and reproducible. The procedures of the test method in addition to the testing software ensure this. The basic concepts of these two conditions are defined in ISO 5725, “Accuracy (trueness and precision) of measurement methods and results.” [1,2]
“repeatability: Precision under repeatability conditions. 

repeatability conditions: Conditions where independent test results are obtained with the same method on identical test items in the same laboratory by the same operator using the same equipment within short intervals of time. 

reproducibility: Precision under reproducibility conditions. 

reproducibility conditions: Conditions where test results are obtained with the same method on identical test items in different laboratories with different operators using different equipment.”

As applied to computer forensic testing, repeatability is defined as the ability to get the same test results on the same testing environment (same computer, disk, mode of operation, etc.) Reproducibility is defined as the ability to get the same test results on a different testing environment (different PC, hard disk, operator, etc.). 

5. Management Issues and Documentation

Quality control and documentation of the testing process are key to insure repeatability and reproducibility of test results. Every step of the process will be documented at a level of detail that will provide enough information that the testing process, from setup to completion, could be repeated and analyzed. These records in addition to the testing hardware and testing software are controlled and protected to insure the accuracy and integrity of the process.
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